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Abstract. This work addresses position falsification attacks of mali-
cious nodes against spectrum users and devises a strategy to detect such
nodes. We conducted over 6 months of measurements to confirm the
practicability of using RSSI under varying weather conditions, which con-
firms that RSSI fluctuates along the mean. Also, the simulation results
obtained show that collaborative neighbour monitoring in hybrid (cen-
tralized and distributed) networks work well in detecting position fal-
sification attacks in dynamic spectrum access networks, provided that
the distance between the actual malicious node position and the falsified
position is at least 0.3 km.
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1 Introduction

This paper advocates the idea of getting rid of malicious nodes that attempt to
falsify their position to abuse the sharing principles of the dynamic spectrum
access (DSA) networks, which may reduce throughput and increase latency. This
subsequently affects the spectrum utilization. In view of this, the paper identifies
some possible attack scenarios within a threat model and subsequently develops
a detection algorithm to detect malicious nodes that may exploit the identi-
fied attack scenarios. Malicious nodes may falsify location information to mount
attacks in the spectrum, causing harm to a primary transmitter or a neigh-
bour secondary node. By falsifying its position the malicious node can easily
adjust its parameters such as transmit power and antenna height to unduly
cause unwarranted interference to prevent original nodes from transmitting. We
study the above malicious node position falsification attacks in a network setup
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of dynamic spectrum access-using network devices. Firstly, this is a challeng-
ing problem because of the coexistence of both the licensed and the unlicensed
transmitters within the same space. Abusing spectrum etiquette of transmitting
above approved power levels and antenna heights could have a serious effect on
the genuine nodes. Secondly, the problem is challenging because of the shadowing
and multipath fading effects in wireless transmissions. In mitigating shadowing
and multipath fading effects we employ collaborative spectrum sensing, which
improves the probability of detection in the highly shadowed environment [22].

The problem of position falsification in dynamic spectrum access networks
has not yet been addressed in the literature. However, several works [1,6-
8,12,21-23] have been proposed for detecting other forms of malicious attacks in
DSA networks. Closest to our work is [22], which considers malicious false report-
ing attacks in a large cognitive radio network. Their study employed an approach
of crowdsourcing of collaborative sensing to detect malicious users. However, the
crowdsourcing of collaborative sensing approach cannot detect position falsifica-
tion attacks, as the authors assume that there is no position falsification by the
malicious node [22]. Hence, we develop an algorithm to resolve position falsifi-
cation attacks, which is critical to consider is DSA-based networks.

In this work we develop an algorithm based on received signal strength indi-
cator (RSSI) and fingerprinting of the node to detect any malicious node (a node
that abuses the network rules) within the network. The algorithm is designed to
operate in a back-haul of the network design architecture. The contribution of
this paper is fourfold. First, we design a new system and threat model that fits in
the DSA-based network. Second, we develop a threat model for the DSA-based
network. Thirdly, we develop a detection strategy algorithm and also develop
a naive detection algorithm based on common knowledge of statistics, using
averages and dispersion of averages from similar data sets that operate at the
layer one of the TCP/IP network layering architecture. The naive algorithm
only depends on averages and standard deviation values. The results obtained
from the naive algorithm as compared to the proposed algorithm are all false
positives. We also show that computing weighted decision factors on the RSSI
values of a neighbour node helps in making accurate decisions. The weighted
decision factor introduces a new hypothesis: whether the node is malicious or
not. Hence, the RSSI values obtained by using any of the free space models or
the data propagation model or by measurement cannot be reliably depended on
to make decisions in the proposed algorithm, unless the weighted decision factor
of the RSSI values are obtained and computed and its hypothesis deduced to
obtain the true status of the node as being malicious or not. Again, from the
naive approach, averages and deviation values alone cannot be relied on to prove
whether a node is malicious or not. Our algorithm depends solely on averages
and dispersion of averages without the weighted decision factor to make deci-
sions as to whether a node is malicious or not. Finally, we conduct simulations to
investigate the effects of antenna height and distance on the propagation signal
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in the spectrum and also validate the proposed detection algorithm through sim-
ulation. Simulation results show that the algorithm is able to detect all falsified
nodes with the minimum distance between the falsified position and the genuine
position of at least 350 m.

2 System Model

In our model, we position fixed secondary (or unlicensed) nodes and malicious
nodes, connected by a Central Decision Center (CDC), which is the decision-
making platform implemented in the master node that controls the network,
as also used by Basavaraj, Mancuso, and Probasco [5]. The CDC shall be the
decision centre of the algorithm. The positions of the secondary nodes and the
malicious users are independently distributed in an (L x L)km?. We assume that
all secondary and malicious nodes are embedded with spectrum analysers to
capture the transmission signals from the neighbours within their transmission
range. The obtained RSSI values and the node identification information are
sent to the CDC. The " device has position coordinates P; = (24,v;) where,
i=1,2,3,...,n. All our secondary user nodes are transceiver nodes. Each of the
secondary users has a transmission range of R within the area. Each secondary
node transmits at a power of Ps; and the malicious nodes at a power of P,,. The
secondary and malicious users are located at a minimum distance of L km from
the primary user (licensed user within the spectrum), to prevent interference.
Any RSS value received by the CDC below a threshold of A is not used by the
CDC in the estimation of channel statistic parameters. Secondary and malicious
nodes are sensed using energy detection [17].

There are N secondary nodes and M malicious nodes in the system. Each
secondary node communicates to the CDC over a secure end-to-end connec-
tion, such as a TLS tunnel, between each participating secondary node and the
CDC [17]. Since we are interested in using our secondary nodes as back-haul
nodes for our network, we assume that the secondary nodes are static and do
not change position.

We again assume that malicious nodes may not have prior knowledge of all
the nodes within its transmission range. This enables anonymous reporting about
malicious nodes to the CDC to avoid compromising secondary nodes. Again, all
nodes transmitting at an energy level greater than the approved energy level are
considered to be malicious. We assume that all nodes can hear and decode any
modulation scheme, which will prevent nodes from hiding behind modulation
schemes to cheat on the network. Finally, we assume that each node on the
network has an in-built system that is able to decode its neighbours’ received
signals to obtain their identities.

3 Threat Model

In our model, we assume that the links between the CDC and the secondary
nodes are wireless and provide IP connectivity. We also assume that an attacker
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Fig. 1. Overall system model with six secondary nodes (N = 6) and five malicious
nodes (M = 5).

has full access to the network medium between the CDC and secondary nodes
and also between secondary neighbour nodes. We also assume that there is no
mechanism to ensure confidentiality of the communication between the nodes.
A malicious node on the network can cause an attack we refer to as a position
falsification attack (PFA). In a PFA the malicious node falsifies its location,
resulting in physical and/or logical attacks. In a physical attack the PFA causes
interference to neighbouring nodes on the network and in a logical attack the
malicious user unduly takes channels that should be allocated to other nodes.
An attacker exploiting PFA may pretend to be in the range of the network by
adjusting its location information to conform to the propagation area of the
network and request for a channel from the CDC just to deny genuine nodes
from getting access to channels. Under such an attack the malicious node may
increase its transmission power or antenna height above the agreed level in order
to obtain a competitive advantage over the other secondary nodes. Any of the
above can be exploited by the malicious node, thus negatively impacting on the
performance of the network. Additionally, whenever any secondary node requests
a channel from the CDC all the nodes within its transmission range hear the
request. Again exploiting position falsification by a malicious node, the node
can also create a Sybil attack [29] by creating several virtual nodes located in
different locations as if those virtual nodes were part of the network.

All the attack scenarios considered in this threat model can highly affect the
successful implementation of dynamic spectrum access based networks, espe-
cially opportunistic networks such as a TV White Space network deployment on
a large scale. While the PFA as described in this work can occur in both fixed
spectrum access (FSA) and dynamic spectrum access (DSA), it is a much more
significant problem in DSA networks because of the scarcity of resources [14,15].
To detect these attacks, we propose to use collaborative neighbour monitoring.
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4 Neighbour Monitoring in Cooperative Sensing

In neighbour monitoring, all nodes within transmission range of any transmit-
ting secondary node in the network will hear it and measure its received signal
strength (RSS). We do not rely on the individual nodes to report their RSSI
values or distance from the CDC because malicious nodes can easily fake their
RSSI values and their estimated range. Our proposed detection hypothesis is:

Hy : malicious node absent

H; : malicious node present

We consider the main detection strategy proposed in the algorithm to detect
malicious nodes if present.

4.1 Detection Strategy and Weighted Decision Factor at the CDC

In identifying a malicious node, we use a mean (average) received power indi-
cator for all the individual neighbour nodes within the transmission range of
the transmitter node. The CDC shall keep all the initially computed means of
the received power values in dBm in its database and subsequently compare all
the RSSI means calculated to check for deviations from the initially computed
means. In the CDC, each node shall have separate means of the received power
values measured for each neighbour node. Let the mean of the RSSI measure-
ments from the i** neighbour of a given potential malicious node be represented
by pi.

Nl =

s
pi=g» Py Vi jeN; i,j>0 (1)
j=1
where P;; is the j* power sample obtained from the i*" neighbour. Let o; repre-
sent the standard deviation of the power samples obtained from the i*” neighbour
node; that is

1

g; =

%)

S
> (P —p)? Vi j€N;ij>0 (2)
j=1

The hypothesis decisions shall be the following:

3)

if |p; — pic] < ko;  Hp: mo suspected malicious node
if |p; — pic| > ko;  Hyp:  suspected malicious node

where p; is the initial mean of the received signal strength indicators and g,
is the current mean of the received signal strength indicators and k£ € R;k <1
is the threshold factor to account for interference and terrain conditions. To
further compensate for the RSSI fluctuation we use weighted factors based on
whether the node is potentially malicious and the initial advertised distance from
the reporting neighbour node. In calculating the weighted factor, the estimated



220 A. Takyi et al.

distance is compared with the advertised distance. We assume that any node
whose estimated average received power is greater than or equal to twice the
average advertised power of the node, is a potential malicious node as shown in
Eq. (4). We therefore define the weighted factor in Eq. (5) based on the criteria
defined in Eq.(4). If the null hypothesis is rejected by the Eq. (4), a weighted
factor of 1 is assigned to the neighbour node; else the weight is assigned based
on Eq. (5).

(4)

o —2u; < p; < 2u;  where either Hy or H; is accepted
criteria = . .
Lic > 204; where Hj is rejected

where p; is the initial mean of RSSI and p;. is the current mean of the RSSI.

w; = %: — 1], Vi=1,2,3,..,N (5)
where w; is the estimated weight obtained from the estimated distance and the
advertised distance, d is the estimated distance from the neighbour node, D is
the initial advertised distance of the node and 7 (which appears in Eq. (8)) is
the tolerance factor to compensate for the variations in the RSSI values. The 7
is set based on the initial advertised distance received at the CDC.

Therefore, for each node, the CDC computes the collaborative weight, W,
on a node based on the neighbours within the sensed region using Eq. (6)

1 N

where N is the total number of the applicable neighbour nodes. We consider a
weighted decision factor threshold at the CDC to be 10% of the total weights of
the individual nodes calculated by the CDC of the individual nodes. Let I be
the indicator variable for the weighted factor hypothesis.

(7)

I 0 where Hy is accepted
|1 where Hy is rejected

Therefore the hypothesis will be

(8)

|% — 1| > 7 H;: malicious node present
|4 — 1] <7 Hp: malicious node absent
This means that the collaborative weight W calculated by Eq. (6) is always

less than 0.90 when Hj is to be rejected. Based on this strategy we propose the
detection algorithm that is as depicted in Algorithm 2.
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4.2 Malicious Node Localization

The malicious node can then be localized using trilateration [35]. However, imple-
mentation of this component of the algorithm is out of the scope of this work.
Let the location error be represented by Ir and the location error threshold be
represented as [Tpreshold- Lhen the localization decision is given by the following:

9)

Ir < Iripreshold : Pposition not falsified
Ir > Iripreshold © Pposition falsified

5 Naive Detection Approach

We compare the naive detection algorithm with our cooperative weighted deci-
sion detection algorithm that goes further to compute weighted values and con-
siders environmental factors of the terrain conditions. As shown in Tables 1 and 2
using our cooperative weighted decision detection algorithm shows more effec-
tive as compared to the naive approach. The naive algorithm is obtained from
the idea of statistics which indicates that same datasets obtained should have
the same deviation. According to common knowledge in statistics, when a node
does not change its position, it shall produce similar signal strength at any time
interval, which is expected to be the same dataset. However, according to this
work, a node may falsify its position or change some of its parameters such as
the power and antenna height to achieve its goal, by providing different datasets
of RSSI values to cheat the system. So ideally, if a node in a DSA network does
not change its position or parameters, then there will not be significant changes
or deviations from the mean values obtained at any given data point such as n
(for all n greater than zero and less than infinity).

5.1 Naive Detection Hypothesis

Hy : |pi — pe] > o0; : the node is malicious (10)

naive hypothesis = . .
Hy @ |p; — pe] < oy : the node is not malicious

where p; is the initial mean of the initial dataset;

e is current mean of the current dataset;

o; standard deviation of the initial dataset;

Each dataset is obtained from at least 20 simulation runs.

If Ir <Iripreshola then, position not falsified
If Ir > lr¢nreshorda then, position falsified
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5.2 Naive Detection Algorithm and Test Results

Table 1. Detection of malicious node M using naive algorithm by neighbour monitoring

nodes
Node | p; e Wi-fhe i Hypothesis
A —75.2889 | inf inf accept Ho
B —70.7047 | —84.6650 | —13.9603 | 7.2180 | reject Ho
C —52.7557 | —73.3967 | —20.6410 | 6.8531 | reject Hy
D —64.3251 | —82.4262 | —18.1011 | 7.1369 | reject Ho

The simulation results as shown in the Tables 1 and 2 indicate that all the neigh-
bouring nodes of node M shows that M is not a malicious node and accepted
Hy (null hypothesis), which confirms that node M as indicated in Fig. 2 is not

a malicious node.

Algorithm 1. Naive Detection algorithm based averages

1: Set i, j := 0; Set {P;;}:=0;

2: Set N; Set S;
3:
for (i, j) do
Set dijI: O;
end for
4.

for i; i < N; i++ do
for j; j <8S; j++ do
Read received power values p;;
if p;; < A then
discard value

end if
end for

Send P; to fusion center

Compute p;
Compute o;
end for

5: verify the detection using (3)
if |pi — pric| < ko; then
No suspicious malicious node

else if |p; — pic| > ko, then

Malicious node suspected

end if

7: Compute the location errors using (11)
if Ir < lrthreshold then

malicious node position not falsified
else if Ir > Iripreshola then

malicious node position falsified

end if
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Algorithm 2. Cooperative Weighted Decision Detection Algorithm (CWDDA)
1: Set i, j := 0; Set {P;; }:=0;
2: Set N; Set S;
3:
for (i, j) do
Set d;j:= 0;
end for

4:
for i;i < N; i++ do
for j; j <S; j++ do
Read received power values p;;
if pi; < A then
discard value
end if
end for
Send P; to CDC
Compute p;
Compute o;
end for
5: verify the detection using (3)
if |/.Li — /Mc| < ko; then
No suspicious malicious node
else if |p; — pic| > ko; then
Malicious node suspected
end if
6: Compute weights according to (5)
if |3 — 1| > 7 then
Malicious node present;
else if |%ii — 1| <7 then
Malicious node absent;
end if
7: Compute the location errors using (11)
if Ir < Ir¢hreshota then
malicious node position not falsified
else if Ir > Iripreshola then
malicious node position falsified
end if

Table 2. Detection of malicious node M using CWDDA by varying distances as indi-
cated in Fig. 2

Node | u; Le Li-he o Hypothesis
A 0 —75.2889 | 0 6.9234 | accept Ho
B —84.6650 | —70.7047 | 13.9603 | 6.7720 | reject Ho
C —73.3967 | -52.7557 | 20.6410 | 6.1937 | reject Ho
D —82.4262 | —64.3251 | 18.1011 | 6.5585 | reject Ho
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5.3 Comparison of Naive Algorithm to Cooperative Weighted
Decision Detection Algorithm

In reference to Algorithm 1, the naive algorithm which is based on common sta-
tistical knowledge, i.e., it depends on the mean and standard deviation of similar
datasets obtained from multiple simulation runs of RSSI values of neighbour nodes
and determine how the current means deviate from the initial means obtained
from similar datasets by comparing the means to its standard deviation and deter-
mine the hypothesis (the null (Hy) and alternative (Hy)). However, the cooperative
weighted decision detection algorithm takes into consideration the expected differ-
ences in the RSSI values due to the environmental factors such as weather condi-
tions and the intention of each node to cheat the system by introducing weighted
factors and the threshold factors in the algorithm. The results of the two algorithms
show that the naive approach in most times show that there is malicious node even
when there is no malicious node and the vice versa. It can therefore be concluded
that naive approach cannot be depended on in detecting malicious node, which
may give false location information if computed. The cooperative weighted deci-
sion detection algorithm has three levels of hypothesis testing, whereas the naive
approach has one hypothesis test, which is based on mean and standard deviation
only. This indicates that the naive approach is not verified after the first hypothesis
test, hence the result is not confirmed. Its output cannot be compared to the coop-
erative weighted decision detection algorithm, which verifies the first hypothesis
twice before the algorithm completes.

6 Real World Measurements

As part of our work, we undertake real-world measurements on the University
of Cape Town campus to verify the possibility of using received signal strength
values to detect malicious nodes. In the measurement setup, we use two routers
with 2.4 GHz WiFi, 5 GHz WiFi, and TVWS (television white space) network
cards in each router as well as directional antennas for both the WiFi and the
TVWS transmissions. We collected our data using a laptop on the 2.4 GHz WiFi
band with the support of a measurement script we wrote. In the measurements,
we considered the following variable parameters apply: channel number, channel
width, transmission power and the distance between the two secondary nodes.
The weather and terrain conditions were considered. The measurement results
are shown in Table 3.

Table 3. Measurement of signal strength taken at a distance of about 200 m with one
tree between the secondary nodes obstructing the signals

Ch no. | Ch width | TxPower | Min (RSSI) | Max (RSSI) | Mean (RSSI) | Std (RSSI)
1 20 20 -63 —54 -55.8 4.0249

1 20 15 -82 -58 —67 6.9585
1 10 20 —42 —28 —34.86 7.14

1 10 15 -28 -23 —25.83 1.309
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Table 4. Experimental parameters

Parameter Value
Secondary power 4W to 10W
Secondary height |10m to 30 m

Frequency 470-694
Transmission range | 1 km to 10 km
Antenna gains 5dbi to 20 dbi

7 Experimental Set Up

We test this algorithm with by doing a simulation in Matlab. We adopt the Hata
propagation model [4], which supports different terrain propagation. The values
of the numerical parameters we consider for our simulation test are listed in
Table 4. We consider Fig. 2 in the experimental setup when testing our detection
algorithm above through simulation. In both Fig. 2 we positioned five nodes,
of which node M was a malicious node that falsified its location. We run the
simulation with different position coordinates and measure the effectiveness of
our proposed algorithm.

B(xs, ys)

A(xy, ¥a)

N

N

~
~
~

Mz (X2 » Ymz)
Fig. 2. Attacker may be positioned within the victim’s network as M; but falsify its

position as M2 or the attacker may be positioned outside the victim’s network as M>
and falsify position as M; for verification by the CDC.

8 Results and Discussion

8.1 Simulation

In all the simulations, I fixed the k value at the threshold of 1. This is because
I assumed there are no varying environmental effects that affected the propaga-
tion. The results obtained were much more interesting. In Table 3, I observed
that when node A could not detect node M, it recorded the current mean as
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Inf (infinity) and subsequently recorded node M as not malicious. Nodes B, C
and D detected node M because the collaborative weights assigned to the three
nodes were significant, node M was labelled by the CDC as a malicious node.

8.2 Models

This chapter designed a system model and a threat model which best fit in the
scenario considered by this thesis. In the system model, the number of secondary
and malicious nodes were independently distributed within a range in order not
to create MAC layer issues. CDC was also considered as the part of the nodes
that accepts and computes RSSI values and runs that detection algorithm. In the
system model, it is assumed that all secondary and malicious nodes are embedded
with spectrum analyzers to capture the transmission signals from the neighbour
nodes and forward same to the CDC. In the system model, it is further assumed
that the nodes are static and do not change positions. Again the model assumed
that malicious nodes may not have prior knowledge of all the nodes within the
transmission range. This enables anonymous reporting about malicious nodes to
the CDC to avoid compromising secondary nodes. All nodes are embedded with
equal moderation and de-moderation scheme which may prevent nodes from
hiding behind different moderation scheme to cheat the system. The system
model considered is a unique model applicable for DSA networks where channel
availability is rare. The chapter further considers a threat model that assess the
loopholes in the proposed system model for an attacker or malicious node may
take advantage to cheat on the system. In the threat model the main attack that
is considered to be easily exploited by a malicious node is Position Falsification
Attack (PFA). We noted that there are several ways in which an attacker can
pretend its position parameters such as varying it antenna height and changing
its approve power transmission level, which are detailed explained in chapter
3 of the thesis. To prevent this attack from happening the chapter proceeded
to develop an algorithm that seeks to detect malicious nodes that try to falsify
their position.

8.3 Algorithm - CWDDA

The algorithm (CWDDA) is developed to check nodes either malicious or gen-
uine secondary nodes that tries to alter its transmission power or antenna height
to increase or decrease its transmission signal strength to cheat the system or
faulty nodes that may transmit unevenly in the network. The algorithm com-
putes averages of signal strength and employs other detection strategies such as
weighted decision factor that computes weight on every RSSI value received by
the CDC. In computing the weighted factor, every node have an advertised posi-
tion so when RSSI value is received by the CDC, the CDC decoded to know the
node that forwarded the RSSI value and by using an appropriate signal propa-
gation model the distance is estimated from the RSSI value received. Reference
Eq. (5) for computation of weighted decision factor. Our algorithm uses mean
values but its different from naive approach that we considered above.
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9 Naive Detection Approach

In order to better assess CWDDA, we have also simulated a naive detection
approach for comparison.

The naive approach is based on common statistical knowledge, i.e., it depends
on the mean and standard deviation of similar datasets obtained from multiple
simulation runs of RSSI values of neighbour node and determines how the current
means deviate from the initial mean obtained from similar dataset by compar-
ing the means to its standard deviation and measure hypothesis (the null (Hp)
and alternative(H;)). However, the cooperative weighted decision detection algo-
rithm takes into consideration the expected differences in the RSSI values due to
the environmental factors such as weather conditions and the intention of each
node to cheat the system. By introducing weighted decision and the threshold
factors in the algorithm. The results of CWDDA compared to naive approach
show that the naive approach in most times indicates that there is malicious
node present (false positive) even when there is no malicious node and the vice
versa. It can therefore be concluded that naive approach cannot be depended on
in detecting malicious nodes, which may give false location information if com-
puted. The cooperative weighted decision detection algorithm has three levels
of hypothesis testing whereas the naive approach has one hypothesis test which
is based on mean and standard deviation only which indicates that, the naive
approach is not verified after the first hypothesis test hence the result is not
confirmed. Its output cannot be compared to the cooperative weighted decision
detection algorithm which verify the first hypothesis twice before the algorithm
completes.

9.1 Limitation of the Algorithm

It is difficult to know the exact number of malicious nodes present at a time
hence in distributing the number of secondary and malicious nodes it could be
uniformly distributed. It is difficult to work on a simulation platform that do
not support wireless sensing. According to the cooperative weighted decision
detection algorithm in this chapter, each secondary node within the network
area is expected to forward neighbour nodes RSSI to the CDC for computation
of the threshold and decision of either malicious or not is determined by the
CDC but not the individual nodes. The channel availability is scarce, therefore
nodes within the network area cannot communicate at all times. The cooperative
weighted decision detection algorithm is to detect the presence of malicious nodes
in the DSA network; however, the algorithm is limited by the conditions under
which it works. Conditions under which the algorithm works are

1. The presence of 3 nodes and above
2. When the environmental factors threshold is below 1.0
3. Availability of free white spaces
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Conditions under which the algorithm may not work

1. When nodes are less than 3
2. When the environmental factors threshold is above 1.0
3. Unavailability of free white spaces

10 Conclusion

In conclusion, we have demonstrated that in spite of fluctuating RSSI values,
it is still possible to use them to detect malicious nodes in our cooperative
weighted decision detection algorithm. In our simulation, we observed that the
algorithm was effective in detecting malicious nodes that falsified their positions.
However, at the minimum distance of 300m the results received were mostly false
positives. Also, we showed through simulation that between distances of 0.3-
7 km, it is possible to reliably detect malicious nodes. The selection of k value
greatly affects the performance of the algorithm, as large values resulted in false
negatives. Nevertheless, more work needs to be done by optimizing the threshold
and tolerance factors for highest accuracy. The simulation results demonstrated
that, CWDDA works better than the Naive Detection Algorithm.
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