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From a mathematical point of view, many real communication scenarios can
be modeled as the interference channels (IFCs), where multiple uncoordinated
communication links share the same radio spectrum at the same time. With
multiple-input multiple-output (MIMO) having become a key technology for the
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Abstract. In this paper, we have studied the secrecy precoder design
problem for a k-user multiple-input multiple-output (MIMO) interfer-
ence channel (IFC), where an external eavesdropper intends to wiretap
one of the legitimate wireless links. By adopting the “maxmin” fairness
criteria, we define the secure precoding problem as an achievable secrecy-
rate maximization problem, which is inherent nonconvex and pretty hard
to deal with. To tackle the inherent complexity, we recast the origi-
nal nonconvex problem into a difference-of-convex (DC) programming
problem through a series of equivalent transformations. Based on these
endeavors, a coordinated iterative precoding algorithm is designed to
solve the achievable secrecy rate maximization problem within the frame-
work of successive convex approximation (SCA) method. The basic idea
of the proposed SCA method consists in recasting the DC-programming
problem into a series of convexified subproblems, where the nonconvex
parts of it are linearized to their first-order Taylor expansion. Moreover,
in order to ensure the convergence of the proposed iterative algorithm, a
regularization method based on the proximal point idea is also employed.
Numerical simulations further show that our algorithm can achieve a sat-
isfactory performance on the premise of ensuring convergence.
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fifth-generation mobile networks, i.e., 5G, the researches concerned on MIMO
IFCs have gained considerable attention, refer to [1-4] and their references. On
the other hand, there are also extensive interests in utilizing the extra bene-
fits, i.e, the spatial degree-of-freedom (DoF'), provided by MIMO technology to
enhance the secrecy capabilities of pervasive wireless communication [5-7]. Nat-
urally, it has become a critical issue to model and analyze physical layer security
(PLS) performance for the MIMO IFCs [8,9].

In this work, we center on the design problem of secure precoding for a k-user
MIMO IFC, where an external eavesdropper aims to wiretap one of the k legiti-
mate wireless links. Here, we assume that the k legitimate transmitters simulta-
neously transmit independent messages to their corresponding receivers, while
attempting to remain confidential to the external eavesdropper. In this setup,
it is further assumed that all the transmitters, the receivers and the external
eavesdropper are equipped with multiple antennas. Hence, our problem setup
naturally constitutes a MIMO interference wiretap channel. By adopting the
“maxmin” fairness criteria, the secrecy precoder design problem is defined as
an achievable secrecy rate maximization problem, which subjects to individual
transmit power budget allocated for each transmitter. However, the proposed
problem is non-smooth and nonconvex and pretty hard to deal with.

To tackle the inherent complexity, we first resort to the epigraph optimiza-
tion technique and equivalently relax the formulated problem to a smooth prob-
lem. Then, we recast the original nonconvex problem into a DC programming
problem by a series of equivalent mathematical transformations. Based on these
endeavors, a coordinated iterative precoding algorithm is designed to solve the
achievable secrecy rate maximization problem within the framework of succes-
sive convex approximation (SCA) method [10,11]. The basic idea of the proposed
SCA method is recasting the DC-programming problem into a sequence of con-
vexified subproblems, where the nonconvex parts of it are linearized to their
first-order Taylor expansion. Moreover, in order to ensure the convergence of the
proposed iterative algorithm, a regularization method based on the proximal
point thought is also employed here. Numerical simulations further show that
our algorithm can achieve a satisfactory performance on the premise of ensuring
convergence.

Notations: Bold uppercase letters denote matrices and bold lowercase letters
denote vectors; C"™*™ defines the space of all m X n complex matrices; A = 0
means that the matrix A is positive semidefinite; Hermitian transpose of matrix
A is represented as AT ; inverse of matrix A is represented as A™'; determinant
of matrix A is denoted as | A[; trace of matrix A is denoted as Tr(A); and log(-)
denotes the natural logarithm.

2 System Model and Problem Formulation

This work studies the design problem of secure precoding for a k-user MIMO
IFC. The system considered here is composed of k legitimate wireless links (Alice-
to-Bob) and an external eavesdropper (Eve). As presented in Fig. 1, Alice, Bob,
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and Eve are all mounted with multiple antennas. We assume that each trans-
mitter (Alice) aims to communicate confidential messages with its corresponding
receiver (Bob), respectively, in the presence of an external eavesdropper (Eve),
and further assume that Bob 4 only interests in the message sent by Alice 1.
However, Eve may have a general interest to wiretap the message transmitted
by every one of the k transmitters. It is further assumed that all transmitters
have N; antennas, all receivers have N, antennas, and Eve is enabled with N,
antennas.
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Fig. 1. System model of a k-user MIMO interference wiretap channel.

Here, it is assumed that a quasi-static frequency-flat fading communication
environment for all wireless transmit links. The vector-valued signal received by
Bob i is given as

k
Y; = ZHji:Ej +n;,Vie K, (1)
j=1

where ; € CN*! is the signal vector transmitted by Alice j, H;; € CN-xNe
denotes the complex channel matrix from Alice j to Bob i, n; € CN-*! is
additive Gaussian noise vector received by Bob 4, and the user set K is defined
as K ={1,2,--- ,k}.

Then, the achievable data rate of the ith legitimate wireless link can be given
in the following formula

RYQ) =log|I + H[ Z;"H;;Q;

Vi e K, (2)

where @Q; is the transmit covariance matrix, i.e., the precoding matrix, of Alice
i, and @ denotes the profile of precoding matrix of all transmitters, which is
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framed as @ = {Q;}¥_,. Z; is the covariance matrix of the additive noise plus
all interference received by Bob 4, which is defined in the following formula

k
Z,L' :ZHinjHji +Ni,Vi€]C, (3)
i
where IN; is the covariance matrix of additive noise vector received by Bob 1.

On the other hand, the vector-valued signal received by Eve can be written

in the following formula
k

b= > Hya, . ®
j=1
where z; € CV*1 is the signal vector transmitted by Alice j, Hj. € CNexNt
denotes the complex channel matrix from Alice j to Eve, and n, € CNex! is
additive Gaussian noise vector received by Eve.
Then, the achievable data rate of the ith Alice-to-Eve wiretap link can be

given as
R{(Q) =log |I + H;{ N HicQi| ,Vi € K, (5)

where N, is the covariance matrix of the additive noise vector received by Eve.
Note that, we consider a worst-case scenario here, that the external eavesdrop-
per can remove all multiuser interference by using the successive interference
cancelation (SIC) technique.

Therefore, the achievable secrecy data rate of the ith legitimate wireless link
can be given as

R;(Q) = [R(Q) - R{(Q)], (6)
where [-|T denotes the Euclidean projection onto R™. With the “maxmin” fair-

ness criteria being adopted, the achievable secrecy rate maximization problem
for the proposed MIMO IFC system can be formally formulated as

(P1) : max min R;(Q)

(7)
s.t. T‘I‘(QJ <P;,Q; = 0,Vie K,

where P; denotes the maximum transmit power budget allocated for Alice 3.

Note that, problem (P1) is non-smooth and of notoriously nonconvex com-
plexity, which is pretty hard to solve directly. As shown in the next section,
such a problem can be reformulated as a DC programming problem, through
some equivalent mathematical transformation, which can be iteratively solved
by employing the famous SCA method.

3 Coordinated Iterative Precoding Algorithm

In this section, a coordinated iterative precoding algorithm is designed within
the framework of the SCA method. Moreover, a regularization method based on
the proximal point idea is also pursued to ensure the convergence of the proposed
algorithm.
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3.1 Algorithm Design

By introducing a slack variable, i.e., t > 0, problem (P1) can be equivalently
reformulated as the following epigraph optimization problem [12]

(P2) : rgatx t
sit. R}(Q) — R (Q) > t,t >0, (8)
Tr(Q:) <P;,Q; = 0,Vi € K.

Note that, problem (P2) is exactly equivalent to problem (P1), the difference
between (P1) and (P2) is only in the mathematical form. However, this simple
transformation from (P1) to (P2) changes problem (P2) into a smooth problem
and opens the way for further mathematical transformation.

To proceed, we further define the following two auxiliary functions

6:(Q) =log |H;Q;HJ + Z;,

9
¢i(Q) =log|I + HIN;'H;.Q;| + log|Z,] . ©)

Note that, ¢;(Q) and ©;(Q) are both concave with respect to Q. Then, problem
(P2) can be equivalently reformulated in the following optimization problem

(P3) : max t

st 6:(Q) — i(Q) > t,t > 0,Vi € K, (10)
Tr(Q:) < P;,Q; = 0,Vi € K.
Thus, we have formulated a DC programming problem. And, the difficult in
solving problem (P3) lies in the constraints ¢;(Q) — ¢;(Q) > t,t > 0,Vi € K.

According to the formula proposed in [13], the first-order differential of the
concave function ¢;(Q), Vi € K can be calculated as

k
dpi(Q) =) Te(H{Z;'H;idQ)) + Te(H R ' HiedQ:). (1)
J#i
Here, the intermediate parameter matrix R;. is defined in the following formula

R, = HzteHf;' + N, (12)

where N, is the covariance matrix of additive noise vector received by Eve.
Then, with a given point Q¥ which is feasible to problem (P3), the concave
function ¢;(Q), Vi € K can be locally linearized to

k
0i(Q) = ¢i(Q") + Y Tr[Di(Q; — Q)] £ 7:(Q), (13)

Jj=1
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Algorithm 1. Iterative precoding algorithm for solving problem (P1).
:|initially set k, H;, P;, Vk € K, H., Q, and v = 0.

:lrepeat

compute R. and Z;,Vi € K with Q" according to formulae (12) and (3).
compute D;;(Q"), Vi,j € K according to formula (14).

compute Q by solving problem (P4) with CVX solver
update v =v + 1, and Q¥ = Q.

compute R(Q") = miin R (Q"), Vi e K.

:[until the termination criteria are satisfied.

:lreturn QY and R(Q").

© * NP gk @y

which is further denoted as %,;(Q). Here, the intermediate parameter matrix D;;
can be computed as
HIR'H,, if j =i,
Dij{ fl’jl R (14)
H;Z "Hj;, if j #1i,

where the process parameter matrices R, and Z;,Vi € K are all computed with
Q". Note that, the function $,(Q),Vi € K is a linear approximation of the
concave function ;(Q), Vi € K. Thus, we always have the following inequality

SDZ(Q) < @i(QLVi € K:7 (15)

due to the concavity of the function ¢;(Q), Vi € K.
Therefore, with the given point @Y, problem (P3) can be locally convexified
to the following optimization problem
(P4) : néatx t
st ¢i(Q) —7,(Q) > t,t > 0,Vi € K, (16)
Tr(Qi) <P;, Qi = 0,Vie K.

Note that, problem (P4) is convex and can be solved by a standard convex
programming algorithm in polynomial time, e.g., with CVX solver [14]. Thus,
a coordinated iterative precoding algorithm, proposed as Algorithm 1, can be
framed based on the following dynamic: with a feasible solution Qv obtained
in the vth iteration, the next feasible solution QV*' can be obtained by solving
problem (P4) in the (v + 1)th iteration. Obviously, Algorithm 1 is designed
in a centralized fashion, and practical implement of it needs deep cooperation
between all legitimate transmitters, which is the reason that it being named as
“coordinated iterative precoding algorithm”.
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3.2 Convergence Analysis

Because problem (P1) is inherent nonconvex, the convergence property of Algo-
rithm 1 with local Linearization has to be analytically established, which is
elaborated in the following theorem.

Theorem 1. Suppose that problem (P4) is strictly convex with respect to Q,
then, starts from any feasible solution QV, the running of Algorithm 1 must
converge to a feasible solution to problem (P1) by solving problem (P4) in an
iterative way.

Proof. According to the concavity of auxiliary function ¢;(Q),Vi € K, the fol-
lowing inequality

¢i(Q) <%,(Q), Vie K (17)

always holds. It is thus concluded that the following constraint condition of
problem (P4) is always stricter than that of problem (P3)

$i(Q) —9:(Q) = t,Vie K. (18)

Thus, we can draw a conclusion that any feasible solution of problem (P4) must
be a feasible solution of problem (P3), because problem (P3) is exactly equivalent
to problem (P1).

Let R$(Q|Q") denote the objective function of problem (P4), which is the
concave surrogate of Rf(Q), i.e., the objective function of problem (P1). Then,
consider the update dynamic of Algorithm 1

Q'"! = arg max min fif(Q|Qv) (19)
Q 1

Then, we can come to a conclusion that the following inequality always holds
min B;(Q"*) > min R}(Q"). (20)

Note that, the above inequality results from the strict convexity of problem
(P4), which is the preconditions of this theorem.

On the other hand, we can also have the following inequality according to
the inequality in formula (17)

min R (Q*') > min 7 (Q"H). (21)

Then, we can have the following inequality relationship by combining the
formulae (20) and (21)

min R (Q"*") > min R} (Q"), (22)

which means that the sequence R(QV) obtained by employing Algorithm 1 is
always monotonically non-decreasing.
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Under limited transmit power constraints, we can come to a conclusion that
the sequence R(QV) is always upper bounded, i.e.,

R(Q") < min R} (Q"), (23)

where R(Q*) is the maximum value obtained under given transmit power bud-
gets. Therefore, the convergence property of Algorithm 1 is guaranteed, because
a monotonically non-decreasing sequence that is upper bounded always con-
verges.

Meanwhile, we can also draw a conclusion that there must exist a limit point
of sequence QV, which is generated by running Algorithm 1. Moreover, the limit
point must constitute a stationary point of problem (P4). Because the stationary
point of problem (P4) is also a maxima of problem (P1), the limit point of
sequence QY must form a feasible solution to problem (P1).

Hence, it can be concluded that Algorithm 1 will always converge to a feasible
solution to problem (P1) under the precondition that problem (P4) is strictly
convex over Q.

According to Theorem 1, we can draw a conclusion that the convergence of
Algorithm 1 is centered on the precondition that problem (P4) is strict convex.
However, such a precondition isn’t always met, especially when some of the wire-
less channels of above-mentioned MIMO IFC systems are rank deficit. Therefore,
we will resort to a regularization method in the next subsection, which is based
on the proximal point thought, to ensure the strict convexity of problem (P4)
and thus ensure the convergence of Algorithm 1.

3.3 Regularized Iterative Precoding Algorithm

The regularization method based on the proximal point thought consists in uti-
lizing a quadratic term to penalize the constraints condition of problem (P4),
and thus guarantee the strict convexity of it. Mathematically, the above idea can
be formally written as the following convex problem
(P5) : néagc t
Tr(Q:) < Pi, Qi = 0,Vi € K,

where the surrogate function ;(Q) is introduced by using the quadratic regu-
larization term. Specifically, the modified function is given as

%:(Q) =7:(Q) +7/1Q - QI3 (25)

where 7 > 0 is a small number used to constrain @ keeping “close” to Q. The
strict convexity of problem (P5) is thus guaranteed, because the Frobenius norm
is always strict convex. Moreover, the strict convexity is obtained requiring no
special restrictions on the proposed MIMO IFC system.
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The regularized iterative precoding algorithm based on the idea of proximal
point can also be presented in the framework of Algorithm 1, only problem (P4)
being replaced with problem (P5). However, the regularized iterative precoding
algorithm is hereafter named as Algorithm 1(P) to avoid some ambiguity. The
convergence property of the resultant Algorithm 1(P) will be analyzed in the
following theorem.

Theorem 2. Because the strict convexity of problem (P5) is ensured by the reg-
ularization term, Algorithm 1(P) must converge to a feasible solution to problem
(P1) by solving problem (P5) in an iterative way.

Proof. Because problem (P5) is strict convex by adding a regularization term
composed of Frobenius norm, the precondition of Theorem 1 is thus guaranteed.
Then, according to analysis process of Algorithm 1, which is detailed in The-
orem 1, we can draw a conclusion that the convergence property of Algorithm
1(P) is guaranteed.

Suppose that the sequence Q" is generated by running Algorithm 1(P). Then,
we can draw a conclusion from the analysis presented in Theorem 1, that the
limit point of @ must be a stationary point of problem (P5). Meanwhile, we
also have

lim Q" — Q7 =0, (26)

which means that the limit point of sequence Qv also constitutes a stationary
point of problem (P4), sine regularization term is approaching to zero when Qv
approaching to the limit point. Thus, the limit point of sequence QV, which is
generated by running Algorithm 1(P), must be a feasible solution to problem
(P1).

Therefore, we can draw a conclusion that Algorithm 1(P) must converge to
a feasible solution to problem (P1).

According to Theorem 2, we can come to a conclusion that Algorithm 1(P)
always converges to a feasible solution to problem (P1) with guaranteed conver-
gence. However, a possibly slower convergence rate is the price to pay for the
guaranteed convergence, which is common to the regularization method and will
be further demonstrated by numerical simulations in the next section.

4 Numerical Simulations

In this section, the proposed algorithm is intensively investigated via numerical
simulations.

The simulation condition is assumed that there are k = 3 Alice-to-Bob wire-
less links, and the transmit power budget of all transmitters are set to be equal,
ie.,

P, =P,Vi € K.
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The elements of the channel matrices H;;, Vi, j € K are all set to be i.i.d. ZMC-
SCG random variables. And, the variances of these matrices’ elements are further
set to be

o} =1,ifi =,

o7, = 0.25, other.

The elements of the channel matrices H;.,Vi € K are also set to be i.i.d. ZMC-
SCG random variable, and the variances of these matrices’ elements are given

as
o2 =0.25,Vi € K.

Moreover, the element of the additive noise n;,Vi € K and n, are all set to be
i.i.d. ZMCSCG random variables with unit variance.

The convergence property of Algorithm 1(P) is presented in Fig.2, and the
simulation result is obtained by setting P = 1 and N, = N, = N, = 2. This
figure shows that Algorithm 1(P) converges quite quickly, e.g., in no more than
6 iterations, to a common solution under different 7. It is also shown that the
convergence rate is slightly slower when 7 becomes larger, which is the price to
pay for the ensuring convergence as detailed in Theorem 2.
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Fig. 2. The convergence property of Algorithm 1(P) under different 7.

The achievable secrecy rate achieved with Algorithm 1(P) is demonstrated in
Fig. 3, which is achieved by setting 7 = 0.01 and N; = N, = 2. This figure shows
that the achievable secrecy rate of the proposed MIMO IFC system increases
with Alice’s transmit power budget in a nonlinear way, and the performance is
dramatically decreased when the power of Eve becomes stronger, i.e., when N,
becomes larger.
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Fig. 3. The achievable secrecy rate versus Alice’s transmit power budget P.

5 Conclusion

In this paper, we have studied the design problem of secure precoding for a k-
user MIMO interference channel. By adopting the “maxmin” fairness criteria, the
secure precoding problem is defined as an achievable secrecy rate maximization
problem, which is nonconvex and non-smooth in nature. To tackle the inherent
complexity, we recast the formulated problem into a DC programming problem
by a series of equivalent mathematical transformations. Using the successive
convex approximation method as a corner stone, a coordinated iterative precod-
ing algorithm is developed by solving a sequence of convexified subproblems. In
order to ensure the accuracy convergence of the proposed iterative algorithm,
a regularization method based on the proximal point thought is also pursued.
Numerical results further show that our algorithm can converge quickly to a
feasible solution on the premise of ensuring convergence.
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