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Abstract. To solve the problem of integrating and fusing scattered and heteroge-
neous data in the process of enterprise data space construction, we propose a novel
entity association relationship modeling approach driven by dynamic detecting
probes. By deploying acquisition units between the business logic layer and data
access layer of different applications and dynamically collecting key information
such as global data structure, related data and access logs, the entity association
model for enterprise data space is constructed from three levels: schema, instance,
and log. At the schema association level, a multidimensional similarity discrim-
ination algorithm combined with semantic analysis is used to achieve the rapid
fusion of similar entities; at the instance association level, a combination of fea-
ture vector-based similarity analysis and deep learning is used to complete the
association matching of different entities for structured data such as numeric and
character data and unstructured data such as long text data; at the log association
level, the association between different entities and attributes is established by ana-
lyzing the equivalence relationships in the data access logs. In addition, to address
the uncertainty problem in the association construction process, a fuzzy logic-
based inference model is applied to obtain the final entity association construction
scheme.

Keywords: Entity association - Data space - Fuzzy logic - Dynamic detecting
probe

1 Introduction

In recent years, a low level of information sharing and a disconnect between information
and business processes and applications have become common in enterprise business
systems, which can easily lead to the formation of information silos within the enterprise
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[1]. In particular, industrial software companies need substantial technical data support
to deliver programmatic industrial processes and technologies, which requires not only
a solution to information silos within the enterprise to achieve data sharing but also the
integration of data with many different industrial enterprises [2, 3]. Therefore, to integrate
internal or external data, some enterprises began to build data space systems, trying to
integrate ERP, SCM, MES and other industrial software to eliminate information silos.

Building a data space system mainly requires the accurate establishment of associa-
tions between entities, which for this paper means integrating heterogeneous data from
multiple source databases into a comprehensive enterprise data space through entity
matching. Current research results mainly focus on discovering associations between
entities or attributes through the semantic matching of dictionaries or semantic libraries,
using data representation or content similarity judgments [4] to calculate the probabil-
ity of similarity between data. Many of these methods have poor generalizability, slow
response and low accuracy when attempting to discover the existence of associations
from large amounts of data.

In this paper, we propose a new approach to discover entity association relationships
in big data. First, this approach obtains business logic information and database data
through dynamic probes deployed between the business logic layer and data access
layer of different systems. Then, it portrays the similarity degree among entities in three
dimensions, schema, instance and log, and gives the similarity values between entities in
these different dimensions. Finally, based on the fuzzy logic inference method [5, 6], the
similarity values between entities in different dimensions are converted into normalized
values that can be uniformly measured to obtain the best matching results of entity
association.

2 Related Work

In academic research, entity association is mainly divided into two types: schema match-
ing [7] and instance analysis [8]. Schema matching extracts structural features from data
sources as metadata and analyzes them to achieve association matching between data
with fewer resources; matching based on instance analysis analyzes the data itself to
obtain matching information, which usually consumes more resources but can obtain
more accurate and comprehensive analysis results.

For schema matching academic research, in [9], He et al. used Structured Query
Language (SQL) to extract features such as the name of the database, name of the
schema, and type of column as metadata sets from each selected dataset. Then, they
joined all metadata from each dataset into a metadata database. Finally, the correlation
between the metadata was calculated by different methods to establish an association
between the source data.

In academic research on instance analysis, the preprocessing that mines associations
between data includes categorized data. For example, for the data conflict problem in
data fusion, in [10], the conflict can be divided into two categories, uncertain conflict
and contradictory conflict, and then the duplicate data of the same representation are
fused, thus solving problems such as the possible conflict between different values for
the same attribute.
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Academics are also studying the integration of deep learning with logs. Mohanty
etal. [11] cleaned the web log files collected by the IoT, built user profiles, saved similar
information, and proposed a recommendation system based on rough fuzzy clustering
to recommend e-commerce shopping sites to users. We offer a proposal for extracting
the data association information in logs, this approach builds on the feature that logs
contain association information between data.

The constantly increasing amount of data accumulating in the development of enter-
prises leads to an increasing size and number of categories of data, and methods such
as schema matching, instance analysis, and log mining to analyze data from a single
dimension may have problems such as not making full use of the diversity of data or
incomplete analysis. Addressing the above issues, this paper analyzes the data from
multiple dimensions by integrating schemas, instances, and logs to make full use of the
diversity of data to establish entity associations.

3 Our Customized Framework

The entity association model in Fig. 1 shows the mapping relationship between multiple
sources of data from different departments in the enterprise business system and the data
space. According to the multidimensional analysis framework proposed in this paper,
normalized similarity values between data that can be compared are obtained to establish
the association relationship between entities. As shown in Fig. 1, R1 indicates a similarity
value of 1 between its associated entities a;3 and nj;.

Multisource Data Entity Association in Data Space

Fig. 1. Entity association mapping for multisource data

In the middle of the business logic layer and data access layer of each business system,
such as ERP, CRM, and SCM, we deploy probes to obtain data. Then, the business logic
layer of the data is stored as logs, and the rest of the data are stored in a relational
database. To overcome the problems of large size and a variety of data types, the model
pre-classifies the data based on their characteristics and nature, which improves the data
processing and increases the accuracy of matching between entities. The structure and
content of the data are divided into two categories, schema and instance, while logs as
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a carrier of business logic are grouped into a separate category. The similarity values
between the data are analyzed and calculated in three dimensions: schema, instance and
log. The schema matching analysis includes both attribute names and constraints, and the
instance analysis is divided into three analysis methods according to data type: numeric,
character and long text. Based on the attribute association information contained in SQL,
the log analysis calculates the similarity values between the data. Finally, based on the
fuzzy logic analyzer, a normalization calculation is performed based on similar values
for the data in different dimensions to obtain the effective association values in the data
space. The corresponding schema is shown in Fig. 2.
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Fig. 2. A logical framework for multisource data analysis

3.1 Schema Similarity Model

Many different databases are developed by database designers to fit application scenarios,
naming conventions, and other factors, but database designs generally contain table and
field names, table structures, and data types. As such, the attribute names and constraints
of the schema information in the database are extracted as the analysis content of the
schema similarity model to measure the similarity between the data.

Name of Attribute. Attribute name analysis is divided into two types: plain text simi-
larity and text semantic similarity analysis. The text similarity between attribute names
is calculated by the edit distance algorithm, and text semantic similarity is calculated
through a semantic library.

Edit distance is a way of quantifying how similar two strings are; it takes two words,
wj and wy, and finds the minimum number of operations required to convert w; to wy.
The plain text similarity value is defined according to the minimum number of edits.

D(w1, w2)
S . , -1 =""27 1
plam(Wl w2) Max(ly. ) (D
where [; and [/, are the character lengths of w; and w>, and D is the edit distance of wy
and w».
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Different expressions may be used for the description of the same entity. For example,
if the information of an upstream company is recorded in the enterprise database, its
attribute name can be named CompanylD and SupplierID based on different scenarios.
To address the fact that plain text analysis cannot resolve the semantics between words,
a semantic-based similarity analysis method is proposed. In particular, a tree semantic
hierarchy is established for the attribute names, as shown in Fig. 3, and the similarity
between words is calculated by the corresponding positions of the attribute names in the
tree diagram.

Household
Appliances

Kitchen ‘White Household
Appliances Appliance
[ Water Heater i Refrigerator [ Air Conditioning
Gas Electric Compressor
‘Water Heater ‘Water Heater P

Reciprocating
Compressor

Rotary Compressor

Fig. 3. Attribute name tree semantic hierarchy diagram

Therefore, the formula for calculating the semantic-based similarity is:

2H
Ssema(W1, w2) = ————— )

N1+ N, +2H
where N; and N are the shortest paths from words w; and w; to the nearest common
parent word w, respectively, and H denotes the shortest path from w to the root node.
Sname 18 defined as the maximum of the plain text similarity and the semantic
similarity of the text.

Sname = Max(Splains Ssema) (3)

Constraint. Designers follow certain principles when programming columns in a
database, such as the appropriate data type, whether it is empty, etc. The representa-
tive constraints selected from these rules can be used to explore the similarity between
columns. We extracted the following constraints as features: type of each column, if the
column is a primary or foreign key or not, if the column has constraint of null or not
null, if the column has comments (Table 1).

Assume that the two columns requiring constraint similarity discrimination are A
and B, and a; and b; are the values of the i-th candidate constraint corresponding to the
attributes of the two columns, respectively, such that:

0 otherwise ’

Vl:{l “=bi 5 . n )
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Table 1. Constraint features

i=1 i=2 i=3 i=4 i=5

Type of column Null Primary key Foreign key Comments

where 7 is the number of candidate constraints; then, the attribute constraint similarity
between column A and column B is:

2
Scons =—— (5)
n

Schema Similarity. Sy, includes attribute names and constraint analysis similar
values by weighting.

Sschema = o+ Spame + (1 — o) - Seons (@ € [0, 1]) (6)

3.2 Instance Similarity Model

Since there are similarity trends in datasets representing similar entities, such as value
intervals, and keywords. It is obvious that data categories are distinctive features of a
dataset. Establishing differentiated feature extraction schemes for different classes of
datasets can improve the accuracy of data association matching. Generally, if the data
categories are different, there is no similar relationship.

Table 2. Data type categorization

Data type Members

exact numeric data type SMALLINT, MEDIUMINT, INT, BIGINT
approximate numeric data type FLOAT, DOUBLE, DECIMAL

string data types CHAR, VARCHAR, BLOB, TEXT

According to the different data types, instance analysis can be divided into the fol-
lowing three types: numeric, character, and long text. The numeric type refers to the
exact numeric data type and the approximate numeric data types in Table 2. The string
data types are divided into two categories, character and long text, according to the length
of the text. After classifying and clustering the data, the similarities between the data
are analyzed according to the process shown in Fig. 4.

Number. Number is scalar; considering the similarity between columns from the per-
spective of numerical distribution, the mean, median, mode, standard deviation, max-
imum, and minimum values are selected as the feature vector elements. The feature
vector corresponding to each column is calculated, substituted into the cosine similarity
formula, and the result is used as the numerical similarity value.
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Fig. 4. Instance analyzer

Character. Character is short textual content, and it uses term frequency-inverse docu-
ment frequency as the similarity calculation algorithm. First, the content of the columns
that need to determine similarity is combined as a separate dataset. Then, the vectors
for each column are found. Finally, the feature vectors are substituted into the cosine
similarity formula to calculate the similarity value.
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Fig. 5. The long text analysis process

Long Text. Long text is long text content, where the records in the columns are mapped
as vectors, a model is built using an autoencoder, and the similarity values between
columns are calculated based on the model. Assuming that A and B are two columns in
the database, and they share the long text data type (Fig. 5), the overfitting problem of
the model due to the large difference in the number of datasets is solved by randomly
selecting k records in columns A and B as the sample data sets S; and S». Since vectors
are required as input for the autoencoder, the text in the sample data sets is transformed
into vectors 7 and 7 Then, the vectors are divided into a training set and test set, the
autoencoder model is built using the training set, and the similarity of columns A and B
is calculated according to the accuracy of the test set.
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Algorithm 1. Long text similarity calculation method

Input : x,y,®
Output : 1,60
a_train,a _test < train_test _split (x)
b test<«y
a_num,b _num < len(a_test),len(b _test)

input <— a_train

1:

2

3

4

S:  encoded = Dense(input)
6: decoded = Dense(encoded)

7:  autoencoded = Model(input,decoded)

8: a _test predict = autoencoded(a _test)
9: b _test predict = autoencoded(b test)

10: For a,bin a_test,a test predict

11: s _a_num+ + < similarity(a,b) > @
12: A —

s_a_num
13: For a,binb_test,b test predict
14: s_b_num+ + <« similarity(a,b) 2 @
15: 0 — 1

s _b_num

The autoencoder model calculates similarity, as shown in Algorithm 1. For input, x
is divided into a training set and a test set according to a custom scale, y is used as the test
set, and w is the custom text similarity threshold. On output, A and 6 is the percentage of
the test set evaluated as similar. For Autoencoder 1, x and y for the input in Algorithm

1 are U in vector space and the test dataset of V' in vector space; the outputis A;, 6.
For Autoencoder 2, x and y for the input in Algorithm 1 are V' in vector space and test

- . . . .
dataset of U in vector space, the output is Ay and 6>. According to the results obtained
from the Autoencoder, Sj,,g represents two columns of similar values:

. (61 02
Slong = Min )\_1’ }L_2» 1 (N

3.3 Log Similarity Model

The business logic layer in the layered architecture mainly packages the attributes and
behaviors of entities. Although the representation of entities varies across different busi-
ness logics, similar entities have similar attributes and behaviors. The SQL commands
recorded in the logs contain correlation relationships between columns, which can be
used as a basis of analysis for measuring column similarity. The column-to-column
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similarity can be obtained by counting the number of equivalence relations in the log
file.

Assuming that A and B are columns in the database, the log similarity value of
columns A, B is calculated by:

Nap
N, a+ N b
where a and b are names of columns A and B, N, and N, are the number of SQL

commands containing a and b in the log and Ny, is the number of SQL commands
containing both a and b in the log.

®)

Slog =

3.4 Fuzzy Logic Similarity

The similarity values obtained from the above calculation by schema, instance, and log
similarity models are processed using fuzzy logic for standardization.

1.Fuzzify inputs.  2.Apply fuzzy operation  3.Apply implication

(AND=min) method (min)
1 / 1 / 1 Pl 1 _/
1.
6'/ 1 6// 1 (/ 1 0 1

If schema is similar and instance is similar and log is similar then similarity is similar

1 / 1 / 1" rule 2 has no 1

2. dependency on /
./ _// input 3 |

0 1 0 1

0 1 0 1
If schema is similar and instance is similar then similarity is similar
1 1] rule 3 has no 1 ~ 1
3. / dependency on pd /
_/ input 2 / L
0 1 0 1 0 1 0 1
If schema is similar and log is similar then similarity is similar
1 rule 4 has no 1 1 e 1
4. dependency on / / //
input 1 _/ L
0 1 0 1 0 1 0 1
. s A Apply
If instance is similar and log is similar then similarity is similar .
aggregation
method (max)
schema=0.6 instance=0.7 log=0.8

5.Defuzzify
input 1 input 2 input 3 0 1 (mom)
similarity=0.71

Fig. 6. Fuzzy logic instance diagram

While A and B are the columns in the database, the similarity values obtained from
the above three-dimensional analysis are substituted into the affiliation function to obtain
the affiliation values. The values that meet the fuzzy rules are aggregated according to the
rules and defuzzified to obtain a normalized measure of column-to-column similarity.
In Fig. 6, for example, A and B have similar values of 0.6, 0.7, and 0.8 in the schema,
instance, and log dimensions. Through a series of fuzzy operations, the similarity value
between A and B is 0.71.
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4 Experiment

To verify the feasibility of the proposed framework, this paper uses data from all business
systems of a company and stores them in a unified manner. The hardware environment
for the experiments is an Intel(R) Xeon(R) Silver 4210 CPU @ 2.20 GHz, 64 GB
RAM, RTX2080Ti*4. The results are the average of three replicated experiments. The
dataset consists of Haier and public data set available on the Internet. It mainly includes
the following categories: product data, enterprise operation data, value chain data, and
external data [12].

4.1 Comparison of Experiments for the Different Solutions of Data Space Entity
Association

A certain number of columns are randomly selected as samples from all data, the number
of rows in each column is different, and experiments are conducted using schema match-
ing (see Subsect. 3.1), instance analysis (see Subsect. 3.2), and the fuzzy logic-based
model proposed in this paper to compare them in two ways: running time and accuracy.
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(a) Running time of different methods (b) Accuracy of different methods

Fig. 7. Comparison of experiments for different methods

Experiments based on the schema take less time, as seen in Fig. 7(a). The instance-
based method takes significantly more time for the same amount of data due to the com-
prehensive content analysis, while the method proposed in this paper includes instance
analysis but takes less time than the instance-based method because the data are analyzed
in categories during the instance analysis.

The accuracy of the schema-based method is found to remain unchanged when the
volume of data is changed, as seen in Fig. 7(b), because the elements analyzed are
constant; with an increase in the volume of data, the accuracy of the left two analysis
methods generally tends to increase, but the method proposed in this paper maintains
the highest accuracy in each experiment since data is preclassified.

As shown in Fig. 7, the proposed method in this paper can obtain a high accuracy
rate in a short time with a moderate amount of data.
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5 Conclusion

This paper proposes a hybrid data matching model based on schema, instances, and logs.
The model consists of four main components: the front probe to acquire the analysis
data, the analysis data, the three-dimensional outputs, and the normalized metric based
on fuzzy logic. Experimental results show that the model provided in this paper has better
results in terms of accuracy and efficient handling of mass data compared to previous
single matching methods based on schema or instances. For further research, the focus is
on how to establish a mapping relationship between data and weights and on establishing
a guidance scheme for weight assignment to better address the impact of the randomness
of multisource heterogeneous data on the accuracy of the results.
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