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Abstract. Purpose: Today’s supply chain management faces complex and glob-
ally distributed networks of customers and suppliers. Blockchain solutions serve
as underlying IT infrastructures to connect the network participants and enable
multiple applications. This paper aims at bringing together and discussing current
and future research topics in the field of blockchain in supply chain management.
Methodology: In the paper, seven central research topics of the field - strategic
realignment of enterprises, governance and profitability considerations, as well
as blockchain-based pay-per-use models, additive manufacturing, decentralized
markets and cyber-physical production systems - are presented with a state of the
art and a research discussion to stimulate prospective blockchain research. Find-
ings: As an outcome, the research topics are consolidated in a research framework
and categorized in strategic or application oriented approaches, as well as assigned
to blockchain scientific layers.

Keywords: Blockchain technology - Supply chain management - Distributed
ledger technology - Field review - Research agenda

1 Introduction

With the increase in digitalization and globalization enterprises around the world have to
rethink the way they deal with challenges along their supply chains. Especially enforced
by recent crises, e.g. global pandemics, supply chains need to be kept resilient and sus-
tainable, while complexity increases with the amount of stakeholders involved. In times
of competitive ramp-up management, there is also an urgent need for concepts proposing
transparency and visibility throughout the supply chains [1, 2]. Against that backdrop, IT
infrastructures such as distributed ledger technologies (DLT), and especially blockchain
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technologies, are getting more attention due to their inherent characteristics and func-
tionalities to address the stated challenges while reducing information asymmetries [3].
Throughout this article we are using the prominent term of blockchain technology but
imply and cover also the use of other DLT [4]. The term blockchain hereby is described
as a “distributed database that is practically immutable by being maintained by a decen-
tralized P2P network using a consensus mechanism, cryptography and back-referencing
blocks to order and validate transactions” [5].

Even though there are multiple successful industry blockchain projects and initia-
tives that combine research and application like e.g. Blockchain Europe, current analyses
show that efforts to implement blockchains along supply chains often remain at an early
stage [2, 6] and enterprises struggle in successfully completing implementation projects
[7-9]. To bring blockchain projects one step further, the strategic realignment of com-
panies (Setc. 2.1) needs to be examined considering concepts to utilize decentralized
business models. It also has to be clarified to what extent, business models need to
be transformed in order to adopt new cooperation and coopetition concepts. Addition-
ally, there is a research need on how to design effective governance mechanisms for
blockchain based ecosystems to enable confidence in cooperation and to ensure long-
term business success (Sect. 3.1). Enterprise blockchain applications are often used
within inter-organizational settings and therefore they do not only require an increased
governance effort, but also profitability analyses become more complex and research
is needed to quantify the occurring network effects (Sect. 3.2). Subsequently, research
questions about the potential of blockchain for building trust and achieving consensus
in accounting models can be addressed (Sect. 4.1), and in-depth transferred to different
application areas like blockchain-based additive manufacturing platforms (Sect. 4.2).
Finally, investigations are needed on the use of blockchain in decentralized markets
(Sect. 5.1), especially if both machines and humans, are interacting in such ecosystems
(Sect. 5.2).

This paper reveals a state of the art overview and research discussion of the stated
research topics as well as future research needs. Finally a research framework is presented
to consolidate the findings and invite researchers to participate in advancing blockchain
and supply chain management research.

2 Field Review

2.1 Scope and Overview

In each chapter of the following field review, first strategic topics that enable the use of
blockchain in supply chain management are discussed. Then, more application oriented
topics follow up that are characterized by the respective blockchain implementation

(Fig. 1).
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Fig. 1. Research map for blockchain technology in supply chain management

3 Strategic Realignment of Enterprises Through Blockchain

3.1 State of the Art

Academic literature describes constant changes in organizations due to new technology
solutions, however, blockchain itself is still a very young field of research. Most dis-
tributed ledger technology-based studies are related to blockchain in combination with
supply chain management, cryptocurrencies, identities, process architectures, tokeniza-
tion, energy market, finance, and smart contracts. The combination of blockchain and
strategic reorientation of companies has been an underrepresented publication topic so
far. A literature review by Klinger and Bodendorf reveals that starting points can be
found just on a theoretical foundation with the described topic, but business processes
that lead to a strategic realignment through blockchain have not been dealt with more a
more practical approach [10]. Current examples of blockchain solutions, development
goals for sustainability and new business models are analyzed by [11]. The synergies
between blockchain as well as other disruptive technologies are analyzed by Herian, who
elaborates on the principle of trust through blockchain technology. Herian explains the
change on a strategic shift from the secure assignment of digital property and the associ-
ated of new business models [12]. In a systematic literature review, Casino et al. describe
the current state of research on blockchain-enabled applications in various fields, such
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as supply chain, business, healthcare, [oT, privacy, and data management. Trends and
emerging research areas are also described, a research gap for strategic reorientation
of companies remains open and needs to be investigated [13]. For this reason, it is of
interest to investigate the following groups of topics as a research topic: “strategic man-
agement, economic theories for blockchain, change management, digital transformation
and business models” [14].

3.2 Research Discussion

In view of the growing trend of digitalization, the technical innovation of blockchain
is becoming increasingly important. Therefore, the existing research gap with regard
to the strategic reorientation of companies is to be closed. It is important to examine
what the most important drivers for the strategic realignment through blockchain in the
company will be. Furthermore, it is also important to find out what the opportunities and
risks of the introduction of new business processes through blockchain will be for the
companies. There are a number of research questions that still need to be answered in
this area. First of all, it is necessary to clarify what the most important drivers are for the
strategic realignment through blockchain in the company. Furthermore, it is necessary to
find out what needs in a company require to be changed in order to take advantage of the
opportunities offered by blockchain and where the risks lie. Moreover, it is important to
clarify how the emerging blockchain technologies can be organized in a way that makes
sense for a company and what impact this will have on new business models. Also, the
significance of the strategic realignment in the company through the blockchain and
what results can be expected are still open questions that need to be clarified.

By closing the research gap of strategic realignment of companies, there are further
research gaps that can be investigated. However, the results of the research gaps must
be continuously reviewed, as the emerging technologies and thus the market are con-
stantly evolving. It is important to constantly monitor future changes in the framework
conditions, technological progress and new scientific findings. Firstly, it is important to
find out the most efficient ways to implement blockchain in the enterprises and secondly
how the realignment should be implemented in the company. In this way, companies
can assess not only the strategic but also the monetary impact when deciding to intro-
duce blockchain solutions. This provides a basis for decision-making with regard to the
company’s own future design for the use of blockchain.

4 Governance for Enterprise Blockchain Applications

4.1 State of the Art

A few years before blockchain became a subject of discussion, a series of research
projects from Weill et al. revealed that a proper (IT-) governance design with a clear
assignment of respective roles, decision rights and accountability is indispensable to
ensure long-term business success [15]. Enterprise blockchain applications are usually
applied to inter-organizational settings, where multiple and diverse participants interact
with each other. It becomes apparent that defining a governance model for a distributed
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cross-organization approach is not as easy as it is for a system managed by a single
entity, not least due to several specialties the technology comes along with. A survey
from 2019 on global companies in the transportation and logistics industry by the man-
agement consulting group ‘Boston Consulting Group (BCG)’ confirms governance to
be a key factor for a successful creation of collaborative blockchain ecosystems [16].
When trying to find suitable recommendations for practitioners and researchers, it might
help to first have a look at platform literature. Although this type of literature does not
explicitly examine governance questions from the perspective of a blockchain platform
or ecosystem, lessons learned are interesting for blockchain governance models, as well
[17]. Parker and Van Alstyne, for instance, developed a sequential innovation model to
provide practitioners with guidance on the decision about the openness of a platform
[18]. They address strategical questions related to the orchestration of external parties
from a platform providers’ point of view. However, since there are various new features,
components and roles that blockchain technologies are endowed with (e.g., on-chain
governance mechanisms, token, validators and forks), it is clear that ‘classical’ platform
literature has several shortcomings with regard to the question of blockchain governance.

A second possibility is to seek advice from literature on governance at the proto-
col level for public permissionless systems, such as Ethereum and Bitcoin. Gasser et al.
describe the process by which Bitcoin revised its core code to implement’” multi-signature
transactions’ [19]. Using forum posts as primary data, Andersen and Bogusz develop
a framework for assessing the potential consequences of specific forking events [20].
By referring to past Bitcoin forks and the social contexts influencing these forks, their
framework tries to help practitioners with the question around what to consider when
developing a governance model for blockchain infrastructures. Of course, public per-
missionless systems clearly differ to private or public permissioned systems designed
for consortial / enterprise applications, when it comes to anonymity of participants and
legal or jurisdictional questions. Same applies to hybrid approaches, a combination of
both, where public permissionless systems can be used for anchoring purposes, meaning
that hash values are being stored periodically on these systems for verifiability reasons
[21].

4.2 Research Discussion

This indicates a research gap for the design of governance models for enterprise
blockchain applications, as researchers focus on non-blockchain platform governance or
governance related to cryptocurrencies, such as Bitcoin or Ethereum, so far. Addition-
ally, several industry or politically funded projects highlight the importance to extend
academic research to governance of enterprise blockchain applications and networks.
The German Federal Ministry for Economic Affairs and Energy, for instance, explicitly
states research and development of effective governance structures for using distributed
ledger technologies in the logistics sector within their ‘Blockchain Strategy’ paper [22].
Beck et al. propose an extensive research agenda on blockchain governance, as well
[23]. Regardless of the various possible blockchain architectures (private permissioned,
hybrid, etc.) for enterprise blockchain applications, it is of interest which components
have to be considered for the setup of a respective governance models and how a sys-
tematic approach could look like. Conversely, it is of interest how governance models
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from already existing enterprise blockchain applications can be assessed. Considering a
situation where an organization has to evaluate whether a blockchain solution initiated
by another industry player meets the own strategic needs (i.e. when it comes to the
question whether to join an already existing initiative), the evaluation of the respective
governance model could reflect an assessment from a strategic point of view.

Another interesting field of research is the interplay of the two fields governance
‘by’ blockchain and governance ‘of” blockchain. In contrast to the latter, which has been
described above, governance by blockchain investigates how blockchain technologies
can help to simplify governance referring to the process of governing eventual prin-
cipal agent problems between investors or share-holders and managers, for instance.
Yermack evaluates how blockchain could improve corporate governance decision mak-
ing processes by providing greater transparency [24]. Pelizza and Kuhlmann argue that
blockchain cannot only be seen as information infrastructure that has to be governed
(’governance of blockchain’), but also offer the possibility to function as governance
actor (governance by blockchain’), providing a basis for algorithmic decision making
[25]. Hence, governance by blockchain tries to identify fields of applications where
the technology itself is supposed to help enforcing rules, e.g. voting rights, value dis-
tribution, but also simplifying traceability of decision paths on a corporate level [26].
Respective research on the interplay of ‘governance by blockchain’ and ‘governance of
blockchain’ could investigate to what extend smart contracts can be used for verifica-
tion purposes regarding the question whether the involved parties adhere to previously
defined governance rules.

5 Profitability of Enterprise Blockchain Solutions

5.1 State of the Art

In literature explicitly on blockchain and distributed ledger technologies guidelines can
be found that have been developed to decide whether the technology is a good fit for
intended use cases. Recently, these guidelines were developed further and extended to
more comprehensive process models that cover benefits and challenges. Nevertheless,
concrete monetary factors or any further profitability considerations are not included in
most approaches [8, 27, 28]. Exceptions are made e.g. by [29] who analyze the benefit
factors of blockchain solutions more precise and develop predicted scenarios for the
future. In contrast to that, literature dealing with the evaluation of information systems
already developed concrete methods and models for profitability analysis. Mainly, the
approaches utilize static or dynamic evaluation procedures [30]. Particularly among
the dynamic procedures are methods such as the utility analysis that takes qualitative,
multidimensional factors into account, which are of relevance when it comes to the
evaluation of systems that generate intangible benefits [31]. Even though these methods
can be transferred to the blockchain research field, blockchain solutions vary significantly
from traditional information systems and therefore certain criteria remain unconsidered.

In the literature field of innovation management and emerging technologies, anumber
of new approaches exist that provide suggestions to consider profitability. The scholars
identify concrete criteria to be evaluated with regard to potential economic evaluations
and develop checklists that serve as a first evaluation step [32]. In addition to that, recent
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approaches utilize methods like the interpretive structural modeling (ISM) to concretize
the benefit factors of nascent technologies, like cloud computing or artificial intelligence
[33-35].

On the one hand, the state of the art shows that there are no approaches yet to evaluate
the profitability of blockchain or distributed ledger technologies. On the other hand, it
becomes clear that other research fields do provide methods and models for other objects
of investigation that might have the potential to be transferred and analyzed regarding
their utilization for the blockchain field.

5.2 Research Discussion

The stated research gap is also supported by various authors. As early as 2014, Platzer
pointed out that there is a need for economic investigations of emerging technologies
[36]. Following up Platzer, Kesten et al. point out that the factors influencing economic
value are often not known to or determined by the practice. As a result, the influencing
factors that are critical to the success of an investment are often not taken into account
[37]. Klischewski tranfers the problem situation to the topic of blockchain technology
in 2018 and points out that the financial benefits and actual costs for companies are a
relevant research gap [38]. Andrian follows up on that statement and relates it in particular
to the use of blockchain technology in a corporate context. As an example, he refers to
a lack of readiness to use the technology unless corporates elaborate the benefits more
concretely [39]. Queiroz et al. and Cole et al. also explain that the potential of blockchain
technology still needs to be explored in more detail - respectively, that there is a lack of
studies on the topic so far [40, 41]. Last but not least, Mika and Goudz point out that
a holistic economic assessment of the technology should be made possible in order to
scale blockchain implementations [42].

Based on the previously described research gaps, the need of a blockchain-specific
model for profitability evaluation emerges. To develop such a model, it can be necessary
to first understand what opportunities and challenges arise from the use of blockchain
technology when used in enterprises and particularly in enterprise networks. Based on
those outcomes more concrete cost and benefit factors can be derived and associated to
business processes. If the factors are measurable, as a next step the type of the evaluation
situation and types of factors influencing profitability can be analyzed in more detail. This
way, the exact requirements of evaluating blockchain solutions in enterprise networks
can be derived and compared to existing methods for profitability evaluation. Finally,
the design of a particular profitability evaluation model can be determined and validated
to ensure it meets all requirements.

6 Blockchain-Based Pay-Per-Use Models

6.1 State of the Art

With the rise of blockchain technology, a variety of new business models emerged.
However, the technology also has the potential to reengineer existing processes and
models and to expand their functionality and usability [43]. Blockchain-based pay-
per-use models are one example. In contrast to the traditional purchase of products
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or services, pay-per-use is a usage-based pricing model, since products are no longer
purchased but are billed according to their respective use, so that neither acquisition
costs nor capital commitment are incurred [44]. Manufacturers might no longer act as
sellers but rather as service providers. General Electric or Rolls Royce, for example,
offer airlines the use of their engines according to operating hours. As a result, their
customers pay only for the service they use, the necessary engine thrust, rather than for
the product itself [45].

For a successful and sustainable implementation of pay-per-use models, consensus
on the consumption data is of decisive importance. In the case of aircraft engines, as
explained above, it still seems possible to consult a trustworthy data basis, for exam-
ple on international flight schedules. In the case of a production machine, such as a 3D
printer, which is located on the customer’s premises and is also operated by the customer,
this is a far greater challenge. Information asymmetries naturally arise, especially on the
sales side, and the parties involved must trust the integrity of the available consumption
data. While such factors may represent a manageable risk for direct customer-supplier
relationships, the degree of complexity increases as corporate networks increase in size.
If, for example, additional suppliers, insurance companies or financial service providers
are also present in the system, the requirements for data integrity increase. By using
connected sensors and measurement tools, and thus [oT devices, trustworthy and trans-
parent data can already be collected in the first step. However, in order to be able to
store and use this data in a tamper-proof and traceable manner, the use of blockchain
technology is an advisable option.

Recent efforts from industry and practice show the interest in combining blockchain
technology and the pricing model of usage-based systems. A prominent example from
the financial sector is the “CR Pay per Use” project of the German Commerzbank,
which is one of the first major banks to offer a digital, usage-based leasing product,
which records and transmits the usage intensity of the object on site via a machine-to-
machine (M2M) gateway [46]. Thereby, blockchain is being considered as a trusted data
foundation between the bank and the customer [47]. In addition to developments from
the financial sector, companies from the manufacturing sector also offer direct usage-
based pay-per-use solutions, for example machine manufacturer J.G. Weisser Sohne
GmbH & Co, Gebr. Heller Maschinenfabrik GmbH and C-parts specialist Wiirth Indus-
trie Service GmbH & Co. KG. While existing solutions take advantage of the benefits
in terms of increased connectivity through IoT-devices, they do not explore the benefits
of integrating blockchain technology. Comparably, the scientific literature is currently
investigating the use of IoT devices in usage-based pricing models and addresses the
potentials of corresponding business models, the way they can be mapped and how
such pricing models can be introduced [48, 49]. However, the benefits of blockchain in
such models has not been scientifically studied. Besides initial considerations, such as
the representation of pay-per-use models with the support of Blockchain-based smart
contracts [50], the topic still needs to be researched further.

6.2 Research Discussion

The characteristics of blockchain generate trust and transparency while ensuring the
integrity and tamper-resistance of consumption data. This demonstrates the technology’s
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utility for pay-per-use models. Especially in systems where multiple parties interact,
for example along national and especially international supply chains, the integration of
blockchain for the realization of pay-per-use models appears reasonable. Blockchain has
the potential to address restrictions and problems of pay-per-use models, for example on
data confidentiality or tamper-proof traceability of transactions, a scientific analysis is.
[50, 51]. Nevertheless, a scientific analysis on the effects of such models for businesses is
still lacking. For both, suppliers and customers, the use of blockchain-based pay-per-use
models would require adjustments in the area of supply chain management. Adaptions
along the financial and information flow need to be made and the material flow may
change entirely. Whether these adaptations can be described as disruptive and will lead
to a large-scale change in customer-supplier relationships in future still needs to be
investigated in more detail.

To engage with this problem, an overview of potential benefits and risks is an impor-
tant first step. On this basis it will then be possible to question and challenge how
corresponding models can be successfully integrated into existing and new processes.
‘When exploring related research questions, one should consider some adjacent develop-
ments to ensure a preferably holistic view of the topic. Political regulations for the digital
space, such as the introduction and use of digital currencies, can be cited as one example.
The combination and functionality in interaction with technologies that are also useful
for pay-per-use models, such as [oT, cloud or Al, should also be constantly kept in mind.
Ultimately, the goal should be to develop a beneficial process that generates the desired
added value independently of blockchain as a technology.

7 Blockchain and Additive Manufacturing

7.1 State of the Art

Blockchain technology appears to be particularly promising in combination with addi-
tive manufacturing (AM), as it has the potential to eliminate challenges associated with
AM [52]. At the moment, additive manufacturing is largely taking place at the compa-
nies themselves. For the time being, this will continue to apply. A survey from Ernst &
Young revealed that 56% of the companies surveyed want to continue producing their
own products in the future, while 32% of the companies are also considering external
manufacturers [53]. Besides a possible future change in the supply chain the worldwide
increase in additive manufacturing is also having an impact on global trade. According
to an analysis by the Dutch financial institution ING, global trade will decline approx-
imately 23% by 2060, assuming the projected numbers of investments in 3D printers
materialize [54].

In practice, the first companies are already recognizing the relevance of blockchain
and AM in combination. Established companies as well as start-ups are therefore found-
ing new companies or joining together to form large consortia in order to further research
the combination of both technologies. The aim of the Genesis of Things (GoT) project, for
example, is to develop a blockchain-based AM exchange platform that connects many
independent printing facilities and enables participants to securely store and transfer
AM design data on the blockchain. The platform enables companies to select the most
suitable print provider for their production needs, place orders and process payments
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automatically [55]. Thyssenkrupp has developed the “Digital TechCenter for Additive
Manufacturing” platform. In addition to consulting and construction services, the plat-
form also offers 3D prints. The underlying concept is based on the International Data
Spaces (IDS) and the Hyperledger Fabric as blockchain technology. This should ensure
secure data transfer as well as traceability and immutability [56].

Scientific literature mainly deals with the question what changes result from the usage
of AM and blockchain for physical supply chain processes, where blockchain is used for
secure exchange of construction data and as an enabler of data sovereignty. Guo et al.
describe blockchain technology as a promising solution for authentic transmission and
protection of copyright for additive manufacturing processes, where blockchain acts as a
secure interface between customer and manufacturer of digital twin data [57]. Kloeckner
et al. deal with opportunities for business model innovation through blockchain and
3D printing. They show existing problems of business models for decentralized 3D
printing with regard to intellectual property and secure data management and analyze
which solutions blockchain offers. Additionally, they investigate platform solutions that
dynamically exchange printing capacities between several players as required [58].

7.2 Research Discussion

Current industrial projects and related research exclusively deal with the usage of
blockchain and its impact on the physical supply chain, where payment transactions
play a subordinate role. The focus is primarily on data sovereignty and secure communi-
cation. Occasionally, publications on the effects on the financial sector can also be found.
Plewnia and Kobernick highlight the importance of AM for the financial sector and the
role of the bank [59]. There, however, the impact on the finance side of blockchain
and AM is investigated to a limited extend. This indicates a gap for further research on
how new AM business models affect the financial supply chain and how finance prod-
ucts will change. With the help of smart contracts, companies could synchronize their
automated payments with regard to the transactions of construction plans and specifi-
cations. Should peer-to-peer payments become possible in a cross-organizational AM
situation, blockchain-based smart contracts would make intermediaries such as banks
superfluous. [60]. Therefore, it is of interest, what opportunities and challenges arise
from the combined use of additive manufacturing processes and blockchain technology
in the financial supply chain. These changes in the financial supply chain are leading to
new potential business models for manufacturing companies and financial institutions
within platform economies that needs to be researched more closely. Furthermore, it
is of interest to determine the effects in pay-per-use approaches, but also for payment
terms, financing and risk management.

Based on the previously mentioned problem statements, further questions arise in
other areas that could be of interest as well. In case of new business models, current legal
regulations need to be reviewed regarding how these may have to be adapted to enable
such digital business models. In addition, blockchain offers the possibility of peer-to-
peer payments and therefore it requires the development of a token economy in which
automated payments are sent via M2M communication. This raises the question of how
such a token economy is structured and how it can be used. The overriding question is
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to what extent such an implementation of blockchain solutions is economically viable.
Therefore, economic viability has to be examined for enterprise AM solutions.

8 Decentralized Markets - Trust and Transaction Costs

8.1 State of the Art

Maintenance and production are competing domains in terms of the utilization of produc-
tion resources such as maintenance capacity [62]. Pastresearch is focusing on appropriate
coordination structures to balance the utilization of machine capacity [61, 62]. Since the
management of networks is an essential planning layer in the production planning, it
is also conceivable that it can be adapted in the fields of maintenance [63]. Interorga-
nizational networks allow industrial companies to cope with uncertainties by spreading
the risk evoked by unexpected over- and undercapacities via a market-like capacity
stock exchange [64]. Market-driven flexibility and willingness of its participants are
determining the potentials of intercompany networks [65].

Uncertainties evoked by information asymmetries between the contractors lead to
both, an increase of coordination effort as well as transaction costs and a reduction of
trust [66, 67]. To avoid scenarios of instability, such as adverse selection [68], measures
to reduce information asymmetries are needed. Trust can reduce social complexity [69]
and leads to a reduction of transaction costs [67, 70]. The emergence of trust persist
a long time, but its simplicity of breaking leads to a need in functionalities supporting
the emergence and maintenance of trust in intercompany networks [71]. To encourage
practitioners in the production, maintenance and adjacent domains in the fields of supply
chain management to participate within a market-like intercompany network for negoti-
ating capacity, the transaction costs resulting from subcontracting should be lower than
the production costs [72, 73]. For that reason, trust becomes an important resource which
determines the occurrence of such cooperations [74]. Trust can occur in different layer
or levels, such as on an (inter-)personal and (inter-)organizational trust [75-77] whereas
in the fields of sharing economy, trust can be differed between trust in peers, platform
and trust in the product [78, 79].

To cope with challenges of information asymmetry, emerging technologies such as
blockchain technology receives closer consideration, especially in the fields of decen-
tralized markets [80-83]. The data stored within the Blockchain serves as a basis for
reducing information asymmetries “after the transaction and provides a solid basis
for performance evaluation, benchmarking and auditing” and thus contributes in the
decrease of behavioral uncertainties [3, p. 6]. However, transparency in the information
shared can be both a source for trust and also a source of exploitation [84]. In accordance
with SCHMID & WAGNER, an important research question is the influence of blockchain
in terms of outsourcing decisions [3]. Apart from supply chains, a transition to adjacent
domains in the industrial domains such as the production and maintenance needs to
receive closer consideration.

8.2 Research Discussion

It can be stated that a plethora of contributions address the role of trust in the industrial
value creation domain, however without concretizing it in detail in conjunction with
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the capacity exchange. Domain-related contributions indicates that concepts such as
intercompany capacity exchange rely on trust and thus requires further investigations
about how to ensure it [64]. Recent literature investigated the potential contributions of
Blockchain to increase trust in the sharing economy, decentralized markets or intercom-
pany networks [80, 82, 85, 86]. However, the lack of research of blockchain adoption
in the fields of maintenance [87] drives research of information asymmetries in the
field of capacity exchange of technical services. Preliminary suggestions aligning the
Blockchain within the procurement of technical services have been taken up in [88].

Against this backdrop, a research of interest lies within the clarification of the extent
in which blockchain ensures trust in outsourcing tasks in the industrial domains and how
does a specific blockchain solution has to look like?

To measure the impact of blockchain based solutions in terms of utility, more pro-
found investigations is required with a special emphasis on building and evaluating
concrete blockchain based artifacts. Subsequent research allows the derivation of reli-
able statements in terms of the extend Blockchain can contribute in the emergence or
rather maintenance of trust in interorganizational negotiation. A motivation made by
the paradigm of Design Science is to extent or rather re-use the existent knowledge
base instead of deriving already existing artifacts to known solutions with low degree
of maturity [89-91]. The herein proposed state of the art proofs the relevance of DLT-
concepts such as Blockchain [92], deserves more attention. It provides a starting point
for improving or extending preliminary thoughts of designing blockchain-based arti-
facts in conjunction with decentralized market from a sociotechnical point of view. This
entails the realization and ex-post evaluation of concrete solutions in both artificial and
naturalistic environment [93], which herein are Blockchain-based artifacts with a focus
on measuring the utility in terms of efficiency due its information-asymmetry reducing
characteristics [3, 86] and its impacts on increase the efficiency in outsourcing tasks.

Further investigations could take place in the fields of CPPS, which is partly
addressed in recent investigations [94] but is taken up more profoundly in the following
chapter.

9 Blockchain-Based Cyber-Physical Production Systems

9.1 State of the Art

In supply chains suppliers, producers and customers are tightly interwoven and depen-
dent on each other. In the course of increasing production variety and decreasing lot
size, cyber-physical production systems (CPPS) have emerged that enable flexible, auto-
mated and self-configuring production [95]. Even though such systems have gained a
lot of recent attention [95-98], several challenges such as trustworthy cross-company
interactions, data security, robustness against failures or transparent and reliably docu-
mented processes remain unsolved [99]. Blockchain technology as a distributed ledger
presents a potential solution to these issues, due to its irreversible, redundant and dis-
tributed data storage [100]. The potential of combining cyber-physical systems (CPS)
with blockchain technology has been recognized in the literature [101, 102], even though
there is little literature on blockchain technology in CPPS [100, 103, 104]. Most authors
focus either on robot transactions [105, 106], technical features of blockchain in CPS
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[102] or on single use cases such as pay-per-use [107, 108], but do not provide a holistic
and practically driven overview of blockchain in CPPS.

For blockchain-based robot transactions, blockchain is used to strengthen the robot
coalition algorithm [105]. In the proposed theoretical solution, smart contracts in a pub-
lish/subscribe network allow robots in a CPS obtain the overall view and reconfigure on
the fly. The contracts are used for task distribution between robots, resource allocation
and monitoring of task execution. Pacheco et al. propose a blockchain based robot inter-
action experiment with a byzantine fault tolerance (BFT) consensus mechanism [106].
In this experiment robots should detect black tiles in an arena. To compute this, robots
have to deposit currency to perform an action and receive payment from a smart contract
for a successful operation. If a robot does not receive payment for a few times, it will
run out of gas and be declared faulty. The communication between robots is realized in
a decentralized ad-hoc network. In the setting of CPS the literature presents common
challenges of blockchain technology and proposes solutions such as traceability, scala-
bility, security, inaccurate sensor data, lack of granularity or lack of automation, but is
not going into detail about the implementation [101]. Barenji et al. present an implemen-
tation of a peer-to-peer blockchain network for geographically distributed 3D printing
companies [102]. To prevent saving different data structures onto a blockchain, they
use an intermediate communication layer, which translates machine-specific language
into a common language. This adapter also guarantees security, as it only allows access
to specific sets of commands. To improve trust, every order information is stored and
processed on a blockchain via smart contracts. In a case study they compare the overall
performance as well as two different consensus mechanisms.

Blockchain can also be used as a decentralized marketplace and can improve the
pay-per-use method. In a proof-of-concept based on Ethereum smart contracts Rangan-
than et al. present a solution to common issues of fees for listing and selling [107]. They
also improve the privacy for user data by using tokens instead of clear data. This solu-
tion is compared to well-known platforms like eBay and it turns out that selling using
a blockchain-based solution is cheaper. Gong et al. also consider the trading aspect
and provide a case study on machine-to-machine (M2M) autonomous trading [108].
They carry out a proof-of-concept of such trading via smart contracts and propose a
layered architecture for the combination of IoT and blockchain, which they call an ‘IoT-
Blockchain fusion model’. Privacy issues are not considered and the proof-of-concept is
provided by an implementation with Raspberry Pi’s. With regard to the use of blockchain
technology in CPPS, Afanasev et al. propose a blockchain architecture for CPPS based
on the blockchain framework Ethereum [103]. They test the Ethereum network as a back-
bone for the CPPS and point out several open issues regarding performance and security.
Based on this research, a use case for manufacturing including M2M communication is
developed [100]. A physical prototype of M2M communication or a blockchain-based
CPPS is not implemented. Lee et al. propose a three-layered blockchain architecture
for manufacturing systems and carry out a case study in manufacturing machines [99].
Additionally, they present several challenges in blockchain implementation such as real-
time implementation, storage capacity and lack of knowledge and infrastructure. Bayhan
et al. empathize the theoretical potential of a blockchain-based CPPS and propose the
implementation in a physical test field at their university [104].
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9.2 Research Discussion

The literature reveals that current research on blockchain-based CPPS either remains
on a theoretical level or studies only the implementation of individual components of
such a system. This raises several questions regarding the actual impact of blockchain
technology on a CPPS and the implementation process. Even though the theoretical
potential of blockchain in a CPPS has been revealed, an extensive use case combin-
ing the feasible potential has not yet been developed. Thus, it is not evident if the
actual impact of blockchain on the CPPS matches its theoretical potential in terms of
transparency, automation and security. Additionally, the implementation process and
its challenges regarding the combination of an existing CPPS and blockchain technol-
ogy remain unclear. This includes the design of a suitable blockchain architecture for a
CPPS taking into consideration features such as performance, scalability, security and
the connection and interaction of heterogeneous IoT devices to and with blockchain.
Related research fields such as pay-per-use for robots for performance-based billing or
negotiation on decentralized markets relating to free production or storage capacity are
also of interest.

10 Consolidation and Assignment to Scientific Layers

To consolidate and structure the prior presented research topics, Fig. 2 assigns them
to scientific layers that are prominently used in blockchain research. The presented
framework is adopted from Hawlitschek et al. [82] and builds up on a previous work of
Notheisen et al. [109]. It consists of a six layered structure, starting with an environment
or rather macro layer, in which the constraints and general conditions are clarified. This
is followed by the infrastructure layer consisting of soft- and hardware- as well as IT
security-related topics. Finally, an application layer is dealing with interactions between
actors and the blockchain platform and an agent layer mapping these interactions [109,
110].

Attached to the four layers, the extended framework includes an additional behavioral
layer and a so-called trust frontier, which separates the real intentions of the agents from
the interactions deposited inside the blockchain platform and allows a more detailed
analysis on behavioral aspects [82]. Referring to the seven research topics of this paper,
an assignment has been made by highlighted circles on the left side of the graphic. As the
figure reveals, no research topic solely entails all layers. However, all layers are at least
considered by one research topic. The strategic topics mainly focus on the environmental
layer with socio-economic and legal impact, but also have a distribution over most of
the other layers. The application-oriented topics mainly deal with interactions among
agents and also cover the infrastructure layer partly. Least consideration is found in the
trust frontier, followed by the behavioral and infrastructure layers.
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Fig. 2. Scientific layers of blockchain research, based on [82]

11 Conclusion

The paper reveals an overview of central research topics in the field of blockchain and
supply chain management and offers a detailed state of the art and a research discussion
for each topic as well as future research directions. In order to identify thematic intersec-
tions between different research topics, Fig. 1 can be used to classify topics as strategic
or application oriented and Fig. 2 to find a common ground within several scientific
layers of blockchain research. To give an outlook and sum up the research needs for
blockchain in supply chain management, it will be necessary to not only have a strate-
gic realignment to more decentralization, but also to go through comprehensive change
management cycles that need to be observed from different perspectives. Moreover,
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the interplay of ‘governance by blockchain’ and ‘governance of blockchain’ needs fur-
ther investigation, and therefore especially to what extend smart contracts can be used
on different utilization degrees and for different verification purposes. Again, at this
point different perspectives (technical, organizational, compliance and regulatory) are
needed for a comprehensive observation and assessment. Especially on the technical side
privacy-preserving techniques to maintain data sovereignty need to be analyzed more
intensely. Further research is required in profitability considerations that have to cover
the value of the exchanged data and thereby consider network effects over multiple stake-
holders. These stakeholders need to be identified, classified and analyzed with respect to
their position in the supply chain. When it comes to business models, pay-per-use-models
need further investigation especially when considering applications for specific use cases
like 3D-printing or other Blockchain-powered platforms. Here again, profitability state-
ments need to be developed in order to demonstrate best practices. Finally, the concepts
to bring together supply chain partners in commerce via decentralized markets or in
the production field via blockchain-powered cyber-physical production systems need
more consideration, especially when it comes to measuring information-asymmetry or
enabling performance-based billing and negotiation processes.
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