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Abstract. Data play a pivotal role in supporting both national economic devel-
opment and scientific research, and ensuring their authenticity and integrity has
become a key concern for scholars. To this end, various authentication algorithms,
such as digital signatures, message authentication codes, and hash functions have
been proposed. Many of these algorithms treat data as a unity, which can lead to
different authentication results if the elements order of the data changes. How-
ever, spatial data object is a point set that lack a predetermined order, varying
data acquisition and management systems used by operators may result in the
same data appearing in different orders, and these approaches are no longer effec-
tive. Therefore, this study proposes an authentication algorithm for spatial data
objects based on set nature. We consider spatial data objects as a data set, and each
element in set will be transferred into a string data. Then, we use hash function
SHA to compute each string data, and perform XOR operation to obtain mes-
sage M. Finally, the final hash code is obtained by computing M using the SHA.
Through tampering experiments, it has been shown this algorithm has the prop-
erty of ignoring the data order, good sensitivity, diffusion, confusion, and security.
This algorithm can overcome the limitations that rely on data order, contribute to
improving the authentication process for spatial data objects, and enhance data
integrity and reliability in various applications.

Keywords: Data Protection · Data Authentication · Spatial Data objects · Hash
Function · Hash Authentication

1 Introduction

With the increasing volume and complexity of data, ensuring their authenticity and
integrity has become a key concern for scholars. Spatial data objects are data that have
spatial attributes and can represent geographic features or phenomena. They play a
key role in supporting national economic development and scientific research, such as
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urban planning, environmental monitoring, disaster management, and public health [4].
Authentication is a process of verifying the identity and validity of data sources and
contents, and preventing unauthorized modification or tampering.

There are some approaches about data authentication, with the broad categories of
hash functions [1–6], message authentication codes [7–12], digital signatures [13–15],
certificate-based authentication [16–21], token-based authentication [22–26], and third-
party access [27–31]. Many of these algorithms treat data as a unity, which can lead to
different authentication results if the elements order of the data changes.

Fig. 1. The process of authenticating spatial data objects in blockchain (Take GEOJson data as
an example)

In particular, when using blockchain to protect spatial data objects privacy, it is
necessary to upload the algorithm result to the chain and later use this result as the
basis for verification work. Blockchain is a distributed ledger technology with features
of decentralization, security, trustworthiness, tamper-proofing and programmability. It
can trace the source of tampering while detecting tampering during the verification
process, thus assisting in precise crackdowns and punishment of interpolator. However,
spatial data object is a point set that lack a predetermined order, different data collection
and management systems used by operators may result in the same data appearing in
a different order. This can lead to different results after algorithmic processing. As a
result, it may not match the verification basis initially uploaded within the blockchain,
which can result in a misjudgment of tampering behavior.
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Figure 1 takes GEOJson data as an example to show the process of authenticating
spatial data objects in blockchain. First, a unique and correct authentication code “α” is
generated using the authentication algorithm and uploaded to the blockchain as the basis
for subsequent authentication. Second, different operators use different datamanagement
systems to access original data, which generates various formats and element orders of
data (Here is GEOJson data). The authentication code “β” is generated using these data
and uploaded to the blockchain. Finally, the blockchain system checks “α” and “β”
to determine whether the data has been tampered with. However, existing algorithms
consider data as a unified whole and do not allow modification of element order in data.
As a result, “α” and “β” are not equal, and then the same space data object will be
identified as having been tampered with.

Be more specific, in the planning work of the two-dimensional region shown in
Fig. 2. (left), the same five points A-I are changed and the traversal order between
them is changed, and the human authentication result is that the planning region is
unchanged, but the authentication result is that the region is tampered when the five
points with different order are given to an algorithm sensitive to the data input order,
such as (a)A to I and (b) F toG.Accordingly, in the actual data operation andmanagement
process, factors such as different systems used by different managers, design differences
in databases and coding differences in operating systems may lead to changes in order
during data operation, and this pitfall limits the generality of authentication algorithms
among different systems to a certain extent.

Fig. 2. Different access order for same 2D region (left) and same point cloud rabbit (right)

We can understand this better from the perspective of 3D objects. For example, when
drawing a rabbit in the point cloud shown in Fig. 2 (right), we can start with the ears or
the tail depending on the data set, but this does not affect the final generated rabbit.

Therefore, there is a need for an authentication algorithm that can overcome the
limitations of input data order and improve the authentication process for spatial data
objects. And in this paper, we propose an authentication algorithm for spatial data objects
sets based on set nature. Themain idea of this algorithm is to consider spatial data objects
as a data set, and to use hash functions andXORoperations to generate a unique hash code
for each set, regardless of the order of its elements. We describe the framework of this
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algorithm in detail and conduct data tampering experiments to evaluate its performance
in terms of ignoring input data order, sensitivity, diffusion, confusion, and security.

2 Contributions and Paper Structure

We propose an authentication algorithm, which has the potential to overcome the limita-
tions of current algorithms that rely on input data order, and can contribute to improving
the authentication process for spatial data objects, thus enhancing their integrity and reli-
ability in various applications. And through tampering experiments, it has been shown
this algorithm has the property of ignoring the data order, good sensitivity, diffusion,
confusion, and security.

The structure of the paper is as follows: Sect. 3 introduces the authentication algo-
rithm framework, including algorithm description, implementation of point cloud set
authentication and parallel implementation; Sect. 4 provides the experiments of this
algorithm, including uniqueness, sensitivity, confusion, diffusivity and security analysis;
Sect. 5 explains some related works; Sect. 6 summarizes the work of this paper.

3 Algorithm Framework

3.1 Algorithm Description

The problem presented in the previous section is to authenticate for a set, and the order of
the elements in the set should not have any effect on the authentication code. Then how
to design a hash function (HF) for the set that is insensitive to the order of the elements
is the key to this algorithm.

Definition 1: Let S be a set whose elements are a finite data set, i.e., ∀A ∈ S,A =
{A1,A2, · · · ,Am}, where Ai(i = 1, 2, · · · ,m) is a data object, and call map f : S →
GF(2)N an hash function on the set S, where GF(2) is a finite field and GF(2)N is an
N-dimensional vector on field GF(2).

Note 1: The input to the hash function is a set. Since the set has deterministic,
unordered nature, it is required that changes in the order of arrangement of the elements
in the set do not affect the value of the function.

Note 2: The data object Ai in the set A are not allowed to be repeated.
Note 3: N in GF(2)N can generally take 128, 196 and 256 as needed.

Definition 2: ∀A ∈ S, a collision is said to have occurred if it is possible to find another
B ∈ S such that set_hash(A) = set_hash(B), where the set_hash is the hash function
defined in Definition 1.

The hash code of a set is a fixed-length value that can be used as an authenticator
generated when the set A is acted upon by function set_hash. The key to authenticating
the set data is to design good set_hash functions and to require that for any A ∈ S, it is
computationally infeasible to find a set B ∈ S that collide with set A.
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Algorithm Design Idea: Consider the set A = {A1,A2, · · · ,Am}, where Ai(i =
1, 2, · · · ,m) is the data object. First, each data object Ai in the data set is serialized
to generate a sequence of characters closely related to the elements, and the hash func-
tion (SHA, SM3 etc.) is used to generate the hash code of each sequence to obtain the
unique hash code Di for each data object Ai. Then the hash code of all data objects is
done as a bit-by-bit XOR operation, i.e.,M = D1 ⊕ D2 ⊕ · · · ⊕ Dm.

And since the XOR operation satisfies the exchangeability, the value of M is inde-
pendent of the order of the hash codes at each point. Finally, the final hash code HCode
= hash(M) is obtained by computing M using the hash algorithm. The framework of
creating hash code for set is shown in Fig. 3.

Pre-processing: set element serialization
For each element Ai in set A, the serialization

processing will transfer Ai into a string data Bi. 

Compute element hash code
For each element Bi(i=1,2,…,m), compute its hash

code Di=hash_function1(Bi).

Compute hash code for set data
Compute set code for the set with equation

Input data set

Begin

End

Fig. 3. The framework of creating hash code for set data

The flow of the framework is as follows:

1) Serialization of elements of data set
The element Ai(i = 1, 2, · · · ,m) in the set A may be a more complex data

object, so in order to facilitate the next step to calculate the code of the element,
it is necessary to do the serialization of the element Ai first, that is, to select a
function Bi = elem_serialize(Ai) to convert the data object Ai to a string Bi. And
function elem_serialize should be one-way, i.e., if Ai �= Aj, then there must be
elem_serialize(Ai) �= elem_serialize(Aj).

2) Compute hash code for the elements
After serializing the elements Ai(i = 1, 2, · · · ,m) in the set A, we get the set

B = {B1,B2, · · · ,Bm}, whose elements Bi(i = 1, 2, · · · ,m) are all strings. For each
element in setB, an hash codeDi(i = 1, 2, · · · ,m) is generated for the element,whose
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length is N = 128, 192, 256 binary data. That is, Di = hash_function1(Bi) (i =
1, 2, · · · ,m). And the hash_function1 can be various types of hash functions such as
SHA, SM3, etc., or other authentication code functions with keys.

3) Compute hash code for the data set
The hash code Di(i = 1, 2, · · · ,m) of all the elements will be done as an XOR

operation, and then the authentication information of the data set A will be obtained
after the hash run with the hash_function2, i.e., hcode(A) = hash_function2(D1 ⊕
D2 ⊕ · · · ⊕ Dm), where hash_function2 is optional for a certain hash function.

Note4: For the data set A, its elements should meet the basic property: the unique-
ness of the set, that is, no duplicate elements are allowed in the set A. If there are
duplicate elements present, such as Ak = As in set A = {A1,A2, · · · ,Am}, there are
hac({A1,A2, · · · ,Am}) = hac({A1, · · · ,Ak−1,Ak+1, · · · ,Am}). Therefore, if duplicate
elements are allowed in data set A, attackers can add the same data objects in pairs to set
A, and the hash authentication code will not be changed.

Note5: The complexity of the algorithm is closely related to the embedded hash algo-
rithm. Let the spatial data setA = {A1,A2, · · · ,Am} and the elementAi(i = 1, 2, · · · ,m)

be serialized as Bi. General speaking, its length does not exceed the group length of the
hash algorithm (e. g., SHA, SM3). Therefore, the Bi(i = 1, 2, · · · ,m) produces two
group lengths and a total of 2m group lengths will be produced. When calculating
hcode(A) = hash_function2(D1 ⊕D2 ⊕· · ·⊕Dm), the input (D1 ⊕D2 ⊕· · ·⊕Dm) also
produces two group lengths, so the approximate time complexity of this hash algorithm
is the hash algorithm that handles (2m + 2) grouping length.

3.2 Implementation of Point Cloud Set Authentication

Using the previously mentioned algorithm ideas, the hash code is generated for 2D point
cloud data, thus realizing the authentication work for such aggregate data.

Let the set A = {A1,A2, · · · ,Am}, where Ai = (ai1, ai2) ∈ R2, (i = 1, 2, · · · ,m).
Using the framework diagram of the hash algorithm in Fig. 3, the steps are as follows:

Step1: Serialize the set elements. Serialize the elementsAi = (ai1, ai2), i = 1, 2, · · · ,m
as Bi = str(ai1) + str(ai2), where the function str converts real numbers into strings,
noting B = {B1,B2, · · · ,Bm}.
Step2:Calculate the element authentication code. Use the hash function SHA to operate
on the elements in set B, and get the authentication code of all elements Di = SHA(Bi),
where Di is the binary data of N = 256bits.
Step3: Calculate the hash code for the set. The hash code Di(i = 1, 2, · · · ,m) of all the
elements will be done as an XOR operation, and then the authentication information of
the data set A will be obtained after a hash run using SHA algorithm, i.e., SHA(D1 ⊕
D2 ⊕ · · · ⊕ Dm).

3.3 Parallel Implementation

This algorithm has a natural advantage for parallel implementations. If t machines are
available, the parallel implementation can be performed as follows:
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The point setA = {A1,A2, · · · ,Am} is partitioned according to the computing power
of different machines to obtain the set {Q1,Q2, · · · ,Qt}, where Qi(i = 1, 2, · · · , t) is
a non-empty subset of the set A with t ≤ m and satisfies A = Q1 ∪ Q2 ∪ · · · ∪ Qt ,
Qi ∩ Qj = ∅, (i �= j, 1 ≤ i, j ≤ t).

Put the subset Qi(i = 1, 2, · · · , s) into the i-th computer for computation: first
compute the hash codes of all elements in subset Qi, and then do the XOR operation on
all hash codes to get the authentication information hcodei in subset Qi.

Compute the hash code for the point setA = {A1,A2, · · · ,Am} according toEq. (3.1).
hcode(A) = SHA(hcode1 ⊕ hcode2 ⊕ · · · ⊕ hcodet) (3.1)

Since the computation on each machine is completely independent and the final
computation is just the result of (3.1), the algorithm is well suited for parallelism imple-
mentation, which is extremely beneficial for the authentication of large-scale flat data
sets.

4 Algorithm Framework

The hash function is a one-way function that can compress any finite-length message
plaintext into a fixed-length Hash value, and it is computationally difficult to find its
inverse mapping [9]. In this paper, firstly, it also needs to satisfy the insensitivity to the
element order of the set, so it needs to test whether the encryption result of the algorithm
is unique under the random order. Secondly, reasonable and secure hash algorithms
usually have good sensitivity, confusion and diffusion, so it is necessary to evaluate the
reasonableness and security of the algorithm by testing these properties.

In these experiments, we use two-dimensional data from a real region planning
exercise as the experimental data for testing the algorithm, which consists of a total of
4464 points.

4.1 Uniqueness Analysis of Authentication Results

The experiment was performed using a dataset consisting of 4464 points with 44 rounds
of data selection, with 100 points added in each round and 10 random order encryptions
in each round, where 164 points were added in the 44th round because the number of
follow-ups was less than 100. And it recorded the number of data point in each round,
the number of randomizations, and whether the results were unique (true if they met the
requirements, false if they did not).

The results show that the algorithm still has uniqueness under the random order, so
it satisfies the requirement of “insensitive to the order of the elements of the set”, and
the specific results can be referred to Table 1.

4.2 Sensitivity Analysis of Algorithm

Sensitivity refers to the degree of sensitive dependence of the hash value on the plaintext
of the message. If every slight change in the message plaintext will bring a significant
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Table 1. Table for uniqueness analysis results (N is number of turn)

Turns Num of Points Uniqueness

1 100 TRUE

… … …

N N * 100 TRUE

44 4464 TRUE

change in the encryption result, i.e., the algorithm has a high initial value sensitivity,
which in turn indicates that the algorithm has a good one-way hashing performance.

In this experiment, a small change was made to the coordinate value of a dimension
of a point in the original data, and the change range was 1E-05, 1E-04 or 1E-03 increase
in the coordinate value, and each change operation was repeated 256 times, and finally
the average number of bits changed and its sample standard deviation were obtained
by comparing the changed results with the original results, and the specific results are
shown in Table 2.

Table 2. Table for effect of different levels of minor changes on the results (number of bits
changed)

Small Change 1E-05 1E-04 1E-03

Number of Bits to Change (Average) 64.42 63.71 63.69

STD (Sample Standard Deviation) 5.72 5.51 5.66

Fig. 4. 256 times 1E-05 minor change bit distribution chart. (Color figure online)

The experimental results show that a small change like 1E-05 of the plaintext data
leads to a huge change in the result, so the algorithm has a good initial sensitivity. The
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specific sensitivity experimental record is shown in Fig. 4, which shows the bit change
distribution under 256 times 1E-5 changes, and the two rows record the number of
changed bits (blue line) and the bit change rate under total 128 bits (red line), respectively.

4.3 Confusion and Diffusivity Analysis of Algorithm

Diffusivity means that a change in each bit of the plaintext of the designed function
affects a change in many bits of the ciphertext. For the binary result, there are only two
possibilities of 1 or 0 per bit, an excellent diffusion effect manifests when a small change
in the initial value causes a 50% probability of change in each bit of result. In addition,
confusion means that the designed algorithm should make the dependencies between
the plaintext and the ciphertext quite complex.

The specific quantitative indicators are as follows:

• Mean changed bit number

B = 1

E

|E|∑

i=1

Bi (4.1)

• Mean changed probability

P = B

L
× 100% (4.2)

• Sample standard deviation of the two indicators

ΔB =
√√√√ 1

E − 1

|E|∑

i=1

(
Bi − B

)2
(4.3)

ΔP =
√√√√ 1

L − 1

|E|∑

i=1

(
Pi − P

)2 × 100% (4.4)

In these equations, B is the number of change bits in the authentication message of
128 bits initially obtained after each tampering, E is the number of times each tampering
operation is performed, P is the rate of change in the authentication message of 128
bits initially obtained after each tampering, and L is the length of the message, which
is 128 bits here in the experiment. ΔB, ΔP marks the stability of the hash confusion
and diffusion properties, the smaller is the more stable, if the calculated Δ are small, it
means that the algorithm is strong and stable to the confusion and diffusion of plaintexts.
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Therefore, we test the algorithm’s confusion and diffusion by tampering with two-
dimensional data in differentways, such as adding, deleting, and replacing, and recording
the corresponding metrics. For each way, we randomly select a point and repeat 2048
times.

1) Add 1 arbitrary point
The experimental results are shown in Fig. 5, which plots the distribution of B and
P for increasing this tampering method. The blue line represents B and the red line
represents P. Excellent diffusion effect should change with 50% probability for each
bit, so P should be close to 50% as well as B should be close to 64.

The specific indicators are given in Table 3.ΔB,ΔPmarks the stability of the hash
confusion and diffusion properties, and if the calculated Δ are small, it means that
the algorithm is strong and stable against the confusion and diffusion of plaintexts.

Fig. 5. Distribution of B and P (Add) (Color figure online)

Table 3. Statistics of the number of bit changed B of the E times test (Add)

Indicators/E 256 512 1024 2048 Total

B 63.71 64.36 64.07 64.09 64.06

ΔB 5.25 5.58 5.72 5.73 5.57

P/% 49.77 50.28 50.05 50.07 50.04

ΔP/% 4.1 4.36 4.47 4.47 4.35

According to Fig. 5 and Table 3, it can be concluded that the algorithm change
rate P is stable around 50%with an average of 50.04% and the number of change bits
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B is stable around 64 with an average of 64.06. AndΔ is also smaller with an average
of 5.57 and 4.35, respectively, indicating that the algorithm has a better ability of
confusion and diffusion to increase this kind of tampering.

2) Remove 1 arbitrary point
The experimental results are shown in Fig. 6, and again the distribution of B and P
for removing this tampering method is plotted. Again, the specific indicators for the
removal experiments are given in Table 4 in this paper.

Fig. 6. Distribution of B and P (Remove)

Table 4. Statistics of the number of bit changed B of the E times test (Remove)

Indicators/E 256 512 1024 2048 Total

B 64.74 64.39 64.04 64.23 64.39

ΔB 5.93 5.75 5.73 5.70 5.80

P/% 50.60 50.31 50.03 50.18 50.31

ΔP/% 4.63 4.49 4.48 4.45 4.53

According to Fig. 6 and Table 4, the algorithm change rate P averaged 50.31%
and the number of change bits B averaged 64.39. While Δ averaged 5.80 and 4.53,
respectively, indicating that the algorithm also has good confusion and diffusion
ability for removing this type of tampering.

3) Replace 1 arbitrary point
The experimental results are shown in Fig. 7, and again the distribution of B and P
for replacing this tampering method is plotted. And the specific indicators for the
replacement experiments are given in Table 5 in this paper.

According to Fig. 7 and Table 5, the algorithm change rate P averages 50.1%
and the number of change bits B averages 64.13. While Δ averages 5.71 and 4.47,
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Fig. 7. Distribution of B and P (Replace)

Table 5. Statistics of the number of bit changed B of the E times test (Replace)

Indicators/E 256 512 1024 2048 Total

B 64.11 64.12 64.04 64.23 64.13

ΔB 5.74 5.68 5.73 5.7 5.71

P/% 50.09 50.09 50.03 50.18 50.10

ΔP/% 4.49 4.44 4.48 4.45 4.47

respectively, indicating that the algorithm also has good confusion and diffusion
ability for replacement as a tampering method.

4) Comprehensive conclusion
Finally, combining the three sets of experiments, although the tampering methods
are different, the algorithm change rate P is stable at around 50% and the number of
change bits B is also stable at around 64. And Δ is also smaller, i.e., the algorithm
has better confusion and diffusion capability for data plaintexts.

4.4 Security Analysis of Algorithm

The algorithm uses the fundamentals of the SHA hash function to produce two distinct
hash codes. The security of SHA has been verified by the current attacks against it, as
reported by Sahu, A., et al. [32] and Gilbert, H., et al. [33], etc. Therefore, Therefore,
the hash function proposed in this paper can defend against hash collisions for birthday
attacks [34] in cryptography, i.e., the security of the algorithm is reliable.
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5 Related Work

There are some approaches about data authentication, with the broad categories of
hash functions [1–6], message authentication codes [7–12], digital signatures [13–15],
certificate-based authentication [16–21], token-based authentication [22–26], and third-
party access [27–31]. However, many of these algorithms treat data as a unity, which
can lead to different authentication results if the elements order of the data changes.

Therefore, we propose this algorithm that does not depend on input data order, and
can contribute to improving the authentication process for spatial data objects, thus
enhancing their integrity and reliability in various applications.

6 Conclusion

In this paper, in order to reduce and avoid the impact of cumbersome and erroneous data
input order on the authentication process and results, we proposed a novel authentication
algorithm for spatial data object sets that is independent of the order of the input data.
The algorithm transforms spatial data objects into string data and then applies the hash
function SHA to generate a unique hash code for each string data. The hash codes are
then combined usingXORoperation and hashed again to produce the final hash code.We
also tested the algorithm and verified its sensitivity, diffusion, confusion, and security.
The proposed algorithm can enhance the integrity and reliability of spatial data objects
in various applications.
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