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Abstract. The purpose of this paper is to explore the differences and
relations between the protocols CoAP, OSCORE, DTLS and HTTPS.
Our focus is at performance and the general security benefits of the
different protocols. We evaluate the feasibility of using CoAP encrypted
with OSCORE or DTLS as opposed to using HTTPS/1.1 or HTTPS/3.
We find the CoAP based solutions to be more performant than HTTPS,
however we also find them to be harder to implement, less widespread
and potentially more insecure than HTTPS. From these findings, in most
scenarios we recommend implementing solutions based on HT'TPS if the
performance and overhead can be tolerated.
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1 Introduction

During the past decade, we have been experiencing a significant uplift in small
home appliances and sensor stations that are connected to the internet. As our
homes become increasingly more connected, we are sharing larger parts of our
lives on the internet. This exposes us to potential intruders that can remotely
monitor our daily lives.

A range of different methods to secure data transfer from our homes to cloud
or from Device to Device (D2D) has arrived, some of which are targeted specifi-
cally toward devices. One of the most popular such protocols has become CoAP
(Constrained Application Protocol) [1], and more specifically, CoAP secured by
DTLS (Datagram Transport Layer Security) [2]. Many cloud providers, however,
do not receive data directly in the form of CoAP/DTLS. Instead they receive
data primarily through protocols that are traditionally implemented for uncon-
strained network environments like HT'TPS (Hypertext Transport Protocol) [3].
This presents a problem that has been solved by implementing intermediate prox-
ies that translate between CoAP/DTLS and HTTPS/TLS. This proxying how-
ever, inherently introduces a security risk at each proxying point, as the DTLS
data will need to be decrypted and re-encrypted for further transport as TLS [4].
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In this paper we explore two different ways to circumvent the security issue
with proxying data between different protocols. The first is to encrypt the entirety
of the message separately from the transport protocol, something the protocol of
OSCORE aims to accomplish [5]. The second is to explore the feasibility of using
HTTPS directly on the device, which effectively eliminates the need for proxying
between protocols altogether. We also provide an overview of different protocols
and their performance and security advantages and disadvantages.

In Sect. 2 we introduce necessary background knowledge about the different
protocols. Section3 and 4 present a test setup and the results of the tests. In
Sect.5 and 6, the results are interpreted and the implementations of protocols
are discussed. Following this we present a more in-depth review of the security
of the protocols in Sect. 7. Sections 8 and 9 discuss and conclude on our findings.

2 Background

Computers and networking become more and more advanced and we find ways
to make our computers smaller, both in terms of physical size and power con-
sumption. This has allowed for devices that we embed into items/everything
that we use in our daily lives. Things that are today ranging from light bulbs
to kitchen appliances. We often like these devices to be controllable and report
back to us remotely, perhaps even when we are not at home, but often, we would
also like to keep our data private and secure.

In this section we give an overview of some of the protocols in use today and
give some insight about them in a historical aspect that will shed some light on
why the networking protocols explored in this paper exist and explain each of
their different original purposes.

2.1 HTTP and HTTPS

HTTP, the Hypertext Transport Protocol was introduced in 1996 [6]. HT'TP has
evolved to become one of the most widespread networked application protocols
in existence. It has been, and still is being used for many websites. Because of its
widespread use, it is also being used in many IoT device projects, even if it may not
be the fastest or most secure option. HTTP is inherently insecure and messages
are transferred in plaintext. This allows for anyone with networking skills to pick
up and read transferred messages by sniffing tools containing sensitive data like
passwords, credit card information, or perhaps just what temperature your home
has at a given time. No matter what kind of information, it definitely presents a
security risk. HT'TPS (Hypertext Transport Protocol Secure) was introduced to
mitigate security issues of the HT'TP protocol was introduced [7].

HTTPS extends HTTP and adds TLS encryption in order to secure the con-
nection between a server and a client. HT'TPS and TLS were originally designed
for use over the reliable TCP transport protocol which is what the original HTTP
protocol was based on, but in recent times, an effort has been made towards
switching from TCP to the unreliable lightweight UDP transport protocol in
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order to circumvent the overhead in TCP and speed up communication over
HTTPS. This effort is what has evolved into QUIC [8] - a protocol which allows
HTTPS and TLS connections over UDP, effectively replacing TCP in order to
gain a performance increase. Along with QUIC, a new standard for HT'TP was
defined: HTTP/3.

2.2 CoAP and DTLS

A challenge has always been how to proceed in regard to transferring collected
data to and from each device and send them to a cloud server. This, however,
has presented itself to be an issue in IoT devices because of adverse network con-
ditions and the fact that many devices are battery operated. This constrained
environment has lead to a need for a new networking protocol to break with
traditional TCP-based protocols that expect close to perfect networking condi-
tions. This is why CoAP, the Constrained Application Protocol was introduced

[9].

CoAP has been designed to mimic the REST capabilities of a normal HTTP
server, but due to the aforementioned constrained environments, it has been
designed to transfer data over UDP instead of TCP. Furthermore CoAP signif-
icantly reduces the header size and as opposed to HTTP, the header’s size is
also not of variable size which allows for more precise calculations and depend-
able transfers. CoAP is also significantly better at handling scenarios with high
amounts of packet loss. CoAP implements a publisher/subscriber system like the
MQTT (Message Queue Telemetry Transport) protocol, where it is possible to
subscribe to data through a broker instead of asking the other device. This gives
the possibility of receiving data from one another without being able to connect
directly, but instead only contacting a common data broker [10].

Securing the CoAP connection is by definition in the RFC (Request for Com-
ments), done via Datagram Transport Layer Security, DTLS [11]. DTLS is based
on TLS as in HTTPS. It therefore also provides the same security. DTLS, while
designed to be very similar to TLS, provides additional functionality to handle
the unreliability of UDP. This also means that DTLS can function well even in
tough network conditions with many packet losses. DTLS allows for a secure
end-to-end connection between two devices when communicating via CoAP over
UDP in a very similar manner to what is seen with TLS and HTTP. Transferring
secure data over CoAP has for a while been synonymous with using DTLS.

2.3 OSCORE

OSCORE can be seen as an extension to CoAP. It alters the options processing
of CoAP and therefore also modifies the original definition of CoAP. Due to
this, changes to CoAP implementation are required to have a fully functional
OSCORE implementation. OSCORE is defined in a way that allows it to be
transferred over CoAP as well as HT'TP. OSCORE also does not encrypt the
CoAP messaging and token layer, so when transferring OSCORE encrypted data,
these layers will still be in plaintext [12].
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This means that OSCORE, while slightly changing the specifications of
CoAP, is designed in a way that can be implemented across multiple different
networking protocols.

OSCORE was designed specifically to mitigate an issue that presents itself
when using CoAP with DTLS. This issue is that, in order to connect to a cloud
solution or any other kind of HTTP server, it is often necessary to introduce a
intermediate proxy that translates between CoAP and HTTP [13]. The same is
the case the other way around, when a HTTP client has to connect to a CoAP
server. OSCORE aims to improve this situation by encrypting the payload itself,
somewhat independently of the protocol that transports the CoAP encrypted
data. By doing this, OSCORE improves upon one of the bigger security concerns
of CoAP with DTLS, completely eliminating the potential risks associated with
CoAP—HTTP proxying. Figure1 further visualizes this.
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Fig.1. A visual representation of the differences between proxying DTLS and
OSCORE.

OSCORE currently does not define a method of key exchange. This can be
seen as an advantage in that the key exchange protocol can be chosen indepen-
dently of OSCORE. This, however, also has a side effect as different implementa-
tions of OSCORE might not be compatible if the key exchange algorithms differ.
Because of the design of OSCORE, it can even be possible to encrypt the CoAP
messages with DTLS and OSCORE alongside each other, as well as encrypting
with DTLS or TLS in only parts of the journey between proxies and endpoints.

2.4 Comparison of Protocols

Figure 2 shows the different layers that protocols are working on. This shows
the reason why OSCORE encryption can persist through proxies, but TLS and
DTLS cannot. QUIC implements TLS functionality as part of the QUIC proto-
col, so it can be seen as delivering the same kind of functionality as TLS on its
own. Each protocol has a number of advantages and disadvantages.

In Table1 some of these are shown. While HTTPS initially was a TCP-
only protocol, more recent editions have been extended to work with UDP. This
eliminates some overhead and makes it better suited for device communication.
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Fig. 2. Slightly simplified visual overview of the layering of different protocols.

Table 1. A comparison between different network protocols.

Transport | Proxy safe | Forward secrecy | Header size
HTTPS/1| TCP No Yes Variable
HTTPS/3 | UDP No Yes Variable
DTLS UDP No Yes 11 bytes
OSCORE | UDP Yes No 11 bytes

One issue with this might be that it requires the server to support HT'TPS over
QUIC, which can be troublesome as HTTPS/3 is not in widespread use yet.
CoAP has always been UDP-only, which ensures that the transport overhead
stays reasonable low.

3 Test Setup of Protocols

In order to perform a fair test, we have generated a set of random bytes in
a few different sizes, ranging from 25 bytes to 2500 bytes as sample data to be
used across the protocols and test environments. For performance measurements
the application will attempt to transfer the data 10000 times and compute the
average time for completion. In all timing measurements these average times are
the reported values.

3.1 OSCORE and DTLS

As both OSCORE and DTLS is generally transported via the CoAP protocol,
it made sense to find a CoAP library capable of handling both of these. In these
tests, the Californium Library by Eclipse Foundation was chosen for this specific
purpose [14]. The Californium library has lightweight sample implementation
of communication with both CoAP/DTLS and CoAP/OSCORE. Californium
also includes examples for handling unencrypted CoAP communication so it is
possible to compare the different protocol overheads against using plain text
directly.
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The tests consist of a simple server architecture that can respond to requests
on multiple ports, specifically ports 5683, 5684 and 5685 for respectively
OSCORE, DTLS and Plain Text CoAP communication. Regardless of the pro-
tocol in use, the server responds to the same request URL with the same data.
Californium therefore allows us to have a very effective comparison between the
different CoAP security protocols. The client is capable of requesting a resource
from the server and recording the time spent from request to response.

3.2 HTTPS/3

Unfortunately, Californium Library only supports CoAP communication.
Because of that, the HTTPS/3.0 test setup looks different to the CoAP based
protocols. However, we have tried to keep the structure very similar. The exact
same naming scheme for retrieving the same bytes has been kept, the client is
entirely implemented in Java alongside the CoAP client, and the actual data
transferred between the server and client is identical to the CoAP test setup.

The HTTPS/3.0 server is set up with a Caddy2 server [15]. This is capable
of answering over TCP and also QUIC which is needed in this test setup. It
means that both HTTP/1.1 and HTTP/3 can to be tested and compared on the
same server setup. The Caddy2 server specifically has an opt-in functionality
‘experimental_http3’ that needs to be enabled for allowing Caddy2 to respond
via QUIC over UDP. As this is a local test without a proper domain name, the
local Caddy?2 root certificate also needs to be installed in the test client machine’s
trust store. Caddy2 serves a QUIC through the QUIC-Go library [16]. This is
a common Go library seen in a few recent, but well-known, web-application
projects like Caddy, Traefik and SyncThing.

For the client set up, the flupke HTTPS/3 library has been chosen [17]. This
library is capable of connecting to secured HTTPS/3 websites and retrieving
data in a very similar fashion to the Californium CoAP library. It extends the
default HttpClient implementation in Java and because of this it is very easy to
implement a HTTP/3 Client with flupke.

3.3 HTTPS/1.1

For good measurement, a test setup with HTTP /1.1 is also prepared. With this
we can test whether there is an increase or decrease in performance between
HTTPS/3 over QUIC and HTTPS/1.1 over TCP. The HTTPS/1.1 test setup is
almost entirely identical to the HTTPS/3. Caddy2 supports answering in both
HTTPS/1.1 and HTTPS/3, so no configuration changes are needed.

On the client side, the flupke library for HTTP/3 extends the default Http-
Client in Java. This means that the only difference between the test setup for
HTTPS/3 and HTTPS/1.1 will be to instantiate the HTTP/1.1 client from the
built-in java libraries.
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3.4 Test Machine

The tests were performed using two identical VirtualBox Virtual Machines with
1 GB of RAM and a single processor core at 100% capacity allotted. The virtual
machines were running Ubuntu 20.04.3 LTS. The host machine was a 6-core,
12-thread Intel 15-11400 with 32 GB of physical memory, running Ubuntu 20.04
LTS. The virtual machines were connected with a VirtualBox Internal Network
without outside interference. The Californium library does not build as a whole
out of the box from their git repository. Because of this, each virtual machine is
installed with a full desktop environment along with a Java IDE. This allows for
running the small subset of classes that we need from Californium. In the inter-
nal network between the virtual machines, a larger MTU (Maximum Transfer
Unit) than what is normally present in networking is allowed. This is to see the
performance of each protocol when encrypting significant amounts of data.

Furthermore, in a different set of tests, to ascertain that the Californium
Library were communicating correctly, a Windows 10 computer with Wireshark
sniffing tool was used to sniff packets sent between the server and client software
and validate that the transferred networks packets were indeed encrypted with
the expected protocols and contained the expected data. The total bytes trans-
ferred were also recorded with Wireshark on the same Windows setup. Using
this method, we eliminate insecurities if a library reports wrong values. This
makes it possible to verify that the recorded byte lengths are correct.

4 Results of the Practical Tests

A series of practical tests to determine performance and overhead between dif-
ferent protocols were performed.

RTT including establishing connection
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Fig. 3. Total time from establishing connection until complete data is received.
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Table 2. Total bytes transferred from establishing connection until data is received.

K. Nedergaard et al.

Data bytes | CoAP plain | OSCORE | DTLS HTTPS/1.1 | HTTPS/3
25 133 158 1708 | 3703 10622
100 209 233 1783 | 4209 11123
500 609 633 2183 |4610 11435
2500 3071 3196 4183 | 6530 13026

Figure 3 shows the total time in milliseconds for each protocol, for establish-
ing a connection and receiving the given amount of bytes. Table 2 likewise show
the total amount of transferred bytes, including overhead from establishing the
connection, for given amounts of data for each protocol.

Data transfer time after connection established
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Fig. 4. Time from requesting data until received, after connection is established

Figure4 shows the time required from the request until the data frame
arrived. Important to note is that this is the time subtracted the connection
establishment overhead. Table 3 shows the total bytes transferred, from request
until data frame is received. Again, as in Fig. 3, subtracted the connection estab-
lishment overhead.

Table 3. Total bytes transferred from requesting data, after connection is established.

Data bytes | CoAP plain | OSCORE | DTLS | HTTPS/1.1 | HTTPS/3
25 133 158 178 440 797

100 209 233 254 516 953

500 609 633 681 916 1753

2500 3071 3196 2655 | 2916 2973
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5 Interpretation of Data

From Fig. 3 is seen a very large overhead of establishing connections over HTTPS.
A surprising factor, however, is how much of a different there is between the
HTTPS/3 and HTTPS/1.1 protocols. We would expect that HTTPS/3 should
be faster than previous generations, partly by eliminating the TCP overhead,
but at least for small amounts of data this is not the case.

In regard to OSCORE, Fig. 3 and Table 2, shows that OSCORE has a signif-
icantly lower overhead compared to the TLS based protocols. This is partly due
to encrypting the content via a shared symmetrical key as no official methods of
key negotiation has been decided yet. This means that there is no key negotia-
tion at all in the test-setup of OSCORE and both sides already know the key to
be used before the first communication between them. Figure4 shows an inter-
esting perspective however, as round-trip time when requesting data is actually
significantly higher with OSCORE compared to DTLS and even HTTPS/1.1.
This is in contrast to the speed increase that OSCORE has been observed to
deliver, according to earlier, different performance measurements like in Fig. 5.

180
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Fig.5. Alternative measurement of OSCORE, CoAP/DTLS (COAPS) and CoAP
Plain text (COAP) Round Trip Time. From: “Evaluating the performance of the
OSCORE security protocol in constrained IoT environments” [12].

After a certain data size, the Californium implementations of DTLS and
OSCORE fragment their packets automatically, disregarding the fact that the
network can accommodate larger packets. In very constrained environments,
the HTTPS header sizes might cause a problem. HTTPS headers can be very
large and include a lot of, perhaps, unnecessary data [18]. Interesting to note is
that the HTTPS/3 library, flupke, also fragments packets. While we see a large
increase in data transfer time of OSCORE data transfers, the same issue does
not occur with HTTPS/3. This is caused by the same thing that causes the
HTTP/3 library to be significantly slower in establishing connections: HTTP/3
is capable of, and by default, opens multiple data channels between the client
and server at once.

Having multiple data channels provides a significant boost when transferring
large amounts of data between two end points, something that is often required in
a desktop browser environment, and this is also why HTTPS/3 does not increase
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QUIC 1232 {Initial, DCID=956298a742fe1207, SCID=e63@2e8a532ccafe, PKN: @, CRYPTO, PADDING
QUIC 165 Retry, DCID=e63@2e8a532ccafe, SCID=bac5aale

QUIC 1233 Initial, DCID=bac5aal®, SCID=e63@2e8a532ccafe, PKN: 1, CRYPTO, PADDING

QUIC 1284 Handshake, DCID=e6302e8a532ccafe, SCID=1@dc552f

QUIC 259 Protected Payload (KP@), DCID=e63@2e8a532ccafe

QUIC 1234 Initial, DCID=1@dc552f, SCID=e63@2e8a532ccafe, PKN: 2, ACK, PADDING

Fig. 6. Wireshark capture of flupke and Caddy establishing HTTPS/3 connection over
QUIC in the test setup.

transfer time significantly when fragmenting data packets. Opening multiple data
channels, however, also proves to be very disadvantageous when establishing a
connection to a small device in a constrained network environment as large
amounts of data are transferred in order to establish multiple data channels for
no real benefits when transferring small chunks of data. Figure 6 shows multiple
connections being established between the Caddy Server and the flupke HTTP/3
java library.

In the QUIC RFC [8], an arbitrary number of streams are allowed, this means
that switching to a different implementation of QUIC might result in significantly
lower overhead.

6 Ease of Use and Implementation

While implementing the performance measurement setup, one thing, specifically
about OSCORE and HTTPS/3 became very clear. The protocols are newly
defined and are still not in an entirely mature state. This also means that there
is only a very small range of implementations that are actually working - and even
between those that are working there seems to be significant caveats stopping
the development of a functional application based upon these libraries.

For OSCORE, a few different libraries exist. Californium, CoAP.NET, aio-
coap and libOSCORE have existed for a while and should be capable of a basic
implementation of OSCORE [4]. Practically testing and working with these
libraries, however, reveal that many of them are stagnant in a state where they
cannot be implemented and have been for many months. Californium as a library
cannot easily be compiled out of the box to a single functional library. Coap.NET
no longer has a functional implementation of OSCORE. Aiocoap, while seem-
ingly should have a basic implementation, cannot establish a connection between
server and client and libOSCORE has never reached a maturity point where it
can be implemented without significant development, even on its target platform
of RIOT-0OS.

The state of HTTPS/3 seems to be slightly better with more active devel-
opment behind it. It does however suffer some of the same issues as OSCORE,
being a new protocol and thus perhaps not mature enough. For Java, only a
single implementation of a HTTPS/3 library seem to exist and only two serious
attempts at QUIC implementations (kwik and Quiche4j), and of those two one
of them, Quiched4;j is also stagnant in a non-functional state.
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Having no actively and fully developed libraries present, we got problems
with these protocols - How can we be certain they are secure? How can we be
certain they uphold the RFC itself? With these questions in mind, even if the
specification of a protocol is secure, how can we be certain the implementation
is secure as well?

7 Security of Protocols

Choosing between the different communication and encryption protocols results
in a few different security concerns. In this section we will give a more in-depth
overview of pros and cons for the different choices.

7.1 TLS

TLS is the backbone of HTTPS communication. As HTTPS is an extremely
widespread communication protocol at this point, TLS is subject to a lot of dif-
ferent attempted (and sometimes successful) attacks. Some of the more recent
large scale security breaches we have seen is for example the heartbleed vulner-
ability in OpenSSL [19]. It would allow an attacker to send a heartbeat with
a message that was shorter than the stated length. A heartbeat is answered
with the same message and same length. Because of this, the OpenSSL library
would try to respond with the same message, but additionally also include any
data stored in memory beyond the received message, in order to live up to the
message length requirement. Leaked data can include sensitive information like
credit cards, passwords and alike as that communication is all usually decoded
in OpenSSL.

Many TLS attacks, like the aforementioned heartbleed attack, are directed
towards the specific TLS library and not the TLS protocol itself. With TLS 1.3
in general, there are no known major security flaws, however this is not the case
with older versions of TLS [20]. As long as an updated and widespread library
is used and only the latest TLS is allowed, data transferred over TLS can be
considered secure.

7.2 DTLS

DTLS is supposed to be almost entirely identical to TLS and the original RFC
of DTLS is indeed only a description of the modifications to TLS. Because of
this, in theory there should not be any security issues that are not present in
TLS. It has, however, been proven that this is not the case.

DTLS is in many cases implemented entirely from scratch in security libraries,
and being an extension to TLS, it can still claim to have the same security
benefits and risk factors as TLS. The DTLS is often implemented separately
from TLS, however, resulting in versions of DTLS that at times are lacking in
patches to known security issues that are being discovered and fixed in TLS [21].
DTLS also follows the TLS versioning with DTLS 1.3 currently in proposal [22].
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As DTLS 1.3 is still only proposed and not realized yet, though TLS 1.3 was
released in 2018, current DTLS 1.2 implementations only comply to the security
standards of the corresponding older versions of TLS, and not the widespread
TLS 1.3 [23].

Another shortcoming of DTLS compared to TLS is referred to in the pro-
posed DTLS 1.3 RFC itself: “The DTLS 1.3 protocol is intentionally based on
the Transport Layer Security (TLS) 1.3 protocol and provides equivalent security
guarantees with the exception of order protection/non-replayability [22]”. This
means DTLS does not by default enforce protection against replay and reorder-
ing attacks, it is entirely optional in a full implementation of DTLS whether
countermeasures should be taken against these types of attacks. Replay attacks
can be a big security threat that can result in wrong, or perhaps even inten-
tionally harmful information being delivered. An example could be an electric
kettle that was told to turn off by the owner. A malicious third party could at
an earlier point have sniffed the packet turning the kettle to 100° and ‘replay’
this message in order to turn on the kettle against the wishes of the owner.

7.3 OSCORE

OSCORE is a very different approach to securing data than the other mentioned
protocols. Instead of encrypting the entire data stream, all of the headers of the
CoAP or HTTP protocol are still transmitted entirely in plain text. This allows
for a small amount of header data from the protocols to be leaked.

E-H h
t-3-4{K
H--@0%R- 65899LoC
alhostc <3/
1-4 K <

Fig. 7. The ASCII values of a local OSCORE packet. Underlined is the URI included
in the “Uri-Host” CoAP option.

For example in Fig. 7 the host URI of the data requested is shown. This can
be a security issue, as data encrypted only with OSCORE will leak different
CoAP options, some worse than others. The “Uri-Host” for example, is for the
proxies to forward the message and might leak the requested domain. Further-
more OSCORE also does not encrypt the CoAP token that identifies a response
message from a request. This allows a malicious third party to identify responses
to specific messages.

OSCORE is also lacking perfect forward secrecy as seen in Tablel. This
effectively means that if the encryption key for the message is leaked, the entire
conversation history can be decoded.

The two TLS based protocols, HTTPS and DTLS, support Perfect Forward
Secrecy, which allows the communicating parties to exchange new encryption
keys on a regular basis. This means that intruders that gain access to a single
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key will only be able to deduce a small portion of the data. Meanwhile, OSCORE
does not have such an implementation, so a potential key breach is a large prob-
lem [2]. In regard to proxy vulnerabilities, all aforementioned protocols except
OSCORE will have potential security breaches for each proxy station. HTTPS,
however, has an advantage in that the receiving end is often HTTPS-based and
therefore this issue affects DTLS the most.

Unlike DTLS, OSCORE does provide protection against replay attacks and
for OSCORE this protection is not opt-in. With the aforementioned CoAP tokens
it can also bind responses to specific requests which provides protection against
maliciously injected responses as those would be discarded for a wrong or missing
token.

As OSCORE is a relatively newly proposed protocol which currently is in
production at very few locations, not a lot of security research has been done in
regard to investigate vulnerabilities of OSCORE. While DTLS suffers from a lack
of active development, so does OSCORE to a much bigger extent. Currently a
very limited amount of libraries are available and not a lot of active development
is being done on OSCORE. This results in a platform where, even if the protocol
itself is secure, it is likely that vulnerabilities in the libraries will be discovered,
but not immediately patched, leaving a gap in security.

8 Discussion

From our results we see that HT'TPS has a higher overhead and processing time
than any of the other protocols. Especially in cases where small amounts of data
is to be transferred, HI'TPS seems to be a counter intuitive choice considering
the alternative CoAP solutions available. That being said, while the overhead
of HTTPS might burden the device more than CoAP, there is a significant
cost with introducing CoAP to the device as the amount of available libraries
are severely limited compared to HTTPS. The DTLS based CoAP seemingly
performs better than the OSCORE based solution in our tests, currently seems
to be only a single entirely functional implementation of OSCORE, which is
in Java, designed for desktop computers. No further tests have been made to
verify this. While both the HTTPS and CoAP/DTLS based solutions will have
to mitigate the same issue of proxies having to decrypt and reencrypt data, the
proxies are often introduced in specifically in order to translate between CoAP
devices and HTTPS-based devices. Considering this, while the same security
issue exists in both of these platforms, it is likely a bigger issue in regard to
CoAP than HTTPS.

Many IP-based devices have spare resources. In those cases it can be argued
that the benefits of running a full HTTPS client on the device may outweigh
much the potential gains of implementing something like CoAP. HTTPS will
eliminate some of the reasons to use a proxy between the IoT device and the
cloud service. Furthermore, the HTTPS protocol and libraries have a tendency to
be more well-documented and widespread, which can ensure the security of the
device and add stability. Devices in today’s market are becoming increasingly
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more powerful and the networking solutions are becoming increasingly more
performant with no significant battery hits, and if this trend continues, reasons
for selecting CoAP might be worth considering.

CoAP is designed for IoT applications in very constrained environments. An
argument can also be made that perhaps even using IP is, to a certain extent,
overkill. Many different wireless protocols like Z-Wave, SigFox and LoRaWAN
does not support IP at all, but instead implement their own protocol stack. In
many cases, connecting device to an IP-based network might not make sense,
which is also something to consider before investing in CoAP technology.

In the cases where IP is desired on a device that does not have resources
to spare for HTTPS, it can be worthwhile to consider CoAP with DTLS or
OSCORE. In these cases the potential use case must be considered. In some
cases, where for example proxies are required to transfer data, the OSCORE
model might make more sense, but in other cases the added security benefits
of a more well-tested and perhaps secure protocol like DTLS might make more
sense.

For scenarios where security has high priority but network resources are not
abundant, it can also be worthwhile to consider that OSCORE and DTLS are
not mutually exclusive. It might be a viable solution to encrypt packets with
both OSCORE and DTLS. This will add load to the CPU, but the overhead
in terms of total bytes transferred and time on the air will not be increased
dramatically. This would allow for the replay and proxy protection of OSCORE
while also pertaining the benefits of the DTLS protocol encrypting the entire
message and adding perfect forward secrecy.

The tests show a general trend towards HTTPS/3 over QUIC being even
heavier than HTTPS over TCP, so for limited devices, the HTTPS/3 protocol
does not seem to make sense, though this might also be slightly due to the
implementation of HTTPS/3. The QUIC protocol is designed with multiplexing
of data streams in mind - and not a general optimization of overhead, which is
clear from the results.

9 Conclusion

In this paper we have tested multiple different networking protocols, some
designed with limited devices in mind, some not so much. Keeping in mind
the test setup was not as constrained, We found that CoAP based solutions
are faster and more performant than HTTP based solutions. Furthermore we
found no significant performance advantages of OSCORE compared to DTLS,
especially if establishing the connection is not factored in. We would also argue
that HTTP /3 while implemented on top of UDP does not provide any significant
advantages compared to HTTP /1.1 over TCP, but rather increases overhead and
limits performance dramatically.

While the test results do indeed show advantageous conditions with regard
to network overhead for the CoAP based protocols, the performance and net-
working overhead associated with HTTPS does not show enough of a disadvan-
tage to justify using less widespread and potentially more insecure libraries that
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are perhaps unfinished or stagnant at best. Furthermore, it shows no significant
advantages of using a CoAP/OSCORE combo over a HTTPS solution in a prod-
uct, unless a very constrained network or MCU is being used, and in many of
those cases, using the IP stack instead of other protocols specifically designed
for limited devices might be worth reconsidering altogether.

In cases where CoAP is the chosen solution, we argue that it is possible to

protect data with a combination of both DTLS and OSCORE as they can be
used in combination rather than as alternatives.
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