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Abstract. The proliferation of ICTs and computational power in processing per-
sonal information has long been documented to expose individuals to risks of pri-
vacy violations and other fundamental rights abuses. This prompted calls, about
five decades ago, for the development of legal regimes laying specific rules to
follow when processing personal information, especially with the use of ICTs,
in order to protect fundamental individual rights. Deliberations in this direction
were undertaken at the OECD, and led to the adoption of the OECD Guidelines
of Privacy Protection in September 1980 (revised in July 2013), which listed eight
principles of data processing on which national and supranational regimes were
expected to build personal data processing laws.

This paper attempts a comparative review on how these principles are con-
solidated in relevant European and African legislation: that is, between the EU’s
GDPR on the one hand and the Ghana and Kenyan data protection instruments
on the other. Being a more advanced legal regime in terms of data protection, the
GDPR serves here as a measuring rod to examine how the basic OECD Principles
are reflected in the personal data processing rights and obligations provided in the
Ghana Data Protection Act of 2012 and the Kenyan Data Protection Act of 2019.
The paper concludes with a general note that while the Kenyan legislation appears
mostly copied from and consolidates OECD data protection principles more or
less exactly like the GDPR, the Ghanaian Act offers comparatively less rigorous
protection in some areas.

Keywords: Data protection · GDPR · Ghana Data Protection Act · Kenya Data
Protection Act · OECD

1 Introduction

As theworld keeps adopting innovations in Information andCommunicationTechnology
(ICT) and other forms of computational machinery to facilitate human interactions, the
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last few decades are equally witnessing a global shift by national, international and
supranational legal regimes increasingly giving individuals some level of control over
information about themselves processed bymeans of ICTs. Following the documentation
of the ever growing risks people expose themselves to as they increasingly rely on ICTs
and other technologies [1, 2, 3], the reaction bymain legal frameworks has been to impose
some rules to be observed and rights to be consideredwhen processing information about
individuals. We are in a time when governments and private bodies are enthusiastically
investing in the use of ‘Big Data’ analytics to solve governance problems or study
consumer behaviour respectively, and there is a high demand for ‘smart’ technologies
as well as the unprecedented generation of personal information by every web click
or online activity. In the midst of all the hype about the praiseworthiness and added
value which technology and personal information processing has added to humanity,
there have also been concerns about the implications of the extensive monitoring and/or
surveillance of our online activities by multilateral institutions and governments [4].

These concerns began mainly following the increasing use of computational power
to process information in the 1960s and 1970s, and were mainly privacy concerns [4],
but soon it became apparent that the traditional right to privacy may not be adequate
to guarantee the necessary safeguards for other fundamental rights of individuals in a
context of easy data generation, processing and recycling with the aid of sophisticated
ICTs. This led to calls for enhanced protection over personal information [5], to be
implemented through imposing certain restrictive or security obligations on public or
private institutions processing personal data, while simultaneously granting individuals
some rights geared towards exercising some level of control over the information about
them being processed by these institutions.

In light of these developments, the 1970s witnessed the emergence of a novel set
of principles aimed at protecting the fundamental rights and freedoms of individuals in
a context of ubiquitous ICT proliferation. These principles were first embedded in the
OECD1 Guidelines on the Protection of Privacy and Transborder Flows of Personal Data
of 23rd September 1980, and are generally referred to as principles of ‘personal data pro-
tection’ (in Europe and later Africa) or ‘information privacy’ (USA) [6]. This relatively
novel legal regime sought to provide safeguards whenever information about individuals
is being processed, and especially where such processing is done using ICTs — based
on the conviction that the extensive use of ICTs for this processing data could have far
reaching effects for the rights and interests of individuals. [7]. In terms of scope, the
Guidelines apply to any personal data whose processing, whether by a public or private
body or through automation or manually, poses a danger to privacy and individual liber-
ties (Article 2, OECD Guidelines). It defines personal data ‘any information relating to
an identified or identifiable individual (data subject)’2, subjecting its processing to eight
‘principles’: the collection limitation principle, the data quality principle, the purpose
specification principle, the use limitation principle, the security safeguards principle, the

1 The Organisation for Economic Co-operation and Development is an intergovernmental eco-
nomic organisation with 36 member countries, founded in 1961 to stimulate economic progress
and world trade. See www.oecd.org. Accessed 14/9/2019.

2 Article 1(b), OECD Revised Guidelines 2013.

http://www.oecd.org
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openness principle, the individual participation principle, and the accountability princi-
ple. On 11 July 2013, theOECDCouncil adopted a revised edition of theGuidelines. The
eight Principles of the original version remained unchanged, but some new principles
were added, including: National Privacy strategies, Privacy management programmes,
and Data security breach notification.

National and supranational legal responses to privacy and data protection risks have
been developed around these Guidelines. Reason why data protection laws exist in
over 120 countries worldwide including 25 African countries [8], and instruments have
been introduced by international and regional institutions such as the European Union,
ECOWAS3 and the African Union4. It should be pointed out that legal literature has
constantly discussed the relationship between the concepts of privacy and data protection
in the information age, with scholars still debating as to whether they are two dimensions
to the same right or two distinct rights founded on different principles. While Bignami
[9] considers data protection generally as a means to guarantee the right to privacy
in the information age, Lynskey [5] appears in favour of their interpretation as two
separate though heavily interlinked concepts and rights, while de Hert and Gutwirth
[10] acknowledge that the former was conceived to address the shortcomings of the law
to guarantee the right to privacy in an increasingly digitised era, a view Solove [11]
equally shares. Without dwelling much on this debate, this paper adopts, for a definition
of data protection, the position of the Council of Europe’s convention 108 as interpreted
by Hustinx [7], as those set of rules observed when processing personal data in order
to protect the fundamental rights and freedoms of persons (including privacy) from any
eventual violation.

In light of the above, this paper intends to review, at a higher level of abstraction, how
the data protection principles embedded in theOECDGuidelines are incorporatedwithin
the European legal framework as opposed to African national responses. In particular, it
comparatively examines the consolidation of these principles in Europe’s General Data
Protection Regulation (GDPR) on the one hand, and their materialisation in the Ghana
Data Protection Act 2012 and Kenyan Data Protection Act 2019 on the other hand. The
intention is, in the end, to formulate an appraisal of the level of personal data protection
available to Ghanaian and Kenyan residents as opposed to their European counterparts.

This introduction shall therefore be followed by a second section briefly reviewing
the events leading to the conception, adoption and subsequent revision of the OECD
Privacy Guidelines. A third section shall briefly present the GDPR, the Ghanaian and
Kenyan data protection instruments. The fourth section, the main part of the paper,
shall examine the consolidation of the OECD Principles of data processing under all
three instruments with the aim of identifying the similarities and differences between
the European and African instruments, followed by a fifth and final section dedicated to
conclusive remarks.

3 Economic Community of West African States (ECOWAS) Supplementary Act A/SA.1/01/10
on Personal Data Protection Within ECOWAS.

4 African Union Convention on Cyber security and Data Protection, 2014.
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2 The 1980 OECD Guidelines on the Protection of Privacy
and Transborder Flows of Personal Data

The OECDGuidelines was the first international embodiment of international principles
regulating the processing of data—a text agreed upon both by the US and European
countries5. The build-up towards its adoption can be said to have concretely began in
1972with the creation of aData Bank Panel within theOECDchargedwith ‘reflecting on
the regulation of the processing of information about individuals in automated databases’
[3], which organised, in 1974, an OECD Seminar on Policy Issues in data protection
and privacy, which had on the agenda discussions on privacy as well as harmonizing
the already disparate rules relating to transborder data flows among member states.
Three years later, in 1977, the Data Bank Panel organised a Symposium on Transborder
Data Flows and the Protection of Privacy, which led to the dismantlement of the Data
Bank Panel, and the creation of an Expert Group in 1978, immediately charged with the
task of drafting Guidelines on the Protection of Privacy and Transborder Data Flows of
Personal Data for the OECD [3]. After two years of negotiation, the Guidelines were
finally adopted on 23rd September 1980.

The Recommendations of the Council on the Guidelines (to which the Guidelines
were attached as annex) affirms the dual intention of theOECDmember states to, through
the Guidelines, protect ‘privacy and individual liberties’ while ‘advancing the free flow’
of information between member states6. It is worth mentioning that the Guidelines
repeatedly use the term ‘privacy protection’ rather than ‘data protection’, a choice of
words largely in favour of the US approach which has always formally employed the
term ‘informational privacy’ in both US law and doctrine to refer to the legal regime
established under the Principles in the Guidelines, instead of ‘data protection’ as it is
referred to in Europe [12]. A revised version was adopted on 11th July 2013.

3 The European GDPR7, the Ghanaian Data Protection Act 2012
and the Kenyan Data Protection Act 2019

The following subsections briefly present the European GDPR and the current Ghanaian
and Kenyan data protection instruments, as well as their objectives and subject matter.

5 See the Working Party for Information Security and Privacy (WPISP). 2011. The evolving pri-
vacy landscape: 30 years after the OECD Privacy Guidelines. Directorate for Science, Tech-
nology and Industry—Committee for Information, Computer and Communications Policy,
DSTI/ICCP/REG(2010)6/FINAL,6.4.2011. DSTI/ICCP/REG(2010)6/FINAL. P.12.

6 Recommendations of the Council concerning Guidelines governing the Protection of Privacy
and Transborder Flows of Personal Data (23 September 1980).

7 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016
on the protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation),
published in Official Journal of the European Union, L 119, 4 May 2016. Retrieved from https://
eur-lex.europa.eu/eli/reg/2016/679/oj. Accessed 25th February 2020.

https://eur-lex.europa.eu/eli/reg/2016/679/oj
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3.1 The European General Data Protection Regulation (GDPR)

Coming into force on 25th May 2018 and repealing the 1995 European Data Protection
Directive8, the GDPR is Europe’s main instrument regulating the processing of personal
information. It was conceived to ‘ensure a robust protection of the fundamental right to
data protection throughout the European Union and strengthen the functioning of the
[European] Single Market’9. It establishes rights to guarantee and obligations to comply
with when processing information about or relating to individuals located within the
European Economic Area, or where such processing is done by an entity located within
the latter. Being a Regulation, it is directly applicable and enforceable in EU Mem-
ber States according to Article 288 of the Treaty on the Functioning of the European
Union (TFEU). It is widely considered the standard to follow in terms of data pro-
tection/digital privacy, lauded as the ‘most profound privacy law of our generation’ for
being ‘majestic in its scope and ambition’ due to its broad definition of personal data and
its attention-grabbing penalties, among other things [13]. It however runs concurrently
with the e-Privacy Directive10 and Police Directive11 which apply lex specialis where
the processing takes place respectively over a publicly accessible telecommunication
network or within the context of a criminal investigation.

3.2 The Ghana Data Protection Act 2012

The Ghana Data Protection Act entered into force on 16th October 2012, with the
objective to protect the privacy of individuals with regard to the processing of (their)
personal information12. It came up as a fortification of the right to privacy provided for
by Article 18 of the 1992 Constitution, following concerns expressed by the Ghanaian
Government of the risks of harm likely to befall Ghanaian citizens through the misuse of
their personal information [14], especially when processed by means of ICTs [15]. It has

8 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the
protection of individuals with regard to the processing of personal data and on the freemovement
of such data, Official Journal L281, 23/11/1995, 0031–0050. Retrieved from https://eur-lex.eur
opa.eu/legal-content/en/TXT/?uri=CELEX%3A31995L0046. Accessed 25th February 2020.

9 Communication From The Commission To The European Parliament, The Council, The Euro-
pean Economic And Social Committee And The Committee Of The Regions Safeguarding
Privacy in a Connected World A European Data Protection Framework for The 21st Century
COM/2012/09 Final (2012). Retrieved from https://eur-lex.europa.eu/legal-content/en/TXT/?
uri=CELEX%3A52012DC0009. Accessed 25th February 2020.

10 Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning
the processing of personal data and the protection of privacy in the electronic communications
sector (Directive on privacy and electronic communications). Retrieved from https://eur-lex.eur
opa.eu/legal-content/EN/TXT/?uri=CELEX:32002L0058. Accessed 25th February 2020.

11 Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on
the protection of natural persons with regard to the processing of personal data by competent
authorities for the purposes of the prevention, investigation, detection or prosecution of criminal
offences or the execution of criminal penalties, and on the free movement of such data, and
repealing Council Framework Decision 2008/977/JHA. Retrieved from https://eur-lex.europa.
eu/legal-content/EN/TXT/?uri=CELEX%3A32016L0680. Accessed 25th February 2020.

12 Ghana Data Protection Act 2012.

https://eur-lex.europa.eu/legal-content/en/TXT/%3furi%3dCELEX%253A31995L0046
https://eur-lex.europa.eu/legal-content/en/TXT/%3furi%3dCELEX%253A52012DC0009
https://eur-lex.europa.eu/legal-content/EN/TXT/%3furi%3dCELEX:32002L0058
https://eur-lex.europa.eu/legal-content/EN/TXT/%3furi%3dCELEX%253A32016L0680
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also been commented that the Act was a manifestation of the Ghanaian government’s
desire to give the state a positive remark in the eyes of the EU in terms of the third
country adequacy requirement of the then trendy 1995 EU Data Protection Directive
(Article 25), which demanded that EU countries ensure that a third country provides
an adequate level of (data) protection before transferring the data of EU citizens to that
state [16]. In any case, it remains one of the first national responses by an African state
to digital privacy concerns.

3.3 The Kenyan Data Protection Act 2019

The Kenyan Data Protection Act of 2019 represents Kenya’s most recent and main
instrument regulating the processing of personal information of Kenyan residents. The
Act’s historical background can be traced back to the cyber law reform process in the
East African Community (EAC) of which Kenya is a member state, which began on 28
November 2006 leading to the adoption of the EAC Framework for Cyberlaws Phase
I recommending EAC member states to adopt data protection legislation based upon
international best practices [17]. The country later adopted a new constitution on 27th
August 2010 explicitly providing for a right to privacy to include a right not to have
‘information relating to their family or private affairs unnecessarily required or revealed’
or ‘the privacy of their communications infringed.’(Article 31). To further consolidate
this right, significant attempts were made to produce a draft bill in 2012, and 2013, with
theMinistry of Information and Communication Technology finally releasing, in August
2018, the Privacy and Data Protection Policy 2018 and draft Data Protection Bill, 2018.
The latter was then subject to further deliberation in Parliament and later released by
the Directorate of Legal Services in July 2019 as the Data Protection Bill 2019. It was
signed into law by the President of the Republic on 8th November 2019, and entered into
force on 25th November 2019. It consists of 75 Articles arranged into 11 parts, offering
a broad range of protection to Kenyan citizens with regard to personal data processing.

4 Consolidating the OECD (Revised) Principles
(and Corresponding Rights and Obligations) of Data
Processing in Europe, Ghana and Kenya

This section, the main focus of this paper, reviews the incorporation of the above-
mentioned OECD Principles of data processing listed in the Guidelines into the GDPR,
the Ghanaian Data Protection Act 2012 and the Kenyan Data Protection Act 2019.

4.1 Collection Limitation Principle (Paragraph 7 OECD Revised Guidelines)

Paragraph 7, laying down the first Principle of the OECD Revised Guidelines, states
that ‘there should be limits to the collection of personal data and any such data should
be obtained by lawful and fair means and, where appropriate, with the knowledge or
consent of the data subject.’ Information individuals share about themselves determines
the inferences society makes about their lives. This Principle hence acts like the first line
of defence of individuals against inferences from data about them.With the proliferation
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of ICTs and social media platforms, rise of Big Data and IoT, and companies investing
hugely in data analytics, all kinds of data are used to study consumer behaviour; even data
which, most at times, we do not even know exist or which we generate unconsciously
[18] but could nevertheless be used tomake inferences and decisions about us. Under this
Principle, data controllers should have a valid, proportionately reasonable and legitimate
reason for collecting personal data. Also, such data should be lawfully obtained i.e. not
through fraudulent means or by harassing the individual.

In Europe, the GDPR embeds this Principle in its Article 5(1)(a), requiring personal
data to be processed ‘lawfully’ and ‘fairly’, while Article 5(1)(c) demands that the data
collected should be relevant and limited to the exact needs for the specific processing
activity. Article 6 lays down the confines within which data can be collected for process-
ing (consent, performance of a contract, compliance with an enforceable legislation,
protecting the vital interests of an individual; public interest, or on grounds of valid
legitimate interest13 of the data controller).

In Ghana, Article 19 of the Data Protection Act, titled ‘Minimality’ provides that
personal data ‘may only be processed if the purpose for which it is to be processed,
is necessary, relevant and not excessive.’ Article 20(1) then lists the legal grounds for
processing, which are the same as in the GDPR, listed in the same order. In Kenya,
Articles 25(b) to (d) of the Data Protection Act require processing to be ‘fair’ and
‘lawful’, and personal data collection should be specific, relevant and limited to the
object of processing. Article 30(1) also lists the same legal basis for data processing as
in the GDPR, adding processing for historical, statistical, journalistic, literature, art of
scientific research (Article 30(1)(b)(viii)).

4.2 Data Quality Principle (Paragraph 8, OECD Guidelines)

Article 8 of the OECDGuidelines requires that personal data ‘be relevant to the purposes
for which they are to be used, and, to the extent necessary for those purposes, should be
accurate, complete andkept up-to-date.’ It aims to prevent inaccurate andunfair decisions
being taken from processing individuals’ personal information [19]. For example, an
individual seeking a loan could find it denied if the database consulted by the bank
to check his/her creditworthiness contains inaccurate or outdated details about his/her
financial situation, history or behaviour. It is up to the data controller to ensure that
the information based on which decisions are taken about individuals are relevant and
accurate14.

The GDPR’s Recital 39 and Article 5(d) require reasonable steps to be taken to
ensure that inaccurate personal data upon which decisions are or are to be taken with

13 ‘Legitimate interest’ could exist when there is a relevant relationship between the data controller
and data subject, like where the data subject is a client or is at the service of the data controller
(Recital 47 GDPR).

14 This principle founded the decision of the Ninth Circuit Court of Appeal in the famous US case
of Spokeo v. Robbins, 867 F. 3d 1108 - Court of Appeals, 9th Circuit 2017. The Court found that
Mr Robbins had grounds to sue an employment placement company for having, on his profile,
and for not taking the necessary steps to update inaccurate information about his marital and
employment status, age and educational background, which could have been the reason why he
could not find a job through that company.
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regard to individuals are rectified or deleted. It also provides individuals with a right to
have rectified inaccurate or incomplete data concerning them with regard to the purpose
for which the data is processed (Article 16).

In Ghana, the Data Protection Act mentions ‘quality of information’ as a principle
in its Article 17(e), and Article 26 imposes a duty on the data controller to ensure
that processed data ‘is complete, accurate, up to date and not misleading having regard
to the purpose for the collection or processing.’ In terms of related individual rights,
Article 33(1) permits an individual to request the correction or deletion of ‘personal data
that is inaccurate, irrelevant, excessive, out of date, incomplete, misleading or obtained
unlawfully…’ It is interesting to note the applicability of this right in the Act vis-à-vis
unlawfully obtained data: even if such data may apparently be accurate, the individual
can still request its deletion if they can show it was unlawfully collected.

In Kenya, Article 25(e) of the Data Protection Act requires personal data to be
‘accurate and, where necessary, kept up to date’ with reasonable steps taken to ensure
‘inaccurate personal data is erased or rectified without delay.’ While Article 26 (d) and
(e) and Article 40(1) grant individuals a right to request the correction and deletion of
false or misleading data about them.

4.3 Purpose Specification and Use Limitation Principles (Paragraphs 9 and 10,
OECD Revised Guidelines)

Both Paragraphs 9 and 10 of the OECD Revised Guidelines place material and time-
based limits on the usage of personal data by data controllers. In essence, Paragraph
9 requires that personal data collected from an individual should be processed strictly
within the confines of the purpose for which it was originally collected with no further
processing, unless the individual consented to it or such further processing is clearly
compatible with the original purpose or is necessary for other purposes permitted by
law. For example, if an individual submits their home address to a company in order
to have a service delivered to them, that company should not further use that home
address for another purpose e.g. to advertise other products to the individual, unless the
individual expressly consents to such further use. This principle targets the limitation of
non-intuitive inferences which could be generated from further processing of personal
data, which currently are not uncommon occurrences [20]. Paragraph 10 on its part limits
the timeframewithinwhich personal data can be stored by the data controller i.e. personal
data should not still be kept after the specified purpose for which it was processed has
been completed. This reduces the risk of processed data becoming excessive, irrelevant,
inaccurate or outdated, or that the data is erroneously reused to the detriment of the
individual. Practically, it helps complement the accuracy principle, which is discussed
later.

This Principle is manifested in Article 5(b) of the GDPR, obliging data controllers
to remain within the confines of the original purpose of processing, and can only subject
the data to further processing if such secondary processing is reasonably compatible
with original purpose for which the data was collected. Article 5(e) GDPR on its part
brings to life Paragraph 10 of the Guidelines, with what is known as a ‘storage limitation’
requirement: which requires personal data, as long as it can enable the identification of
an individual, should not be kept for longer than necessary (i.e. it should be kept just
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for the time needed for the original processing purpose for which it was collected). It
should be noted however that this is subject to exceptions of the data being processed for
scientific research or statistical purposes. Nevertheless, there should always be appro-
priate safeguards in place to protect the rights of the data subject.’ Also relevant in
this respect is the right available to data subjects not to be subject to decisions based
solely on automated processing of their data i.e. without any human intervention in the
processing (Article 22). This prevents the data controller from using other data they
may have previously (and lawfully) obtained from the data subjects to infer behavioural
traits or generate digital profiles for other purposes. It should be noted though that such
automatic processing is allowed provided the data subject consented to it, or if it is for
the performance of a contract to which the data subject is a party.

In Ghana, Article 17(c) of the Ghana Data Protection Act demands ‘specification of
purpose’ when processing personal data, while Article 25 requires the data controller to
process data solely for the purpose for which it was collected, and any further processing
must be in compatibility with the original purpose, or unless consented to or if required
by law). As regards storage limitation, Article 24(1) states that data controllers, subject
to exceptions inter alia like research or statistical purposes, ‘shall not retain…personal
data for a period longer than is necessary to achieve the purpose for which the data was
collected and processed’. In terms of corresponding data subject rights, Article 41(1),
however, grants a right against automated decision-making using personal data only upon
a written request by or on behalf of the data subject asking the controller to refrain from
using their data for such processing. And this, apparently, only if the decision ‘signifi-
cantly’ affects the data subject. This conveys an interpretation that organisations could
generate pure automated-decisions from individuals’ data if the latter do not expressly
and unilaterally request the contrary, or if the decision does not ‘significantly’ affect
them. In any case, if the decision significantly affects the individual, they are entitled
to a written notice by the controller, and a chance to challenge the decision (Article
41 (2)). But then, the Act establishes no test to determine when a result can be said to
‘significantly’ affect an individual.

Article 25(c) of the Kenyan Data Protection Act specifies that data be collected
for ‘explicit, specified and legitimate purpose and not further processed in a manner
incompatible with those purposes’ and Article 30(2) expressly obliges controllers to
process personal data in accordancewith the (original) purpose for processing.As regards
storage time limits, the Act requires controllers and processors not to keep personal data
‘for longer than is reasonably necessary to satisfy the purpose for which it processed
unless authorised or required by law, is consented to by the individual or is processed for
historical, statistical, artistic, journalistic or related research purposes (Article 39(1)).
The Act also replicates the GDPR by granting to individuals a general right not to
be subject to decisions arrived solely by automated decision-making systems (Article
35(1)).

4.4 Security Safeguards Principle (Paragraph 11 OECD Revised Guidelines)

Paragraph 11 OECDGuidelines lays down the security requirement of the personal data
processing, requiring data controllers to ensure that personal data is processed securely
without undesirable disclosure or compromise i.e. it should be protected ‘by reasonable
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security safeguards against such risks as loss or unauthorised access, destruction, use,
modification or disclosure of data.’

The GDPR incorporates this principle in its Article 32, demanding controllers and
processors to take appropriate ‘technical and organisational measures’ when processing
personal data. Such measures can include pseudonymisation or encryption, measures to
ensure confidentiality of processing, or ability to recover data or restore processing in
the event of system breakdown or malfunction in the course of processing.

In Ghana, Article 28(1) of the Ghanaian Act provides an almost identical secu-
rity requirement as to Article 32 of the GDPR, also suggesting pseudonymisation and
encryption as potential tools to ensure data security. This is equally the case in Kenya,
as illustrated in the provisions of Article 41(4) of the Kenyan Data Protection Act.

4.5 Openness Principle (Paragraph 12 OECD Revised Guidelines)

Article 12 of the OECDGuidelines advocates ‘a general policy of openness about devel-
opments, practices and policies with respect to personal data.’ This is a very crucial data
protection principle, and is geared towards establishing trust between individual and
organisations which process their personal information. As de Hert et al. [21] observe,
once an individual relinquishes their data, they are excluded from the processing, and
have no say in how such processing may affect them in future e.g. as regards automatic
inferences [21]. This principle flows from one of the main objectives of data protection
legislation, namely making the data subject a participant in the outcome of their own
data processing. It compels controllers to provide individuals with sufficient information
on the processing being carried out, empowering them to scrutinize processing of their
data through exercising rights like the right of access, modification and/or deletion of
their information being processed [22].

In the GDPR, this principle is materialised in Article 5(a) as the ‘transparency’
principle, and is reflected in a number of obligations imposed on the data controller.
For one, the controller is required to clearly inform data subjects the reason for which
they are collecting and processing their information (Article 12(1)), especially when
such processing requires (informed) consent from the data subject. The data controller
also has to inform the data subjects of their rights to withdraw their consent at any later
time if they so wish (Article 7 (1) to (3)). In terms of rights under this principle, Article
13(2)(f) notably grants data subjects the right to request that the data controller explains
to them how a particular processing activity yielded a given result which affects the
data subject. This right could be activated especially in cases where such decision was
reached through automation i.e. with little or no human intervention in the processing.

In Ghana, Article 17(f) mentions ‘openness’ as one of the principles of data process-
ing. Further consolidating this principle, Article 18 requires that the controller processes
personal data lawfully and without violating individuals’ privacy rights. Article 27(2)
lists a relatively rather exhaustive list of information which the controller, before col-
lecting data for processing, must ensure the data subject is aware of. These include, inter
alia, the contact details of the data controller, the purpose for collection, legal grounds
for the processing, whether there are or will be any third party recipients of the data,
the data subject’s right of access and, if need be, to request rectification of the collected
and processed data. Moreover, the Act requires that when a decision which significantly
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affects an individual is taken by automated processing, the data controller should notify
the individual, hence providing an opportunity for objection (Article 41). Unlike in the
GDPRhowever, there is no express right available for the individual to obtainmeaningful
information about the logic involved in processing their data.

The Kenyan Data Protection Act on its part guarantees this principle in its Article
25(b), requiring processing transparency on the part of the data controller. He is equally
required in Article 29 to inform the individual about, inter alia, their rights with regard to
processing, the purpose of processing as well as the contact details of the data controller
or any third party who will receive the data as part of the processing procedure. While
Article 32(1) places a burden of proof on the controller to prove consent for processing.
In terms of data subject rights, Article 26(a) grants a right for data subject to be informed
of the use for which their data is processed. This right proves useful for regulating further
unauthorised processing by the controller, hence complementing the Purpose and Use
Limitation principles. It should be noted however that just likewith theGhanaianAct, the
Kenyan legislation appears offer no express right to data subjects to obtain an explanation
from the data controller on the logic involved in processing.

4.6 Individual Participation Principle (Paragraph 13 OECD Revised Guidelines)

Paragraph 13 of the OECD Guidelines recommends that individuals should have the
right to ‘to obtain from a data controller, or otherwise, confirmation of whether or not
the data controller has data relating to them; to have [the data] communicated to them…in
a form that is readily intelligible to them’ and ‘to challenge data relating to them and,
if the challenge is successful, to have the data erased, rectified, completed or amended.’
This principle falls line with the somewhat supervisory role data protection law seeks to
grant individuals over the processing of their information.

Accordingly, the GDPR grants a list of rights to data subjects from Article 15 to
18. Article 15 guarantees a right of access to personal data, which in essence gives
individuals the right to ‘obtain from the controller confirmation as to whether or not
personal data concerning him or her are being processed, and, where that is the case,
access to the personal data and the following information inter alia: the purposes of the
processing, categories of personal data being processed, third party recipients if any,
storage period of the data, right to restrict processing, or the right to lodge a complaint
with a data protection supervisory authority’15.

Article 16 complements the right of access with a right to rectification of inaccurate
data. A right to erasure (also referred to as a right to be forgotten) is introduced in
Article 17, which permits the data subject to request the data controller to erase all
personal data it may have about them if, inter alia, processing is no longer compatible
with the purpose of processing, they have withdrawn consent to the processing, or their

15 Ideally, a data protection supervisory authority is an independent public authority in charge
of overseeing compliance with data protection principles in a given jurisdiction. The GDPR’s
Article 51 requires each EU Member state to create at least one within each territory. In Ghana,
the role is fulfilled by theData ProtectionCommission, created byArticle 1 of theData Protection
Act. In Kenya, the 2019 Data Protection Act 2019 establishes the Office of the Data Protection
Commissioner in its Article 5.
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fundamental rights override the processor’s legitimate interest for processing. However,
this right has to be balanced with other fundamental rights listed in Article 17(3) like
freedom of speech and expression or general public interest (especially if the data subject
is a public personality16). Article 18 then consolidates a right to request restriction of
processing if, inter alia, the data is no longer accurate or needed for the purpose for
which it was collected. Equally related to this principle is the right to data portability
introduced by the GDPR’s Article 20, which is a rather peculiar right in terms of granting
control over personal data. The right permits data subjects to request their data under
processing by a data controller to be transferred to another controller, where such data
is processed by automated means.

In Ghana, Article 17(h) of the Ghana Data Protection Act notably mentions ‘data
subject participation’ as a personal data processing principle, while Articles 32 and 35
list a relatively exhaustive set of provisions cumulatively arranged into 18 subsections
relating to the right of access to personal data. It equally confers to data subject a list
of rights similar to Article 15 of the GDPR, adding, inter alia, the need for consent of
any other person who may be identified from the requested data or the data controller
taking measures to de-identify them (Articles 35 (4) and (7)). Article 33(1)(a) confers
a right to data rectification for individuals, while Article 33(1)(b) grants a ‘right to be
forgotten’ similar to the GDPR. However, unlike the GDPR, there is no express right to
data portability in the Ghana Data Protection Act.

In Kenya, similar to the Data Quality Principle, Article 26 (d) and (e) and Article
40(1) of theKenyanData ProtectionAct grant individuals a right to request the correction
and deletion of false ormisleading data about them. Article 34 grants rights on restriction
of processing very identical to those listed under Article18 of the GDPR, and Article 36
provides a general right for individuals to object to processing unless the data controller
proves legitimate interest which overrides the individual’s interest. And, as in the GDPR,
the Kenyan Data Protection Act provides for a right to data portability (Article 38).
However, the Act does not appear to limit the right to data processed by automatic
means. Apparently therefore, all forms of personal data, as long as they are structured
and in a usable format, can be subject to the right to data portability.

4.7 The Accountability Principle and the Implementing Accountability Principle
(Paragraphs 14 and 15 (B), OECD Revised Guidelines)

Paragraph 14 of the OECD Revised Guidelines makes data controllers responsible for
giving effect to the principles advanced in the Guidelines. Complementing this positon,
Paragraph 15 requires that they be prepared to show, upon request, a privacymanagement
programme giving effect to the Guidelines. In essence, the Accountability Principle
requires data controllers to always be in a position to demonstrate compliance with
data processing requirements. It could be viewed as a supervisory mechanism to ensure
that individuals are always guaranteed their data protection rights. The Implementing
Accountability Principle follows up on this by requiring data controllers to always be
poised to demonstrate at any time that they are compliantwith data protection obligations.

16 See Paragraph 99 of the ECJ’s decision in Google Spain SL, Google Inc v Agencia Española de
Protección de Datos and Mario Costeja González [2014] ECLI:EU:C:2014:317.
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Incorporating this principle, theGDPR’sArticle 5(2) provides that the data controller
‘shall be responsible for and be able to demonstrate compliance’ with all the above data-
processing principles. Article 25 on its part requires data controllers to construct their
data processing activities in avid awareness of the data protection principles of the
Regulation i.e. the conception and running of data processing activities should revolve
around data protection principles (Data protection by Design or by Default). Moreover,
a ‘Data Protection Impact Assessment’ requirement (Article 35 GDPR) obliges data
controllers, where processing may be risky due to the nature of the data processed (like
sensitive data), to carry out an assessment to clearly identify the dangers and risks such
processing could present to data subjects. If risks are imminent, the processing could be
ordered to stop (by the supervisory authority) or may be permitted to continue after a
verified adoption of appropriate countermeasures.

The Ghanaian Data Protection Act mentions the term ‘accountability’ (Article 17(a))
as a principle to ensure the privacy of individuals but unlike the GDPR, it is silent as
regards the data controller’s use of default compliance mechanisms i.e. no express data
protection by design requirement. There also appears to be no express obligation on
data controllers to carry out a prior impact assessment (in the event of risky processing):
rather, the Act only grants ‘affected’ individuals the possibility to request the Data
Protection Commission to make such an assessment on a data controller’s processing
activity (Article 77). The Kenyan Data Protection Act on its part does provide for a ‘Data
protection by Default or by Design’ requirement (Article 41), as well as a data protection
impact assessment (Article 31).

4.8 Security BreachNotification (Paragraph 15(C), ImplementingAccountability,
Revised OECD Guidelines)

Paragraph 15 (c) of the RevisedOECDGuidelines requires data controllers, as ameasure
to implement the Accountability Principle, to ‘provide notice…to privacy enforcement
authorities or other relevant authorities where there has been a significant security breach
affecting personal data.’ Apparently complementing the Security Safeguard Principle,
this Principlewas introduced in the 2013RevisedOECDGuidelines. It is worthmention-
ing that by the time of this revision, data breach notification requirements were already
being implemented in a handful of countries and had been introduced in the US by the
state of California in 2002 [23]. Data breach notifications have been asserted to serve
three purposes: providing feedback on the strengths and shortcomings of a given security
measures; enabling authorities and data subjects assess the data controllers’s or proces-
sors’ level of security with respect to their data processing activity; and they compel data
controllers and processors to assess and understand their own security measures17.

This Principle is materialised in the GDPR’s Articles 33 and 34. Article 33 demands
the data controller to record and/or report personal data breaches18 to their data supervi-
sory authorities, depending on the severity of the breach. Article 33(5) also compels data

17 European Commission, Commission Staff Working Paper SEC (2012) 72 final. Impact
Assessment Accompanying the General Data Protection Regulation (2012), p. 100.

18 A personal data breach is defined by Article 4(12) of the GDPR as a ‘breach of security leading
to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access
to, personal data transmitted, stored or otherwise processed’.
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controllers to document or record the details of any eventual breach, its effects and the
remedial action taken, and the documentation shall enable the supervisory authority to
verify compliance with this Article. Article 34 requires that data subjects be informed in
case of the breach is likely to affect them significantly, but then avails the data controller
of this requirement if it had applied, on the breached data, relevant measures to render
the data unintelligible (like encryption), or has taken other relevant measures to ensure
that the breach does not materialise into a risk for data subjects.

In Ghana, Article 31 of the Data Protection Act requires the data controller, in
event of a reasonable suspicion of a security compromise, to inform the Data Protection
Commissioner and the data subject. The Act, however, does not adopt a risk-mitigating
approach like the GDPR: not only does it require the reporting of mere suspicions of
security compromises, it appears all security incidents must be reported, whether or
not they are significant or the controller had encrypted the data or adopted other pre
or post-mitigating measures. Contrarily, in Kenya, Article 43(1) requires notification if
a breach19 presents a ‘real risk of harm’ to the data subject. And just like the GDPR,
it adopts a risk-mitigation approach by availing the controller or processor of the duty
to notify the data subject if the latter took appropriate safeguards like encryption. A
slight difference with the GDPR here though is that apparently nothing avails the data
controller from notifying the Data Protection Commissioner despite adopting such post-
breach mitigating measures (Article 43(6)). But then Article 43(8), just like the GDPR,
requires the data controller to record the details of [every] personal data breach, its effect
and the remedial actions taken.

5 Conclusive Remarks

This paper set out to review how the Ghanaian and Kenyan data protection legislations
fare before the European GDPR in consolidating a right to personal data protection for
their citizens; rights embedded in the OECD Revised Guidelines Governing the Pro-
tection of Privacy and Transborder Flows of Personal Data of 11th July 2013. First,
it presented an overview of the importance of data protection as a legal regime and
an essential, complementary safeguard against the fundamental rights and freedoms of
individuals in today’s world of ubiquitous computer and IT processing of personal infor-
mation. It then briefly reviews the emergence of the 1980OECDGuidelines (and later its
revision in 2013) which laid down the essential principles of the right to data protection
around which related national or supranational legislations around the globe could be
developed. With the EU as well as African states like Ghana and Kenya adopting data
protection legislations based on these OECD principles, this paper sought to compar-
atively examine the rights and obligations they confer respectively on individuals and
data controllers within their jurisdiction. In this light, the incorporation of the OECD
data protection principles in the GDPR was comparatively measured against the incor-
poration of the same principles in the Ghana Data Protection Act of 2012 and the Kenyan
Data Protection Act of 2019.

19 Article 2 of the Kenyan Data Protection Act adopts exactly the same definition of a personal
data breach as Article 4(12) of the GDPR.
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Compared to the European model, the Ghanaian and Kenyan data protection instru-
ments have made quite commendable effort to consolidate the OECD data protection
principles to their respective citizens. It can however be affirmed that the African legisla-
tions copied hugely from the Europeanmodel’s implementation of theOECDPrinciples;
which can be understood from a viewpoint of colonial history as well as the desire to
comply with European data protection standards for economic reasons. As has been
commented [24], African data protection legislations are generally heavily influenced
by European legislation, owing to colonial heritage as well as the desire to comply with
the EU adequacy principle or the so-called ‘Brussels effect’. Nevertheless, the Ghanaian
Data Protection Act differs slightly from the GDPR and even the Kenyan Data Protec-
tion Act in the application of some of these Principles, as evidenced in the absence of a
right to data portability, of an obligation to record a personal data breach, or no express
requirement on the data controller to do a prior data protection impact assessment (the
data subject has to seize the Data Protection Commissioner so the latter seizes the data
controller to request n impact assessment). Another noticeable difference is its apparent
‘laissez faire’ latitude to data controllers to subject data subjects to decisions of purely
automated systems unless the data subject expressly notifies the data controller not to
refrain from doing so. This which could be problematic because, practically, as Africa
and Ghana rapidly advance towards an Internet of Things, individuals would never be
able to keep track of or even know about all the data they generate, much less the data
a given data controller has about them and is ready to process for profiling and other
profit-making purposes. The Kenyan Data Protection Act equally embeds all the above-
selected OECD Revised Principles relating to rights and duties of individuals and data
subjects respectively, literally copying Europe’s GDPR for the most part.
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