q

Check for
updates

Anomaly Detection in Univariate Time Series:
HOT SAX vesus LSTM-Based Method

Duong Tuan Anh'2® and Tran Long Hoai?

1 Department of Information Technology, HCMC University of Foreign Languages and
Information Technology, Ho Chi Minh City, Vietnam
hdtehuflit.edu.vn
2 Faculty of Computer Science and Engineering, Ho Chi Minh City University of Technology,
Ho Chi Minh City, Vietnam
tlhoai.sdhl9@hcmut.edu.vn

Abstract. Anomaly detection in time series has been an important and chal-
lenging research topic. There have been several methods proposed for detecting
anomaly subsequences in a time series. The majority of these methods is classi-
fied into the window-based category, which applies a sliding window with a fixed
length to extract subsequences before finding out anomaly subsequences. A well-
known algorithm in this category is HOT SAX algorithm. Recently, deep neural
network models, especially Long Short Term Memory (LSTM) network, are also
applied for time series anomaly discovery. LSTM-based methods for time series
anomaly detection belong to prediction-based category. So far, there has been no
research work to compare the performance of LSTM-based method to that of any
traditional window-based method in time series anomaly detection. The research
question investigated in this paper is that whether the newly developed LSTM-
based method for time series anomaly detection is superior to the traditional algo-
rithms, such as HOT SAX or not. In this study, we give an empirical comparison
between LSTM-based method and HOT SAX in time series anomaly detection.
Extensive experiments on seven benchmark time series indicate that LSTM-based
method is not superior to HOT SAX since it brings out the same detection accuracy
as HOT SAX while it incurs much higher computational overhead.

Keywords: Time series - Anomaly detection - Prediction-based approach -
Window-based approach - Long Short Term Memory - HOT SAX

1 Introduction

Time series anomaly detection is important in several application areas such as fault
detection, disease diagnosis, event detection and data cleaning. For univariate time series
there are two commonly used categories of anomaly detection methods: window-based
and prediction-based. In a method of window-based category, a sliding window with fixed
length w slides through a time series. For each subsequence extracted under the sliding
window, the Euclidean distance from it to the closest subsequence in the time series
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is computed and used as the anomaly score of the subsequences. Empirical evaluations
have shown that this simple method is effective for many different kinds of time series. In
a method of prediction-based category, a prediction model is trained to learn the normal
behavior of a time series segment (training part of the time series), and prediction errors
are used to discover anomaly patterns on the test part of the time series with the rule that
any points very different to their predicted values are considered as anomaly points.

Some typical algorithms of the first category are Brute-Force, a naive method pro-
posed by Keogh et al. (2005) [1]; HOT SAX, devised by Keogh et al. (2005) [1]; WAT
algorithm by Bu et al. (2007) [2] and BitClusterDiscord algorithm by Li et al. (2013)
[3].

Some typical algorithms of the second category can be listed as follows. Oliveira and
Meira, in 2006, proposed a method which can detect anomaly patterns through neural
network forecasting with robust confidence intervals [4]. Pena et al. in 2013, proposed
a method for time series anomaly detection which is based on ARIMA model and Holt-
Winters model [5]. Yuetal. in 2014, proposed a method for time series anomaly detection
which is based on AR (Auto Regression) model and sliding window prediction [6].

Recently, deep neural network-based anomaly detection algorithms have become
increasingly popular and have been applied for a variety of practical areas. Most of
deep neural network-based anomaly detection algorithms belong to prediction-based
category. Since LSTM network outperforms many other models in time series fore-
casting ([7-10]), LSTM-based approach has been used in deep learning-based anomaly
detection algorithms which belongs to prediction-based category [11]. Some typical
LSTM-based methods in time series anomaly detection can be listed as follows. Malho-
tra et al., in 2015, proposed a time series anomaly discovery method, called LSTM-AD,
which utilizes stacked LSTM for prediction and uses prediction errors to detect anoma-
lies [12]. Chauhan and Vig in 2015 devised an LSTM-based method to detect anomalies
in electrocardiography (ECG) time series [13]. Buda et al. in 2018 proposed a time
series anomaly discovery method, called DeepAD which combines stacked LSTM with
traditional forecasting methods such as ARIMA and Holt-Winters in a prediction-based
anomaly detection algorithm [14]. Zhang et al. in 2020 proposed an LSTM-based algo-
rithm which can forecast electrical load along with detecting anomalies and adjusting
them in order to improve forecasting quality at real time [15].

An interesting and important research question is whether the newly developed
LSTM-based method for time series anomaly detection is superior to the traditional
algorithms, such as HOT SAX algorithm or not. To the best of our knowledge, there is
no specific empirical research work to assess the performance of LSTM-based method
in time series anomaly discovery in comparison with traditional methods such as HOT
SAX.

This work aims to compare LSTM-based method and HOT SAX in time series
anomaly detection on seven benchmark datasets in two perspectives detection accuracy
and time efficiency. Extensive experiments on seven benchmark time series indicate that
LSTM-based method is not superior to HOT SAX since it brings out the same detection
accuracy as HOT SAX while it incurs much higher computational overhead.

The rest of the paper is structured as follows. Section 2 presents some basic def-
initions about time series anomalies, taxonomy of time series anomaly detection and
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LSTM neural networks. In Sect. 3, we describe the LSTM-based approach and HOT
SAX algorithm for time series anomaly discovery. Section 4 reports the experiments to
compare the performance of the two comparative methods on seven time series datasets
in two aspects: accuracy and time efficiency. Finally, Sect. 5 gives some conclusions and
notes for future studies.

2 Background

2.1 Some Definitions

A time series is a sequence of real numbers measured at equal time intervals. A time
series can be a sequence of observations collected from one source, for example, one
sensor. In this case, the series is univariate. If we collect information from more than
one source, we have a multivariate time series. In this paper, we consider only univariate
time series.

Definition 2.1. Non-self match: Given a time series 7 including a subsequence C of
length n starting from position p and a matching subsequence M starting from the position
q.If Ip — gl > n, M is called as a non-self match to C.

Definition 2.2. Time series 1-discord: Given a time series 7', containing the subsequence
C of length n beginning at position p. if C has the largest distance to its nearest non-self
match, C is called as the top discord (1-discord) of T

The 1-discord in a time series is also called the top anomaly subsequence in that time
series.

2.2 Taxonomy of Time Series Anomaly Detection Methods

The methods for time series anomaly detection are grouped into four categories:
window-based methods, segmentation-based methods, prediction-based methods and
classification-based methods.

Window-based method extracts fixed length windows (subsequences) from the time
series and computes the distances between the current subsequence with all other sub-
sequences in the time series (using some distance measure). The subsequence which
has the largest distance to its closest matching subsequence is considered as the top
anomaly pattern. HOT SAX is a typical algorithm for finding the top anomaly in time
series which belongs to window-based category. The top anomaly detection algorithm
can be extended to become the top-k anomaly detection algorithm.

Prediction-based method uses a prediction model to fit the time series and obtains
the predicted value using on the past data. Points (subsequences) that deviate remark-
ably from their predicted values are determined as anomaly points (subsequences). The
predictor used in this anomaly detection approach can be a statistical models such as
Auto Regression (AR), ARMA, ARIMA or a machine learning model such as artificial
neural network, Support Vector Regression (SVR).
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Classification-based method uses some technique to extract fixed length subse-
quences from the training part of a time series and labels each of them as normal pattern
or anomaly pattern. Using the set of these class labeled patterns, a classifier is trained
and it can be used to classify a new subsequence as normal or anomaly pattern.

Segmentation-based method uses some segmentation technique to split a time series
into segments (subsequences). Then a clustering algorithm is used to group the sub-
sequences into clusters. Using the results of clustering, anomaly scores of all the sub-
sequences will be determined and the subsequences of which the anomaly scores are
higher than a given threshold will be considered as anomaly patterns.

Prediction-based methods and classification-based methods can be viewed as super-
vised or semi-supervised anomaly discovery methods while window-based methods
and segmentation-based methods can be viewed as unsupervised anomaly discovery
methods.

The experimental results in the survey on time series anomaly detection by Chandola
et al., in 2009 [16], revealed that generally, window-based methods tend to outperform
prediction-based methods.

2.3 Long Short Term Memory

Long Short-Term Memory (LSTM) [17] is an improved variant of Recurrent Neural
Network (RNN) designed specifically for sequential data. Each LSTM unit is a general-
ization of RNN unit, such that part of information about previous time series data points
is stored into the network.

Each LSTM unit has three gates:

— Forget gate, which is responsible for deciding which part of information from the
previous state should be saved or thrown away.

— Output gate, which is responsible for selecting how much information should be
output.

— Input gate, which is responsible for obtaining new information.
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Fig. 1. Stacked Long Short Term Memory network

The deep LSTM neural network includes more than one hidden layer. It consists of
multiple layers of LSTM units in which the outputs of the previous layer become the
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inputs of the next layer. Figure 1 describes the structure of a stacked Long Short Term
Memory network which can be used in time series prediction.

3 The Selected Comparative Methods for Time Series Anomaly
Detection

In this section, we describe the LSTM-based anomaly detection method and HOT SAX
algorithm.

3.1 A Prediction-Based Method: LSTM-Based Anomaly Detection

In this study, we use LSTM-based method for time series anomaly detection which
belongs to the category of prediction-based methods. Previous study shows that LSTM-
based method is a strong baseline for time series prediction, which outperforms several
other prediction methods. Due to this reason, stacked LSTM is a good choice to be
predictor in a prediction-based method for anomaly detection. As for time series anomaly
detection, inspired by the LSTM_AD method (Malhotra et al., 2015 [12]), we model the
normal behavior of a time series through a stacked LSTM network and detect deviations
from normal behavior as anomaly patterns. For the prediction task in anomaly detection,
we apply multistep-ahead prediction strategy. The workflow of LSTM-based method for
time series anomaly discovery is described as the two following steps.

Prediction task
We first train a prediction model using stacked LSTM network and then compute the
prediction error distribution using which we detect anomalies. The prediction model
accepts the input consisting of p data points in the most recent past and predicts the
output consisting of g future values. We stack LSTM layers such that each unit in a
lower LSTM hidden layer is fully connected to each unit in the LSTM hidden layer
above it through feedforward connections (see Fig. 1). There is one unit at the output
layer (also called dense layer). Here we apply multistep-ahead prediction with recursive
strategy [18]. We use linear transfer function at the input units and MSE (mean squared
error) as error function. The model is trained on normal part of the time series in order
that it can learn the normal behavior of the time series.

Through multistep-ahead prediction with lookahead parameter g at the time point ¢,
the model will predict ¢ values in the future (i.e. att + 1,7+ 2,..., t + g).

Detecting anomaly patterns

The anomaly detection can be done by using prediction errors. Prediction error means
the deviation between the predicted value and the actual value at time point ¢. The
prediction errors can be modeled by using Gaussian distribution function. The parameters
of Gaussian function: the mean p and the standard deviation p can be estimated from
the prediction errors using Maximum Likelihood Estimation (MLE). Probability density
(PD) function is defined by:

P(x) = e~ (m?/20° (1)

o2
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As for prediction errors, to avoid vanishing problem when the values becoming so
small, the logarithms of probability density values (logPD) of prediction errors should
be computed and used as a measure to detect anomalies. A test part of dataset which
contains normal data and abnormal data is used to determine the threshold 10gPD value.
This threshold value will be used to detect anomaly values. In the test part, any data
point of which the logPD value is smaller that the threshold logPD will be considered
as anomaly data point.

The algorithm
From the two above-mentioned steps, we come to the LSTM-based algorithm for
anomaly detection in time series as follows.

Each given time series is divided into four parts. N: the training set which contains
only normal data points will be used to train the LSTM model. V: the validation set
which contains only normal data points will be used to evaluate the model in training
stage. V 4: the validation set which contains both normal data points and abnormal data
points will be used to compute the threshold for logPD. T: the test set which contains
both normal data points and abnormal data points will be used to detect anomaly patterns
in the time series. The steps of the algorithm are described as follows:

Step 1: The training set N is used to train the LSTM model. All the hyper-parameters of
this model is determined through experiments.

Step 2: The validation set V4 is used in the model training stage to early stop the training
process and to alleviate overfitting.

Step 3: The validation set V is used to collect the differences between the predicted
values and the corresponding actual values and use MLE to determine the mean p and
the standard deviation p for the Gaussian distribution function.

Step 4: The logPD values for all prediction errors in the validation set V4 are computed
and based on these values, the threshold value for logPD in detecting anomalies is
determined.

Step 5: Based on the threshold logPD value, the process of finding anomalies will be
performed on the test set 7.

3.2 A Window-Based Detection Method: HOT SAX

HOT SAX, proposed by Keogh et al., 2005 [1], is a time series anomaly detection
algorithm which belongs to window-based category. HOT SAX applies PAA (Piecewise
Aggregate Approximation) for dimensionality reduction [19], uses Symbolic Aggregate
Approximation (SAX) (Lin et al., 2003 [20]) as a discretization transform and utilizes
two ordering heuristics for the inner and outer loops to improve the top anomaly search
process.

One interesting property of HOT SAX is that there have been several improved vari-
ants of HOT SAX, which brings out remarkably higher time efficiency. Some improved
variants of HOT SAX can be reviewed as follows. Buu and Anh in 2011 devised HOTi-
SAX which brings out the same accuracy as HOT SAX and executes about 4 times faster
than HOT SAX [21]. Thuy et al. in 2016, proposed Hash_DD, an improved version of
HOT SAX which yields the same accuracy as HOT SAX and executes about 8.4 times
faster than HOT SAX [22].
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Besides, Anh and Hien, in 2021 [23] proposed a time series anomaly detection algo-
rithm, called DPDD, which applies dynamic programming into Brute-Force algorithm
[1] to bring out the same accuracy as HOT SAX and the computational efficiency about
25.2 times faster than HOT SAX. Thuy et al. in 2018 [24] devised a segmentation-based
approach for time series anomaly detection, called EP-ILeader, which yields the same
accuracy as HOT SAX and executes about 244 times faster than HOT SAX.

4 Experimental Evaluation

In this section, we describe the experiments for comparing the performance of
two methods: HOT SAX and LSTM-based anomaly detection method (abbreviated
as LSTM_DD). The two methods were implemented with Python. To implement
LSTM_DD we also utilize the open-source framework Keras 2.3.1 with the core Tensor-
Flow [25]. The experiments were conducted on Macbook Pro 2020 - MWP42; 2.0 GHz
Quad-Core Intel Core i5 gen-10th; RAM: 16 GB.

4.1 Data Description and Parameter Setting

We conducted the experiments over seven time series datasets. Most of the datasets are
from the UCR Time Series Data Mining Archive for anomaly detection [26], except the
Numenta dataset which is from [27]. The datasets are from different application domains
(finance, medicine, industry, image processing). These seven benchmark time series are
commonly used by the research community on time series anomaly detection.

Table 1 summarizes the domain and the length of each tested datasets. Figure 2, 3,
4,5, 6,7, 8 illustrate the plots of seven tested time series. Notice that Ann_gun dataset
is from image processing and therefore is a two-dimensional time series (see Fig. 8).

The anomaly patterns in these benchmark datasets have been annotated by experts.
For example, TEK16 is a sensor time series representing normal Space Shuttle Marotta
Valve Time Series annotated by a NASA engineer [1]. In the plot of TEK16 shown in
Fig. 5, NASA engineer annotates the 1-discord (bold in red) of this time series occuring
at the fifth cycle of the time series. Another example is the Power-demand dataset which
measured the power consumption for a Dutch research facility for the entire year of
1997. In the plot shown in Fig. 4, the three top discords (which are bold in green, red and
purple) in Power-demand dataset are annotated by experts. The annotations given by
experts in each time series are very useful in checking the accuracy of discord detection
by a given method.

The parameters for HOT SAX are the discord length n, the length of PAA frame w
and the alphabet size a. To estimate the discord length n and the length of PAA frame
w, we applied the segmentation-based techniques which were proposed in the work [28]
by Thuy et al. to facilitate parameter determination in HOT SAX. All the parameters for
HOT SAX are reported in Table 2. Interested readers on how to determine parameters
in HOT SAX can refer to the work [28].

As for the architecture of stacked LSTM in LSTM_DD, for most of time series
datasets, it consists of two hidden layers and one dense layer. Paricularly for Power-
demand dataset, it is made of one hidden layer and one dense layer. We determine
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Table 1. Details of the tested datasets
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Name Description Length
ECG Medicine 18000
Numenta Industry 22695
Power-demand Industry 35040
TEK 16 Industry 5000
Stock Finance 5000
Memory Industry 6875
Ann-Gun Image processing 11250
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Table 2. Parameters in HOT SAX for seven datasets
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Dataset Discord length PAA frame size Alphabet size
ECG n: 128 w: 8 a:3
Numenta n: 128 w: 8 a:3
Power-demand n: 1000 w: 8 a:3
TEK 16 n: 128 w: 8 a:3
Stock n: 128 w: 8 a:3
Memory n: 128 w: 8 a:3
Ann-Gun n: 128 w: 8 a:3

the hyperparametes of stacked LSTM in LSTM_DD through experiments. The stacked
LSTM networks are trained with Adam optimizer [29] in which learning rate (1) and
decay factor must be determined. All the parameters for LSTM_DD are given in Table 3.
As for the logPD threshold in LSTM_DD for each time series dataset, we determined
the suitable values as follows:
ECG: —5; Numenta: —25; Power-demand: —28;
TEK 16: 20, Stock: —5; Memory: —13;
Ann-Gun_X: —8; Ann-Gun_Y: —9.

4.2 Detection Accuracy

The key observations for LSTM-DD method from our experimental results are as follows.
In Fig. 10, the logPD values in the anomaly regions are significantly lower than those
in normal regions for the ECG dataset. Figure 10 (top) illustrates three plots for ECG
time series in LSTM_DD (true value: green, predicted value: dashed green, error: red).
Figure 10 (bottom) shows the logPD plot for ECG time series (logPD: green, logPD
threshold: dashed green). We can see that this time series dataset has only one anomaly
subsequence detected at the data points which have logPD values below the logPD
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threshold. This anomaly detection technique used in ECG dataset are repeated in all
other datasets.

Table 3. Parameters in LSTM_DD for seven datasets

Dataset LSTM structure Adam optimizer Lookback, Batch-size
lookahead

ECG 15t layer: {60} n (learning rate): 0.1 8,5 256
Dropout: 0.1 Decay: 0.99
ond layer: {30}
Dropout: 0.1
Dense layer: {1}

Numenta 18! layer: {80} n: 0.05 24,12 1024
Dropout: 0.1 Decay: 0.99
20 Jayer: {20}
Dropout: 0.1
Dense layer: {1}

Power-demand 15 layer: {300} n: 0.01 1,1 672
Dropout: 0.2 Decay: 0.99

Dense layer: {1}
Linear Activation

TEK 16 15 layer: {80} n: 0.01 1,1 1000
Dropout: 0.2 Decay: 0.99
21 Jayer: {30}
Dropout: 0.2
Dense layer: {1}

Stock 15t layer: {60} n: 0.1 53 256
Dropout: 0.1 Decay: 0.99
ond layer: {30}
Dropout: 0.1
Dense layer: {1}

Memory 18 layer: {60} n: 0.1 5.3 256
Dropout: 0.1 Decay: 0.99
21 Jayer: {30}
Dropout: 0.1
Dense layer: {1}

Ann-Gun 15¢ layer: {80} 7: 0.01 1,1 150
Dropout: 0.2 Decay: 0.99
20 Jayer: {30}
Dropout: 0.2
Dense layer: {1}

As for checking the effectiveness of the two comparative methods, we compare the
resulting results given by the two methods with the expected results from the annotations
given by experts based on the domain meaning of the dataset.
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Stacked LSTM on ECG Dataset

(N U —p—

5
34
; 3
Q
tr) 2 —— True Value
-- Predicted Value
1 —— Error
0
T oo ST TN e oo S m ST ST e m LS oo —eem T L
-100
2 200
[=J
o
= _300 — Log PD

== Threshold

0 200 400 600 800 1000 1200
Time step

Fig. 10. Illustration of the results found by LSTM-DD on ECG dataset

From our experiments, mainly through inspection by eye, we discovered that the
resultant top anomaly subsequence detected by LSTM_DD for each test dataset almost
matches with the one discovered by HOT SAX and both of them match with the one
annotated by experts for the dataset. Besides, for some datasets, the start location of the
top anomaly subsequence detected by LSTM_DD might be slightly different from that
of the one found by HOT SAX. However, this kind of differences affects slightly on the
detection accuracy.

In sum, it is clear that both LSTM_DD and HOT SAX bring out the same detection
accuracy in time series anomaly detection.

4.3 Efficiency

To check the time efficiency of the two comparative methods, we collected the running
times (in seconds) of the two methods on seven datasets. Table 4 reports the running times
of the two methods. It can be seen that the execution times of LSTM_DD are always
higher than that of the HOT SAX in all seven datasets. Noted that here the running time
of LSTM_DD on a given time series consists of the time for building the prediction
model and the time of using the model to detect anomalies. In average, HOT SAX is
about 2.58 times faster than LSTM_DD.

Besides, in comparing LSTM_DD with some improved variants of HOT SAX in
time efficiency, we get some following results. As mentioned in Subsect. 3.2, since
HOTiISAX is about 4 times faster than HOTSAX, HOTiSAX can run about 10.32
times faster than LSTM_DD. Since Hash_DD is about 8.2 times faster than HOT-
SAX, Hash_DD can run about 21.156 times faster than LSTM_DD. Since DPDD is
about 25.2 times faster than HOTSAX, DPDD can execute about 65.02 times faster than
LSTM_DD. As for the segmentation-based method EP-ILeader, since this algorithm can
execute about 244 times faster than HOT SAX, it can run about 629.52 times faster than
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LSTM_DD. This special finding suggests that efficiency is the key aspect of LSTM_DD

method. LSTM_DD for time series anomaly detection should be improved further in
computational efficiency to be comparable to window-based approaches.

Table 4. Time comparison of the two methods (in seconds) on seven datasets

Dataset LSTM_DD HOT SAX
ECG 399 30
Numenta 246 39
Power-demand 320 318

TEK 16 9 7

Stock 34 9

Memory 27 11

Gun-X 67 17

Gun-Y 51 15

From the experimental results in two performance metrics: detection accuracy and
time efficiency, we can find out that LSTM_DD is not superior to HOT SAX since the
accuracy of LSTM_DD is almost the same as that of HOT SAX while LSTM_DD incurs
a significantly higher computational overhead. The finding from this study on comparing
HOT SAX to LSTM-based method in time series anomaly discovery is somewhat con-
sistent with the finding in the important review by Chandola et al. [12] which remarked
that generally, window-based methods tend to outperform prediction-based methods.

Furthermore, determining the hyperparameters in LSTM_DD is much more com-
plicated and challenging than estimating the parameters in HOT SAX algorithm.

5 Conclusion

In this study, we give an exploration for the research question whether LSTM-based
models are better than HOT SAX in time series anomaly discovery or not. We compared
HOT SAX to LSTM-based method on seven benchmark time series datasets in two
perspectives: detection accuracy and time efficiency. The experimental results indicate
that LSTM-based method does not outperform HOT SAX since the accuracy of LSTM-
based method is almost the same as that of HOT SAX while LSTM-based method incurs
a significantly higher computational overhead. Therefore, the success of LSTM-based
methods in image processing, natural language processing and time series forecasting is
not so easy to be replicated in time series anomaly detection. Old-fashion window-based
approaches for anomaly detection in time series, such as HOT SAX and its improved
variants are still much more efficient than LSTM-based method.

As for future work, we intend to evaluate the two comparative methods on more time
series datasets. Besides, we plan to improve further the effectiveness and time efficiency
of LSTM-based method in time series anomaly detection by applying a systematic
technique in tuning hyperparameters of LSTM-based predictors [30].
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