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Abstract. This paper presents deep learning models for binary and
multiclass intrusion classification problems in Software-defined-networks
(SDN). The induced models are evaluated by the state-of-the-art dataset,
InSDN. We applied Convolutional Autoencoder (CNN-AE) for high-level
feature extraction, and Multi-Layer Perceptron (MLP) for classifica-
tion that delivers high-performance metrics of Fl-score, accuracy and
recall compared to similar studies. Highly imbalanced datasets such as
InSDN underperform in detecting the instances belonging to the minority
class. We use Synthetic Minority Oversampling Technique (SMOTE) to
address dataset imbalance and observe a significant detection enhance-
ment in the detection of minority classes.

Keywords: Software-Defined Network - Intrusion Detection - Deep
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1 Introduction

Software-Defined Networking (SDN) has revolutionized network management
through the physical separation of the control plane from forwarding devices.
Through the decoupling of control and data planes in the SDN paradigm, all
network intelligence and control logic is migrated from network devices to a log-
ically centralized software-based entity known as the network controller. Thus,
SDN provides network-wide visibility, centralized network intelligence, and net-
work programmability. However, these features and the SDN architecture itself
introduce new security risks and attack vectors that are not present in conven-
tional network deployments. The new attack surface introduced by SDN is due
to the inherent alterations to network components and the relationships between
them. For example, centralized architecture brings about a single point of failure
(SPOF). In other words, if the network controller is compromised by an adver-
sary, the entire network may be in jeopardy. Moreover, SDN elements themselves
may be used as reflectors in Amplification DDoS attacks.
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Intrusion detection is a critical detective security function for identifying
cyber attacks usually in near real-time and initiating the relevant course of
action. The common solutions depend on attack signatures, meaning that such
intrusion detection systems (IDSs) have a limitation to detect future variations
or enhancements of the existing attack types. Machine learning-based approaches
promise to detect new attack types, eliminating the need for signature genera-
tion tasks. Instead, they learn from the data. In an SDN architecture, security
functions such as intrusion detection can be embedded as a software applica-
tion on top of the controller or it can be deployed as an independent system
component. Thus, a machine learning-based detection function can be applied
in various ways.

In this paper, we introduce deep learning-based models for detecting intru-
sions in software-defined networks. More specifically, we have developed two
binary classification models, one of them focusing on DDoS detection and the
other one discriminating all intrusions from normal traffic. We also created a
detection system for identifying intrusion types, which is achieved by a model
that performs multi-class classification. We observed very low detection rates
for minority classes. Thus, we applied balancing strategy to boost the perfor-
mance. We used a relatively new dataset [8] that is generated in an SDN network.
There exist some studies (e.g., [2]) that apply deep learning models without a
dataset balancing strategy. This study demonstrates that balancing is a signifi-
cant enabler for better performance.

The structure of this paper is as follows: Sect. 2 gives background information
about the subject and reviews the literature. The machine learning workflow and
the applied methods are introduced in Sect. 3. The results are given and discussed
in Sect. 4. Section 5 concludes the paper.

2 Related Work

The industry is exploring ways to exchange information among trusted parties
to improve network security. A collaborative concept called DDoS eXchange
Points (DXP) has been proposed [20] based on combining information from
multiple sources across the network. Recent studies [14] suggest combining ML
and SDN to construct a scalable and accurate bot-detection framework. Such a
framework leverages centralized learning with distributed detection to achieve
better accuracy. In 2016, a bot detection scheme in SDNs was proposed [16] by
gathering centralized network flow statistics and applying a decision tree that
depends on a supervised machine learning classification algorithm which achieved
an 80% detection rate over a publicly available real-world botnet dataset. In 2017,
a flow-based approach to detecting botnets in software-defined networks was
proposed [17] using ML algorithms without the need for reading packet payload
which achieved a 90% accuracy testing their method on publicly available CTU-
13 botnet datasets and ISOT botnet datasets. In 2018, an SDN framework for
detection of defense against DDoS attacks was proposed [21]. This framework
consists of a traffic collection module, flow table delivery module as well as DDoS
attack detection module that was built using the SVM model. This experiment
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was conducted using the KDD99 dataset demonstrating a high accuracy rate
of 99.8%. Even though the KDD99 dataset has been widely used for testing
and training network intrusion detection datasets, it does not resonate with
Software-defined networks and may pose compatibility issues.

Deep Learning-based approaches have outperformed existing machine learn-
ing techniques when applied to various classification problems in SDN networks
[11]. CNN-based models for Intrusion detection in Software-defined Networks
have been presented [7]. Hybrid CNN-LSTM Model for anomaly detection has
been presented [1] by training a model on the InSDN dataset both in space
and time. Moreover, a Gated Recurrent Unit Recurrent Neural Network (GRU-
RNN) was proposed for intrusion detection systems in SDN [15] which was only
tested on classical intrusion dataset NSL-KDD. It is apparant that the research
community can benefit from more intrinsic SDN data.

3 Method

3.1 Dataset

Even though SDN is increasingly deployed in cloud computing infrastructure and
globally deployed in WANS, the technology is still under development. While
classical intrusion detection datasets such as KDD’99 [6] and NSL-KDD [18]
provide us with cases of various attacks vs normal traffic, they do not reflect the
characteristics of SDN. Actual traffic data captured from data centers and glob-
ally deployed WANSs such as Google B4 [9] and Espresso [22] can shed a light on
the specifics of DDoS detection in SDN but they are not publicly available. Even
though helpful in understanding how to detect attacks in traditional networks,
using a non-specific SDN dataset may cause compatibility problems as attack
vectors would not resonate with the SDN architecture.

For our study, we leverage InSDN [8], a recent specific attack dataset obtained
from an SDN environment. InNSDN dataset contains a total number of 343,939
network flow traces where normal traffic brings 68,424 instances and attack traf-
fic is split into seven different attack classes. DDoS and Probe attacks are rep-
resented by 121,942 and 98,129 instances, respectively [8]. The remaining one
per cent of attack traffic consists of 53616 DoS, 1405 BFA, 192 web attack, 164
botnet and only 17 U2R instances, indicating an outstanding imbalance in the
dataset. It is common to describe the imbalance of classes in terms of a ratio
of a class with respect to the largest class. For instance, the imbalance ratio of
U2R compared to DDoS is 1:7173.

This dataset provides flow-level features such as flow duration, inter-arrival
time, number of packets, and number of bytes. The dataset also includes statis-
tical features such as the maximum, minimum, mean, or standard deviation of
the flow-level features. These features can be directly extracted from the SDN
controller through API queries or by extracting from the flow data.

3.2 Overview of the Classification Tasks

Deep learning models learn the data representation with multiple levels of
abstraction. These methods have dramatically improved the model performances
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in speech recognition or visual object recognition among others [3]. In this study,
we seek to design, implement and evaluate deep learning architectures that learn
the structures of the dataset for three different supervised classification problems:
(1) A binary classifier that discriminates DDoS instances from the normal ones
(DDosS classification), (2) A binary classifier that recognizes whether an instance
is an intrusion (i.e., not limited to DDoS) or not (Intrusion classification), (3)
Multi-class classifier that identifies the exact type of intrusion (Intrusion Type
classification).

The experiments were carried out using Python and the Pytorch [12] library.
The computing resource has a processor with 2199.998 MHz, 13G memory and
56320K L3 cache.

3.3 Binary Classification

We induced three separate deep-learning models for DDoS and intrusion classi-
fication problems:

(1) A deep learning architecture composed of various neural network layers for
the raw features (Basic Architecture),

(2) A similar deep learning architecture but obtains high-level features from an
autoencoder architecture (Autoencoder Architecture),

(3) A simple ensemble model that combines the decision of results obtained
from (1) and (2) (Simple Ensemble Architecture).

For the basic architecture, we included a 7-layer neural network with 52,
128, 512, 512, 128, 64, and 16 nodes respectively. The rectified linear activation
function (ReLU) has been used at each layer to increase the non-linearity degree
and set all negative values in the feature set by zero. Finally, the output layer
incorporates the Sigmoid function to represent the probability of each input flow
belonging to either class. We use the Adam optimization algorithm for stochastic
gradient descent where the learning rate is set to 0.0001 and train the deep
learning model. At each backpropagation step during the training process, we
calculate the reconstruction loss using Binary Cross Entropy criterion (Fig.1).

Autoencoder, generally deployed as a generative model, is proficient at
extracting high-level features from data by transforming it into a latent space
by an architecture composed of an encoder, bottleneck and decoder. The latent
space representation of data lies at the bottleneck layer of Autoencoder, which
is later used to generate new data instances by mapping the original instances
to the new space. Convolutional Autoencoders have proven to be excellent at
denoising data. Thus, for the second model, we design a Convolutional Autoen-
coder and train it over the InSDN dataset. Then the bottleneck representation
of the dataset is fed to a deep learning framework.

The architecture of the convolutional autoencoder is composed of three con-
volutional layers taking in flow-level values through one input channel and
expanding it first to 8 and next to 16 and 32 channels. Each channel corresponds
to a different filter applied throughout the convolution process. The output of
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Fig. 1. Deep Learning models

convolutional layers is then flattened and linearly transformed into the bottle-
neck space dimension of [1,4]. The decoder has the same architecture as the
encoder except in reverse order. Throughout the training process, the decoder
reconstructs training data instances with the aim of minimizing the loss between
the original and reconstructed ones.

As a first pre-processing step, we reshape each flow instance of dimensions
[1,52] into an image-like structure of shape [8,8]. This transformation is carried
out to suit the input dimensions of the convolutional autoencoder using a linear
function (52,64) which then is unflattened to shape [8,8]. Convolutional autoen-
coder is trained over a train set for 200 epochs leaving us with a latent space
representation view of network traffic data. In this fashion, we can extract 4
high-level features out of 52 features. As depicted in Andrew’s curve for high-
level features (Fig.2a), we observe more linearity in feature space as the curves
for normal and DDoS behavior are definitively less tangled and more easily sep-
arable for DDoS classification than the original features (Fig.2b).

We insert the 4-dimensional output from the bottleneck of the Convolu-
tional Autoencoder into a deep learning classifier with the architecture of a
fully-connected classifier consisting of six linear layers going from 4 to 16, 32,
32, 16, and 1 node at each layer. We use rectified linear unit activation function
at each layer.

The third one, the basic ensemble model, combines the classification results
of the first and second models. Aggregation of information from the two models
may result in decisions that are superior to those made by either single model.
We combine the proposed classification models in such a fashion that they share
their decisions on each flow instance. If either model decided that a flow belongs
to an attack category, then it is considered an attack. In the case that both
models agree on a flow instance being normal, then it is considered normal.



346 S. M. H. Mirsadeghi et al.

125
10.0
75
5.0
25
00
-25

-5.0

-75 4

(a) High-level features (b) Raw features

Fig. 2. Comparison of Andrew’s Curves for raw and high-level features

3.4 Multiclass Classification and Dataset Balancing

For the intrusion type classification problem, we propose a 10-layer fully con-
nected neural network with 52, 128, 512, 1024, 1024, 512, 512, 128, 64, 16, and 8
nodes in each layer. The architecture takes 52 features, gradually expands across
the data space, obtains high-level abstractions of training data and ultimately
measures class probabilities at the output nodes.

The intrusion class of the InSDN dataset has 7 distinct intrusion types which
are listed with their instance numbers in Table 1. The majority of traffic flows
belong to DDoS, DoS and Probe attack classes with the remaining classes making
up about 1% of the dataset (e.g., an imbalance ratio of 1:7173 between U2R and
DDoS). Thus, the model may not effectively learn the decision boundary in the
case of minority classes which are also important to identify.

We use Synthetic Minority Over-sampling Technique (SMOTE) to address
the imbalance issue of InSDN Intrusion dataset. In this technique, minority
classes are over-sampled by creating synthetic examples rather than by over-
sampling with replacement. In this fashion, minority classes are over-sampled by
taking each minority class sample and introducing synthetic examples along the
line segments joining any/all of the k minority class nearest neighbors. Depend-
ing on the amount of over-sampling required, neighbors from the k nearest neigh-
bors are randomly chosen [5].

A dataset is imbalanced if its classes are not approximately equally repre-
sented. Imbalance on the order of 100 to 1 is prevalent in fraud detection and
imbalance of up to 100,000 to 1 has been reported in other applications [13].
Deep learning models trained with imbalanced cybersecurity data cannot recog-
nize minority classes effectively. One way to address this issue is to use resampling
in an attempt to adjust the ratio between different classes to obtain a balanced
dataset.

The research community has addressed the notion of class imbalance mainly
in two ways. One approach is to assign distinct costs to training examples [10].
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The other angle is to re-sample the original dataset, either by over-sampling the
minority class and/or under-sampling the majority class [4].

Table 1. The number of instances in the dataset before and after data augmentation

Intrusion Type | Number of instances in Number of instances after
Original Source data augmentation

BFA 1405 50181

U2R 17 48793

Probe 98129 146905

DoS 53616 78004

DDoS 121942 121942

Web-Attack 192 48968

Botnet 164 48940

Normal 68424 79127

Authors of SMOTE [5] suggest combining the Synthetic Oversampling Tech-
nique with random undersampling of the majority class. Therefore, we intend
to first oversample the minority class to have as many more examples as 25 per
cent of the number of majority class, then use random undersampling to reduce
the number of examples in the majority class by 75 per cent of the minority
class. The balanced intrusion dataset includes 636545 samples in total. Table 1
reports dataset statistics before and after the data augmentation.

We conducted separate experiments by training our 10-layer fully connected
neural network with original and balanced datasets for a total of 200 epochs.
Both experiments were carried out using the same test set obtained before bal-
ancing.

3.5 Evaluation Criteria

To evaluate the performance of our classifiers, we use classification accuracy,
precision, recall, and F1 score as performance metrics. In addition, we calculate
the confusion matrix where:

— True Positive (TP) indicates attack traffic correctly classified as mali-
cious(DDoS).

— True Negative (TN) indicates normal traffic correctly classified as benign.

— False Positive (FP) indicates normal traffic incorrectly classified as mali-
cious.

— False Negative (FN) indicates attack traffic incorrectly classified as normal.
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4 Results and Discussion

4.1 Data Pre-processing

Socket information such as Source IP, Destination IP, and flow ID is removed
to avoid the over-fitting problem given that these features can be changed from
network to network. The original dataset includes 77 features [8]. InSDN dataset
also includes as many as 8 zero variation features that do not contain any infor-
mation useful for classification purposes. These features (Fwd Byts/b Avg’,
"Fwd Pkts/b Avg’, ’Fwd Blk Rate Avg’, ' Bwd Byts/b Avg’, etc.) along
with TCP flags are removed, leaving us with a total of 52 numerical features.
Finally, features have different ranges, so they need to be standardized to restrict
the scale of values.

We split more than 189000 network flow traces provided by the InSDN
dataset (i.e., DDos and normal instances)for DDoS traffic classification into
training and test sets with an 80% train, 20% test ratio.

4.2 Explotary Data Analysis

Our feature set includes basic features such as the duration of a flow and flow
Inter-arrival time as well as statistical features such as min, max, and standard
deviation of the basic features. First, we use the Pearson correlation coefficient
to compute the pair-wise correlation matrix for all features. We conducted this
analysis for the intrusion classification problem. This matrix reveals that time-
related features such as Flow Duration, Flow Inter-Arrival Time, and Idle Std
seem to be correlated. Next, we reduce the dimensionality of the feature space by
applying a principle component analysis (PCA). A PCA decomposition can be
used to project a high-dimensional space to a lower-dimensional space by relying
on the initial principal components. In effect, it converts a set of values of M
possibly correlated variables into a set of K uncorrelated variables, the PCAs.
We find that a significant number of the features are correlated since the first 8
PCAs explain more than 70% of the variance and the first 15 about 90% as shown
in Fig.3a. In 3b, it is observed that the first and second PCA vectors provide
relatively distinguishable feature space projection for the intrusion classification
task.

4.3 Experimental Results: Binary Classification

DDoS classifier with Basic Architecture is trained over the train set in the course
of 200 epochs and demonstrates a remarkable accuracy of 99.72%.

In the context of DDoS detection, a false negative means an attack instance
was missed. While our basic architecture performs remarkably for DDoS clas-
sification, there are 6 false negatives in the confusion matrix (Fig.4a). We also
observe 99 normal flow instances that were classified as DDoS instances by this
architecture.
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Table 2. Binary Classification Results

DDoS Classification Intrusion Classification
Model Accuracy | Precision | Recall | F1-Score | Accuracy | Precision | Recall | F1-Score
Basic 99.72 99.59 99.97 | 99.78 99.67 99.64 99.94 | 99.79
Autoencoder 99.08 98.90 99.67 | 99.28 91.53 95.04 94.35 | 94.69
Simple Ensem. | 99.14 98.70 99.98 | 99.33 99.71 99.66 99.97 | 99.81

Autoencoder architecture is trained with the same train dataset for a total
of 4000 epochs. Although autoencoder enabled us to represent the whole feature
space by only 4 features, the performance of this architecture has slightly less
than the basic one in all metrics as shown in Table 2 for DDoS classification. The
confusion matrix given in Fig.4b depicts that false positives and false negatives
increase in this model type. However, a simple ensemble model that merges the
results of the other two models provided a better recall value, decreasing the
false negative samples (see Fig. 4c). Still, the basic architecture is better in other
metrics, accuracy, precision and F1-score due to the lower false positive number.

Our experiments regarding the intrusion classification indicate similar results
to the case of DDoS classification except the simple ensemble model is slightly
better than all other models in all metrics as shown in Table 2. Still, the autoen-
coder model has the worst performance when it is individually evaluated. How-
ever, this model contributes to the simple ensemble model positively and slightly
boosts its performance when used with basic architecture in tandem. The num-
ber of false negative instances obtained from a simple ensemble decreases to 13
from 28 when compared to the basic architecture (see Fig.5).
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4.4 Results of Intrusion Type Classification and Data Balancing

The unbalanced nature of a dataset may have implications on the multiclass
classification setting as minority classes may not be identified by the model
due to their limited representation in the training datasets. We observed this
limitation in our experimental results regarding the intrusion type classification.
As demonstrated in Table 3, despite very accurate results for the intrusion types,
DDoS, DoS and Probe, the detection rates of BFA, Web-Attack and botnet are
lower. In a more extreme case, any instance belonging to the intrusion type,
U2R, has not been identified in the test dataset.

When the model is trained with a balanced dataset (i.e., recall that we use
SMOTE as a balancing method in this study), we obtain a remarkable increase
in detection rates of minority classes. As shown in Table 3, the new model is able
to detect approximately 67% of the U2R attacks. We also observed significant
increases in the detection rates of Botnet, Web-Attack and BFA.

Table 3. F1 Performance of Multi-class Classification over balanced dataset

Class BFA | Botnet | DDoS | DoS | Normal | Proble | U2R | Web-Attack
balanced dataset 95.72 | 100 99.99 |99.81|99.74 99.05 | 66.66 | 100
unbalanced dataset | 82.43 | 57.57 | 99.98 | 99.90 | 99.92 99.79 |0 44.73

The study, [2], proposes multiple deep-learning models for detecting Denial-
of-Service attacks in the InSDN dataset. Their models induced by RNN, LSTM,
and GRU models [2] proposed to take in 48 features from InSDN dataset and
perform adequately by measures of precision, recall, and F1l-scores. V-NKDE,
an ensemble model that incorporates Voting -Naive Bayes, K Nearest Neighbors,
Decision Tree, and Extra Trees has been proposed by [19]. The concept behind
the voting classifier is to merge various machine learning classifiers conceptually
and use a majority vote to predict class labels. Both of these studies provide
multiclass classification models for the same dataset that we used in this study.

As demonstrated in Table4, our model for the balanced dataset achieves
the highest detection rates for BFA, Botnet, Web-Attack and U2R. Despite the
fact that [2] uses relatively advanced models for grasping the temporal aspect
of the dataset and [19] uses a well-developed ensemble method, our results for
DDoS, DoS and Probe are very close to their performances and we obtained
higher detection rates for minority classes. These results indicate that balancing
the dataset in this problem domain would be essential for better performance
regardless of the complexity of the utilized ML algorithm.
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Table 4. Comparison of Multiclass Classification Results

Type Detection per-class Fl-score (%)

Model BFA | Botnet | DDoS | DoS | Probe | U2R Web-Attack
RNNJ2] 75.6 | 79.51 99.93 | 98.82 | 98.60 | 21.05 12.78
LSTM][2] 80.50 | 82.50 99.94 | 97.87|98.18 | 12.90 13.80
GRU[2] 80.33 | 53.65 99.94 | 98.11 | 98.48 | 36.36 12.84
V-NKDE[19] 92.7 |95.7 100 99.9 |99.9 not mentioned | 69.3

Our Balanced Model | 95.72 | 100 99.99 | 99.81 | 99.05 | 66.66 100

5 Conclusion

InSDN dataset paves the way for the research community to develop machine
learning models for detecting intrusions in SDNs. In this study, we propose deep
learning-based models for binary and multiclass classification problems by using
this dataset. We developed two distinct binary models, one for discriminating
DDoS from normal traffic and one for detecting any type of intrusion. The mul-
ticlass model identifies the type of intrusion among 8 different classes that also
include the normal class.

We investigated whether low-dimensional vectors obtained from Convolu-
tional Encoders improve the performance of a basic deep-learning model com-
posed of various neural network layers. We found that utilizing such vectors for
model building slightly reduces the number of false negatives but creates many
false positives. A simple ensemble that combines the outputs of two models, one
created with raw features and one with vectors of autoencoder layer slightly
increases performance, indicating that still, weaker models enhance detection
when they contribute to the ensemble rather than acting as a standalone model.

We applied a balancing strategy, SMOTE, in the context of multiclass clas-
sification and achieved better results in identifying the minority intrusion types
which can create significant harm to their targets. When we compared our results
with the findings of studies that address the same dataset, we deduced that the
application of a balancing strategy would be more instrumental than the com-
plexity of the machine learning algorithm.
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