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Abstract. As an important part of the Internet of things (IoT), wireless
sensor networks (WSNs) have been applied in many fields. Most appli-
cations require accurate location information, hence node localization
is one of the important issues in WSNs. It is very important to ensure
the security of localization when WSNs are under attack. A new attack-
resistant weighted least squares (ARWLS) algorithm based on RSSI was
proposed in the paper. The algorithm is oriented to the problem solution
for the situation that the attacker influences the system by tampering
with the transmitting power in the localization mechanism. The pro-
posed algorithm can be used in the attack scenarios. Simulations results
show that, compared with other algorithms, the proposed algorithm has
merits in localization accuracy and robustness to resisting the tampering
activities of attackers.

Keywords: Wireless sensor networks - Malicious nodes * Secure
localization - Sequential probability ratio test - Weighted least squares

1 Introduction

With the continuous development of related technologies, the Internet of Things
(IoT) is playing an increasingly important role in people’s daily lives in recent
years [1]. As an important part of the IoT, a wireless sensor network (WSN)
has a high research value [2]. It has been used in many fields, such as national
defense, environmental monitoring, medical health, mechanical fault diagnosis
and so on [3,4]. Most applications require accurate location information, and the
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information collected by the sensor nodes cannot be processed correctly without
location information of themselves. Equipping the node with a global positioning
system(GPS) device or deploying the node in a predetermined location is the
direct mean to obtain the location information. However, the resources of WSNs
are limited, the power consumption of equipping each node with GPS devices is
too high. In addition, under nonline-of-sight (NLOS) conditions, the error caused
by GPS becomes larger [5,6]. What’s more, WSNs are often deployed in harsh
and dynamically changing environments, and it is not practical to deploy each
sensor node in a specific location. In practice, only part of the node’s location
information is known, which is called the anchor node. It is a critical technique
in WSN to estimate the location of the target node by using prior information.
Currently, the localization algorithms can be divided into two categories: the
range-based [7-10] and the range-free [11-13] localization algorithms. For the
range-based algorithm, the distance or angle values are directly measured and
computed through the physical ranging technologies. For the range-free localiza-
tion algorithms, the location estimate of the target node relies on the connectivity
of the whole network topology.

1.1 Related Works

In recent decades, various security strategies have been proposed to address
the node location in malicious attack environments. The strategies for resisting
attacks vary according to the application scenarios. The attack-resistant local-
ization strategies proposed in literatures can be divided into three categories:
malicious anchor node detection algorithms [14-16], robust localization algo-
rithms [17-20] and location verification strategies [21-23].

In the process of location estimation of the target node, the information pro-
vided by the anchor node is required, so the reliability of the anchor node largely
determines the reliability of the location result. The method of malicious anchor
node detection is designed to filter the information provided by the malicious
anchor node by analyzing the network model and the behavior characteristics
of the malicious anchor node, and then to estimate the location of the target
node with the anchor node with high reliability. To this end, a malicious node
detection algorithm based on clustering and consistency evaluation (MNDC)
[14] was proposed. The algorithm takes advantage of the consistency between
the distance measurements of ToA and RSSI. The differences between the dis-
tance measurements of ToA and RSSI are taken as the basis of the detection.
With the aid of the designed scheme, the anchor nodes under malicious attack
when using ToA are eliminated. However, the limitation of this algorithm lies in
the need to ensure that RSSI measurements are always protected from attack.
Grag. et al. proposed an efficient Gradient Descent (GD) approach [15]. The
approach is divided into two stages. In the first stage, the least squares solution
is searched by gradient descent method. When the sum of the gradients of anchor
nodes exceeds the preset threshold, the selection pruning stage is entered. 50%
anchor nodes with larger gradient are regarded as malicious, while the remaining
anchor nodes are adopted to continue the iteration.
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The ability of the algorithm to tolerate attacks can be improved by improving
the robustness of the distance measurement stage and the position calculation
stage. Improving the robustness of distance measurement is usually achieved
through time or space constraints. Distance-Bounding Protocol [17] was pro-
posed, which can prevent distance shortening attacks caused by early response
of nodes. However, there is a big limitation in the distance boundary protocol.
The protocol is based on the time of arrival of the RF signal, leading to an
extremely high requirement on the accuracy of the recorded time. The nanosec-
ond error in the time is represented as a difference of tens of centimeters in the
distance. At present, most localization algorithms adopt Least Squares (LS) in
the final estimation of position calculation stage. The essence of the LS algorithm
is to find the coordinates of the target nodes corresponding to the minimum sum
of residual of all anchor nodes. LS is sensitive to outliers. Once an anchor node is
under attack, it may cause a relatively large deviation in the estimated location.
To avoid that, Li et al. [18] divided the anchor nodes into several subsets, and
in each subset Least Median Squares (LMS) is used to get the corresponding
location candidate values. The candidates with the minimum residual value is
regarded as the location estimation. In addition, they proposed an adaptive LS
and LMS positioning mechanism, among which the LS has the computational
advantage in the absence of attacks. To solve the secure localization problem,
a weighted Least Squares (WLS) algorithm [19] was proposed based on RSSI.
To go further, an attack-resistant localization algorithm [20], was proposed. The
consistency of multiple anchor nodes can be used in the same network to achieve
secure localization. Meanwhile, a voting-based localization algorithm [20] was
presented to treat the problem. According to the coverage of each anchor node,
the area to be detected can be partitioned into grids. The grids are judged and
rated with a vote. Finally, the center of the grid with the highest number of
votes is selected as the final location estimation of the target node.

Location verification system is also used to improve the security of the net-
works. The location anomaly detection (LAD) algorithm [23] determines whether
the node is malicious by judging whether the error between the estimation and
the real location is within a certain threshold. If the difference value does not
exceed the threshold, then a decision is made that the node is benign. However,
the prior information of node distribution is required. Therefore, LAD does not
work in many scenarios, the final solution of which is to be resolved.

1.2 Contributions

In order to solve the security problem of range-based localization mechanism
under attack, we proposed an attack-resistant weighted least squares (ARWLS)
localization algorithm. ARWLS algorithm operation consists of an anchor node
screening stage and a final location calculation stage. In the proposed algorithm,
the main contributions can be summarized as follows:
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e A scheme is proposed to identify the malicious anchor nodes.

e The quasi-Newton [24] method is used to determine the reference anchor
nodes, and the initial location estimate, which is the basis of the followed
detection, but not the whole detection itself.

e The estimate of the initial location is used to approximate the real location of
the target node. Then the power difference information is used as the sample
of sequential probability ratio test (SPRT).

Compared with other secure localization algorithms, the proposed algorithm
guarantees the security of location estimation from the two aspects: eliminating
or decreasing the malicious anchor nodes and improving the robustness of the
location calculation. In addition, the proposed algorithm has no requirement of
prior information or additional hardware facilities.

The rest of the paper is organized as follows. The network model and the
localization problem formulations under malicious attack are demonstrated in
Sect. 2. The idea and the specific process of the proposed algorithm are described
in detail in Sect. 3. Then the simulation results and corresponding analysis are
presented in Sect. 4. Finally, Sect. 5 summarize the work of the paper.

2 Network Model and Problem Formulations

2.1 Network Model

We consider a two-dimensional localization system in which all anchor nodes in
the region are randomly distributed. It is assumed that the system satisfies the
following conditions.

1) The network is stable and the locations of all the sensor nodes are not
changed after deployed;

2) All anchor nodes are within the communication range of the target node, so
the target node can receive signals from all anchor nodes.

2.2 Problem Formulations

It is assumed that there are IV anchor nodes with known locations in the network.
The location of the i-th anchor is denoted by A; = [z;,;]7,i = 1,2--- N. Among
the N anchor nodes, M of them are malicious, which will send false messages to
interfere with the localization process. Assume that there is a target node to be
located in the system, and its real position is denoted by T = [x4,y;]?. Assuming
that the anchor nodes send messages at a fixed power level, the target node is
located according to the received signal strength indication and the location of
the anchor nodes. The true distance between the anchor node and the target
node is represented with d = [dy,ds, - -+ dx]T, where d; = ||A; — T||. For RSSI
ranging, the distance between the anchor nodes and the target node can be
estimated through the path loss in the transmission process, which is related to
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the specific transmission model. In this paper, the log-distance model is adopted,
and the received power can be modeled as Eq. (1) [25]:

p’ = p6 —10a IOglo(d)~ (1)

where p§(dBm) represents the transmitting power of the anchor node at a refer-
ence distance, p” represents the received power of the anchor nodes, a denotes the
path loss exponent, and d is the distance between the anchor node and the tar-
get node. Equation (1) describes the received power under ideal conditions. The
target node receives P packets from the i-th anchor node, and the corresponding
received power can be denoted by p? = [p!},pl, ..., pip]T, i =1,2,..., N. Given
the transmitting power pj and received power p;j, the corresponding distance
measurement ed;; can be estimated, as shown in Eq. (2):

»6

edi; =10 @ i=1,2... N, j=12,.. P 2)

According to Eq.(2), transmitting power transmitting power pfj, received
power p;; and the path loss exponent a all have an impact on the distance
measurement. Based on Eq. (2), it can be inferred that the relationship between
the received signal power and the measured distance is nonlinear.

Noncoordinated Attacks. In a noncoordinated attack environment, the
attacker acts alone on each captured anchor node, tampering with its trans-
mitting power, and the target node is unaware whether the transmitting power
of the anchor node has been changed. In this paper, we model this attack scenario
by reporting the received signal power of the target node. Under noncoordinated
attack, the received signal power at the target node can be defined as Eq. (3):

(p7) () — ph — 10alogy(di) + ny, if M; =0 N
i pﬁfi — 10a loglo(di) +ng, if M; =1

where M; = 0 denotes the case that the i-th anchor node is benign, and M; =1
denotes the i-th anchor node is malicious. p} represents the predefined trans-
mitting power, and all the benign anchor nodes broadcast packets. A zero-mean
Gaussian random variable n; is used to model measurement noise, and the vari-
ance of n; is 02, i.e. n; ~ N(0,0?). n; is influenced by environmental factors.
The transmitting power of the malicious anchor node is tampered to p%, by the
attacker. pp” is defined as py° = ph + K, where £ is a Gaussian random variable
with a mean of zero and variance of 02,;, i.e. kK ~ N(0,02,,). The number of
malicious anchor nodes, m, and the standard deviation of attack term, oq¢, will
affect the degree of attack to the whole network.

Coordinated Attacks. In a coordinated attack environment, the attacker may
specify a position, which may be randomly selected, or a position that is deter-
mined to be favorable to the attacker. The specified position can be denoted
by Timal = [Tm,Ym]T . Multiple malicious anchor nodes communicate with each
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Fig. 1. Attacks caused by malicious anchors in a WSN with 7 anchor nodes and 3 of
them are malicious, ignoring the measurement noise n.
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other to reach cooperation and attempt to locate the target node to T,,q;. In
this scenario, the received power (pf)° can be modeled as:

(p)© = py — 10alogo(d;) + ny, if M; =0 (@)
v Py, — 10alogyo(d;) + ng, if M; =1

where py,. is defined by the distance between T, and T. We define d, =
| Tmat — T|. Therefore, p,. can be defined as pf, = ph — 10a loglo(“T’”ﬁ%Ai”).
In fact, the goal of the coordinated attack is to change the distance measurements
from the malicious anchor nodes to the target node T into the distance to the
specified position T,,,; by tampering with the transmitting power. The degree
of coordinated attack can be represented by the value of d,,.

Figurel shows the models of the uncoordinated attack and coordinated
attack, where the measurement noise is 0. Suppose that there are seven anchor
nodes in the system, three of which are malicious. In Fig. 1(a), the three malicious
anchor nodes act alone. In Fig. 1(b), the three malicious anchor nodes attempt
to shift the target node to the specified location.

3 Proposed Algorithm for Secure Localization

Aiming at the situation that the attacker tampers with the transmitting power
of anchor node based on RSSI, we proposed an attack-resistant weighted least
squares (ARWLS) to achieve secure localization.

Determine the reference anchor nodes and
the initial Location estimate by Quasi-
Newton method

:

Use the power difference information of the
reference anchor node to calculate the
reference difference interval

:

Take the power difference values as the test
samples, and carried sequential probability
ratio test (SPRT) on remaining anchor
nodes.

v

Locate the target nodes with all benign
anchor nodes by Weighted Least Square
(WLS) method

Fig. 2. Main steps of ARWLS algorithm
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The main steps of ARWLS algorithm are shown in Fig. 2. The algorithm can
be divided into two stages. The first stage is the anchor node screening. At this
stage, we remove the detected malicious anchor nodes. This stage consists of
three steps. First, assuming that there is no malicious anchor node, the residual
sum of all nodes is taken as the objective function and the quasi-Newton method
is adopted to obtain the initial location estimate of the target node. According
to the characteristics of the initial location estimate, which is close to the real
location of the target node, the anchor nodes with smaller gradients are regarded
as the reference anchor nodes. Then, based on the distance measurements and
the initial location estimate, the approximate value of the difference between
the real transmitting power and the transmitting power in the non-attacking
state can be calculated. According to the power difference information of the
reference anchor nodes, a reference error interval can be calculated, and the
judgment of the remaining anchor nodes is regarded as a hypothesis testing
problem [26,27]. The power difference values are taken as the test samples, with
which the method of sequential probability ratio test (SPRT) [28] is adopted to
detect the remaining anchor nodes. In the second stage, the benign anchor nodes
are used for positioning. The mean value and variance of multiple measurements
are used to calculate the corresponding weight of each benign anchor node, and
the weighted least square method is used for the final location estimate of the
target node.

In the first stage, the malicious anchor nodes are eliminated to prevent the
false information from being used in the localization of the target nodes and
improve the capability of the algorithm in resisting attacks. In the second stage,
the robustness of location calculation is improved. Even if some malicious anchor
nodes are not removed in the first stage and then allowed to participate in
the localization process, the final location estimate will not be greatly affected.
Therefore, the algorithm improves the security of location from the above two
aspects. Next, we will elaborate on each step in detail. Figure 3 is the flow chart
of the whole ARWLS algorithm.

3.1 Anchor Nodes Screening Stage

In this stage, the received power information corresponding to all anchor nodes
is collected. Therefore, the average measured distance corresponding to each
anchor node ed;,i = 1,2,...,N can be calculated. The satge consists of the
following three steps: the reference anchors determined, the reference interval
computed, and the SPRT operation performed.

Determine the Reference Anchor Nodes and the Initial Location Esti-
mate. Firstly, the BEFGS which is one of quasi-Newton methods is used to obtain
the LS solution when all anchor nodes participate in the localization of the tar-
get nodes. The BFGS algorithm has a superlinear convergence speed, which can
converge to the LS solution faster than the gradient descent (GD) algorithm.
Assuming there is no malicious anchor node, the BFGS algorithm is then used
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to iteratively search the LS solutions. The residual sum of all anchor nodes is

Y. Liu et al.

The target node sends a localization request, The
anchor node sends P times packets to the target
node at regular intervals

A4

Enough packets are
collected?

Y

v

The target node collects the packets
{Aj, [Ph P D)}, i=1,2,...,N, and the
corresponding distance measurements [ed;, edp, ...,
ed;p] can be calculated

!

Randomly initialize location estimate T ,
and initialize B=L, k=0

!

Calculate the gradient corresponding to each
anchor node V/i(T}) and the total gradient
Vf(Ty), update s;, z, By

update the location
estimate Ty

k=maxiter or
V)<

v
Determine the r anchor nodes with the
minimum gradients as the reference anchor
nodes, and the initial location estimate T,=Tj

!

¥

Calculate the reference error interval [ A pi, A pias]
using the power difference information of reference
anchor nodes

h=0,c=0

The sequential probability ratio test is
carried out for the c-th remaining anchor
node

the anchor node is &
malicious?

<

N

J

Obtain N-/ malicious anchor nodes. Calculate
corresponding weights of h benign anchor nodes are
calculated, and the weight matrix W=diag{w,, wy, ... ,wu}

Calculate P approximate power difference values
corresponding to each anchor node [Dy,Dp, ..., Dip)

!

Locate the anchor nodes by weighted least
squares method using the / benign anchor
nodes

end

Fig. 3. Flowchart of ARWLS algorithm

taken as the objective function, as shown in Eq. 5:

where k denotes the number of iterations, By, is approximately positive definite
matrix of the inverse of the Hessian matrix H, ', Vf(T}) represents the total

N
5 . o _oaN2 .
T = arg min Z(”Al T| — ed;) arg min f(T).

=1

According to the BFGS algorithm, we have,

Bit1 [Vf(Try1) — VF(Tk)] = Tyy1 — Ty,

gradient corresponding to the location of k-th iteration.
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According to the relevant properties of the BFGS algorithm, the update
formula of the location estimate T is shown in Eq. (7)

Ty =Tr = AVf(Try1), (7)

where A denotes the step size for searching.

Calculate the Power Difference Reference Interval. Since the initial loca-
tion estimate T is close to the real position of the target node, it can be used to
approximate the real location of the target node T. Given the received power pj;
and the approximate location of the target node T'¢, the j-th transmitting power
of the i-th anchor can be approximately inferred with Eq. (8) if the measurement
noise is ignored,

pl; ~ 10alog,q (| A — Ty ) + - (8)

All anchor nodes send P packets at regular intervals. Then, each anchor node gets
the corresponding P distance measurements. Given the distance measurements
ed;; and the predefined transmitting power pg, the j-th transmitting power of
the 4-th anchor can be approximately inferred with Eq. (9) if the measurement
noise is ignored,

pij ~ 10alogo(edi;) + pij- (9)

Therefore, the power difference value can be calculated as Eq. (13):

Dij = pij — py;
ed;; (10)

= 10a loglo(m).
2

For benign anchor nodes, the difference is only affected by the error of the LS
solution and measurement noise in the first stage. Compared with the error
introduced by the malicious anchor nodes, this difference is very small. The set
of reference anchor nodes is a subset of all anchor nodes. Based on the premise
that the reference anchor nodes are benign, the difference information of the
reference anchor node is taken as the basis for establishing the detection model.
The power difference values are taken as the samples. Suppose a reference anchor
node is an individual, then for the s-th individual, the mean value D, and the
variance s? of the individual can be calculated as follows:

XDy
D, ===~ 11
. (1)
57 = Zf:l(Dij = DJ* (12)
v P—1 '

Averaging the mean values of the different individuals, the mean value of total
samples can be calculated as Eq. (16):

D=Y DT (13)
1=1
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Next, the differences between individuals of each reference anchor node are ana-
lyzed, and the variation s? of the mean value D; between individuals can be
expressed as Eq. (14):
" (D, - D)?
s2 = Z g (14)

- r—1
1=1

The variance between individuals s2 is given in Eq. (15):

T

P-1
sizZN_ 52, (15)

£ T
=1

where N = P - r is the total number of samples. Based on the analysis of the
822 and s2, the population distribution of the sample can be described, and the
population variance of the sample can be expressed as Eq. (16):

1
s;=si+ (1 m*)sia (16)
h

where my, is the harmonized mean of the numer of the measured times. Since

each anchor node sends P packets at regular intervals, mj, = +— = P. Based on
P

the above analysis, the reference error interval of the power difference between

reference anchor nodes can be calculated as Eq. (17) and Eq. (18) when the

significance level is e:

Dmin - E - (2’1,%) X \/ S%v (17)
Dmam - §+ (Zl—g) X \/ 3%7 (18)

€

where z1_¢ is the upper quartile of 1 — § of the standard normal distribution.

Sequential Probability Ratio Test (SPRT). According to the reference
difference interval obtained in the previous step, a Bernoulli random variable
Z;; can be established for the difference information D;; of the remaining anchor
nodes, which is given in Eq. (19),

Zz" _ {07 szn < DZ] < Dma:c )

1, others (19)

Define the probability of D;; exceeding the reference difference interval as p, i.e.
P(Z;j =1) = p. So the probability that D;j is within the reference difference
interval is 1 — p, i.e. P(Z;; =0) = 1 — p. Two hypotheses Hy and H; can be
established:

e Hj: the detected anchor node is benign, p < py,
e Hy: the detected anchor node is malicious, p > p1,

where pg and p; are preset thresholds.

Through the above test, the malicious anchor nodes can be screened out, and
the information provided by them will be eliminated, which is helpful to improve
the localization accuracy.
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3.2 Location Calculation Stage

For benign anchor nodes, there exists a nonlinear relationship between the
received power and the distance measurements. For the anchor node which is
far from the target node, the noise of the same size will cause more fluctuation
in distance measurements. Therefore, it can be concluded that the anchor nodes
close to the target node are more robust to noise [19]. For the malicious nodes,
its transmitting power is affected by the extra attack item, so its fluctuation
range of the distance measurements is larger.

Firstly, the selected benign anchor nodes are relabeled as 1,2, --- | h, and the
corresponding coordinates are denoted as (x;,y;),7 = 1,--- , h. We use the vari-
ance of the squares of distance measurements ed? = [ed?,ed%, ... ed?p)T i =
1,2,..., N as the standard to measure the reliability of anchor nodes. The vari-
ance Var(ed;;)? can be calculated as Eq. (20):

P 2 _ 232\
Var(ed?, o) = 2=t — edi)”

2 edy) = S (20)

Each anchor node can be weighted by the variance of the square of the distance
measurements Var(ed;;)?, where the weight of the i-th anchor node can be

calculated as Eq. (21)
1

- Var(ed? Qf)

177

(21)

Wi

The weight matrix can be defined as W = diag[w, wa, ..., wy]. We can use a
modified version of the least squares (LS) which is called weighted least squares
(WLS) to make the final calculation. The final estimate of the location of the
target node can be calculated by WAt = b, where the matrixes (vectors) are
given in Eq. (22)

21y —2y; 1 edy — xF — 7
72%2 72y2 1 ag — 132 — y2

A=| 2P b 2 (22)
—2xp —2yn 1 edy — 3, — yj,

4 Performance Evaluation

The proposed algorithm is experimently compared with two existing secure local-
ization methods, namely, the Gradient Descent (GD) [15] and the Weighted Least
Squares (WLS) [19] in this paper. The GD algorithm includes fix-step Gradient
Descent (GDy) algorithm and variable-step Gradient Descent (GD,,) algorithm,
both of which have similar performance in localization accuracy. Here, we only
show the performance of GD algorithm in this section. In WLS scheme, the prior
information of the standard deviation of noise o is required. In this section, the
complexity of the algorithm is also discussed.
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4.1 Experimental Platform and Parameters Setting

In this paper, all of the simulation experiments were performed on Mathworks
MATLAB 2016a. The simulation environment is as follows: Intel Core I17-8700
CPU @3.20GHZ and 16GB RAM running with Windows 10 64-bit operating
system. The parameters setting in the experiment is shown in Table 1 [19], except
stated otherwise.

Table 1. Parameters setting

Symbols | Meanings Values
N Number of anchor nodes 30

M Number of malicious anchor nodes 9

r Number of reference anchor nodes 3

b Predifined transmitting power —10dBm
o Std deviation of measurement noise 2dBm
Oatt Std deviation of attack 8dBm
dq Distance between the malicious shift location and the | 12m

target node

a Path loss exponent 4

n Gradient threshold 1.8m
A Step size 0.5
P Number of packages 20
Po Null hypothesis threshold 0.1
p1 Alternative hypothesis threshold 0.9
«@ False positive rate 0.01
Jé] False negative rate 0.01

4.2 Simulation Results

The localization performance of the schemes under noncoordinated and coordi-
nated attacks is demonstrated in this part.

Noncoordinated Attacks. The localization error of different algorithms vary-
ing with the std deviation of attack o,:; under different levels of noise o is shown
in Fig.4. This figure shows the localization performance at ¢ = 2dBm and
o = 6dBm in Figs.4(a) and 4(b), respectively. As is shown in the figure, the
performance of the proposed ARWLS algorithm in positioning error is more sta-
ble than any other algorithms. Even if 0,4 increases, the proposed algorithm can
still ensure relatively high localization accuracy. This is because the proposed
ARWLS algorithm eliminates the malicious anchor nodes in the screening stage
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and improves the robustness in the location calculation stage. When the attack
strength (o44;) increases, the proposed scheme will introduce large errors to the
localization results once a malicious anchor node participates in the location
calculation stage. At the same time, it is more likely that the power differ-
ence samples of the malicious anchor node exceed the reference error interval.
Therefore, the probability of the malicious anchor nodes being eliminated also
increases. Accordingly, the fluctuation range of the localization error becomes
relatively small.

In contrast, the information provided by anchor nodes is taken into account
for the WLS algorithm. The participation of malicious anchor nodes in localiza-
tion will inevitably affect the performance of the localization mechanism. For the
GD algorithm, it directly eliminates 50% of anchor nodes, leading to a part of
benign anchor nodes unable to participate in the final localization. As is shown
in Fig.4(b), when o > 044, the localization error of the proposed algorithm is
slightly larger than the error of the WLS algorithm. However, when o, contin-
ues increasing, the localization error of the proposed algorithm keeps lower than
2m till 0,4+ = 20dBm, while the error for other three algorithms grows much
faster.

In the above experiments, the location of the target node is deployed ran-
domly each time. For the fixed location of the target node, Fig.5 shows the
localization performance of the algorithms. Figure 5(a) shows the performance
of the localization error of the algorithms with the standard deviation of the
attack o, when the target node is fixed at the center of the deployment area,
(50, 50) and the anchor nodes are randomly distributed, while Fig.5(b) shows
that when the target node is fixed at the edge of the area, (10, 90). Compared
with the curves in Fig.5, the localization error of the proposed ARWLS algo-
rithm is always kept below others, specifically, below 0.5m and 1m when the
location of the target node is fixed at the center or near the boundary of the
deployment area, respectively. Further, compared with other three algorithms,
the ARWLS algorithm is less affected as the attack strength increases, demon-
strating a strong robustness.

Coordinated Attacks. The case of coordinated attacks is rather complicated.
To explain the influence of coordinated attacks, we provide experiments to
explain. In our experiments, the percentage of the malicious anchor nodes is 30%.
Figure 6 compares the localization performance of the algorithms with a varying
distance between the real location of the target node T and the shifted location,
T,,aq1, tampered by the attacker under coordinated attacks. It is observed that
the performance of the WLS is similar to that of the LS. Such a result means
that the WLS does not greatly improve the security of the network under coordi-
nated attacks. When d, < 20m, the localization error of the proposed algorithm
is slightly higher than the GD algorithm. This is because the accuracy of anchor
node screening stage of the proposed algorithm is relatively low when the value of
dg is small. However, when d, continues increasing, the proposed algorithm out-
performs others, which shows the excellence of the proposed ARWLS algorithm
most of the time.



An Attack-Resistant WLS Localization Algorithm Based on RSSI

491

3.5 T T T T T T T T T
=k— ARWLS(proposed)
=&~ GD
3l —O— WLS 8
LS
25 b
B
E/ >
2 2
58]
=}
2
Rist
I
133
Q
—
1 -
N
0.5
b b b e . - .
H 7o o) o) ® /) L} o) o)
0 1 1 1 1 1 1 1 1 1
0 2 4 6 8 10 12 14 16 18 20

o (dBm)

(a) Localization error with the target node fixed at (50, 50), the center of the deployment

area

EN W [=)}

Localization Error(m)
w

T T T
—=k— ARWLS(proposed)
—A—GD

[—6—WLS
LS

§ 10 12 14 16 18 20
o (dBm)

att

(b) Localization error with the target node fixed at (10, 90), the edge of the area

Fig. 5. Localization error with varied std deviation of attacks, g4+, under noncoordi-
nated attacks.
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Fig. 6. Localization error with the distance between the real location of the target
node and the shifted location d, under coordinated attacks.

5 Conclusion

Malicious anchor nodes may tamper transmitting power and launch non-
coordinated or coordinated attack to the network, which badly affects the esti-
mate accuracy in the RSSI-based localization mechanism. In order to solve the
problem of node localization in such a malicious environment, a localization algo-
rithm named ARWLS is proposed in this paper. The algorithm can be imple-
mented without requiring prior information or additional hardware support. The
proposed ARWLS algorithm is performed in two stages: the anchor nodes screen-
ing stage and the location calculation stage. In the algorithm, the quasi-Newton
method is used to determine the reference anchor nodes and the initial location
estimate. The approximately calculated power difference is obtained and used as
the sample of the SPRT for further screening. Finally, the weighted least squares
method is used to improve the robustness of location calculation. The proposed
algorithm is compared with the existing algorithms in the performance of local-
ization accuracy. The simulation results show that the proposed algorithm is
superior to others, especially in the case of the non-coordinated attacks.
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