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Abstract. Traditional cryptographic block cipher algorithms are often unsuitable
for low-resource profiled IoT (Internet of Things) devices. A lightweight crypto-
graphic algorithm is thus mandated. The S boxes are often called the heart of a
cryptographic protocol, as a considerable amount of resource and time complexi-
ties are associated with the design of an S box. A lightweight S box will consume
less memory, less power and less time, ensuring a high-level Shanon’s property
of confusion. This paper proposes a lightweight S box design to meet all the
requirements of lightweight cryptographic ciphers. The proposed method applies
a couple of transformations- the multiplicative inverse in the Galois field (2*) and
affine transformations on selected irreducible polynomials to create 4 x 4 S-boxes.
Several cryptanalyses such as balance test, bijection property, difference distribu-
tion table test, and Boomerang Connectivity were performed to demonstrate the
robust characteristics of the proposed method.

Keywords: Block cipher - Cryptanalysis - Internet of Things (IoT) - Irreducible
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1 Introduction

Block cipher is one of the most popular symmetric algorithms use to encrypt the plain-
text to ensure secure data transfer by providing confusion and diffusion properties. The
substitution box (S-box) provide Shanon’s confusion property to hide the relationship
between plaintext, ciphertext and key [1]. Henceforth, designing a robust S-box is essen-
tial for a reliable and robust cipher [2]. However, for example, the Advanced Encryption
System (AES) S-box consume more time and memory. Subsequently, an S-box needs
to design for low resource IoT devices.

An S-box can be split into two categories such as dynamic and static. In the case
of dynamic, the S-box changes regularly in each session, making the cipher harder
to break. However, the same S-box uses in every session in the static state, which is
less secure but require less memory and computational power [3]. Latin Square S-box
method [4] provide the increased level of security of the block cipher and requires more
memory which IoT devices cannot effort. On the contrary, it is easy to identify the
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relationship between plaintext, key, and ciphertext from a static S-box cipher; thus, data
communication is less secure.

Therefore, it is challenging to trade-off between security and memory consumption
of S-box to secure communication between the resource-constrained IoT devices. This
paper considers constructing an S-box using the algebraic method according to specific
techniques, likewise Boolean functions, affine transformations, and nonlinear equations.
This method involves an S-box generation is based on the selected irreducible polyno-
mial. In this technique, S-box production includes a 4-bit multiplicative inverse from a
four-degree irreducible polynomial followed by 4 x 4 binary affine transformations.

Several approaches have been initiated to generate an S-box such as Algebraic tech-
niques [5], Analytical approach [6], Chaos-based [7], Cellular Automata [8], Dynamic
key-dependent [9], the Heuristic method [10], Neural networks [11] Pomaranch [12], and
Zhongtang system [13]. Atani et al. [14] describe the Cellular automata-based S-boxes.,
In [15], the Hyperchaotic system describes generating the S-box. Chaotic maps and
cuckoo search algorithm based S-box propose by Wang et al. [16]. However, most meth-
ods are energy-consuming and may not be appropriate for low resourced IoT devices.
This paper demonstrates the S-boxes generation applying an algebraic method that uses
nonlinear irreducible polynomials mi(x) = 1 + x + X ma(x) = 1+ x% +x* and
m3(x) = 1 +x+x%+ x>+ x* Based on these polynomials, multiplicative inverse tables
are created. Nonlinear based block cipher algorithms secure the round transformation
[17]. An affine transformation is applied to each component in the multiplicative inverse
table to produce a robust S-box. This method introduces a compact S-box derived from
the algebraic design and shows strong defiance against linear and dynamic analysis.

Sahoo et al. [19] use the affine matrix and reduce the time complexity of AES.
Likewise, Affine matrix transformation decreases the time complexity of the S-box
of AES cipher [3]. AES hardware requirement is significantly high, which resource-
constrained devices may not effort, implemented in an 8-bit S-box as a 6*16 table.
Unfortunately, an 8-bit S-box necessitates a relatively larger hardware area and memory
than 4-bit S-box. Therefore 8-bit S-box is impractical for the lightweight block cipher
[18]. The 4-bit S-box has typically used a much more cost-effective hardware area than
an 8-bit S-box. Consequently, most lightweight block ciphers use a 4-bit substitution
box such as RECTANGLE, PRESENT, LED, and GiFT [19].

In this paper, we design an S-box which will be suitable for resource-constrained
devices. We suggested an S-box creation process based on 4 x 4 bits to fit the best
in a lightweight cipher. We use the irreducible polynomial equation and affine matrix
in this construction method. Three steps are involved in this process. Firstly, find out
the irreducible polynomial equation from the four-degree polynomial and create S-
box from them. Secondly, take the best affine matrix. Finally, crate the S-boxes with
the combination of multiplicative inverse and affine matrix. Empirical results show the
suggested S-box offers robust defiance to statical and differential cryptanalysis.
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Rest of the paper is arranged as follows: Sect. 2 explains the proposed method with
detailed descriptions and the steps of the design process. In Sect. 3, we discuss the
efficiency of the proposed S-box design with balanced, bijection, difference distribution
tables and boomerang connectivity table. Finally, the conclusion is illustrated in Sect. 4.

2 The Proposed S-box

This section demonstrates the proposed technique to create a cryptographically strong
S-box with nominated irreducible polynomials. The three steps involved in the method:

1. Create a multiplicative inverse table from a hexadecimal table.
2. Generate S-box by transforming the affine matrix.
3. Select irreducible polynomial equation and generate the hexadecimal table.

2.1 Select Irreducible Polynomial Equation and Generate the Hexadecimal Table

Figure 1 indicates the selection technique of the irreducible polynomials. The irreducible
polynomial has a diffusion property and makes a nonlinear premutation function. This
system allocates input bits to output bits in a nonlinear way.

Start

U

List the polynomials for GF (2¢) in table 1

U

Select irreducible polynomials equation from table 1

!

Create multipliable inverse tables from the irreducible polynomials

Fig. 1. Flowchart to create a multiplicative inverse table

We found three irreducible polynomials from GF (24) such as m(x) = x* +
1,my(x) =x* +x° + 1, and m3(x) = x* + x> + x> + x + 1. Galois field GF (2*), also
noted as Fé‘ contains 2* = 16 elements. F; is the quotient ring F>[X]/(x* = x + 1) of
the polynomial ring generated by (x* = x + 1) in the field of order 2*. GF (24) elements
list can be produced on the polynomial with the defining primitive polynomial.

aza’ + apa? + aja + ag, where a; € fori = 0, 1,2, 3 and « is the primitive root of
this field.
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Table 1. The elements for x* + x + 1 irreducible polynomial of Galois field GF 2%

GF (24) elements for x* + x + 1

o ta+1=0 at=a+1

o =ata 015:(01—{—1)(1 O =a?+a

oW =ada 0L6=((x2+0¢)0¢ ol =a3 + a2

o = ol T=@+0?). o =a*+d3 o =P +a+
a 1

o8 =ala 0L8:(a3+a+ B=ct+d?+aldd=a+1+ |a8=02+1
1).a o2 +a

o =ada a9=(a2+1).a o =03 +a

al0 =9« ocloz(a3+oc). al0 = o# + o2 a10=(u+1) al0=o2 +a+1
a + a2

all = o104 =@ +a |d'=@+a+ a'l=od+a?
+1.a 1). A +a

a2 =gl o 2=+ |a2=ct 13+ a2=a+1+ a2=a®+a?+
+ o). o o? o3 +a? a+1

ald =ql2 o a13=(oc3+(x2 aB=ot+ad3+ [aB=a+14 [aB¥ = +a2+
+a+1).a o2 +a B +a?+a 1

0L14=0L13.0L 0L14=(0(3+0(2 0(14:0L4+0(3+ 0(14:0(_{_1_’_ 0(14:0L3+1
+1).a o o +a

ald =al4 o a15=(0c3+l). ab =0t +a aS=a+1+4+ ald=1
a o

GF (2%) is a field; therefore, every component has a unique multiplicative inverse,
except the zero. Based on these chosen irreducible polynomials, their elements, binary
representation, and multiplicative inverse tables are created and are given in Tables 1, 2,
and 3.

The non-zero elements of the field are typically denoted by adding a star sign on the
upper right F. ;‘4 = F,4 — {0} form a multiplicative cycle group. F/ ;4 can be generated by

xie. F;‘4 = (x).

2.2 Generating the Multiplicative Inverse Table

The S-Box is considered with the multiplicative inverse over the Galois Field GF (24)
using an irreducible polynomial. The multiplicative inverses mp, my and mj3 are created
from irreducible polynomials m (x), m3(x), and m3(x). Three S-boxes have been pro-
duced from the multiplicative inverse of four-degree irreducible polynomials presented
in Tables 4, 5 and 6.() 10, 11 and 12.
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Table 2. Binary and hexadecimal representation of mj (x) = x* 4+ x + 1 irreducible polynomial

Power representation | Polynomial 4-Tuple representation Hexadecimal

representation

ol a2 a 1 o? o2 a 1
0 0 0 0 0 0

1 0 0 0 1 1

a o 0 0 1 0 2
o2 o? o 1 0 |0 |4
ol ol 1 0o o 0 |8
at a |10 [0 |1 1|3
o’ o? 0 |1 1 |0 |6
ab o3 o2 1 1 0o 0o |C
o’ ol a |1 1o 1 1 |B
ad o? 1 0o 1 0 |1 |5
o o’ o 1 0 1 0 A
al? @ o |10 1 1 17
all ol a2 o 1 1 1 0 E
al? 3 a2 a1 1 1 1 1 |F
al3 o |a? 1 1 1 0 1 D
al o’ 1 1 0o 0o 1 |9

2.3 Affine Transformation and S-box Creation

An affine transformation is used to obtain a robust S-box. This transformation relocates
the elements of the S-box. However, the resultant S-box properties remain unchanged.
This technique improves the complexity of the algebraic expression of an S-box,
which transform the S-box stronger against interpolation attacks and foundation for
the protection against differential attacks [20].

Affine mapping is defined in GF (2*) as g; = o B; 4 v 1, where, y 1 is the addition of
a 4-bit vector constant, a is an invertible 4 x 4 (nxn) matrix [21]. Here(ﬂé,ﬁé, ..... s ,B(/))
are the multiplicative inverse of the byte at the input of the S-box and (83, B2, ...... , Bo)
are the byte at the output of the S-box. In a matrix, an affine matrix is formulated in
Eq. 1.

Bo 01117 [8 1
B 1011 | | B 1

= 1
B> 1101 | |8 o M
B3 1110] g} 1

The following three affine transformations to assemble in GF (24) [22].
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Table 3. The power generator and proposed multiplicative inverse for m(x) = ¥ rx+1
irreducible polynomial

I P(x) € GF (24) P(x) € GF <24> bin | Multiplicative | Multiplicative | Hexadecimal
Inverse Inv. bin
o |1 0001 1 0001 1
al o 0010 o 41 1001 9
o o2 0100 P +a241 |1101 D
o ol 1000 B +a?+a 1111 F
+1
o a1 0011 o +a®+a 1110 E
od 0L2+0L 0110 OL2+0L-|-] 0111 7
a® 42 1100 o +a 1010 A
o B 4a+1 1011 o2 +1 0101 5
o a2 41 0101 o +a+1  [1011 B
o o +a 1010 o3 +a? 1100 C
al® o +a+1 0111 o +a 0110 6
all 13 + 0?40 1110 a+1 0011 3
203 o +a41 1111 o3 1000 8
Blod+a?+1 1101 o? 0100 4
14763 41 1001 a 0010 2
Affine matrix 1 Affine matrix 2
Bo 0111 B 1 Bo 1011 s 1
Bi|_|1011 B N 1 Bi|_|1101 B N 0
B> 1101 B, 0 B> 1110 | B 0
B3 1110] LB 0 B3 0111 B 1
Affine matrix 3
Bo 1101 B, 0
Bi| _| 1110 |8 N 0
B> 0111 B, 1
B3 1011 B 1

We are transforming irreducible polynomial x* + x + 1 using affine matrix 1,
irreducible polynomial x* + x3 + 1 using affine matrix 2 and irreducible polynomial
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Table 4. S-Box created from x* + x + 1 multiplicative inverse at GF' (24)

4-bit value at Multiplicative X mq (x)
GF (24) inverse

0000 0000 0 0
0001 0001 1 1
0010 1001 2 9
0011 1110 3 E
0100 1101 4 D
0101 1011 5 B
0110 0111 6 7
0111 0110 7 6
1000 1111 8 F
1001 0010 9 2
1010 1100 A C
1011 0101 B 5
1100 1010 C A
1101 0100 D 4
1110 0011 E 3
1111 1000 F 8

x* + x3 4+ x% + x + 1 using affine matrix 3. Table 7 shows the three new S-boxes using
three affine matrixes by three irreducible polynomials.

3 Performance Analysis of Proposed S-box

The nonlinear transformation is an essential criterion in modern cipher. It should provide
a robust cryptographic character against different cryptanalyses such as Balance, Bijec-
tion, Difference Distribution Table (DDT), and Boomerang Connectivity Table (BCT),
which will be discussed in this chapter.

3.1 Balance and Bijective

A Boolean function S : GF (2") — GF (2) is called balanced when the number of ones
and zeros are equal in the output set in the corresponding truth table. Two Boolean
functions XOR and AND defined as follows:

S =®: GF(22> — GF(2)

Sh=.: GF(22> — GF(2)
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Table 5. S-box created from x* 4+ x3 + 1 multiplicative inverse at GF (24)

4-bit value at Multiplicative X mo(x)
GF (24) inverse

0000 0000 0 0
0001 0001 1 1
0010 1100 2 C
0011 1000 3 8
0100 0110 4 6
0101 1111 5 F
0110 0100 6 4
0111 1110 7 E
1000 0011 8 3
1001 1101 9 D
1010 1011 A B
1011 1010 B A
1100 0010 C 2
1101 1001 D 9
1110 0111 E 7
1111 0101 F 5

The following truth table with two variables x| and x, can define this (Table 8)

The XOR function has an equal number of zeros and ones; thus, this is balanced. On
the other hand, the fourth column denotes AND function, which is not balanced.

If all linear combinations of columns are balanced, then a Boolean function S :
GF (22) — GF(2)is called bijective. According to Tang et al. [23], the bijective property
is satisfied with an (nxn) S-box if the Boolean functions f;( for 1 < i < n) of S-box can
be represented, where ¢; € {0.1} for (c1, 2, ....c3) # (0,0, .....,0) and the Hamming
weight is Hwt [24]

Hwt (Z c,f,-) =21

i=1

According to the above calculation, sage math [25], a free and open-source mathemat-
ics software, can calculate the balance for different S-boxes by the following command.
The analysis shows the S-box;, S-box,, and S-box3 are balanced and bijective.
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Table 6. S-box created from x* + x3 + x% +x + 1 multiplicative inverse at GF (24>

4-bit value at Multiplicative X m3(x)
GF (24) inverse

0000 0000 0 0
0001 0001 1 1
0010 1111 2 F
0011 1010 3 A
0100 1000 4 8
0101 0110 5 6
0110 0101 6 5
0111 1001 7 9
1000 0100 8 4
1001 0111 9 7
1010 0011 A 3
1011 1110 B E
1100 1101 C D
1101 1100 D C
1110 1011 E B
1111 0010 F 2

sage: S1 = SBox(3,0xd,oxa,2,1,7,0xb,5,0xc,0xe,0xf,6,9,8,0,4)
sage: Sl.is_balanced()
True

sage: S2 = SBox(9,0xe,0xf,2,0xa,6,4,1,0,8,0xb,0xCc,7,5,0xd,3)
sage: S2.is_balanced()

True

sage: S3 = SBox(@xc,7,3,6,1,5,9,0xa,2,0xe,0,8,4,0xf,0xd,0xb)
sage: S3.is_balanced()

True

3.2 Difference Distribution Table and Boomerang Connectivity Table

Differential cryptanalysis is one of the essential cryptographical methods for evaluating
the security of block ciphers. The defiance against differential cryptanalysis is highly
reliant on the non-linearity structures of the predefined S-box.

S : {0, 1} — {0, 1}", n-bit S-box, the differential propagations of S are typically rep-
resented in the 2"x2" Difference Distribution table (DDT)z, value for any pair (Aj, Ag)
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4-bit value at | S-box| binary | S-box; hex | S-box; binary | S-boxs hex | S-boxs binary | S-box3 hex
Gr(24)
0000 0011 3 1001 9 1100 C
0001 1101 D 1110 E 0111 7
0010 1010 A 1111 F 0011 3
0011 0010 2 0010 2 0110 6
0100 0001 1 1010 A 0001 1
0101 0111 7 0110 6 0101 5
0110 1011 B 0100 4 1001 9
0111 0101 5 0001 1 1010 A
1000 1100 C 0000 0 0010 2
1001 1110 E 1000 8 1110 E
1010 1111 F 1011 B 0000 0
1011 0110 6 1100 C 1000 8
1100 1001 9 0111 7 0100 4
1101 1000 8 0101 5 1111 F
1110 0000 0 1101 D 1101 D
1111 0100 4 0011 3 1011 B
Table 8. The truth table shows XOR, AND
X1 X2 X1 Dxp X1 - X2
0 0 0 0
0 1 1 0
1 0 1 0
1 1 0 1

is stored in the corresponding entry t(A;, Ag) of DDT, which denotes the input differ-
ence A; propagates to the output difference Ag with the likelihood, the highest entry in
the table is named the differential uniformity of S [26].

#{x e {0, 1}"’S(x)S(XAi) = Ag

T(Ai, Ap)\2"

The DDT for S-box| is shown in Table 9; We can observe the differential uniformity
of the S-box is 4. The Boomerang Connectivity table may exploit the differential prop-
erties of diverse sections of the cipher. In the boomerang attack, E is the target cipher
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Table 9. Difference Distribution Table (DDT) of S-box1

Output Difference S-box

Input Difference S-box; 0

—_
(=)

IR = A R AR N A S A S
colo|o|o|o|o|oc|o|o|oc|o|o|o|o|o
ocv|olojolv|v|v|iojlclo|v | r|ov o~
vwiolv|lov v ojloclo|oclo|r|o|N|v o
olrlold Vv ov v olo|o|o|v|oc oW
clolvw v v|ojo|v|o|olr|ow|o|v o|a
wiololv | Ao |v|ov | o|vw|o|o|o o n
clololv|olv|ololr v NN |ojo|v ol
AV oo v|oc|ojold|jold|v|v|ojoc ol
viololololojlolv v Alo|on|N|N o|®
WN ol olov|oclo|olv|olo|r|v o]|e
olNv v r|lolojojoclov|io|vw|p|(v| o ok
WA locjlolv|jov|o|v v|o|o|o|oc o|w
cloloclov|rv|joclolvw iv|jov|v|oco|lA
vwiolvvolv|rlolv|oclo|ov|oloo|lT
oclv|v|lolv|lojv|jolv v o|o|o|o|s~ olm
clolv|lololo|v|rlNv|jold|v oo o

compare to two sub-ciphers Eg and E1. So, E = EjoE). If the input difference « is prop-
agated to the difference B by E( with the probability p. Then, with the probability p, the
difference y is propagated to § by Ej. The boomerang attack can exploit the following
difference with expected probability [27],

PETNE® ) @ E EC o @) @) = o] = 77

E can be distinguished from a model cipher, on making around (gp) 2 adaptive
selected cipher/plain text requests.

The boomerang connectivity tale (BCT) is two-dimensional denoted by S can be
represented by

BCT(a, B) =#{x e Fi: ST/ S @B ®S ' (S(x®a) @ B) = )

Where o, 8 € ). The S, the boomerang uniformity, is the highest value in the BCT
except for the first row and the first column.

S-box; DDT and BCT are provided in Tables 9 and 10, respectively. The differential
uniformity is 4, and boomerang uniformity is 16.

Table 10 shows the difference distribution table of our proposed S-box;. The DDT
has 16 rows, 16 columns, and 265 cells. The row and column represent the output
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Table 10. Boomerang Connectivity Table (BCT) of S-box

Vo S-box

A; S-boxq 0o 1 |2 |3 4 |5 6 7 8 9 A B C |D |E F
0 |16 |16 |16 |16 |16 |16 |16 |16 |16 |16 |16 |16 |16 |16 16 |16
1/16 0/ 6,/ 0, 0/ 6|04/ 2]0]0/0|2]22]0
2 16 0/0]0|2/0|4]2]0]0/6|2]6,0|2|0
3 16/ 2/2/6/2/0/0/]0]/6]0/0][4]2, 0[0]0
4 16 0/ 0/ 4]0/0|2]2]6]0/0]6]0 2|02
516 6/ 0/0|2|2|2]0|2]0/0|]0]0 0|6]4
6 16 0, 0 0|62 0/0/0/6|]0|2|2|4]0 2
7 16,00/ 6]0/2]0]0|4]2|2]6]0, 0|2]0
8§16/ 0,2/ 2/6/0]/2/0/0/4]0][]0/0|]6|]20
9 16 4, 0/ 2/0/0/0|2]0/2]0]0|2|0]6|6
Al6 0|4/ 2|2/6|/0]6]0]0| 2|00, 0|O0]2
B 16 2,600/ 4/2]6]0]2/0|2]0,0[0/]0
cji6/ 6 2,0/0/0/0/0]0/0]2]2|0|2|4 6
D16/ 0200/ 0]6]0]2]2|6|]0|4 0|O0]2
E 16 2/0/0|4/0/0|2|2]6|2|]0]0,6|0/]0
F 16 2/0/2]0|/2|6]0/0]/0|4]0]6,2|0/]0

difference from O to F for each input difference. Zero represents the absence of that
output difference for the following input difference. Too high or too low zero discloses
more information concerning output difference [28]. S-box; difference distribution table
indicates that it has three values 0, 2, and 4. Only one 4 find in each row and column.
Consequently, S-box; can offer robust defiance alongside differential cryptoanalysis.

4 Conclusion

In this paper, we proposed a lightweight S-box design that uses algebraic methods to
fulfil all of the requirements of lightweight cryptographic ciphers. This algebraic tech-
nique employs three irreducible polynomials from the Galois field GF (24). Three mul-
tiplicative matrices, mj (x), my(x), and m3(x) give rise to three multiplicative inverses,
my, mp, and m3. Then, using affine transformations, three S-boxes, S-boxel, S-box2,
and S-box3, are constructed. The cryptographic analysis demonstrates strong resistance
to differential and boomerang cryptanalysis. In the future, produced S-boxes should be
subjected to further testing and utilized for lightweight block ciphers to protect net-
work interactions between [oT resource-constrained devices. This approach creates S-
boxes that are suitable for resource end devices. S-boxes can also be used to provide a
lightweight block cipher for IoT network communications.
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