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Abstract. With the proliferation of smart devices in personal and home
environments, there is a growing need for cross-device interaction. How-
ever, distributed scenarios that cross device boundaries pose unique secu-
rity and privacy challenges. While existing cross-device security mecha-
nisms focus primarily on authentication, there is little research on fine-
grained permission control. Permission models, which are critical secu-
rity mechanisms for single devices, do not adequately support cross-
device access control. To address this gap, we proposed and implemented
a distributed role and attribute hybrid-based access control (DHBAC)
model to enhance the security of cross-device access. DHBAC extends
the single-device permission system to cross-device access control, pro-
viding fine-grained control based on users, devices, and applications. This
approach effectively eliminates the over-authorization problem and sup-
ports the principle of least privilege. In addition, DHBAC can dynami-
cally adjust and assign permissions based on specific scenarios and user
requirements, improving the flexibility and adaptability of the system.
To evaluate DHBAC, we deployed it on Harmony Operating System
and tested it in several real-world, cross-device scenarios. Our evaluation
shows that DHBAC effectively blocked malicious cross-device access and
mitigated the associated security risks with acceptable system overhead.

Keywords: Mobile device - Access control + Permission * Cross
device + Operating system

1 Introduction

In recent years, there has been a significant increase in the number of smart
devices owned by individuals and households worldwide. According to Ipsos [1],
the average number of smart devices per household worldwide will be around 9
in 2021 and is expected to reach 14 by 2025. An ecosystem of multiple devices
adds value to each other. For example, viewers can rent a movie on TV by using
their phone to enter payment information; cyclists can share their bike route
with others they are riding with. The popularity of cross-device access has pro-
vided greater convenience for users [18], but it has also posed unique security

© ICST Institute for Computer Sciences, Social Informatics and Telecommunications Engineering 2025
Published by Springer Nature Switzerland AG 2025. All Rights Reserved

H. Duan et al. (Eds.): SecureComm 2023, LNICST 568, pp. 101-121, 2025.
https://doi.org/10.1007/978-3-031-64954-7_6


http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-031-64954-7_6&domain=pdf
https://doi.org/10.1007/978-3-031-64954-7_6

102 H. Hu et al.

challenges [7,32]. One of the most common and vulnerable cross-device secu-
rity issues is unauthorized resource access. Unauthorized request across devices
without proper permissions can raise privacy concerns for users. In addition,
malware-infected devices can perform unauthorized operations and extract sen-
sitive personal information across devices, creating even greater security and
privacy risks.

Despite the security risks, existing cross-device access control solutions are
far less comprehensive than single-device solutions. Permission model', which are
critical security mechanisms for single devices, do not adequately support cross-
device access control. Google provides coarse-grained and inflexible cross-device
permission control. The Nearby? cross-device communication API developed by
Google presents a pop-up window requesting location, microphone, WiFi, and
Bluetooth permissions from the object device all at once, as shown in Fig. 1(a).
Apple Handoff?, which enables cross-device access between Apple devices, pro-
vides cross-device control limited to data, not actions. As shown in Fig.1 (b),
Handoff ensures data sharing security by requiring a verification code when
transferring data from a personal device to a shared device.

Allow Pocket Cast to use Nearby? AirPlay Code
Nearby will turn on and use Enter the on-screen code for "Living
location,microphone,WiFi,and Bluetooth. Room"
You can change this later from Google ( )
[Settings] > Nearby apps.

DENY ALLOW DENY ALLOW

(a) Google Nearby cross-device permis- (b) Apple Handoff cross-device privacy
sion control

Fig. 1. Existing cross-device access control solutions.

In addition, existing cross-device research primarily focuses on cross-device
functional interaction [4,19], with relatively less emphasis on cross-device secu-
rity. Among the existing cross-device security studies, researchers have focused
on multi-user conflict issues in smart homes [3,24,25,29], cross-device authen-
tication [10,27], and cross-device privacy design [30]. However, these solutions

! Permission is a security feature that an app must request from the user in order
to access sensitive resources or data on the device. https://developer.android.com/
guide/topics/permissions/overview.

2 Nearby is a proximity-based communication technology that enables devices to dis-
cover and interact with nearby devices and services. https://developers.google.com/
nearby.

3 Handoff is a feature that enables seamless transfer of tasks and data between Apple
devices, allowing users to continue their work uninterrupted across different plat-
forms. https://support.apple.com/en-us/HT209455.
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provide only coarse-grained control based solely on the device or user, and they
have yet to address cross-device permission control.

In this paper, we propose and implement a distributed role and attribute
hybrid-based access control (DHBAC) model to prevent unauthorized cross-
device access. DHBAC supports flexible policy configuration to meet user access
control needs. For example, children are not allowed to use payment apps on their
parents’ phones with their own phones across devices. DHBAC is the first cross-
device access control model that provides permission-level control based on the
genuine needs of users. We conducted a user study to gain insight into users’ prac-
tical requirements for access control when initiating cross-device access. Based
on the study, we designed the DHBAC model to provide permission granular-
ity control. DHBAC extends the single-device permission system to cross-device
access control, providing granular control based on users, devices, and applica-
tions.

Contributions. Our contributions can be summarized as follows:

— We conducted a user study to investigate security issues related to cross-
device access and to gain insight into user expectations for cross-device access
control models. Based on the research findings, we provided design principles
for effective cross-device access control solutions.

— We extended the single-device permission model and proposed a novel cross-
device access control model called DHBAC. DHBAC is based on multiple
dimensions, including users, applications, devices, and contexts, which allows
for fine-grained control of permissions.

— We implemented DHBAC on the Harmony Operating System (HarmonyOS)
and evaluated its effectiveness in common cross-device scenarios. The results
showed that DHBAC effectively and flexibly controls cross-device permissions
while enhancing the security of cross-device access.

2 Background and Motivation

2.1 Access Control Needs of Cross-Devices Access

Users with multiple devices require access control mechanisms that are more
flexible [31], fine-grained [23], and dynamic. The mechanism should be con-
figurable and adaptable to various user roles, device types, and contexts. For
example, access to medical devices needs to be restricted to authorized medi-
cal personnel and unauthorized activation across devices needs to be prevented.
Similarly, mobile phones are typically configured to restrict access from public
devices, which helps maintain personal privacy. In addition, corporate displays
must prohibit projection to off-site locations to maintain the confidentiality of
corporate information.

The smart home is a common scenario for cross-device access, where the hub
is granted all permissions to initiate cross-device access directly to other smart
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devices. However, many other cross-device access scenarios require permission
control, especially when the initiating device is not trusted. Our goal is to con-
trol the permissions of all connected devices without compromising cross-device
functionality. We strive to ensure the privacy and security of the called device
at all times.

2.2 User Study and Design Guidelines

We conducted a user study to understand users’ real-world access control needs
for cross-device function calls. While previous research has explored the secu-
rity and privacy preferences of smart home users [8,10,29,30], most studies have
focused on single devices [2,22] or Internet of Things (IoT) devices [15] con-
trolled by hubs. Cross-device access control presents unique security and privacy
challenges and requires special measures. Our study aimed to investigate users’
real-world access control needs for cross-device function calls. To accomplish
this, we conducted a user study. The following paragraph describes our research
process and presents our findings.

We first designed a questionnaire with simple options to understand the
number of smart devices users owned, their understanding of smart home tech-
nology, and their familiarity with cross-device function calls. Forty-two partici-
pants completed the questionnaire, and we conducted semi-structured interviews
with 15 of them, selecting people who owned at least three smart devices and
were familiar with cross-device function calls. The 15 users came from different
age groups, professional backgrounds, and education levels, and each interview
lasted approximately 40 min. During the interviews, we focused on several top-
ics, including users’ security and privacy concerns with cross-device access, the
granularity of users’ expectations for cross-device permission control [12], users’
ability to identify data at risk of leakage and users’ needs for scenario-specific
access control. We summarized and analyzed the results thematically, leading to
the following conclusions:

— Participants’ mental models of cross-device access control varied. More tech-
nically savvy participants expressed more doubts and concerns about data
security than less technically savvy participants.

— Participants wanted more granular access control mechanisms that supported
the principle of least privilege. They wanted more control over which devices
and users could access which functions and data.

— Participants believed context-based dynamic access control in cross-device
scenarios is necessary. Access control requirements vary based on the user’s
location, current time, and whether the application is foreground or back-
ground.

— Participants were uncomfortable and confused by unknown device connec-
tions. They expressed a desire for device connections and disconnections to
be identifiable and controllable.

Based on the results of the above user study and recommendations from
previous research on access control for smart homes [8,10,30], we developed
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design guidelines for DHBAC. DHBAC is designed to meet these guidelines,
which are as follows:

Transparency of source device actions. Prevent the source device from
unknowingly accessing the target device’s resources.

Minimize the privileges granted to the target device. DHBAC follows the
principle of least privilege and grants permissions only when the source device
actively requests them from the target device.

Source device authentication. DHBAC requires the target device to verify the
source device’s trustworthiness before allowing cross-device function calls.
Dynamic granting of permissions. DHBAC dynamically grants permissions
for cross-device access based on context.

Multiple access control policies. DHBAC supports customized access control
policies to meet the cross-device security needs of different users.

2.3 Terminology

We define several terms that we consistently use throughout this work.

3

Subject Device: The device that initiates the permission request.

Object Device: The device that provides the associated resources.

Role: A group of users with a defined set of permissions or capabilities.
Permissions: Application permissions that support user privacy by protect-
ing access to data and actions.

Cross-Device Access: The subject device initiates an access request to the
object device, and the object device provides the appropriate function.
Context: Contextual information during cross-device access, such as location
and time.

Cross-Device Access Control: Manage and control cross-device access
based on specified rules.

Scope and Threat Model

3.1 Scope

We focus solely on multi-device security concerns and do not investigate multi-
user conflicts in this study. Specifically, our research focuses on permission
management for cross-device function calls.

The access control model proposed in our work emphasizes the granularity
of permissions granted rather than the granularity of operations performed.
For example, allowing access to the camera is considered permission, while
activating the camera is an operation.

We do not consider remote function calls from the subject device to the object
device. In other words, we assume that both devices’ environmental context
is the same.
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3.2 Threat Model

Multi-device access control systems face threats from two primary adversaries:
legitimate device owners and external attackers. Careless legitimate users may
pose a security risk due to their mistakes or a lack of security awareness, while
external attackers may gain unauthorized access through malicious devices.
Although DHBAC can effectively protect against external attackers [12,33],
it cannot eliminate the security risks posed by careless legitimate users. The
effectiveness of DHBAC relies heavily on the security awareness of its users, as
DHBAC provides users with autonomy in access control policies. We assume that
neither the subject nor the object device will introduce malicious users and that
the user-configured access control policies will prioritize security and privacy.

4 DHBAC Model

In this section, we introduce the DHBAC model. According to the evaluation
of current IoT access control models by [5,16], the role-based access control
(RBAC) model and the attribute-based access control (ABAC) model are con-
sidered the most appropriate for multi-user and multi-device smart home envi-
ronments. While the RBAC model is easier to manage and audit, the ABAC
model is more flexible, sophisticated, and customizable. To enable fine-grained
control in the cross-device access control model and to facilitate user manage-
ment, we propose a distributed role and attribute hybrid-based access control
(DHBAC) model.

DHBAC is a cross-device access control model designed for mobile systems.
The model provides a granularity of permissions for cross-device access, consid-
ering static and dynamic attributes. With DHBAC, users can easily customize
access control policies for specific scenarios, avoiding default policies that may be
too restrictive or permissive for different users. Elements controlled by DHBAC
include subject and object users, subject and object devices, subject and object
applications, and environmental contexts. Figure 2 illustrates the essential com-
ponents of the DHBAC model and how they relate to each other.

4.1 DHBAC Controlled Elements

DHBAC is context-aware and regulates the subject and object devices in cross-
device access through dynamic [20,28] and static attributes [6,9]. As shown in
Fig. 2, the static attributes consist of user, device, and application attributes,
while the dynamic attributes, i.e., environmental contexts, consist of current
time and device location. The users predefine the static attributes, while the
sensors capture the dynamic attributes. The subject user, subject device, and
subject application determine the subject role, and the same is true for the
object. The DHBAC control strategy involves identifying roles based on static
attributes and defining policies for each role based on dynamic attributes.
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Subject Dynamic Attribute Object

Application .H .= Application

Fig. 2. The elements that DHBAC controls and the interaction between elements.

Static Attribute Static Attribute
Subject Device » Device Connection Object Device
Subject Role Permission Access Object Role

Object User
Attribute Attribute
~——— ~———

Determining Roles Through Static Attributes. Determining roles using
static attributes involves the user, device, and application attributes. First,
it is essential to clarify the classification and control methods of these three
attributes.

User. Users log into the device’s operating system using an online account. Only
one user account can be logged on to a device at a time, and one user account
can be logged on to multiple devices. Configuration of the trusted user list is
based on the user identifier (user ID). Access is restricted only to those user IDs
that are part of the trusted user list. The trusted user list plays a significant role
in determining user roles, and all authorized roles require that the user ID is in
the trusted user ID list.

Dewices. Devices fall into two distinct categories based on their level of secu-
rity: personal devices and shared devices. A single user owns and uses personal
devices, while multiple users use shared devices. Personal devices log in with the
owner’s user ID; shared devices have no associated user ID. DHBAC specifies
that permission requests cannot be initiated by shared devices, meaning that
the subject device cannot be a shared device.

Application. Ensuring the security of third-party applications can be more chal-
lenging than system applications. To address this, DHBAC pre-configures system
applications as high-security and third-party applications as low-security appli-
cations. However, the user has the flexibility to adjust and customize the security
level of applications. For example, a user can manually designate a third-party
application as a high-security application.

Role. Roles (R) are determined based on static attributes: User (U), Device (D),
Application (A), i.e., R = f(U, D, A) through the following rules:



108 H. Hu et al.

— R = Administrator, security level:3
Conditions: U € {list of trusted user IDs} AND D € {personal devices}
AND A € {high security level applications}
— R = Host, security level:2
Conditions: U € {list of trusted user IDs} AND D € {personal devices}
— R = Guest, security level:1
Condition: U € {list of trusted user IDs}

Determining Policies Through Dynamic Attributes. DHBAC provides
fine-grained control based on dynamic attributes for high-risk permissions.
DHBAC pre-configures basic policies for default smart home scenarios to sim-
plify user operations. It also facilitates user-defined policies based on individual
privacy preferences and varying cross-device access situations [21]. The dynamic
attributes, i.e., environment attributes encompassing location and time [13]. Poli-
cies are formulated based on environment contexts (C), users (U), devices (D),
and applications (A). Tablel outlines the fundamental components of policy
configuration.

Table 1. Fundamental components of policy configuration.

Component Explanation

Subject Or Object Context Contexts behind user privacy decisions

Subject Or Object User Users logged into the subject or object device

Subject Or Object device Device that initiates the call or the device that responds

Subject Or Object Application | Application that requests permissions or application that
provides functionality

We use the default smart home scenario as an example to illustrate the
strategy configuration method, as depicted in Table 2.

Table 2. Pre-configured smart home scenario strategy.

Subject Object
1|4 |C € {Home} D € {Gas Stove}
2| — | C e {Night} A € {Steam}
3| —| Ae{App Store} | A € {Paid apps}

Table 2 uses “+” to indicate an allowed policy and “—” to indicate a denied
policy. Policy 1 specifies that cross-device access to the gas stove is only allowed
when the subject device is at home. Policy 2 specifies that cross-device use
of the Steam gaming application at night is prohibited on any device. Finally,
policy 3 states that installing paid applications across devices is prohibited in
any context.
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4.2 DHBAC Work Flow

DHBAC uses two levels of protection to regulate cross-device access: low-risk
permission control and high-risk permission control.

Low-Risk Permission Control. DHBAC establishes device connections by
comparing user IDs. If the subject and object devices are logged in with the
same user ID, DHBAC allows a direct connection between the subject and object
devices. If the two devices are logged in with different user IDs, DHBAC requires
that the user ID logged in by the subject device be in the list of users trusted
by the object device. Once connected, the object device is granted access to the
low-risk permissions of the subject device.

High-Risk Permission Control. Once a connection between the subject and
object devices has been successfully established, access to high-risk permissions
requires further control. High-risk permissions may pose a risk to user privacy,
such as camera, microphone, and application data. These permissions need to
be better protected, especially during cross-device access. To regulate access to
high-risk permissions, DHBAC uses the concept of roles. First, DHBAC requires
contexts to comply with user-defined policies; second, it compares the levels of
subject and object roles. Specifically, the following rules are applied:

— High-risk permissions will be denied if the context does not comply with the
user-defined policy.

— If the context complies with the user-defined policy and the subject role level
is higher than or equal to the object role level, high-risk permissions will be
granted directly.

— If the context complies with the user-defined policy, but the subject role
level is lower than the object role, a pop-up window for the object device is
displayed, prompting the user to decide whether to grant permission.

Figure 3 presents a flow chart illustrating the two levels of control for both
low-risk permissions and high-risk permissions during cross-device function calls.

5 DHBAC System

This section outlines the architecture of DHBAC in mobile systems and its pri-
mary modules. As shown in Fig. 4, the dotted line represents the cross-device
scheduling data flow, while the solid line represents the access control informa-
tion flow. The subject application requests access to object device resources, and
the business scheduling module is responsible for cross-device communication.
DHBAC performs authentication on the object device before the object business
scheduling module can access resources. DHBAC consists of five main modules:
(1) device authentication module, (2) policy input module, (3) attribute collec-
tion module, (4) permission checking module, and (5) policy execution module.
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User logged in
same useriD?

Subject ID is
usted by Object2.

Connection failed

Device connection

| l

Request low-risk Request high-risk
permissions permissions

Do contexts
onfirm policies?

True False

Role level :

ubject >= object2 False

Permission denied

Permissions granted

pop-up window

Fig. 3. DHBAC Work Flow

Subject Device Object Device

Cross-device

Service cheduling service scheduling Service Scheduling
[Subject Apphcancn]— —-[ Module ] ——————— » Module

return policy

DHBAC Service | Allow/Deny_ Policy Execution _

Module
Device Trust

Check Module

Permission
Check Module

return attribute return policy

User Interface

Policy Input Module

Policy{Database
Input Policy

Attribute Collection User Interface

Q= Policy Input Module

_____ »  Cross-device data flow scheduling

Access control information flow

Fig. 4. The architecture of DHBAC in mobile systems and its primary modules.
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5.1 Device Authentication Module

The device authentication module is used to evaluate the eligibility of the device
connection. The evaluation is based on the user IDs registered by the subject
and object devices. If two devices are registered to the same user IDs, DHBAC
considers them to be personal devices of the same user and allows a direct
connection. However, suppose the two devices are registered under different user
IDs. In that case, DHBAC requires that the user ID registered by the subject
device is included in the list of user IDs trusted by the object device.

5.2 Policy Input Module

The policy input module allows users to customize access control policies through
a user interface. Policies can be created according to the user’s privacy prefer-
ences. Policies are created based on environmental contexts, users, devices, and
applications and then stored in the policy database.

5.3 Attribute Collection Module

The attribute collection module is responsible for collecting and storing both
static and dynamic attributes. When an authorization request is initiated, the
subject’s static attributes are synchronized to the object device and then used by
DHBAC for authentication. It is important to note that in our work, the dynamic
attributes of the subject and object devices are assumed to be identical.

5.4 Permission Checking Module

The attribute collection module is responsible for collecting and storing both
static and dynamic attribute information. Static attributes include user, device,
and application, while dynamic attributes include the current time and location.
When an authorization request is initiated, the subject’s static attributes are
synchronized with the object device and then used by DHBAC for authentica-
tion. It is important to note that, for this paper, the dynamic attributes of the
subject and object devices are assumed to be identical.

5.5 Policy Execution Module

The policy execution module is responsible for executing the final access con-
trol decisions, including accessing the object device’s resources if permission is
granted and notifying the subject device of rejection if permission is denied.
The device authentication and permission checking module are collectively
called the DHBAC service. During the cross-device access, the subject device
synchronizes its policy information to the object DHBAC service over the dis-
tributed soft bus. The object DHBAC service then obtains the object policy
information through cross-process communication and the current time and loca-
tion through the mobile device’s embedded sensors. Based on this information,
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the DHBAC service performs permission control, consisting of two steps: low-risk
and high-risk permission control. First, DHBAC verifies the subject and object
user IDs. If the verification is successful, low-risk permissions are granted; other-
wise, an empty permission set is returned. Second, DHBAC filters the available
high-risk permissions based on user-defined policies. The DHBAC model then
prompts the user to confirm the permission request via a pop-up box, as shown
in Fig. 5.

Is John's HUAWEI P50 allowed to
access bluetooth?

DENY GRANT

Fig. 5. Permission request pop-up window

DHBAC follows the standard access control architecture. The Policy Entry
Module serves as the Policy Administration Point (PAP), allowing users to cre-
ate and store policy information in the policy database. The Attribute Collection
Module acts as the Policy Information Point (PIP), collecting contextual infor-
mation for policy evaluation through sensors on mobile devices. The Permission
Checking Module and the Device Authentication Module act as Policy Decision
Points (PDPs), retrieving the access policy from the policy database, retrieving
the attribute values of the access request from the attribute database, and finally
evaluating the access request against the policy. Finally, the Policy Execution
Module acts as a Policy Decision Point (PEP), determining whether to accept
or deny the permission and providing the system interface.

6 DHBAC Implementation

The DHBAC system is built on HarmonyOS version 3.0.0, a distributed oper-
ating system developed by Huawei to collaborate and interconnect with mul-
tiple smart devices in the IoT ecosystem. The HarmonyOS cross-device soft-
ware development kit (SDK) enables developers to perform efficient distributed
development. In our tests, we used a Huawei P50 as the subject device and a
Huawei Mate40 as the object device. DHBAC extends and modifies the exist-
ing HarmonyOS framework. We integrated the DHBAC service, i.e., the device
authentication module and the permission checking module, into the Harmony
system security service as an application package. The DHBAC service accord-
ingly provides distributed authentication interfaces to the system security ser-
vice. The HarmonyOS distributed soft bus capability supports remote commu-
nication between devices. DHBAC comprises approximately 6000 lines of code,
primarily written in Java.

To minimize changes to the existing HarmonyOS framework, we installed
the Policy Input Module as a standalone application on both the subject and
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object devices. It provides a policy configuration interface for users and stores
user-defined policies. Figure 6 shows its policy configuration interface. Before ini-
tiating cross-device access, the subject and object devices prepare the following
data through the policy input module:

Policy Input Module

Would you allow cross-device calls? O

Configure the contexts:
Time

QO pay @ Night

Location

(O Home (@) Company (O On The Way

Please add high security
application:

Please add Trusted User:

CANCEL  ADD CANCEL  ADD

(a) Configure trusted users (b) Configure high-security  (c) Configure context
level applications

Fig. 6. User interface of policy configuration application.

— User: A list of trusted user IDs.

— Devices: A flag bit used to differentiate between shared and personal devices.
— Applications: A list of high-security level applications.

— Permissions: A list of permissions that restrict cross-device access.

7 Performance Evaluation

7.1 Effectiveness

In this section, we test four common everyday cross-device access control sce-
narios to verify the effectiveness of DHBAC. We installed DHBAC on both the
subject and object devices to enhance the security of cross-device access. Figure 7
shows the cross-device access process of the four scenarios using the elements of
users, devices, applications, and contexts.
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Fig. 7. Cross-device access process of the four test scenarios.
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Scenario 1. The Tencent Meeting application on Bob’s laptop wants to call
the camera on Bob’s phone for a multi-camera conference. In this scenario, as
shown in Table 3, the subject and object devices are logged in under the same
user ID and are personal devices. Since Tencent Meeting is a three-party appli-
cation, it is a low-security application by default. Based on the user, device, and
application, DHBAC defines the subject role as the host and the object role as
the administrator. The requested camera permission is considered a high-risk
permission.

Table 3. Scenario 1: The subject role has a lower security level than the object.

Subject ‘ Object
User Subject and Object logged into the same user account
Device Personal device Personal device

Application | Low-security application | /
Role Host Administrator

Permission | High Risk Permission

Context Contextual compliance with user-defined policies

DHBAC Result: The subject role has a lower security level than the object
role. DHBAC activates a permission request pop-up window on Bob’s phone.
After Bob clicks the grant button, Bob’s laptop gains access to the camera
permission on Bob’s phone.

Scenario 2. The notes application on Bob’s phone wants to access personal
files on Alice’s phone. In this scenario, as shown in Table4, the subject and
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object devices are logged on with different user IDs. The primary requirement
for initiating a connection between Bob’s and Alice’s phones is that Alice has
added Bob’s phone to the list of trusted devices. Both the subject and object
devices are personal devices, and the note application is a system application,
making it a high-security level by default. DHBAC defines the subject and object
roles as administrators based on the user, device, and application. The requested
file permission is considered high-risk permission.

Table 4. Scenario 2: Different users of the subject and object.

Subject ‘ Object
User Subject and Object logged into the different user account
Device Personal device Personal device

Application | High-security application | /

Role Administrator Administrator

Permission | High Risk Permission

Context Contextual compliance with user-defined policies

DHBAC Result: The two devices can successfully connect because Alice has
added Bob’s phone to the list of trusted devices. Since the security levels of the
subject and object roles are equivalent, the note application is granted media
and file permissions.

Scenario 3. The arcade machine in the mall wants to access the phones of
the customers using it to get personal information. In this scenario, as shown
in Table5, DHBAC has a special treatment for shared devices. If the subject
device is a shared device, the object device filters all device resources and user
data permissions, which helps prevent privacy leaks and unwanted interference.

Table 5. Scenario 3: Shared Device Scenario.

Subject Object
User / Personal ID
Device Shared device Personal device

Application | Low-security application | /
Role Guest Administrator

Permission | High Risk Permission

Context Contextual compliance with user-defined policies

DHBAC Result: Game machines in an arcade are shared devices, and cus-
tomers’ phones will deny any requests for high-risk permissions.
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Scenario 4. The map application on Bob’s tablet seeks to access the location
permissions on Bob’s phone. In this scenario, as shown in Table6, we defined
the contextual rules as time : [Weekday,9 : 00 — 17 : 00], location : [Company].
It means high-risk permissions can only be granted across devices during weekday
work hours and when the device is in the company. The requested location
permission is a high-risk permission. In our test, the context is a Sunday, and
the phone is in the company.

Table 6. Scenario 4: Context-based access control.

Subject ‘ Object
User Subject and Object logged into the same user account
Device Personal device | Personal device
Application | / /
Role Administrator | Administrator
Permission | High Risk Permission
Context Context does not match user-defined policies

DHBAC Result: Since the current context does not match the user-specified
policy, all high-risk permissions are denied, regardless of the security level of
the subject role and object role. DHBAC issues an alert on the subject device,
notifying the user that the environmental context is not permitted.

7.2 Performance Overhead

We tested the permission checking overhead of DHBAC. In HarmonyOS, per-
mission checking is performed at the framework and kernel layers. Since our
modifications only affect the framework layer and the cost of permission check-
ing at the framework layer is always higher than that at the kernel layer. We
mainly evaluated the latency of permission checking at the framework layer.

First, we configured user policies for the subject and object devices using
the policy configuration interface. Since DHBAC provides a distributed authen-
tication interface to the system service, we developed a test application to call
the interface provided by DHBAC. DevEco Studio’s* bytrace performance anal-
ysis tool was used to capture the relevant threads and record the latency of the
distributed authentication process.

The test’s time delay encompasses when a subject device initiates a permis-
sion request and receives a verification result from the object device. The delay
includes the following processes:

* HUAWEI DevEco Studio. An integrated development environment (IDE) designed
to help developers create high-quality applications for Huawei devices and other
platforms. https://developer.harmonyos.com/en/develop/deveco-studio/.
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— The subject device triggers the DHBAC interface, and the business scheduling
module initiates cross-device access to synchronize the policy information of
the subject device to the object device.

— The object device receives the request and simultaneously reads the object
device’s policy information from the database. It then analyzes the subject
and object policy information and context to determine whether permission
should be granted.

— The object device returns the authentication result to the subject device.

The total time required for the process consists primarily of cross-device
communication, database queries, and permission checks. The number of syn-
chronized subject device policies affects the cross-device communication latency.
Database query latency is affected by the size of the policy set and the frequency
of database accesses. In real-world scenarios, policies for appropriate access con-
trol are generally easy to implement, and the number of stored policies will not
exceed 10. Furthermore, the database only needs to be revisited when the user
policy changes, making access manageable.

In this test, the number of policies stored on the subject and object devices
is 10, and the four scenarios in Sect. 7.1 are repeated ten times for testing. The
results are shown in Table 7.

Table 7. DHBAC Permission Check Overhead in Different Scenarios.

Test Scenario | No. of policies | Average time (s) | Success rate
Scenario 1 10 0.32 100%
Scenario 2 10 0.38 100%
Scenario 3 10 0.19 100%
Scenario 4 10 0.26 100%

The number of user-configured policies affects the latency of cross-device
communication and database queries. To investigate the correlation between the
number of policies and the latency of DHBAC permission checking, we per-
formed additional tests by increasing the number of policies through the policy
configuration interface. The results, shown in Fig. 8, show a positive correlation
between the number of policies and distributed authentication latency.

8 Related Work

Research in cross-device security falls into four areas: cross-device authentica-
tion, cross-device privacy data preservation, cross-device communication secu-
rity, and cross-device access control. Previous work on cross-device authenti-
cation includes a multi-device user authentication solution proposed by Laing
et al. [14], which supports second-factor and passwordless authentication using
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Fig. 8. Impact of different number of policies on DHBAC’s performance.

hardware tokens. In addition, Hintze et al. [11] proposed a risk-aware mul-
timodal biometric cross-device authentication scheme that uses multiple bio-
metric features for authentication on mobile devices. Cross-device privacy data
preservation has been addressed in recent work, such as the cross-device fed-
eration learning-based Android security solution proposed by Singh et al. [26].
Cross-device communication security research has been conducted by Obaidat et
al. [17], who introduced a distributed cross-device communication approach to
enable a new trust paradigm for access control of IoT applications. Cross-device
access control is where we're focused, with most studies in this area focusing
on smart home scenarios. Some of these studies have investigated security and
privacy issues and access control expectations of smart home users and provided
recommendations for the design of IoT access control [10,30]. These studies pro-
vide valuable insights for the design of our proposed approach, the DHBAC
model. In addition, addressing the multi-user conflict problem has been a popu-
lar topic in cross-device access control research. Studies such as the novel multi-
user and multi-device aware access control mechanism proposed by Sikderd et
al. [25] have attempted to address this problem. DHBAC extends the permis-
sion system, addressing the multi-device access control problem ignored in these
previous studies.

9 Conclusion

In this study, we propose and implement a Distributed Hybrid-Based Access
Control (DHBAC) model to enhance the security of cross-device function calls
on mobile devices. We developed the design guidelines for the model by conduct-
ing a user study, taking into account the unique security and privacy concerns
associated with cross-device access control. DHBAC extends the single-device
permission system to cross-device access control. We have conducted real-world
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testing of DHBAC. Our results show that it can effectively block malicious cross-
device access and mitigate the security risks of cross-device access with accept-
able system overhead.
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