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Abstract. Security and privacy concerns are increasingly important
when massive data processing and transferring becomes a reality in the
era of the Sixth Generation (6G) Networks. Under this circumstance,
it becomes a trend that the enterprises tend to host their data and ser-
vices on private clouds dedicated to their own use, rather than the public
cloud services. However, in contrary to the well-investigated total cost of
ownership (TCO) for public clouds, the analytic research on the cost of
purchase and operation for private clouds is still a blank. In this work, we
first review the state-of-the-art TCO literature to summarize the mod-
els, tools, and cost optimization techniques for public clouds. Based on
our survey, we envision the TCO modeling and optimization for private
clouds by comparing the differences of features between public and pri-
vate clouds.
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1 Introduction

It took ten years for the network infrastructure to evolve from 4th generation
(4G) to 5th generation (5G). According to Moore’s Law, the expected waiting
time for the 6th generation (6G) network will be even shorter. According to pre-
dictions, the bandwidth will be increased to terabytes, with which the users are
able to exchange a large volume of data in a short time. Under this circumstance,
security and privacy are increasingly important, since the risks of data leakage
and the potential damages to service hijack are dramatically grown at the same
time.
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Meanwhile, cloud computing has been widely adopted by startups and well-
established enterprises, thanks to its prominent elastic and on-demand features.
The flexibility of on-demand usage reduces development, service deployment,
and maintenance costs. Huge data computation, backup, and recovery tasks
have become easier with the cloud. The cloud computing market is expanding.
Many large, medium, and small enterprises will choose to invest in cloud ser-
vices [24] to enjoy the benefits of cloud computing, but risks often accompany
the investment. For a company that provides cloud services or uses cloud ser-
vices, how to stabilize development and revenue is also a key success factor. On
the one hand, operating an enterprise with cloud-based IT infrastructure can
improve the stability of the enterprise and bring intuitive benefits. A number of
articles in the financial and business domain have reported the cloud computing
business models, such as the VE model [46] and Cloud Business Model Frame-
work (CBMF) [69]. More discussions and studies about business models can be
found at [5,7,13,16,38,40,48]. On the other hand, analyzing Return On Invest-
ment (ROI) can also increase the value of investment. ROI analysis and modeling
methods in cloud computing have been discussed in [4,37,64]. Cost analysis and
optimization modeling can effectively help decision-making and increase profit
under the premise of guaranteeing service quality [39].

Nevertheless, the privacy and security problems of cloud services are never
fully solved. The tenants have no choice but surrender their data and programs to
the public cloud providers, who may not be trustworthy if the data is extremely
sensitive. To address this concern, cloud providers propose private cloud ser-
vice, which is typically deployed inside the organization and is typically behind
the firewall [74]. Private cloud enhances the enterprise customers’ confidence to
embrace the cloud since it is an isolated solution that can prevent data from
being transmitted to the public network. It maximizes the customers’ control
over their data, provides improved security and service quality [52]. In addi-
tion, the local network within a private cloud also reduces network latency and
improves transmission quality. The isolation, low latency, and security of private
cloud make many applications possible to deploy on the cloud, such as the Indus-
trial Internet of Things (IIoT) [9], Federal Learning [29], and Cluster Learning
[35].

From the users’ perspective, the cost efficiency is always a key metric when
considering cloudization. On the other hand, cloud providers also need to evalu-
ate their profits in the cloud business. Hence, the total cost of ownership (TCO),
a standard approach in analyzing the cost of purchase and operation of an asset,
is a critical topic for both parties. By definition, the TCO in cloud computing
covers the capital and operational costs of building, using, and maintaining a
cloud data center. It involves all direct and indirect costs, such as the cost of
cloud service providers purchasing, deploying, operating, and maintaining assets,
and the cost of cloud users renting cloud resources. Due to the importance of
TCO, the analysis and optimization methods for public cloud and hybrid cloud
have been well investigated. However, few work has been devoted to the cost
analysis associated with private clouds. In this work, we survey the literature on
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public cloud TCO analysis methods and the optimization solutions that mini-
mize the TCO of a cloud service. We compare and contrast the similarities and
differences between public and private clouds from a TCO perspective and pro-
vide an in-depth discussion on what else can be further optimized to accomplish
a lower TCO in a private cloud.

The remainder of the paper is organized as follows. We present an overall
review of existing works on TCO in Sect. 2. Afterwards, we compare the pub-
lic and private cloud from TCO optimization perspective in Sect. 3. Section 4
concludes the work and envision the TCO research for private clouds.

2 Literature Review

TCO was first being studied in the business domain by Ellram since 1993 [15].
She claimed that TCO modeling is constructive for business parchment deci-
sion making, ongoing supplier management, and understanding of indirect costs.
However, she also pointed out that the quantification and measurement of TCO
is complexity [14]. In 1999, Milligan suggested that accurate total cost measure-
ment is elusive due to the lack of analysis methods [43]. Thus, one of the leading
research directions in TCO is to find an accurate modeling and measurement
method. Later, Degraeve and Roodhooft illustrated the application of TCO in
the supply chain domain. They split purchasing activities into three levels cor-
responding to three different expenses. Then, they built a mathematical model
to optimally select suppliers such that the total cost of ownership is minimized
[72]. As the IT industry rising in 2004, few scholars began to study TCO in the
information technology domain. They have worked on topics such as revenue
analysis in IT by taking advantage of TCO [4], how to utilize TCO to decide
whether to adopt open-source software in IT companies [31,45], and optimiza-
tion models to decrease the cost of IT infrastructure [1]. After cloud computing
entered the market, some researchers analyzed the business value of cloud com-
puting and mentioned that cloud providers should pay attention to the cost [27],
while few studies took the modeling of TCO in cloud computing in to consider-
ation. Although Patel and Shah presented a cost model to calculate the cost of
building a data center, they did not take indirect costs such as maintenance cost,
operation cost, and labor cost into consideration [50]. TCO in cloud computing
was finally studied by Li et al. in 2009. A cloud cost amortization model is built
to make it possible to calculate the direct and indirect cost of cloud computing
infrastructures. Their model can be divided into eight parts: server cost, soft-
ware cost, network cost, support and maintenance cost, power cost, cooling cost,
facilities cost, and real-estate cost. They also implemented an interactive tool
for cloud providers to calculate cloud TCO [33]. Scholars begin to pay much
more attention to models and tools to analyze TCO in cloud computing and the
optimization to reduce TCO.

In order to give the readers better comprehension on the landscape of the
cloud computing TCO research, we classified the surveyed papers into groups as
shown in Fig. 1. The selected papers are mainly divided into two groups: models



400 Y. Chi et al.

and tools for cloud TCO, and cost optimization methods. For the papers related
to models and tools, we will further divide into two subclasses from the per-
spective of cloud computing providers and cloud computing users respectively.
For the papers related to cost optimization methods, we will further classify
them into three topics: task scheduling, resource scheduling, and heterogeneous
resource optimization. More details on the classification system are in the fol-
lowing.

Fig. 1. Our proposed classification system of cloud computing TCO papers.

– Models and Tools for Cloud Computing TCO (Sect. 2.1): We consider papers
that provide modeling methods or tools to measure or calculate TCO for cloud
computing providers or users. These studies can be further categorized into
two classes based on their viewpoints: models and tools for cloud providers
and models and tools for cloud users.

– Cost optimization (Sect. 2.2): We consider papers that optimize cloud com-
puting TCO by optimizing one aspect of resources in cloud computing. Each
work focus on different optimization directions. Such studies can be further
categorized into three groups: task scheduling, resource scheduling, and het-
erogeneous resource optimization.

2.1 Models and Tools

In cloud computing, a model and tool that measures the total cost of ownership
can help analyze investment risk, manage cloud resources, and improve the effec-
tiveness of decision making. The modeling and tools related papers are roughly
categorized into two classes: (i) Modeling and tools for Cloud Providers and (ii)
Modeling and tools for Cloud Users. They are surveyed in the following.

Models and Tools for Cloud Providers. The cost has been known as one
of the most important factors for cloud providers. Moreover, there is significant
capital consumption, such as cloud data center construction, service software
development, maintenance. So, cost evaluation will be helpful for revenue esti-
mation, investment risk analysis, and decision making. From the perspective of
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cloud providers, the research of cloud TCO modeling and tools can be further
classified into two subclasses, (i) TCO breakdown and (ii) energy cost models
and tools.

TCO Break Down. The primary purpose of cloud total cost of ownership break-
down research is to provide cloud providers with a measurement of cost. It focuses
on the modeling approaches of server cost, software cost, network cost, support
and maintenance cost, power cost, cooling cost, facilities cost, and real-estate
cost.

In 2009, Li et al., as the pioneers, first solved the problem that the lack of
a method to measure TCO. They proposed a cloud cost amortization model
to calculate the total cost, and further use the model to find VM utilization
cost given the number of running VMs [33]. Later, researchers studied cloud
TCO breakdown under different business models. In 2015, Filiopoulou et al.
applied the system of system (SoS) method to reorganize each part of the total
cost. They regraded each type of cost as a subsystem of cloud computing and
illustrated a cost modeling framework for each subsystem [17]. In 2016, Simonet
et al. demonstrated a TCO breakdown modeling method for distributed cloud
computing (DCC). Besides, they categorized DCC actors into five levels and
presented related cost models [56]. It provides a detailed reference for cloud
providers who intend to invest distributed could computing.

Through the above studies, researchers showed an overview of cloud TCO
breakdown. However, they either overlooked some detailed cost measurements for
some terms in the formulation or overlooked the cost calculation under some spe-
cific business scenarios. In real business, the cost can be significantly altered by
different business scenarios and other dynamic factors such as application migra-
tion, timely changed resource utilization rate, and satisfactory network depend-
ability and availability. In the rest of the subsection, we will review researches
that focus on cost modeling for one aspect of TCO breakdown.

In 2011, Mencer et al. demonstrated a cost model for software development
in cloud computing. They believed that the computational efficiency and devel-
opment cost of the software would be affected by different abstraction level pro-
gramming languages. By analyzing software development cost and TCO, they
concluded that TCO is not necessarily minimized by minimizing programming
effort because programming efforts might be related to conditions of servers [41].
In 2013, Sun and Li illustrated a labor cost model to calculate labor efforts in
a service migration scenario. They quantified the skill level of employees and
built a probabilistic model to estimate the number of persons needed per day
to finish migration [61]. Omana et al. proposed an analyzing method for cloud
providers to determine whether to replace aged assets. By measuring the cost of
power, cooling, physical space, asset attachments, and IT support, they utilized
statistical methods to examine the relationship between asset cost and resource
capacities, such as the number of CPU cores and memory. They finally mined
some useful results to help decision making and device management [24].

Thanakornworakij et al. did a cloud TCO research on the premise of ensur-
ing system availability and satisfying service-level agreement (SLA), and quality
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of service (QoS). They modeled the cost of servers, network, software, power,
cooling, facilities, maintenance, and availability. Then, they obtained the rela-
tionship between the number of devices needed and revenue under 99% system
availability, which is beneficial for cloud providers to define the right size of the
data center [62]. Sousa’s research team presented a modeling strategy under a
similar scenario. They introduced Mean Time to Failure (MTTF) and Mean
Time to Repair (MTTR) to build a detailed maintenance cost model. They fur-
ther derived a Stochastic Model Generator for Cloud Infrastructure Planning
(SMG4CIP) which concerned both dependability and cost requirements [58,59].

Furthermore, some studies presented modeling methods for dynamic factors
in cloud TCO such as resource utilization cost. Although [33] tried to use the
ratio of running VMs to model utilization cost at a given time point, they can
only get a rough result because the cost of running VMs depends on other
frequently changed variables like CPU rate. As a follow-up study of [33], in
2013, Vrček and Brumec pointed out that many cloud TCO related studies
ignored some hidden variables to build cost models, such as CPU utilization
rate, data transmission rate, system load. They utilized CPU rate per hour to
build a cost model and analyzed how the CPU rate affects the total cost in cloud
computing [66]. Their study offered some vital insight into cloud computing
TCO. Since time dimension can be added into the cost model, cloud providers
can generate flexible strategy by analyzing per hour cost. Molka and Byrne had
a similar idea that an accurate prediction model of resource utilization rate can
derive an accurate utilization cost calculation. They demonstrated a prediction
model using an online nonlinear autoregressive method and then formulated a
model to calculate the real-time cost using CPU utilization data [44]. If there
are some more accurate prediction model that can be applied and plugged in
[44], cloud providers can obtain more accurate information to make decisions.
Some research about resource prediction can be found in [54]. In 2017, Singh et
al. also took account of the resource utilization rate to calculate utilization cost.
They captured the effect of the relinquishment of cost and revenue [57].

Energy Cost Modeling and Tools. With the development of cloud computing and
its convenience, the energy and electricity power consumed by cloud data center
per year increase dramatically [51], which leads to a higher expense to operate
a data center. An investigation indicated that energy cost account for 42% of
all expenditure per month in data center until 2011 [22]. Thus, energy cost, as
part of the total cost of ownership, gradually becomes a focus of cloud providers’
concern. We survey some representative energy cost modeling methods and tools
as follows.

In 2010, Yu and Bhatti thought [33] ignored approaches to gain specific values
in the energy cost formulas. They pointed out there is a lack of an information
model that collects energy usage and resource usage data for devices for cloud
providers to manage assets. They proposed a Scalable Energy Monitor (SEM)
architecture to measure energy consumption and further to calculate energy cost
[71]. Later in 2012, Uchechukwu et al. studied a detailed energy cost modeling
method. They divided energy into static and non-static parts where energy con-



Private Cloud in 6G Networks 403

sumed by storage, computation, and communication is modeled. By analyzing
cost using their measurement, they found it is possible to save energy costs [65].
In the same year, Chen et al. had a similar idea. They built a model with a static
part and a dynamic part, and further developed an analytic tool to measure and
summarize energy consumed by different tasks [8]. Recently, some researchers
focus on establishing more advanced models. In 2018, Jawad et al. illustrated
a smart Power Management Model (PMM) to schedule power by adapting a
Nonlinear Autoregressive Network with Exogenous Inputs and Neural Network
based forecasting algorithm (NARX-NN) [26].

Models and Tools for Cloud Users. In general, cloud users are small com-
panies or startups who rent cloud services from cloud providers to operate their
businesses. There are three types of service in cloud computing: Infrastructure
as a Service (IaaS) that provides computation power and data storage, Platform
as a Service (PaaS) that provides developers platforms and Software as a Ser-
vice (SaaS) that allows users access software service by light-weight clients [40].
Besides, there are different cloud providers in the market with different pricing
models [55], such as Amazon EC2, Microsoft Azure, Google Compute Platform.
It is not trivial for cloud users to choose the optimal leasing solution from the
intricate market. Several representative papers are selected to illustrate methods
and tools to analyze TCO from the perspective of cloud users.

In 2009, Kondo et al. first found monthly cost can be decreased drastically
by deploying tasks on cloud servers instead of on Volunteer Computing (VC)
platform [28]. Later in 2011, Han introduced the concept of cloud TCO from
the perspective of cloud users. He presented a detailed analysis of TCO by com-
paring cloud service with local storage and servers [23]. Inspired by [23,28], in
2012, Martens et al. first contributed the TCO measurement for cloud users.
They summarized cost variables to be considered by cloud users when rent-
ing cloud services, and proposed cost models for IaaS, PaaS and SaaS [39]. In
2013, Martens and his team continued their research on TCO models. They
demonstrated a deployment planning strategy for cloud users and presented
more detailed cost models for IaaS, PaaS and SaaS [67].

Additionally, some researchers focused on developing tools and methods that
compare different cloud providers and estimate resources acquired by users’ ser-
vices or applications to further provide an optimal leasing plan. Liew and Su pro-
posed a tool called CouldGuide which can predict the cloud computing resources
required, and helps users select the most suitable leasing scheme from multiple
cloud service products with different pricing modes according to user policy,
such as maximizing performance or minimizing cost [34]. Aniceto et al. gave a
more detailed deployment strategy for small IT companies as cloud users. They
abstracted the resource into the number of instances, and built a statistical
model using historical data to predict the number of instances demanded at the
moment. The authors further categorized cloud products into reserved instances
and on-demand instances according to the pricing model. They finally reduced
32% cost compared with only adapting on-demand deployment by formulating
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a mixed deployment strategy [47]. In 2018, Ghule and Gopal further proposed
a comparison framework for cloud users to analyze the difference between IaaS
cloud providers by defining suggestive comparison parameters, such as reliability,
performance, serviceability [18].

2.2 Cost Optimization

In above sections, we reviewed modeling methods and tools to measure TCO. It
may be not enough for providers or users to make an optimal decision. In order
to sustain a thriving business in enterprise, it is an effective way to maximize
profit by optimizing and reducing the total cost of ownership. In cloud com-
puting, many papers studied cost optimization from different aspect. We survey
and summarize several representative papers from the aspect of task scheduling,
resource scheduling and heterogeneous computing.

Task Scheduling. As cloud providers, all users’ operation requests will be
executed in provider back end. Effectively scheduling tasks requested by users
can improve service quality, reduce system latency, and reduce costs. We select
several typical studies. They adopted different optimization methods in different
application scenarios and finally achieved certain results.

Pandey et al. optimized the general task scheduling problem in cloud com-
puting, and solved the Task-Resource Scheduling Problem by using the Particle
Swarm Optimization (PSO)-based Heuristic optimization method. They min-
imized the cost of task execution to reduce the operating costs of the TCO.
The proposed PSO method can achieve lower cost than BRS (best resource
selection) algorithm, and the PSO can converge faster than the GA (Genetic
Algorithm) [49]. Zhang et al. further considered the scheduling strategy when
tasks can be executed parallelly. They proposed the DeCloud architecture which
is responsible for scheduling users’ data requests from a centralized data storage
center. They presented Generic Searching Algorithm (GSA) and Heuris Search-
ing Algorithm (HSA) to schedule parallel and non-parallel tasks respectively.
Finally, their method is better than greedy search and random search [73].

Resource Scheduling. As a typical resource scheduling problem in cloud com-
puting, elastic computing has always been a concern of cloud providers. Over-
provisioning will lead to lower resource utilization, thus increasing cloud comput-
ing operating costs. Under-provisioning will result in unmet user requirements
and reduction of service quality. We survey two cost-related resource scheduling
studies as below.

Each research team has different focuses and directions on this issue. Wu
et al. demonstrated an optimization model to schedule resource in SaaS. They
minimized the cost by minimizing resources allocated to VMs while meeting SLA
and QoS requirements. Their proposed algorithm can reduce the cost by 50%
compared to the base algorithm, ProfminVio [70]. Mao et al. viewed VM (Virtual
Machine) as the unit of recourse, and considered several factors including the
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type of VM, the startup latency of the VM, and the deadline of the task to
construct an auto scaling schedule strategy. They performed different types of
tasks by scheduling different kinds of VMs, and finally got a lower cost compared
with using fixed VM type under the condition of satisfactory performance and
deadline [36].

Heterogeneous Computing. Companies may encounter business situations
that require a mix of local computing resources and exogenous public cloud
computing resources, which is common in hybrid clouds. Some studies have found
that it is possible to optimize the cost of reducing the amount of investment
required by the enterprise by optimally allocating the workload or task quota
for local and heterogeneous resources.

In 2010, Trummer et al. utilized the COP (Constraint optimization problem)
method to minimize the rental cost of external cloud services such that the cost of
the enterprise is minimized [63]. However, their research did not analyze the cost
of local resources. Thus, it cannot give a global optimal cost solution. Bittencourt
and Madeira proposed HCOC (Hybrid Cloud Optimized Cost) scheduling algo-
rithm. It enables computing tasks in a hybrid cloud to be dynamically assigned
to local resources (private clouds) or external sources (public clouds). Their
method can effectively improve the efficiency of task completion, and reduce
the cost compared to greedy schedule algorithm [3]. In 2015, Laatikainen et al.
focused on the optimization of the storage costs of hybrid clouds. They first for-
mulated the measurement of hybrid cloud storage costs and then analyzed the
impact of refining the reassessment interval on the cost savings attainable by
using hybrid cloud storage. Finally they obtained that shortening reassessment
interval and the acquisition of public cloud storage capacity allows the volume
variability to be reduced, yielding a reduction of the overall costs [30].

3 Overall Comparison Between Public and Private Cloud

Many cloud service providers start to deliver the entire data center as a whole
cloud computing solution to customers, such as Alibaba Cloud Apsara Stack [21],
Dell EMC [25], HPE Helion Open-Stack [11], Microsoft Azure Stack [42], which
deploys public cloud software in a smaller private cloud, providing customers
with customized, secure, low-latency private cloud services.

In the reviewed works above, most of them are related to cost modeling and
optimization methods in public or hybrid clouds while private cloud is seldomly
mentioned. In this chapter, we hope that by comparing and contrasting the
public and private cloud environment, readers can draw a better understanding
of the differences and similarities between public and private cloud, thus better
understand the total cost of owning a private cloud and possible ways that can be
attempted to optimize the cost. Table 1 gives a brief comparison of characteristic
of public and private cloud.

As shown in the table above, both public and private clouds can provide
IaaS, PaaS, and SaaS services, but they have significant differences in the other
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Table 1. Comparison of characteristics between public cloud and private cloud.

Characteristics Private cloud Public cloud

Service Type IaaS, PaaS, SaaS IaaS, PaaS, SaaS

Service Users Large Organizations General Public or Small Startups

Device Ownership Users Cloud Service Providers

Deployment Location User’s Data Center Cloud Provider’s Data Center

Quality of Service Stable Unstable

Data Security High Low

Use Cost High Low

Scalability Scale-out Only Elastic Computation

Maintenance Technician/Service Provider Public Cloud Service

Procurement High Customization Low Customization

nine areas. The users of private cloud services are large organizations, communi-
ties and enterprises, such as government departments while public cloud orients
to general public users, small companies and startups. In general, private cloud
users need to pay more in the initial stage because they need to purchase a
complete cloud computing infrastructure, while public cloud users only pay for
the rental service in on demand price. For private cloud users, high costs usually
are accompanied by stable cloud service quality and high data security. Since
the private cloud is deployed in the user’s data center, the user can have an
isolated network built within the domain of an intranet to stably run the ser-
vice. Meanwhile, data security is guaranteed because users can manage data
autonomously. In contrast, since the public cloud is deployed in the data center
of the service provider, the public cloud user needs to access the cloud service
through the public network (Internet), and the quality of service often depends
on the network quality between the user side and the public cloud data center.
Since public cloud users don’t know where their data is physically stored, there is
a hidden risk of data leakage. In terms of procurement, since private cloud users
may need to carry some personalized services, their infrastructure will also need
to be customized. Servers in the private cloud can be highly customized where
users can select the model specification according to the business requirement,
while the public cloud server has a low degree of customization. Generally public
providers purchase servers suitable for the multi-tenant technology.

3.1 The Difference from Cloud Provider’s Perspective

In this section, we will analyze the similarities and differences between public
cloud providers and private cloud providers in analyzing TCO from two aspects.

Procurement, Deployment and Maintenance. When creating a data
center strategy, it is hard for public cloud providers to predict the exact
user demands. So they need to adopt high-performance computing servers,
implement scalable storage and networks to meet the increasing demand for
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compute-intensive, storage-intensive, or IO bandwidth-intensive workloads. Pri-
vate clouds, on the other hand, can get their customer requirements directly from
their customers so the demands are more predictable than public clouds. How-
ever, to better meet each customer’s business objects, each private cloud data
center has to be customized in a certain level. This customization leads to huge
personnel costs for private cloud providers. Furthermore, public cloud is deployed
in carefully chosen sites that can be managed and continuously improved by
providers, whereas the private cloud is deployed on customers’ sites. In order
to maintain the quality of service (QoS) and meet the Service Level Agreement
(SLA), both public and private cloud service providers need to provide sufficient
support on hardware maintenance, disaster recovery or the ability of service
scale-in/scale-out, etc. On-site supports are offered by private cloud providers,
which also increases the cost of owning a cloud data center for cloud provider’s
aspect. Therefore, a more flexible planning tools and automated deployment and
maintenance tools are crucial for private cloud providers to lower their TCO,
compared to public cloud providers.

Resource Scheduling. Public cloud service providers have realized resource
pooling and on-demand cloud instances by leveraging virtualization, multi-
tenant and elastic computing technology. By optimizing the resource scheduling
algorithms, resource utilization is evidently increased. Equipment idle time and
equipment operating costs can be reduced. Virtualization technology is also the
fundamental in private clouds. Recently, many companies use light-weighted vir-
tual machine, dockers, as the container to carry their applications [2]. Private
cloud providers still need to develop resource scheduling strategies to optimally
allocate resources to each docker carrying user business applications. The effec-
tiveness of the resource scheduling strategy becomes even more crucial for private
cloud since any waste of resource will reflect directly on the customer bill.

3.2 The Similarities and Differences from Cloud User’s Perspective

As summarized in Table 1, there is a significant difference between public cloud
users and private cloud users in nature. Generally, public cloud users are general
public, small companies, and startups, and they usually cannot build a data
center of its own due to the lack of funds. The public cloud’s pay-as-you-go
mode can meet the user’s demand for resource on-demand, so that such users
can quickly deploy their own business. In contrast, most of private cloud users are
governments, large and medium-sized enterprises and communities. They have
higher requirements for network service quality and data security, and initially
have sufficient funds to purchase data centers. Compared with public cloud users,
the cost spent by private cloud users in a short period of time would be much
greater than that of public cloud users by nature. According to some studies,
in the case of Amazon, if users need to operate their business for more than 18
months, the invested cost of public cloud users may be equal to or more than
that of private cloud users [10].
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Use and Maintenance. Both public cloud users and private cloud users need
to develop their own commercial applications on the top of infrastructure using
IaaS. The cost of application development depends on the technology stack and
technology architecture used by the users. Some PaaS cloud services enable users
to quickly complete application development or allows users to adapt the out-
sourcing API interface to complete product release. Thus, the development costs
can be further reduced. For example, Google App Engine [20] can help users
quickly establish a web application development; Cloud Healthcare API [19] can
provide an intelligent healthcare interface that enables users to complete the
development related to smart healthcare. On the SaaS side, public cloud users
can use the software on the cloud to complete business tasks directly, such as
Dropbox [12] to complete the task of cloud storage. PaaS and SaaS private cloud
users may need to work harder if they choose to develop their own PaaS and
SaaS applications for security reasons.

From the perspective of operation and maintenance, public cloud users
need to have certain operation and maintenance knowledge of servers and net-
works. For private cloud users, there are usually professionals from private cloud
providers side to sustain the basic operation and maintenance, which greatly
reduces the cost of learning and training professionals.

Security and Network Reliability. Security and confidentiality are long-
term issues in the public cloud [60]. Since public cloud users’ data is stored in
remote data centers, users may have concerns about confidentiality of data. If the
data center crashes, users will also face data loss issues. Although public cloud
multi-tenant technology increases the utilization of hardware resources through
virtualization technology, multi-tenant environments may lead to potential data
leakage caused by side-channel attacks [53]. The public cloud’s latency may also
affect the user’s profit, if the user’s business is latency sensitive [68]. Compared to
the public cloud, private cloud users can manage and back up data autonomously
because the infrastructure of the private cloud is completely owned by users.
Since the network is relatively independent and the network traffic does not go
through the public network, the delay will be much lower. Therefore, the risk of
private cloud users in terms of security, network reliability and latency will be
much lower than that of public cloud users.

Cloud Evaluation. For public cloud users and private cloud users, due to
different charging standards of different providers, the choice of cloud service
providers directly affects the cost of their investment. For public cloud users,
there are some tools to help them choose the service provider and rental solution
that best suits their requirements, such as [18,32,34]. However, there are no
tools to provide users with a comparison of private cloud providers. This is
not a trivial problem because private cloud users need to compare private cloud
service offerings in terms of investment costs, business value benefits, security and
stability, and IT cost savings. On the other hand, cloud users need to estimate
the amount of computing and storage resources consumed by their own business
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before adopting cloud computing solutions. Public cloud and private cloud users
can control their costs by evaluating and predicting the resource requirements.
Rodrigo N. Calheiros et al. proposed EMUSIM that can help users evaluate and
predict the resources that will be consumed by their own business after migrate
to cloud [6].

4 Conclusion

Nowadays, cloud computing is widely adopted for personal or organization use.
How to help users and providers better understand their costs of owning a cloud
service, so they can further optimize their usage or ways to build the service
to lower the overall TCO has become the next question. Many have provided
breakdowns of TCO calculation for public cloud, but few has discussed how TCO
is different for the private cloud. In this work, by discussing the similarities and
differences between public and private clouds in terms of server procurement
and deployment, software, operations and maintenance and resource allocation
algorithms, we hope to shade a light on the unique points that people can look
at for TCO optimization of private clouds.
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