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Abstract. The rapid technological progress causes smart environments,
such as smart homes, cities, etc., to become more ubiquitous in our daily
lives. Privacy issues arise when the smart objects in those smart environ-
ments collect and disclose sensitive data without users’ consent. There-
fore, existing works and the European General Data Protection Reg-
ulation (GDPR) are still calling for privacy-preserving solutions with
more user involvement and automated decision-making. Existing works
show research gaps regarding context-aware privacy-preference mod-
ellings. They do not present best-practice-based frameworks for user-
centric privacy-preserving approaches allowing context-aware adapting of
users’ privacy and data disclosure preferences while considering their past
activities. Hence, this paper proposes a best-practice-based framework
for user-centric privacy-preserving solutions with automation options.
The proposed approach supplies users data sharing recommendations
with minimum human interference while considering (1) GDPR require-
ments, (2) context-sensitive factors and (3) users’ past activities. The
paper also outlines how the proposed framework can be integrated in an
existing user-centric privacy-preserving approach in the future. In this
way, the proposed approach can be integrated in the existing IoT archi-
tecture systems, which allow users to control the entire data collection,
storage and disclosure process in smart home environments.

Keywords: Machine learning · Privacy preserving · Smart homes ·
Sensitivity · Data protection · Smart environments · Smart objects ·
Ubiquitous computing · Pervasive systems

1 Introduction

The technological progress in the context of pervasive systems leads to the fact
that more and more smart objects are integrated into our personal spaces, such
as in homes [11]. The integrated smart objects in such smart home environments
are, for instance, smart bulbs, fridges, door locks, etc. [11]. Although these smart
objects improve our lives, they also collect and disclose a vast amount of sensitive
and non-sensitive data without users’ consent [49,50]. Especially in smart home
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environments, this privacy issue gains more importance because the integrated
smart objects in smart homes collect data in a personal space [15]. In order
to address the arising privacy issues in this context, several privacy-preserving
solutions, including different machine learning and automated approaches, have
been proposed, such as [3,22,23,26]. Note that most of them do not (1) allow
the entire control over the data collection, storage and disclosure process [45]
and also do not (2) supply users with data disclosure recommendations based
on best practices, context-sensitive factors and users’ past activities [25].

GDPR (Art. 4, 5, 9, 12, 15, 17, 19, 22 and 23) and existing works are still
calling for privacy-preserving solutions with more user-centricity and possibility
to consider context-aware user privacy preferences [1,25,38].

This paper proposes a best-practice-based framework for privacy-preserving
in smart home environments to address these open issues. The proposed app-
roach delivers user data disclosure recommendations while considering GDPR-
based best practices, users’ context-aware sensitive factors and their past activ-
ities. In order to allow users to control the entire data collection, storage and
disclosure, the proposed framework is integrated within an existing user-centric
privacy-preserving approach from [45]. The approach from [45] include four
User-Centric-Control-Points (UCCPs), which can be integrated in existing
IoT architecture systems. The four UCCPs from [45] include the following fea-
tures:

– UCCP 1 - Data Object Tagging: Allows users to set their general sensitivity
awareness by assigning themselves to one of the described profiles.

– UCCP 2 - Data Minimization and Aggregation: Allows users to minimize the
collected data by the smart object sensors and set the aggregation period for
the review regarding the collected data before data sharing.

– UCCP 3 - Data Sharing: Allows users to assess the sensitivity of the collected
data types and associated privacy risks and advantages in the data disclosure
context. Moreover, it also allows users to set their risk aversion or risk affinity.

– UCCP 4 - Data Access Limitations: Allows users to limit the data sharing
while setting the data consumers and usage purposes of the shared data after
considering the model’s recommendations.

Further details regarding the integration of the proposed framework from
this paper in the approach from [45] are described in Sect. 2. However, the
implementation of the proposed approach is out of this manuscript. To sum
up, the proposed approach in this paper contributes to the following points
compared to previous work: (1) Providing users with best-practice-based and
context-aware recommendations regarding data disclosure and (2) allowing them
to consider users’ privacy preferences from past activities with minimum human
interference. Additionally, the integration of the proposed framework in [45]
allows user-centric privacy-preserving in smart home environments.

This paper is structured as follows. Firstly, the derived best-practice-based
framework and its integration in [45] are presented in Sect. 2 and its qualitative
evaluation in Sect. 3. In Sect. 4, the proposed approach is discussed, and in
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Sect. 5 the related work is presented. Closing remarks conclude this paper in
Sect. 6, respectively.

2 The Framework for User-Centric Privacy-Preserving
Approaches in Smart Homes

2.1 Proposed Framework

The Fig. 1 presents the proposed best-practice-based framework for user-centric
privacy-preserving solutions. The proposed framework includes a supervised
learning method, including the decision tree, which is an essential, efficient
and significant way to find logical connections between learned and predicted
items [46]. It also contains an active learning method, Support Vector Machines
(SVM), which is a successful method for real-world learning [22,27]. Integrating
the decision tree and SVM algorithm allows the proposed approach to run its
technique in a less time-, cost-, and energy-consuming way [48]. This deployment
allows the proposed approach to work in a privacy-preserved way since the data
does not need to leave its smart home environment in order to be processed.
In this way, data leakage can be prevented by applying the proposed approach.
The proposed framework supplies users with data disclosure recommendations
(1) based on GDPR-related best practices while (2) considering the impacts of
users’ past activities on their context-sensitive privacy preferences in those data
disclosure recommendations. The integration of this best-practice-based frame-
work in an existing user-centric privacy-preserving approach from [45] allows (1)
users to control the entire data collection and disclosure process with minimum
human interference and (2) the integration in existing IoT architecture systems.
In the following, the necessary inputs, as well as the proposed framework, are
described.

Fig. 1. Overview of the proposed best-practice-based automated framework
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Initial Inputs for the Framework: In order to train the algorithm of the
proposed framework to supply users with data disclosure recommendations, an
initial best-practice train data (Bd) is derived and used for supervised learning.
The Bd includes different information types, such as collected data type, smart
object, user category, age, country, etc., which influence sensitivity perception
and which then in turn influence users’ privacy and data sharing attitude [6,
19,21,31,42]. The Table 1 presents an extract of the Bd, which is derived based
on GDPR specifications, especially Art. 4, 5, 9, 12, 15, 17 and 19 [1,12,38] and
literature review [4,17,28,31,39,41,45]. According to the GDPR demands and
literature review the following information types are defined as most relevant
variables of Bd and include the following definitions:

– Data Type: Collected data type by each smart home object [4,17,31,39,41,
45]

– Smart Object: Respective smart home object collecting the specific data
type

– Sensitivity Level: Sensitivity Level of the respective collected data, accord-
ing to GDPR demands [12]. The sensitivity level is set to 5 with “sensitive”.
In a later iteration, the proposed approach adjusts the sensitivity level of the
corresponding data type based on users’ past activities, which is described in
the next section (scale: 1 = “non-sensitive” to 10 = “highly sensitive”, with
5 = “sensitive”)

– Sharing Classification: Sharing recommendations for the respective data
collected based on the sensitive level derived from GDPR requirements [12]
and literature analysis [45] (options: 0 = do not share the data type and 1 =
share the data type). This variable can also be changed in a later iteration by
the proposed approach according to users’ preferences, which is also described
in the next section

– Age: Age is considered as one of the influencing factors of sensitivity level
[4,28,41] (groups: 1 = 18 - 30 years, 2 = 30 - 45 years and 3 = > 45 years)

– User Category: User category is considered as a further influencing factor
of sensitivity level [28,41] (scale: 1 = unfamiliar users, who own smart home
objects but not familiar with their usage, 2 = less familiar user, who own
smart objects and are very little familiar with their usage and 3 = familiar
user, who own smart objects and are very trusted with their usage). This
clustering of the user categories also allows us to consider the technical skills
of the users [4,39,41]

– Country: Countries are considered as influencing factors of the sensitivity
level [28,41], and in this way, the culture as an influencing factor for sensitivity
level can be considered [4,39,41]

Mechanisms of the Proposed Framework (Af): In the first iteration to
train the learning algorithm of Af , the Bd is used so that the Recommenda-
tion Manager of Af (see Fig. 1) can deliver data sharing recommendations while
applying Af in privacy-preserving approaches in the smart home context. This
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Table 1. Extract of the initial best practice train data Bd [4,12,17,28,31,39,41,45]

Data Type Smart Object Sensitivity Level Sharing Classification Age User Category Country

Fingerprint Smart door locks 5 0 3 1 Germany

Voice print Smart speakers 5 0 2 1 UK

Medical history
data

Smart wearable 5 0 2 3 Switzerland

Availability at
home

Smart smoke detectors 5 0 3 2 Germany

Body images Smart cameras 5 0 2 1 Austria

step is defined as “Pre-Processing” in Fig. 1 and in the first training iteration Bd

and individualized best practice train data (Bdi) contain the same data. After the
first iteration, the automated solution can be applied in any smart home envi-
ronment, defined as “Real-time Processing” in Fig. 1. The collected data types
in that respective smart home environment are imported into the model in the
second iteration. Based on the previous learning, the Recommendation Manager
supplies users with data sharing recommendations. Based on the delivered rec-
ommendations, users have the opportunity to follow the recommendations or
adjust them. In case, the users decide to adjust the recommendations, then two
variables of Bd, sharing classification and sensitivity level, are adjusted and
those adjustments are included in Bdi

1. The sharing classification is adopted
according to users’ settings, and the value can be changed between 1 and 0.
The sensitivity level is adjusted according to the following scheme: In the first
step, users are asked to set their perception regarding the dependencies between
different collected data types in their smart home environment. The framework
only asks users to indicate the dependencies for some of the collected data. In
this step, the users will also be supplied with an “i” icon next to each collected
data type, giving users some background information regarding the data type.
An example for the supplied information (“i”) regarding collected fingerprints
or health data could be: “Biometrical data, such as fingerprints, voice prints,
face IDs, describe specific characteristics of a natural human.” or “Medical or
health data, such as lifestyle data, wellness data, diagnoses, describe the way
of corresponding human’s lifestyle clearly.” These details regarding “i” of corre-
sponding data types are derived based on the data type clustering of previous
surveys on data sensitivity, for instance [31,39,41]. An active learning method
is used to derive the dependencies for the rest of the unassigned data based
on users’ indicated dependencies. As already mentioned, in this framework, the
active learning method, SVM, is applied, which includes significant success in
real-world learning functions for various reasons, such as the reduced need for
labelling instances, good performance on unlabeled data [22,27]. When indicat-
ing the dependencies for a data sample, the users are also asked to set a Weight
Coefficient between 0 (dependency is weak) to 1 (dependency is strong) for the
indicated dependency. This Weight Coefficient is later used to adjust the sensi-

1
From the second iteration the Bd and Bdi do not contain the same data in case the users decide
to adjust the data sharing recommendations.
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tivity level of the dependent data types in case users decide to share one data
type according to their preferences. One example in this context is presented
in Fig. 2, and its results in Table 2. In this example, the user, Tim, owns four
smart objects: (1) smart door locks collecting fingerprint and face ID, (2) smart
speakers collecting voice print, (3) smart scale collecting weight and height data
and (4) smart fridge collecting purchase data.

Fig. 2. Example scenario of Tim indicating the dependencies between collected data
types

Table 2. Example scenario Tim: A possible result after assigning the data

Data Type Dependency with other
data types

Weight Coefficient for
the Sensitivity Level

Assigned By

Fingerprint Voice print + 0.5 user

Purchase Data Weight data + 0.5 user

Fingerprint Face ID + 0.5 framework

Weight Data Height + 0.5 framework

Once the users decide to share an assigned data type, for example, fingerprint,
twice in a row, which leads to the interpretation that the user does it deliberately,
then the sensitivity level of the dependent data types, in Tim’s scenario, voice
print and face ID, will increase. In order to adjust the sensitivity level of the
dependent data, in the proposed framework, the proportional-integral-derivative
(PID) controller is used, a widely used control system in the industrial world and
a variety of applications [7]. The technique of the PID controller includes the
calculation of an error value E(t), which is the difference between the expected set
point SP and a measured process variable PV [7]. In the proposed framework,
the PID controller is adapted as follows. The set point of a dependent data
type SPdpn is twice of Weight Coefficient of SPdpn and PVdpn is set to the
corresponding Weight Coefficient of the dependent data type. In every iteration,
the users decide to disclose a specific data type, the Weight Coefficient of the
dependent data type will incrementally increase according to the set value of
Weight Coefficient of the dependent data type (PVdpn). In case the users decide
to share a data type, the following calculation is performed:

E(t) = SPdpn − PVdpn (1)
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In case E(t) ≥ 0, the sensitivity level of the dependent data type increases
by one. The maximum value of the sensitivity level is ten (“highly sensitive”),
and the values of the sensitivity level can be increased to ten. When the users
decide to disclose dependent data, which has already been increased in sensi-
tivity level, they are explicitly asked whether they are sure about this decision
because of the already shared data in the past. In case the users decide not
to disclose an already disclosed data type twice in a row, which leads to the
interpretation that the user does it deliberately, then the sensitivity level of the
corresponding dependent data will be set back to the sensitivity level from Bd.
Increasing the sensitivity level of a data type will always cause the sharing classi-
fication to be set to 0 if this is not the case. Integrating this mechanism helps to
consider users’ past activities and context-sensitive perceptions while supplying
them with data disclosure recommendations according to their privacy prefer-
ences. Figure 3 presents the above-described process of the PID controller in the
proposed framework.

Fig. 3. Process of the adjusted PID controller in the proposed framework

2.2 Integration of the Proposed Framework in User-Centric
Privacy-Preserving Approach

Integrating the described framework from the previous section in the user-centric
privacy-preserving approach from [45] simplifies the original model for smart
home environments. After the integration of the proposed framework in this
paper, the modified user-centric privacy-preserving approach includes only two
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User-Centric-Control-Points (UCCPs): (A) UCCP 1: Data Aggregation
and (B) UCCP 2: Data Sharing and Access Limitations. The modified
user-centric privacy-preserving approach is implemented in the Data Storage and
Processing Node (DSPN ) of the IoT device layer of the IoT system architecture,
as recommended in [45]. Figure 4 illustrates the UCCPs of the modified model
and their interrelationships.

Fig. 4. Modified user-centric privacy-preserving approach for Smart Home Environ-
ments

UCCP 1: Data Aggregation: This UCCP allows users to set the aggregation
period for their review (Set Datamingran())2from [45] and users are asked to set
the settings during the registration process. In order to capture user details
and their perception regarding the dependency between the collected data, users
are asked to supply the inputs Ud

3, User category and to carry out the user
action Set DependanciesSample(). Users are asked to indicate the dependencies
for some of the collected data in this user action. This will help the active learning
method I4 to derive the dependencies for the unassigned data and deliver the
output O1: Dependencies & Weight Coefficient for UCCP 2, as described in
Sect. 2.1. Furthermore, UCCP 1 also includes a further input I2: srvData and
default settings SoAct. I2: srvData must be supplied by the smart object provider
by the time when users install the specific smart home object in their smart home
and include the collected data types by the smart home object service. The SoAct

is set as in the original model4 from [45].
2

“The setting options regarding data aggregation allow end users to choose between two options.
The two options are (1) the exact time of each action of the smart object for daily review (tAct1)
or (2) the time period users want to aggregate and review the collected data by their smart objects
(tAct2), for example, weekly, monthly. An example for tAct1 could be that the smart object owner
is absent at 07:30 am on the 5th of February and present again at 8 pm in the living room. He
gets up at 06:30 am and switches on his smart bulbs in two rooms, namely the bathroom and
sleeping room. In contrast to this, an example for tAct2 could be that the smart object owner
is available at home at various times per month and switches on his smart bulbs 200 times per
month.” [45].

3
Examples for user details are age, country.

4
“The default settings for SoAct regarding data aggregation layer is assigned to SoAct1, which
means that the granularity of the data is set at the layer of sensors.” [45].
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UCCP 2: Data Sharing and Access Limitations: Complementary to
UCCP 1, UCCP 2 supplies users data sharing recommendations while consid-
ering users’ context-aware privacy preferences and past activities. Additionally,
this UCCP also allows users to set their data sharing preferences and access
limitations with the user actions, Set Datadisclosuredecision () and Set Datadis-
limitations(). The UCCP 2 includes four inputs: (1) I5: Framework Af , (2) I6:
Dependencies & Weight Coefficient, (3) I7: dCon5 and (4) I8: dpurp6. The pro-
posed Framework (Af ) is integrated in this UCCP (I5), as described in Sect. 2.1
and the O1: Dependencies & Weight Coefficient from UCCP 1 is considered as
the I6. The data sharing recommendations are supplied during the aggregation
period, and the users are also asked to carry out the user actions during this
period. In case users decide not to follow the data sharing recommendations,
supplied based on the Af (O2: Recommendation regarding data sharing), then
the users are asked to set the dCon and dpurp. At this point the user preferences
will be captured and used to update the two variables of Bd, sharing classifica-
tion and sensitivity level according to the mechanisms of the Af , as described
in Sect. 2.1. In this UCCP, users can access the shared data with data consumers
for different usage purposes. They can also disclose those already shared data
with further data consumers for other usage purposes. The integration of the Af

in the approach from [45] allows supplying users with data sharing recommenda-
tions with minimum human interference while considering users’ past activities
and context-sensitive preferences. Moreover, integrating the proposed framework
allows users to control the entire data collection, storage and disclosure process
in smart home environments.

3 Evaluation

The proposed best-practice-based framework and its integration in an existing
user-centric privacy-preserving approach address existing gaps, as mentioned
in [25] as well as in the demands from GDPR, especially Art. 9, 12, 15, 17,
19 and 22 [1,12,38], and supply a solution regarding context-aware privacy-
preference modelling. In the following sections, the evaluation of functional
and non-functional requirements regarding the proposed framework is presented
since, as mentioned at the beginning, the implementation of the framework is
not a part of this manuscript.

3.1 Evaluation of Non-Functional Requirements

In this section, the non-functional requirements regarding the proposed frame-
work are evaluated. The security-, privacy-, and performance-related non-
functional requirements are derived based on existing literature [9,20] in the

5
“dCon include third parties getting access to disclosed data, such as doctors, insurance company,
government agencies, etc.” [45].

6
“... usage purposes informs end users for which purpose, such as personal health plan, statistical
purposes, etc., the shared data are used by the dCon...” [45].
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context of software and machine learning development. The considered non-
functional requirements are: (1) performance, (2) maintainability, (3) legal, (4)
portability, (5) deployability, (6) interoperability, (7) data integrity, (8) efficiency
and capacity, (9) scalability, (10) availability. Since the real-world implementa-
tion of the proposed approach is not in the scope of the paper, the evaluation of
non-functional requirements allows us to analyze the feasibility and the perfor-
mance of the proposed framework.

Performance: According to [37], the user interfaces of software programs should
be fast and deliver results within 250 ms. In order to address this performance
issue in the proposed framework, several measurements are taken: (1) applied
machine learning approaches and (2) technical equipment. Regarding the first
point, two machine learning approaches are applied in the proposed approach:
Decision tree and SVM. Decision trees are intuitive, more effortless, and not time-
consuming in their implementation [48]. Furthermore, the decision trees include
high flexibility and deliver high accuracy results regarding logical connections
between learned and predicted items [48]. Additionally, SVM is considered as a
powerful learning method allowing to achieve an efficient data classification with
high accuracy [43] as well as to utilize less energy per second in comparison to
other techniques, such as random forest, multi-layer perception, for instance, as
outlined in a real-world IoT device experiment from [48]. Striking is that SVM
includes complex training structures, which require more training time com-
pared to other learning algorithms, as shown in the reference example from [48].
In the reference example [48], the training and inference speed of a data set
with 100 instances (after data pre-cleansing) is tracked in seconds on an IoT
device and outlines that training run time per instance is 0.75 s and inference
run time per instance is 0.04 s. In the IoT and smart home context, where data
sets contain millions of data, due to the second/minute measurement, it is useful
to sample the valid training data set (after data cleansing according to [8,48])
while maintaining the representatives of the different values of various smart
objects in own home environment [14] and considering user preferences regard-
ing the aggregation period in order to allow less time-consuming learning for
both applied algorithms, decision tree and SVM. Regarding the technical equip-
ment, it is recommended to integrate a server element, for instance, an element
with an i7 kernel and quad-core processor, in the technical component DSPN
from [45] in order to integrate the both modified UCCPs with the learning algo-
rithms of Af in an energy-efficient and fast way. The real-world experiment [48]
in the IoT context outlines based on different real-world data sets, such as energy
efficiency data of different buildings, disease diagnostic data, etc., that running
a classification algorithm on a computer element, such as a Personal Computer
takes 0.017–0.029 s, compared to a Rasberry Pi model B integrated IoT device
with 4.99–5.72 s run-time [48]. In their work [48], Yazici et al. considered the
average time in their speed measurements after running each algorithm 20 times
with each data set to deliver reliable speed measurements. This approach for
the speed measurement can also be applied in the future real-life experiment
of the proposed approach in this publication. Based on these previous observa-
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tions, in order to achieve high accuracy in a real-life scenario of the proposed
approach in this paper, the Bd should contain at least 100 instances with rep-
resentative data sets. The model training for the classification based on SVM
(with c hyperparameter between 0.1 and 1.0) and decision tree (with default
hyperparameters) can be executed [32] after data pre-cleansing and -sampling
on the DSPN from [45], which will cost about under 75 s. run time according to
the previous reference example, such as [48]. Additionally, in the real-life exper-
iment of the proposed approach, the SVM is considered in UCCP 1, carried out
during the registration process. Its results will be presented later in the UCCP
2 during the aggregation period. In this way, sufficient time is available for the
SVM to perform the elaborate training and produce the input for the UCCP 2
(I6: Dependencies & Weight Coefficient). Furthermore, in a real-life experiment,
the data cleansing and sampling methods are considered in the DSPN server ele-
ment. They are already applied after the registration process before supplying
users with data sharing recommendations in UCCP 2. In the real-world exper-
iment, it could be possible to implement the DSPN server element in a smart
home hub, such as Almond+, or Google OnHub, which ensures communication
between the smart objects and allow their easy operations via a (mobile or web)
application for smart home owners [5]. However, those existing smart home hubs
must be expanded in terms of (privacy-preserving) functionality and hardware
(non-functional requirements) in order to implement the modified user-centric
privacy-preserving solution from Sect. 2.2. To sum up, implementing data pre-
cleansing, -sampling, and the algorithms decision tree and SVM in the DSPN
server element enables the proposed approach to address the performance issues
and deliver the results, such as data sharing recommendations, to users within
250 ms on the corresponding user interface of the proposed privacy-preserving
solution.

Maintainability: According to [30], maintainability includes the ease of cus-
tomizing and modifying software to fix bugs, improve performance and make
it adaptable. For the proposed modified user-centric privacy-preserving app-
roach in this paper, no maintenance is needed after the initial installation of
the approach. The updates for modification and customization are automati-
cally installed during the nighttime not to influence the users and the use of the
framework system.

Legal: The proposed automated approach with its algorithm is integrated into
users’ smart home environment at the DSPN in the IoT architecture system, as
recommended in [45]. This implementation allows collecting and processing the
collected data in a privacy-preserving way in users’ environments according to
the GDPR requirements from [12,38].

Portability: Users can have encrypted access to the data collected and pro-
cessed in the DSPN of their smart environment via a mobile application. The
main focus of the user-centric privacy-preserving approach is to supply users
solutions with a minimum number of external accesses to allow control of the
entire data collection, storage, and disclosure process [38,45]. According to Art.
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20 of the GDPR [12], the proposed approach allows users to have an overview
of the shared data with data consumers for different usage purposes, and it also
allows users to supply additional data consumers with the already shared data.

Deployability: The proposed approach can be implemented using the Java-
based open-source tool called WEKA 37. This tool is recommended because it is
portable and allows the integration of the framework with other Java-based user
interfaces [2]. In addition, Java is also adaptable to different operating systems
and devices [2]. Using WEKA 3 will allow the implementation of the entire
proposed solution from Sect. 2.2 in the future.

Interoperability: According to [44], interoperability means that different soft-
ware components can interact and cooperate despite different languages, user
interfaces and platforms. The proposed approach is designed to integrate all
types of smart home objects into the proposed user-centric privacy-preserving
solution with the presented framework and to allow users control over the entire
data collection, storage and disclosure process in their smart home environment
with different smart home objects.

Data Integrity: The proposed framework and its integration into the existing
framework from [45] allow the consideration and integration of all the collected
data by users’ smart home objects in their smart home environments. By inte-
grating a server element with sufficient memory management in the DSPN, there
will be hardly any technical limitations regarding the amount of data which can
be stored.

Efficiency and Capacity: The proposed framework works in a less time-,
cost- and energy-consuming and effective way because the proposed approach’s
machine learning algorithms are integrated in the server-based DSPN [48]. Addi-
tionally, considering the machine learning algorithms, decision tree and SVM in
the proposed framework, integrated in the DSPN, help efficient data classification
with high accuracy [43,48] in the IoT context. Furthermore, the consideration
of the data cleansing and sampling methods in DSPN supports less time and
efficient data processing [8,36].

Scalability: According to [10], scalability means when a system can perform
tasks under growing work volumes and allows its enlargement. Integrating an
efficient server element in the DSPN and the efficient and energy-saving inte-
gration of the machine learning algorithms allows the proposed framework to
perform the corresponding tasks, such as supplying users with data sharing rec-
ommendations, in a growing environment of collected data. In case the initial
supplied server capacity is insufficient, the server capacity of the DSPN can
also be expanded accordingly by upgrading its capacity based on the supplied
services of the corresponding provider.

Availability: According to [18], there are different levels of availability when it
comes to the server and computer systems. The proposed framework recommends

7
WEKA 3 is considered a very highly ranked top detection tool and data mining tool [35].
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integrating at least a high-availability server element or better in the DSPN.
Integrating such a system in the proposed framework could cause at most 5 min
of service interruption per year [18]. If the integrated server element in DSPN
is down, then it is conceivable to enable data access to the DSPN data on a
private cloud, which is also installed in one’s smart home environment and can
be accessed by the smart home owner. This private cloud provides a backup of
the DSPN.

To sum up, the evaluation outlines that considering the abovementioned
requirements in the proposed framework allows fulfilling non-functional require-
ments from security-, privacy-, and performance-related categories.

3.2 Evaluation of Functional Requirements

This section evaluates the proposed solution with existing approaches, [3,22,23,
26], qualitatively in order to outline the added value of the proposed framework
and to evaluate functional requirements. These works [3,22,23,26] are relevant
works in this area and partially supply the basics for the proposed solution.
While [22,23] propose standalone machine learning approaches allowing users to
express their data sharing and data sensitivity preferences by labelling a sample
of collected data, [26] presents a technique to present users derived conclusions
based on collected data about users’ daily routines and activities. Addition-
ally, [3] presents an architecture allowing users to understand and control their
smart home network. However, the detailed and qualitative evaluation of the
previous solutions outlines that those approaches do not supply users with best-
practice-based data sharing recommendations with minimum human interference
while considering context-sensitive factors and users’ preferences based on past
activities. Furthermore, integrating the proposed framework in an existing user-
centric privacy-preserving approach from [45] allows users to control the entire
data collection, storage and disclosure process and integrate the proposed solu-
tion in existing IoT architecture systems.
The evaluation metrics are categorized into three clusters: (1) privacy-preserving
features, (2) user-friendliness and (3) GDPR requirements for automated deci-
sion making (Art. 22). The metrics of each category are derived from [12,25,33,
38,45]. Table 3 presents the results of the qualitative evaluation.

4 Discussion and Limitations

4.1 Discussion

The proposed framework allows addressing (1) existing gaps from [25] and
(2) demands from GDPR, especially Art. 9, 12, 15, 17, 19 and 22 [1,12,38],
in context-aware privacy-preference modelling research. The proposed best-
practice-based framework for user-centric privacy-preserving approaches in the
smart home context supplies users with data sharing recommendations while
considering (1) context-sensitive factors and (2) users’ preferences based on users’
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Table 3. Qualitative evaluation of the proposed solution: Each metric is evaluated by
using the following rating scale: = no possibility; = partially possible; and =
possible.

Evaluation
category

Metrics Proposed
Model

Model 2
from [22]

Model 3
from [23]

Model 4
from [26]

Model 5
from [3]

Privacy-
preserving
features

Allowing
privacy-preserving data
storage [45]

Allowing
privacy-preserving and
data protection of the
users [25,45]

Limiting data access by
limiting data consumers
and usage purposes [33]

Supplying
best-practice-based data
sharing
recommendations [25]

Considering
context-sensitive factors
while deriving data
sharing
recommendations [25,45]

Adjusting sensitivity of
the data types according
to already disclosed
data [25]

User-friendliness Minimum human
interference (user
inputs) [25,45]

Consideration of users’
data sharing preferences
based on past activities
[25]

GDPR (Art. 22)
requirements for
automated
decision making

Users have the
opportunity to intervene
the automated
processing [12,38]

Automated approach
includes suitable
measurements to
safeguard users’ rights
and privacy [12,38]

All the data types are
considered in the
automated approach
[12,38]

past activities. The proposed framework with automation options, which can be
integrated within an existing privacy-preserving approach with user-centricity
from [45], allows users to control the entire data collection and disclosure process
with minimum human interference. It also allows the integration of the proposed
solution in existing IoT architecture systems. Addressing the mentioned gap
in [25] and therefore including supervised and active machine learning methods
allow supplying users with best-practice-based data sharing recommendations
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derived based on GDPR specifications according to Art. 4, 5, 9, 12, 15, 17 and
19 [12] while considering users’ context-sensitive factors as well as past activi-
ties. Additionally, the related work from Sect. 5 with already proposed machine
learning privacy-preserving solutions in this context do not include mechanisms
which facilitate the process of preference specification based on users’ past activ-
ities [13,25,29]. Furthermore, the analysis of previous works also outlines that
other solutions must be introduced, which allow the presentation and control
of the context-sensitive factors related to users’ privacy preferences [25]. With
the proposed approach in this paper, these research gaps are addressed, and
it allows supplying data sharing recommendations based on GDPR-based best
practices, which can be adjusted according to users’ past activities and context-
sensitive factors. In this way, the GDPR requirements in the context of user-
centric privacy-preserving approaches and automated decision-making [12,25,38]
are also addressed.
As mentioned, the included initial input Bd for the automated framework, Af ,
is derived based on the GDPR specification in Art. 4, 5, 9, 12, 15, 17 and
19 [1,12,38]. Additionally, the users are asked to indicate the dependencies
between the collected data types according to their perception. However, it must
be investigated with user studies whether there is a user-friendly way to cap-
ture users’ dependency perceptions in this respective context. Moreover, the
initial input (Bd) must be validated and completed based on interviews with
GDPR experts to cover all the cases. Furthermore, in the modified user-centric
privacy-preserving approach, the users are supplied with different inputs, such
as srvData, dCon, dpurp, in the integrated user-centric privacy-preserving app-
roach. These inputs must be validated with users within a user study to find
out in which way these inputs can be adjusted and whether those inputs are
sufficient for their decision-making process.

4.2 Limitations

The findings of this paper are mainly based on a literature review and previously
derived approach from [45]. The proposed approach must be validated with user
studies, and an additional real-world experiment to (1) validate the initial input,
(2) find out a user-friendly way for deriving users’ perceptions regarding data
type dependencies and (3) investigate its acceptance and applicability, which
will be addressed in the near future.

5 Related Work

Existing works can be clustered into two categories: (1) technical solutions for
disclosure behaviour prediction in different contexts and (2) machine learning
solutions in IoT and smart environments.
In the first category, solutions are presented, which supply users with disclosure
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recommendations based on predicting disclosure behaviour models. While [40]
presents a machine learning mechanism to help users specify disclosure pref-
erences in a location-sharing system, [16] proposes a privacy wizard in a social
network context, which configures users’ privacy settings based on machine learn-
ing mechanisms automatically after asking users different questions. Addition-
ally, Knijnenburg and Jin outline in their work that users are willing to receive
privacy recommendations by an assisted system and that the input for those rec-
ommendations will influence users’ satisfaction positively [24]. In [47], Xie et al.
present a prediction algorithm which allows users to configure privacy settings
in location sharing context. In their work, Xie et al. also outline that the context
and data consumers (audience) influence users’ location privacy preferences, and
the observations show that few users also share similar sharing preferences [47].
Moreover, Pallapa et al. present another context-aware privacy-preserving solu-
tion in the mobile context, which derive users’ privacy preferences based on the
interaction history between the users and apply those in new situations [34].
The second category includes machine learning solutions in IoT and smart envi-
ronment contexts, which support users in the automatic configuration of pri-
vacy settings and supply users with recommendations for privacy settings. Sev-
eral machine learning solutions are presented in the smart home context, such
as [3,22,23,26]. While [22] presents a machine learning-based framework allowing
users to express their data sharing preferences by labelling some collected data
in their smart home environments while considering the data consumers, usage
purposes and information granularity, Keshavarz and Anwar propose in another
work an active machine learning approach helping users to classify between sen-
sitive and non-sensitive data according to users’ privacy preferences [23]. Also,
in this approach, Keshavarz and Anwar ask users to label some amount of data
as sensitive or non-sensitive so that the model can learn users’ privacy concerns
and apply it while labelling the rest of the collected data [23]. Furthermore,
Aı̈vodji et al. present in their work [3] an architecture called IOTFLA for data
security and privacy in smart home environments. This approach allows users to
improve the efficiency of the smart home systems, the understanding and con-
trol over the smart home networks [3]. Additionally, Kounoudes et al. present in
their work [26] a data inference technique which derives conclusions about users’
routines and activities based on the collected data to present those conclusions
to the users and uses those conclusions to improve smart object services.
In comparison to all the above-mentioned previous works, the contribution of the
proposed approach to this body of literature is three-fold: Best-practice-based
framework supplying users data disclosure recommendations while considering
(1) context-sensitive factors, (2) users’ preferences in data sharing recommen-
dations after learning from users’ past activities and (3) its integration in an
exiting solution allow users to control the entire data storage, collection and
disclosure process with minimum human interference. Furthermore, the entire
proposed approach in this paper allows addressing a few existing gaps in context-
aware privacy-preference modelling with user focus, as mentioned in [25] and the
demands from GDPR, especially Art. 9, 12, 15, 17, 19 and 22 [1,12,38].



Framework for User-Centric Privacy-Preserving Solutions in Smart Homes 117

6 Conclusions and Future Work

In this paper, a best-practice-based automated framework is proposed, which (1)
supplies users with data sharing recommendations based on GDPR-related best
practices and (2) allows to consider users’ past activities, privacy preferences
and context-sensitive factors. Integrating the proposed approach in an existing
user-centric privacy-preserving approach allow users to control the entire data
collection, storage and disclosure process with minimum human interference.
Furthermore, this integration also allows us to implement the proposed auto-
mated approach in existing IoT architecture systems.

In order to investigate the performance and user acceptance, we plan (1) to
implement the proposed approach in a real-world smart home environment and
(2) to conduct user studies in the future.
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