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Abstract. The unsupervised neural network GAN can automatically generate
synthetic samples conform to the distribution of learned samples. Therefore, pass-
word guessing models based on GAN, e.g. PassGAN are widely studied in recent
years. However, there are two problems when dealing with discrete password
data using GAN-based models. On the one hand, the non-differentiability of dis-
crete password data may result in the failure of the backward of gradients; on the
other hand, the outputs of the intermediate layers of the generator are incomplete
password sequences, which cannot be directly evaluated by the discriminator until
they reached the output layers, resulting inmany redundant synthesized passwords.
Therefore, a new password guessingmethod RLPassGANbased on SeqGANwith
policy gradient are proposed in this paper. Policy gradient is applied to the pro-
posed model to ensure that the model parameters can be continuously optimized.
Furthermore, the incomplete password sequences of the output of the intermedi-
ate layers are evaluated by Monte Carlo search. The results show that in terms of
the quality of the generated samples, the synthesized samples of RLPassGAN can
cover more than 99% of the real passwords in the training set, while PassGAN and
RNNPassGAN can only cover less than 30% of the real passwords in the training
set; in terms of cracking on the specified site, RLPassGAN outperforms the two
models by 16.4%–84.1%; in terms of cross-site cracking, RLPassGAN raised the
cracking rate by 30.5%–84.9%.

Keywords: Password guessing · GAN · Gradient backhaul · Policy gradient ·
Monte Carlo search

1 Introduction

In recent years, a variety of new authentication methods have been proposed, such as
biometric authentication [1], iris recognition [2], graphic password [3] and etc. However,
password authentication is still the most widely utilized methods for authentication [4].
The main reason is that [5] the newly proposed authentication methods still faced some
problems, such as high cost, difficult to use and deployment. Therefore, password will
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remain the most important identity authentication method for a long time in the future
[6].

Early password guessing reliedmore on “fancy” [7, 8] methods to generate password
dictionaries. In 2005, Narayanan et al. [9] proposed a Markov chain-based password
attacking model, which calculated the probability of password generation through the
correlation relationship between characters from left to right. 2009, Weir et al. [10]
proposed a password attacking model based on a probabilistic context free grammar
(PCFG), in which each password is divided into letter segment L, number segment D
and special character segment S. The password pattern frequency table and the character
composition frequency table are counted by the model, and a set with guess frequency to
simulate the probability distribution of real password is generated based on the tables. In
2016, Wang et al. [11] proposed an online targeted attacking model TarGuess based on
personal information. Luo et al. [12] proposed a prediction model E-PCFG combining
natural language processing (NLP) [13] and PCFG in 2017.

A series of neural network based password guessing models are proposed in recent
years. In 2016, Melicher et al. [14] proposed a password guessing model based on
LSTM, which predicted the next character according to the input sequence. In 2018,
Xia et al. [15] proposed GenPass, which combines PCFG and LSTM to learn features
from multiple password sets. The results demonstrated that it can effectively raise the
cracking rate of cross-site guessing. In 2019, Hitaj B et al. [16] proposed a password
generation model PassGAN,which minimizes the cross-entropy loss between generated
samples and real password distribution to generate realistic guessing samples. Sungyup
et al. [18] proposedRNNPassGAN in 2020. The generator and discriminator are changed
from 5-layer residuals convolutional neural network in PassGAN to 1-layer RNN which
is more suitable for text processing.

As it does not depend on prior knowledge, GAN-based password guessing model
is considered to be a new way to replace the traditional statistical and non-parametric
methods. In the GAN-based password guessing models, the parameters of generator are
updated iteratively according to the backward of errors, and new candidate password
samples are generated continuously through the contest between generator and discrim-
inator. Theoretically, any differentiable function can be utilized to build generator and
discriminator [17]. However, the password set contains a large number of characters and
number combinations similar to “PASS +123456+@# ~”, and the discrete password
character data lacks continuous differentiability compared with numerical data such as
pictures. Therefore, for the discrete password string data, it is difficult for the traditional
GAN to effectively update the model parameters based on the discrete data through the
gradient backhaul. Furthermore, it is difficult for the discriminator to evaluate the incom-
plete password sequence in the middle state of the generation process. These problems
limit the performance improvement of GAN in the task of password guessing.

Solving the problem of GAN in gradient backhaul can effectively improve the
cracking rate of relevant models in the task of password guessing. This paper makes
contributions in the following aspects:

1. In this paper, a password guessing method RLPassGAN is proposed. It combines
PassGAN [16] and Policy Gradient[19] in reinforcement learning. In our model,
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LSTM network, which is suitable for text processing is utilized to build the gener-
ator and discriminator. In order to solve the difficult problem of gradient backhaul
in traditional GAN models, both the reinforcement learning and policy gradient
algorithm are utilized to update the parameters of the generated network.

2. Monte Carlo search method [20] is applied to make the password sequences in the
intermediate state be complete, and thus the discriminator can generate rewards for
these completed sequences. Finally, RLPassGAN is compared with two GAN-based
password guessing models (PassGAN [16] and RNNPassGAN [18]).

2 Related Wrok

2.1 Password Guessing Model Based on GAN

GAN-based password guessing model, PassGAN, was applied to password security
research by Hitaj B et al. [16] in 2019, which was based on IWGAN(Improved training
of Wasserstein GANs) [21]. The method trains the neural network to learn the data
distribution of the password, and then uses the neural network to generate a guess set
with the same distribution as the training set. The generator of PassGAN imitates the
distribution of the password in the training process, and the task of the discriminator is to
determine whether the samples generated by the generator come from the real password
sets. The process of the confrontation makes the discriminator reveal the information
about the original training set, while the generator makes full use of the information to
show the distribution of the original password training set, and finally optimizes the loss
function through the gradient descentmethod. After several iterations, the discrimination
ability of the discriminator is gradually improved, and the output of the generator is closer
to the distribution of the original password set. 5-layer Residual Convolutional Neural
Network (ResNets) is adopted in PassGAN’s generator and discriminator, and its specific
model structure is shown in Fig. 1.

Fig. 1. The network structure of PassGAN

Sungyup et al. [18] made improvements based on PassGAN in 2020 and proposed
RNNPassGAN, which utilize a 1-layer LSTM as the generator and can be more suitable
for processing text. At the same time, the memory of the recurrent neural network is
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Fig. 2. The network structure of RNNPassGAN

used to improve the quality of the generated samples. The specific model structure is
shown in Fig. 2.

Compared with traditional methods, GAN-based password guessing methods
have the advantage that they can generate high-quality password dictionary with-
out prior knowledge. However, they also have an obvious disadvantage that the non-
differentiability of discrete password data may result in the failure of the backward of
gradients, so that a good model can not be trained.

2.2 Policy Gradient

Policy gradient is an optimization algorithm in reinforcement learning, and the random
strategy gradient SPG [22] is adopted in our model. In the model, the basic principle is
that the agent randomly generates an action in the initial state, and a reward based on
the action generated by the environment. Then the policy is dynamically adjusted by
the agent based on the reward: increasing the probability of actions receiving positive
rewards or decreasing the probability of actions receiving negative rewards.

Pθ (τ ) =Pθ (s1, a1, s2, a2, · · · , sT )

=P(s1)πθ (a1|s1)P(s2|s1, a1)πθ (a2|s2)
. . .P(sT |s1, a1, s2, a2 . . . sT − 1, aT − 1)

=P(s1)
T−1∏

t=1

(πθ (at |st)P(st + 1|s1, a1, . . . st, at))

=P(s1)
T−1∏

t=1

(πθ(at |st)P(st + 1|st, at)) (1)

Policy gradient [19] contains the object system, policy πθ (a|s), trajectory τ , round,
and round-reward R(τ ). The object system is the learning object of policy gradient.
Policy πθ (a|s) represents the probability of producing action a under the condition of
state s and parameter θ; Round represents the process of the agent interacting with the
object system from the initial state based on a policy. The track τ indicates the order of
state s, action a and reward r in the policy gradient during a learning round, i.e. τ = (s1,
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a1, r1, s2, a2, r2…, st). The probability of generating track τ with parameter θ in each
round is Pθ (τ ), the specific calculation formula is as formula 1. Where P(s1) represents
the probability that the initial state is s1, P(st+1|st ,at) represents the probability that the
environment updates status to st+1 based on state st and action at . According to the
markov property [23], the state St+1 of the next timestamp is only related to the current
state st and the current action at , so the conditional probability

P(st + 1|s1, a1, . . . st, at)=P(st + 1|st, at) (2)

Round-reward R(τ ) stands for the sum of the rewards generated by all actions in a
round:

R(τ ) =
T∑

t=1

r(st, at) (3)

The learning of policy gradient is a process of strategy optimization. A policy is
randomly generated at the beginning, and the same policy is used in one round of
learning until the end of this round of learning. Then, a new round of learning is started
by changing the policy through gradient ascent, and so on until the cumulative reward
no longer increases. Since the actions generated by the policy are uncertain and the same
policy can produce multiple different trajectories after multiple rounds of learning, the
policy gradient [19] defines the objective function as the expected return of the reward
obtained by trajectory τ under strategy πθ :

J (θ) = E[Rτ |πθ ] =
∑

τ

Pθ (τ )R(τ ) (4)

The goal of training is to find a set of parameters θ to maximize J(θ ), so the expected
return is needed to find the partial derivative of network parameter θ, which is specifically
calculated as:

∇θJ (θ) =
∑

τ

Pθ (τ )∇θ logPθ (τ )R(τ )

=
∑

τ

Pθ (τ )∇θ log

(
P(s1)

T−1∏

t=1

(πθ (at |st)P(st + 1|st, at))
)
R(τ )

=
∑

τ

Pθ (τ )∇θ (logP(s1) + T−1
�
t=1

logπθ(at |st)+

. . .
T−1
�
t=1

logP(st + 1|st, at))R(τ )

=
∑

τ

Pθ (τ )

(
T−1∑

t=1

∇θ logπθ (at |st)
)
R(τ ) (5)

Where Pθ (τ ) indicates the probability of the generated trajectories τ = (s1, a1, r1,
s2, a2, r2…, st), logpθ (τ ) means the logarithm of the probability of trajectory τ , and R(τ )
stands for the reward of producing the entire track τ . Considering that in the expression
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of J(θ ), the action at with timestamp t has no effect on the trajectory τ 1: t-1 before t, but
just for subsequent trajectory τ t: T . So for πθ (at|st), only the cumulative reward R(τ t: T )
starting with the timestamp t is considered, so J(θ ) transforms into:

∇θJ (θ) =
∑

τ

Pθ (τ )

(
T−1∑

t=1

∇θ logπθ(at |st)R(τt : T )

)

=
∑

τ

Pθ (τ )

(
T−1∑

t=1

∇θ logπθ(at |st)Q(st, at)

)
(6)

Where Q(st , at) [19] is the action-vaue function, which represents the expected
return.

Value of policy πθ after the action based on the state at . In the above equation,
R(τ t: T ) is substituted by Q(st ,at). From the above derivation, it can be seen that the
policy gradient eventually transforms the value function R(τ ) in the expected return
into the action value function Q(st ,at). The advantage of this method is to identify the
incomplete sequence of any intermediate state that can be evaluated by the discriminator.
Finally, the parameters of network are updated as follows through gradient ascent:

θnew ← θold + η∇θJ (θ) (7)

Where η is the learning rate.
Policy gradient can effectively solve the difficulty of gradient return in GAN, so the

password guessing model proposed in this paper, RLPassGAN, introduces the iterative
training of policy gradient, and its implementation process will be introduced in the next
section.

3 Reinforcement Learning PassGAN

3.1 Model Structure of RLPassGAN

Different from PassGAN [16] and RNNPassGAN [18], in our model, the proposed
RLPassGAN is regarded as a reinforcement learning system, in which the generator is
the agent, and each generated password sequence Sf represents a complete trajectory τ ,
each character comes from generating process is treated as an action, e.g. the character
generated by the timestamp t is action at . Each action at is generated in the current state
St based on a random policy, and the state St is determined by the generated incomplete
sequence.Generator generates passwords fromarbitrary characters under a set of random
policy until a preset length is met. The discriminator is regarded as a reward function
for the evaluation of the generated password sequences to update the neural network’s
parameters.

The discriminator outputs the probability of the generated password comes from the
real data set as a reward, and guides the generator to adjust its policy through feedback
to generate more realistic passwords. The discriminator of PassGAN only evaluates the
final generated complete password. However, we want to evaluate the rewards obtained
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from the incomplete sequence generated in the intermediate state during the password
generation process, so as to guide the generation of subsequent characters.

In order to evaluate the incomplete sequence Y1:t in an intermediate state, RLPass-
GAN utilizes the Monte Carlo search [20] to randomly select T-t characters to padding
the incomplete password sequences in the state under the guidance of the policyGβ [24].
Then, the discriminator evaluates the complete password sequence after completion, and
takes the reward value as the action-value Q [19] to adjust the policy Gβ . The discrimi-
nator evaluates the incomplete password sequence of all intermediate states through an
iterative Monte Carlo search process until the generator produces a complete password
sequence. In order to reduce deviation, the model carries out N rounds of Monte Carlo
searches [20] and takes the average value of the actions returned by the discriminator.
The specific search process is shown in Fig. 3, and the Monte Carlo searches are defined
as:

{
Y 1
1:T , . . . ,YN

1:T
}

= MCGβ(Y1:t;N ) (8)

Where Y1:t represents the intermediate state sequence of length t, and YN
1:T represents

the complete sequence generated by theNth timeMonteCarlo search, which is generated
by sampling under the guidance of the random policy Gβ [24]. Therefore, the final
action-value function of RLPassGAN is defined as:

Q(s = Y1:t−1, a = yt) =
{ 1

N

∑N
n=1 R

(
Y n
1:T

)
,Y n

1:T ∈ MCGβ(Y1 : t;N ) t < T
R(Y1 : T ) t = T

}
(9)

Where R
(
Y n
1:T

)
represents the reward generated by the discriminator for the Nth time

Monte Carlo search, and R(Y1:T ) represents the reward generated by the discriminator
for the final generation of a complete password sequence of length T.

The generator and discriminator of the RLPassGAN are changed from 5-layer resid-
ual convolutional neural network ResNets to 1-layer LSTM, which is more suitable for
processing sequence data. The network structure is shown in Fig. 3.

Fig. 3. The network structure of RLPassGAN

Algorithm 1 shows the steps of RLPassGAN in the training process. Gθ and Gβ

correspond to the random policy used in generator andMonte Carlo search.We select the
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same parameters when initializing the two models, thus they can adopt the same policy
to generate characters at the beginning of training. Dϕ denotes the discriminator. The
parameters of Gθ and Dϕ are initialized with random weights before training. After the
training starts, the generator randomly selects characters to generate password sequence
Sf , obtains the action-value Q [19] of each intermediate transition in Sf through Monte
Carlo search. Then, the reward of the complete sequence are given by the discriminator.
Finally, the parameter θ is updated by generator through Formula (7) mentioned in
Sect. 2. The generated guessing sample Sf and the real password Sr are input into
the discriminator at the same time when the model is training the discriminator, and
the reward of the guessing sample Sf is calculated and returned to the generator. The
discriminator is optimized continuously by minimizing the cross entropy between the
real password tag and the predicted probability.Gθ andDϕ are carried out synchronously
during the whole process, and the parameters of the network are updated continuously
through iterative training until the generator and discriminator are stable.

3.2 Generator

Convolutional Neural Network takes advantage of weight sharing and the local corre-
lation of data to reduce the complexity of the network, and it is suitable for processing
continuous data such as images. Therefore, the generator of RLPassGAN is LSTM. The
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generator first encodes the input random strings by word embedding to obtain the word
vector of the discrete data, and then passes through a masking layer to skip the filled part
of the sequence when it is encoded, so that LSTM can only act on the original part of the
sequence during training. Then the model is trained by 1 layer of LSTM, and finally the
password guessing set is output by a layer of full connection layer. The specific structure
of the generator is shown in Fig. 4.

Fig. 4. The network structure of the generator of RLPassGAN

3.3 Discriminator

The discriminator of RLPassGAN is regarded as a reward function to dynamic update the
parameters θ of the generator. The generator is improved by further iteration, once amore
realistic set of sequences is generated, the model retrains the discriminator. Therefore,
the optimization goal of the discriminator is to minimize the cross entropy between the
real password tag and the predicted probability, and its specific formula is as follows:

min
ϕ

(Ey∼preal[lnDϕ(Y )] − Ey∼Gθ [ln(1 − Dϕ(Y ))]) (10)

Where Y represents a complete password sequence, Dϕ(Y) represents the output of
the discriminator, and the parameter ϕ is updated at a specified learning rate to optimize
the performance of the discriminator.

The structure of the discriminator is shown in Fig. 5. First, the real password set is
mixed with the password set generated by the generator, and then the word vectorization
is processed by an embedding layer, followed by a LSTM layer for training. In order to
improve the efficiency of the discriminator’s training, a highway network [25] architec-
ture is added to the discriminator based on feature set mapping. Finally, a fully connected
sigmoid activation function is used to output the probability that the generated password
is the real password as the reward value. The specific structure of the discriminator is
shown in Fig. 5.

4 Experiment

4.1 Password Data Set

In 2009, the SQL injection of RockYou.com by attacker resulted in 32 million user
passwords being leaked, and these passwords were all plaintexts. This is the first batch
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Fig. 5. The network structure of the discriminator of RLPassGAN

of ten-million-level password data sets leaked on the Internet, so these passwords have
become an important resource in the field of password security research. In addition to
RockYou [26], password data sets leaked from two famous Internet portals, CSDN [27]
andYahoo [28], are also used to experiments andmodel evaluations.Data set fromCSDN
[27] includes the password data of 6 million users. Since most of its users are working
in the Internet industry, the password structure of the website is relatively more complex
and the password security intensity is higher. Therefore, it is also more conducive for
model training to improve the cracking rate and universality of the password test set.
Yahoo [28] suffered a major data breach in 2012, in which 450,000 plaintext passwords
of its users were stolen by hackers. The specific information of the data set is shown in
Table 1.

Table 1. Password set information used in this paper.

Password set Service type Language Leakage time Original number

Rockyou Social English 2009 32503388

CSDN IT BBS Chinese 2011 6428277

Yahoo News English 2012 453492

4.2 Data Preprocessing

Most of the leaked password data sets are usually not stored in plaintext, but in a hash
format. However, in the task of password guessing, the model needs to be trained on
plaintext passwords, so the password data sets selected in this paper are all fromwebsites
that store in plaintext. Therefore, the real password sets leaked from RockYou [26],
CSDN [27] and Yahoo [28] were selected as the data sets of this experiment.

Due to the large number of original data sets, it is necessary to preprocess the pass-
word sets. In the experiment, the data sets are processed by random sampling, which
reduces the time cost of the experiment without affecting the experimental effect. The
experiment in this paper only considers the password information in the data sets, so
the irrelevant information including personal information and account number from the
data sets were eliminated. At the same time, since most web sites have registration rules,
users are only allowed to enter 95 printable characters (does not contain Spaces) such as
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numbers, letters and symbol, and as a result of the limitation of password strength pro-
filers, users are only allowed to enter the length of the password for 6–20, and the leaked
password data sets contain many useless passwords with no reference value, Therefore,
the experiment only reserves the password with the length of 6 to 20 and composed of
95 printable characters.

In this experiment, three password data sets are divided into training set and test set
in a 4:1 ratio (80% is training set and 20% is test set). The training set is put into three
GAN-based models for training to generate guessing set, while the test set is used to
match with the guessing set and calculate its cracking rate to complete the performance
comparison of the three models.

5 Evaluation

5.1 The Quality of the Generated Samples

It is proved that the model has reached an equilibrium point in GAN when the discrimi-
nator is difficult to identify the samples generated by the generator. In order to evaluate
the quality of the generated samples of RLPassGAN, we compare the generation cov-
erage rate of three models (RLPassGAN, PassGAN [16] and RNNPassGAN [18]) on
different password data sets (that is, the model was trained and tested on the same data
set, then calculate the ratio of the guessing samples to the repetition of the training set).
The higher the generation coverage is, the stronger the fitting ability of the generator is,
that is, it can generate more similar guessing samples to the training set.

Fig. 6. Generation coverage of different models on different password sets

In order to form a comparison, we strictly controls the conditions in the experiment.
Nomatter the training set or the guess set, the experimental data scale of different models
are consistent. The quality of samples generated by different models was compared by
the coverage rate of samples generated on the original training set. In order to make the
experimental resultsmore convincing, this paper conducted a comparison under different
data scales(The training set scale is 10000000, 100000000 and 1000000 respectively).
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Three data sets, RockYou [26], CSDN [27] and Yahoo [28] in the experiment, are ran-
domly sampled during the training. The generator generates 10,000,000 guess samples to
match the training set. Finally, take an average of the results of different size. As shown
in Fig. 6. on the data set of CSDN, the guessing samples generated by RLPassGAN
training can cover 99.95% of the real passwords in the training set, and the guessing
samples generated by PassGAN [16] training can cover 21.498% of the real passwords
in the training set. However, the guessing samples generated by RNNPassGAN [18] can
only cover 15.58% of the real passwords in the training set. On the data set RockYou,
the three models also achieved similar results. The guessing samples generated by the
training of RLPassGAN can cover 99.852% of the real passwords in the training set, and
the guessing samples generated by the training of PassGAN [16] can cover 26.746%
of the real passwords in the training set. However, the guessing samples generated by
RNNPassGAN [18] can only cover 14.298% of the real passwords in the training set.
On Yahoo, the guessing samples generated by RLPassGAN can cover 99.972% of the
real passwords in the training set, still maintaining a high generation coverage, while
the guessing samples generated by PassGAN [16] can only cover 10.246% of the real
passwords in the training set. However, the guessing samples generated by the training
of RNNPassGAN [18] can only cover 4.77% of the real passwords in the training set.

It can be seen from the comparison experiment that nomatter which data set is tested,
the guessing samples generated by RLPassGAN can cover more than 99% of the real
passwords in the training set, while the guessing samples generated bymodels PassGAN
[16] and RNNPassGAN [18] do not cover more than 30% of the training set. A very
important reason for this difference is that the discrete password data in the traditional
GAN lead to the failure of the gradient backhaul of the discriminator when facing the
password guessing task. However, the RLPassGAN proposed in this paper applies the
policy gradient to solve the problem that the discrete data is not differentiable on the
gradient backhaul, thus this model improves the quality of the generated samples.

5.2 Cracking Rate

In order to test the performance of a guessing method in the task of password guessing,
the most simple and direct way is to bump the generated samples into the real password
data set, and check the cracking rate of this guessing method. This section also com-
pares the cracking rate of three password guessing models, RLPassGAN, PassGAN [16]
and RNNPassGAN [18], on different data sets through controlled experiments, which
are specifically divided into same-site cracking rate and cross-site cracking rate. The
password data sets used are the three password sets introduced in Sect. 4.1.

Same-Site Cracking Rate. It is not difficult to understand that the same password data
set is used in the training and testing of the same-site cracking process. In the experiment,
three kinds of models are used to test on RockYou, CSDN and Yahoo. Each password
data set is divided into a training set and a test set in a 4:1 ratio (The training set accounts
for 80% and the test set for 20%), and the sample sizes generated by the three models
after training are 10, 102, 103, 104, 105, 106 and 107. The cracking rate of each model
under each generation scale is recorded.
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As can be seen from Fig. 7, no matter which data set the experiment is conducted on,
the cracking rate of RLPassGAN is higher than that of PassGAN [16] and RNNPass-
GAN [18] in the beginning. When the generation size reaches 104, the cracking rate
of RLPassGAN is significantly higher than that of the other two models: The cracking
rate of RLPassGAN on different password sets is 6.1%–15.32%, while that of PassGAN
[16] is 0.65%–11.38%, and the cracking rate of RNNPassGAN [18] is only 0.43%–
10.99%. Since the method RLPassGAN and the two models of the control experiment
are proposed in the scenario of trawling attacking, rather than the target attacking, the
cracking rate obtained from small-scale generated samples should not be used as the
final evaluation criterion.

Fig. 7. The same-site cracking rate of different generation adversarial network models

With the increase of generation scale, the same-site cracking rate of the three models
gradually increases, and the advantages of RLPassGAN become obvious gradually.
When the generation scale is 105, the cracking rate of RLPassGANon different password
data sets ranges from 13.25% to 20.42%, while that of PassGAN [16] on the same-site
ranges from 1.34% to 14.64%, and the cracking rate of RNNPassGAN [18] on the
same-site ranges from 0.78% to 12.42%.

When the generation size reaches 107, each model achieves a relatively high same-
site cracking rate on different password sets. The cracking rate of RLPassGAN can
reach 18.6%–24.75%, and that of PassGAN [16] can reach 10.1%–21.26%, while that
of RNNPassGAN [18] is only 4.91%–15.18%.

It can be seen from the experimental results that different password data sets affect the
same-site cracking rate of themodel, but the comprehensive performance ofRLPassGAN
is the best. Comparing with the cracking rate of the same-site, RLPassGAN outperform
PassGAN [16] by 16.4%–84.1%. RLPassGAN can achieve a 63.1% higher cracking
rate than RNNPassGAN [18]. Under the guidance of policy strategy, the RLPassGAN
proposed in this paper can realize the sufficient training of GAN,whichmakes it better fit
the distribution of real passwords, and effectively improves the cracking rate of trawling
attacking.

Cross-Site Cracking Rate. In addition to compare the cracking rate of the threemodels
on same-site attacking, we also compare that of the threemodels on cross-sites attacking.
That is to say, the passwords of training and test come from different data sets. In
practical applications, cross-site attacking is a common application scenario in the task
of password guessing. Generally, it is difficult to obtain leaked plaintext passwords from
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websites, so the real password data sets that can be used for research are relatively limited.
Therefore, a method of password guessing with better generalization ability should not
only achieve better cracking rate in the same-site guesswork, but also shows good results
in cross-site guessing, which indicates that the model has good generalization ability and
can be applied to different data sets. In this section, three groups of guessing experiments
are conducted to compare the cross-site cracking rates of three models, RLPassGAN,
PassGAN [16] and RNNPassGAN [18], as follows: RockYou → Yahoo, Yahoo →
CSDN and RockYou → CSDN. The sample size of the three models is consistent with
that of the same-site. The cracking rate of each model under each generation scale is
recorded.

Fig. 8. The cross-site cracking rate of different generation adversarial network models

As can be seen from Fig. 8, because of the difference in the spatial distribution of the
different password data sets, the cracking rate of cross-site is lower than that of same-
site. However, it is found that the cross-site cracking rate of RLPassGAN is significantly
better than the other two models through comparison. In the comparative experiment of
cross-site guessing from RockYou to Yahoo, the cracking rate of RLPassGAN is always
higher than that of the other two models, and the advantage is gradually obvious as the
size of generated samples increases. When the size of generated samples exceeds 107,
the cracking rate of RLPassGAN can reach 18.4%, while the cross-site cracking rates of
PassGAN [16] and RNNPassGAN [18] are 12.04% and 5.79%, respectively. Compared
with the other two models, the cross-site cracking rate of RLPassGAN is 51.2% higher
than that of the better model, PassGAN [16].

In the control experiment of cross-site guessing of CSDN from Yahoo, the cracking
rate of RLPassGAN reaches 13.28% after the generation scale reaches 107, which is
30.5% higher than that of the model with the best performance of PassGAN [16] and
RNNPassGAN [18]. In the control experiment of cross-site guessing CSDN from Rock-
You, the cracking rate of RLPassGAN can reach 15.63%, and that of PassGAN [16] is
11.37%, while of RNNPassGAN [18] is only 8.45% with the increase of the generation
scale. The cracking rate of RLPassGAN is 37.4% higher than that of PassGAN [16] and
84.9% higher than that of RNNPassGAN [18].

To sum up, RLPassGAN performs best on different password datasets in both the
same-site guessing scenario and the cross-site guessing scenario. The guessing samples
generated by the same model have significantly different cracking rates on different
test sets. It is not difficult to understand that the three password data sets used in this
paper are from different websites, and the service types and languages of websites are
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not exactly the same. Therefore, the passwords constructed by each user have different
characteristics, which will result in significant differences in cracking rate. The three
GAN-based password guessing models involved in this paper are all studied based on
trawling attacking, and the performance of RLPassGAN is better than the other two
models. One of the main reasons is that RLPassGAN uses Policy gradient and Monte
Carlo search to solve the difficulty of GANwhen processing discrete password sequence
with gradient backhaul and discriminator can not evaluate incomplete sequence.

6 Conclusion

In this paper, a new password guessing method RLPASSGAN is proposed. The pol-
icy gradient is applied to PassGAN to solve the problem of gradient backhaul caused
by discrete password data. At the same time, Monte Carlo search is utilized to enable
the discriminator to evaluate the incomplete password sequence at any stage. Thus, the
cracking rate on the password set and the quality of generated samples are improved.
In this paper, RLPassGAN is compared with two other widely utilized password guess-
ing methods, PassGAN and RNNPassGAN. The result shows that the performance of
RLPassGAN is better than the other twomodels in both the quality of generated samples
and the cracking rate. In terms of the quality of generated samples, the guessing samples
generated by RLPassGAN can cover over 99% of the real passwords in the training
set. However, PassGAN and RNNPassGAN can only cover less than 30% of the real
passwords in the training set. In terms of the cracking rate of the same-site, RLPassGAN
is also better than the other two models. Compared with the guessing samples generated
by PassGAN, the crack rate of RLPassGAN is improved by 16.4%–84.1%, and it is
improved by 63.1% compared with the best performance of RNNPassGAN. In terms
of cross-site cracking rate, RLPassGAN has the highest cracking rate of 30.5%–50.2%
compared to PassGAN, and the best performance of RLPassGAN is 84.9% higher than
that of RNNPassGAN.

For a long time in the future, password will still be one of the most important ways of
identity authentication, so the study on password guessing has far-reaching significance
for password security. In the future work, we will further study the characteristics of
passwords, and apply the personal information and character structure in passwords to
GAN, so as to improve the performance of the password guessing model.
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