
Collaboration of Intelligent Systems to Improve
Information Security

Lili Diao1 and Honglan Xu2(B)

1 Nanjing Normal University of Special Education, Nanjing, China
2 ZTE Corporation, Nanjing, China
xu.honglan@zte.com.cn

Abstract. In more and more popular computer systems, industry protects the
network on top of them via scanning malware (malicious software or applica-
tions) through some generic properties. It is useful but not accurate enough – even
0.01% of accuracy gain can cause millions of malicious software or applications
over internet to steal privacy or break down computer systems. To address this
problem, the paper proposes building independent intelligent systems to predict
possibilities of malware through different angles: Generic properties, Import table
properties, Opcode properties etc. Each single intelligent system does not have
highest prediction accuracy;whereas, collaboration of independent intelligent sys-
tems can bring accuracy improvements over single ones in experiments, which
brought tremendous value on helping improving computer information security.
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1 Introduction

Information security is always crucial to protect computer networks. Nowadays there
are more and more software or applications very useful for helping people in daily life.
Unfortunately, malicious software which aims to steal secretes or privacies and break
down computer or network systems, for example bank accounts, credit cards, etc., also
grows up rapidly. In this sense, how to identify malicious software efficiently becomes
significant to guarantee our digital world running correctly. The traditional way is stor-
ing virus’ static patterns (known blocks of binaries) and comparing when scanning.
However, it is far from being efficient since such patterns are increasing crazily. Artifi-
cial Intelligence or Machine Learning is recently applied to comprehensively calculate
possibilities of being malicious based on general properties or features of software or
applications. As an instance, researchers organize information about file size, segment
size, text size, segment offset and so on to form a big table on top of malicious or
benign software samples. Thus a machine learning model recording the knowledge of
discriminating good or bad is worked out, and is able to be applied into real network
environment to predict if any unrecorded software or application is benign or malicious.
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Now the problem is, single machine learning model with generic properties of software
or applications cannot reach the highest accuracy level (a combination of precision and
recall). How to further improve the accuracies is still a very tough problem to predict
malicious software or applications. This paper introduces a mechanism of collabora-
tion among different intelligent systems to further improve the accuracies in predicting
malicious software or applications.

2 Related Works

Malicious software or applications (Malware) is a well-known name for the software
or applications which do not intent to do good things on computer and/or network
systems. In information security field, there are multiple research teams using intelligent
systems to predict Malware. Some of them are using different kinds of features to build
a hybrid system to detect them. A standard way to detect malware is signature based
methods, which is encountering more and more problems [1]. Many modern malicious
applications were designed to have multiple polymorphic layers to hide themselves
[2]. A set of intelligent systems to detect malwares were introduced in [3]. Boosting
algorithms employing n-grams were observed outperforming Bayesian classifiers and
Support vector machines in [4]. [5] used association rules found from Windows API
execution sequences to identify good or bad. Hidden Markov Models, neural networks,
as well as Self-Organizing Maps were used to detect variants of Windows executables
in [6, 7] and [8]. [9] proposed a way to cope with ransomware. Active Learning was
used to obtain 91.5% accuracy rate on iOS applications as in [10]. [11] obtained 91.43%
accuracy. In [12], static and dynamic features were utilized onAndroid applications. [13]
presented a hybrid technique using permissions & traffic features. KNN and K-Medoids
algorithms as a whole produced 91.98% accuracy. Mac OS X applications also have
multiple approaches to detect malware as in [14] and [15].

Some research work got good results. However, there are still problems of relying
on single types of features to build intelligent systems, or the ways to mixture multiple
types of features are naïve. In the sense, we need more specifically designed mechanism
to apply malware detection in real network environments.

3 Intelligent Systems

3.1 Windows PE Properties and Intelligent Systems

Windows applications includingmalware and goodware are basically using PE (Portable
Executable) file structure. PE file format is a data structure that tells the Windows
OS loader what information is required to manage the wrapped executable code. This
includes dynamic library references for linking, API export, import tables, resource
management data, and TLS data [16]. The architecture of PE is illustrated by Fig. 1:

The PE format starts from a MS-DOS header accompanied by executable code. The
header has 64 bytes. The PE header indicates information about the entire file. The basic
header contains the machine type or architecture, a time stamp, a pointer to symbols, if
the application handle addresses above 2 GB, if the file needs to be copied to the swap
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Fig. 1. An Overview of PE Format

file, and so on [17]. More detailed information is stored on different sections of the PE
file and needs to be discovered based on domain knowledge.

Based on PE structure and contained information, we can design various types of
features to describe the executables. There are many static properties of PE such as file
length, file entropy, and file segments etc. which are unchanged characteristics after the
PE file formed. We call such type feature as generic features. Another type of feature is
the export/import table of PE file, which lists all connected function calls. They are IAT
features for convenience. Opcode is the machine code in PE which is to be performed
when run it. Because Opcode directly connects to executing, we believe it will have
great value when make it as a type of feature. The last type of feature is the readable text
in all PE sections. Sometimes such feature make contain some information of what the
software is aiming for. We call this type of feature “String” feature.

The first intelligent system to detect malware is based on the generic properties. We
selected nearly 600 features on top of the properties of PE files to build upmachine mod-
els to predict malicious. They are the base information of each software or application,
and may have (partially) indicators of good or benign. We then use various analysis to
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rank importance of the features and compress the intelligent system into a much smaller
feature set. We call the intelligent system Generic Model or intelligent system.

The second intelligent system is based on export/import table of PE. It is all the API
calls of the software or application. This set of properties has value of disclosing what
functions the software or applications wants to quote. We mapped them into another
feature space to build up an easy to control intelligent system to discriminate good or
bad. We call this intelligent system IAT Model or intelligent system.

The third intelligent system is based on Assemblies of PE operational codes. They
are the machine code of each software manipulating registers, jumps, moves, etc. This
set of properties has value of disclosing what actions the software or application really
wants to do. The original features are also mapped into another feature space through
mapping functions before building up intelligent system to detect malware. We call this
intelligent system Opcode Model or intelligent system.

The last independent intelligent system is based on readable characters within PE
files. This set of properties has value of disclosing what message the software or applica-
tion wants to deliver to its direct user. Also, for ease of control, wemapped the properties
into another feature space to build up intelligent system to identify malwares. We call
this intelligent system String Model or intelligent system.

3.2 Intelligent Algorithms

Given feature space, we then can choose appropriate machine learning algorithms as the
core of intelligent systems, for instance SVM, deep learning, bagging and boosting, etc.
To obtain accuracies as high as possible, we choose XGBoost, a specific algorithm in
boosting family.

XGBoost (Extreme Gradient Boosting) is a popular machine learning algorithm that
has gained significant attention in recent years due to its high accuracy and efficiency in
solving a wide range of supervised learning problems, such as classification and regres-
sion. XGBoost is an ensemble learning method that combines multiple weak models
to create a strong model. The algorithm uses decision trees as the base learners. The
underlying principles of XGBoost are based on the gradient boosting framework, which
involves iteratively adding new weak models (trees) to the ensemble. The loss function
is defined as the difference between the predicted values and the actual values, and the
goal is to minimize this difference [18]. The final prediction is obtained by summing the
predictions of all the trees.

Here we listed some key features of XGBoost algorithm.
Regularization. XGBoost uses L1 and L2 regularization to prevent overfitting and

improve the generalization of the model. By adding penalty terms to the loss function,
XGBoost encourages the model to use only the most important features and to avoid
overfitting.
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Tree Pruning. XGBoost uses a technique called tree pruning to remove unnecessary
branches from the decision trees, which helps to reduce overfitting and improve the
accuracy of the model. Tree pruning involves removing branches that do not contribute
significantly to the reduction in the loss function. XGBoost uses a greedy algorithm to
determine which branches to prune, starting from the leaves and working its way up to
the root.

Parallel Processing. XGBoost is designed to be highly scalable and can take advan-
tage of parallel processing to speed up the training process. The algorithm can be run
on a single machine or on a distributed cluster of machines. XGBoost uses a technique
called approximate computing to reduce the computational cost of the algorithm, by
approximating the gradients and Hessians of the loss function.

Handling Missing Values. XGBoost can handle missing values in the input data
by assigning them to the most appropriate node during the tree construction process.
XGBoost uses a technique called sparsity-aware split finding to handle missing values,
which involves splitting the data into two groups: one group with missing values and
one group without missing values. The algorithm then determines the best split for each
group separately.

Feature Importance. XGBoost provides a measure of feature importance, which can
be used to identify the most important features in the input data. Feature importance is
calculated by summing the number of times each feature is used in the decision trees,
weighted by the gain of each split. The gain of a split is the reduction in the loss function
that is achieved by the split.

XGBoost has been used successfully in a wide range of applications, including
image classification, natural language processing, and financial forecasting. In image
classification, XGBoost has been used to classify images based on their content, such
as identifying objects in a scene. In natural language processing, XGBoost has been
used to classify text based on its content, such as identifying the sentiment of a tweet. In
financial forecasting, XGBoost has been used to predict stock prices and other financial
variables.

3.3 Working Model of Single Intelligent Systems

As Fig. 2 shows, PE files with feature generation/mapping can be fed into different
independent intelligent systems to decide to block a malware. Multiple types of features
can build multiple independent intelligent systems.

Unfortunately, single independent cannot have highest accuracies in detecting mal-
ware in computer systems. Each intelligent system has its strong part and weak part.
Cooperation of various intelligent systems may bring hope for further improving via
mutually covering weak points. In the sense we designed cooperation mechanism of the
independent intelligent systems.Make the independent intelligent systems collaborating
with each other may be a novel way to improve the accuracy of malware detection.
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Fig. 2. The Connections of Intelligent Systems and PE files

4 Collaborating of Intelligent Systems

Each single intelligent system can have its ability to detect malware or bypass good
software quickly. It is very difficult to further improve the accuracies when advanced
machine learning algorithms have been given. Collaboration is the only way of further
improvement other than improve each individual intelligent system. The advantages of
model fusion compared with a single model detection include (but not limited to):

1. Easier to optimize small models and search for best parameters.
2. Logically, different types of features will not impact each other before final scoring –

thus can concentrate on specific knowledge mining.
3. Most importantly, model fusion can no longer request for the same dataset to train;

instead,we can combine variousmodels fromvarious data/various parameters/various
algorithms

4. …

In the design for collaboration, the concept can be represented by Fig. 3.
Based on a training dataset, use approaches of resampling (bootstrapping and so on)

to build various sample set. Various sample set combinedwith various intelligent systems
can generate multiple classifiers or predicting models. They are the first tier classifiers.
The first tier classifiers have their own (different) predictions on same training data. The
predictions can be regarded as input features into training the second tier classifier – the
so-called “Meta” classifier. The Meta classifier, as a second level classifier, may bring
extra improvements than single intelligent systems.
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Fig. 3. Concept of Collaboration among Independent Intelligent Systems

Fig. 4. Architecture of the Collaborated Intelligent Systems to Detect Malware

The architecture of the collaborated intelligent systems is shown in Fig. 4.
For input PE files, system prepares features and do feature mapping operations

for what intelligent systems need. Each independent intelligent system (Generic, IAT,
Opcode, String) in training process has generated multiple (1, 2, …, N) machine learn-
ing models with selected machine learning approaches. Each of the models (intelligent
systems) can have its own predictions on whether a PE file is good or bad. The collabo-
ration system collected all the predictions and quote the “Meta” classifier to make final
decision on good or bad.
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5 Experiments

5.1 Feature Analysis

With the datasets of PE malware and good ware, we get 6000+ malware samples, 2
million+ good samples, as well as 2 million+ pending (unknown good or bad) software
applications. Based on them, we can partition the data into training sets and tests sets
with appropriate sizes to build up (train) intelligent systems. The huge pending dataset
will be used to estimate generalization errors empirically.

With Removing logically and mathematically invalid features as well as miss valued
ones, we then have 397 features remained. We rank the 397 features through different
ways:

Gap of Mean and Variance;
Chi2 Test and Mutual Info Selection;
Model Ranking.

Figure 5 shows comprehensive ranking results by sorting the features through the
height of blue bars of features. On top of that we built an intelligent system with 52
generic features.

Fig. 5. Feature Ranking Results

5.2 Building Intelligent Systems

We compared XGBoost model prediction errors (or accuracies) with different number
of selected features. Feature number around 50 can generate almost best model with
high precision and score along with lower costs (feature size). The test results show that
52-feature-models can have simple form with best level accuracies. As key indicators
for accuracy, the precision and recall are calculated in known good (benign) and bad
(malicious) software/application sets. In information security context, Precision stands
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for how many predicted malicious are really malicious, while Recall stands for how
many malicious are predicted malicious by intelligent systems. FPR (false positive rate)
stands for how many good samples are incorrectly predicted or classified as malicious.

In mathematics, the indicators are calculated by following equations:

Precision = TP/(TP+ FP) (1)

Recall = TP/(TP+ FN) (2)

F1 = 2PR/(P+ R) (3)

TPR = TP/(TP+ FN) (4)

FPR = FP/(TN+ FP) (5)

Besides precision and recall, we also need to estimate the generalization errors of
machine learningmodels in order to apply them in real production environments – where
all samples are new and unknown (good or bad). With the 52-feature-models, we can
have three kinds of machine learning models and the corresponding evaluation results
(precision, recall, FPR, TP (true positives), TN (true negatives), FP (false positives), FN
(False negatives), Pending-Test (detected positive rate in Unknown datasets), etc.

Machine learning models built from the 52 generic features can contribute funda-
mental precision and recall of generic intelligent system. As described above, we also
built other intelligent systems with XGBoost algorithm using IAT (import table infor-
mation), Opcode (ASM machine code) and String (readable characters in PE) features
respectively. Table 1 shows their performance indicators.

Table 1. Performance Indicators of various Independent Intelligent Systems.

Intelligent
System

Precision Recall FPR Pending-Test TP TN FP FN

Generic 99.72% 98.04% 8.9E−6 7.5E−4 6427 2017169 18 128

IAT 95.72% 97.43% 1.4E−4 2.0E−3 6387 2016902 285 168

Opcode 98.14% 97.77% 6.0E−5 6.4E−4 6409 2017066 121 146

String 99.18% 97.74% 2.6E−5 4.3E−4 6407 2017134 53 148

Comparing the performance indications of different intelligent systems, we found
each intelligent system has its own pros and cons. Collaboration of different intelligent
systems may have the effect of 1 + 1 > 2 as discussed in Sect. 4. With a specifically
designed strategy of collaboration, we got promising experimental results.
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5.3 Collaboration Results

We conducted experiments with combining multiple intelligent systems via approaches
described in Sect. 4. Their single models have performance indicators listed in Table 1.
Here Table 2 shows that with more intelligent systems combined, the final (Meta) system
can have improved precision, recall, and generalization errors (in pending data sets)
compared with single intelligent systems as what Table 1 recorded.

Table 2. Performance Indicators of Multiple Intelligent Systems Combined

Intelligent
System

Precision Recall FPR Pending-Test TP TN FP FN

Generic + IAT 99.95% 97.71% 1.5E−6 4.4E−4 6405 2017184 3 150

Generic +
String + IAT

99.95% 97.67% 1.5E−6 4.4E−4 6402 2017184 3 153

Generic +
String + IAT +
Opcode

99.97% 98.08% 9.9E−7 3.8E−4 6429 2017189 2 126

From the first line of Table 1, we can find significant improvements of FP errors (15,
from 18 to 3) even only combined two intelligent systems (Generic and IAT). With all
intelligent systems joined, TP and TN got improvements by 2 and 20 respectively. The
most important thing is, FP errors were improved by 16. That means, multiple intelligent
systems collaboration can mostly decrease the crucial error of false positives, which is
key of malware detection products.

In other parts, precisions and recalls are also improved to some extent through col-
laboration. Though their numeric improvements are not that much, the absolute number
of correct detections of malware is big because malware detecting is coping with 10
million+ new software in internet to protect users.

In Pending Test, collaboration of multiple intelligent systems also implied its
lower potential generalization false alarm detections. It is a precious merit among all
information security products.

6 Conclusion

In detectingmalicious executables for PE, building intelligent systems tomakeprediction
automatically is useful and necessary to handle millions of newly appeared software in
internet every single day. However, single intelligent systems are far from enough in
making a precise enough detection result with reasonable generalization errors. We
analyzed various properties of PE files and built different intelligent systems based on
them. With a specific collaboration strategy, combination of different intelligent system
can output the best accuracy (precision and recall etc.).

With the power of collaborated intelligent systems, industry can blockmoremalware
with higher accuracy. Thus information exchange in Internet can be secured. Further
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research may include exploring more strategy to build intelligent systems such like
CNN or Transformer, as well as exploring more efficient approaches of collaboration
for even higher performance.

Another important thing of malware detection is to collaborate between static and
dynamic features of software. The four intelligent systems we designed are based on
static features of PE files. However, they are not enough to discover real intentions of
software. Dynamic features indicate real behaviors of PE files in operating systems.
Multiple layers of malware detection is a key direction in information security. We may
try to record behaviors of software in virtual OS and put them into dynamic intelligent
systems as the 5th collaboration system to further improve the capability of information
security.
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