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Abstract. Truth Social is a social media platform founded by former
President Donald J. Trump as an alternative to mainstream social media
platforms. Like other alt-tech social media, such as Parler or MeWe,
Truth Social’s looser content moderation rules may encourage more
extreme user-based content. This includes biased language- posts with
racist, sexist, ableist, or other discriminatory intent- and calls for vio-
lence. Digital forensic analysis can be useful in such cases, where law
enforcement seeks to prevent or investigate extremist threats associated
with a platform. This research fills a gap in the extant literature by
offering a novel forensic analysis of Truth Social, based on established
techniques. First, using mobile devices, account and application meta-
data was discovered. Next, network traffic analysis using a desktop com-
puter revealed plaintext usernames and passwords. A detailed depiction
of the forensic analysis performed for this paper is presented to aid future
investigators.

Keywords: Digital forensics · Mobile network · Artifacts · Alternative
social media · Truth Social

1 Introduction

Truth Social is an “alt-tech” social media platform, or one designed as an alter-
native to major platforms like Twitter and Facebook. It exists as a direct result
of former President Donald Trump being banned from those platforms [10]. It
has a format similar to Twitter. Truth Social shows character-limited text posts
called “truths” which users can like, comment on, quote- which includes the text
of one user’s post onto another user’s feed with additional input by the second
user- or post the truth directly onto their own feed, called a “retruth” on the
platform (See Fig. 1 for a sample Truth Social feed). This paper focuses on Truth
Social because of its storied origins, its recent release, and because of the pres-
ence of extremist views on the platform, including calls for violence and even
civil war [18]. Forensic analysis of this activity may provide valuable insight to
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investigators and could even contain links to other individuals who may be on
the brink of committing a violent act. Truth Social is also a new platform that
launched February 12, 2022. Because it is a new platform, no digital forensic
analysis has been conducted.

Fig. 1. Truth Social Feed

The source code of Truth Social is forked from Mastodon Social, an open-
source social media platform. The code was originally copied without complying
with the open source licensing requirements, leading Mastodon to threaten a
lawsuit [21]. Details of the roll-out led one privacy researcher to question the
safety of its data [16]. The circumstances behind the application’s development
may make it susceptible to security flaws. Analyzing this application is salient
and novel because of its development history.

Truth Social markets itself as a free speech platform in reference to its con-
tent moderation policies. Other platforms with similar policies have had content
eventually tied to criminal investigations. Less moderation tends to mean more
of all types of content, including content linked to criminal behavior. For exam-
ple, one Truth Social user lost his life after attacking an FBI office in response
to an FBI raid of Mar-a-lago. The user posted about his attack on Truth Social
while he was fleeing [17], creating what is known in the digital forensics world
as artifacts. Artifacts are individual pieces of information (e.g., an image, post,
or message) potentially of use in an investigation [15]. This instance illustrates
how Truth Social could be of interest to investigators.

This paper seeks to provide three contributions to the digital forensics liter-
ature. Our contributions include:

– A novel forensic analysis of the application Truth Social.
– A guideline for future investigators to analyze the platform.
– A collection of discovered digital forensic artifacts shared on the Artifact

Genome Project.
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This paper is organized into the following sections. Section 1: Introduction
describes Truth Social, its origins, and our motivations for investigating it.
Section 2: Related Work presents a review of the relevant literature, with a focus
on digital forensics investigations of social media applications. Section 3: Limita-
tions briefly introduces some limitations considered before our research began.
Section 4: Methodology reviews the actions taken to produce data within Truth
Social, the steps to acquire data, and provides an overview of the tools used for
acquisition and analysis. Section 5: Artifact Retrieval goes into detail how we
took the raw data acquired in Sect. 4 and used to it to find relevant artifacts.
Section 6: Discussion presents and considers the implications of the acquired arti-
facts. Section 7: Future Work provides recommendations for subsequent research.
Section 8: Conclusion provides our final thoughts on this work.

2 Related Work

Digital forensics analysis has been performed on a wide variety of social media
applications across many platforms, using many methodologies, and producing
a cornucopia of artifacts. This work was instructive for investigation of Truth
Social A brief survey of this analysis is presented in Subsect. 2.1. Each artifact
is a potential piece of evidence in an investigation, providing potential motives,
alibis, or proof of criminal activity. The relation of social media forensics to
investigations is explored in Subsect. 2.2, which also tracks how digital forensic
investigations have had to change with technology and discusses previous work
focusing on criminal behavior and misinformation. In addition to the major
social media platforms, a selection of alt-tech social media applications has been
analyzed. A review of this analysis and its links to this paper’s analysis of Truth
Social are presented in Subsect. 2.3.

2.1 Social Media Forensics

There are many different ways to perform a forensic analysis of social media
applications, or Social Media Forensics, which has become an increasingly useful
tool for law enforcement and investigations. Though there are many hurdles to
obtaining social media evidence in a manner that is legal and permissible in
court [6], a variety of tools and techniques have been developed and successfully
applied. Images recovered from social media have been analyzed to determine
which application they were posted to [5] and for the integrity of the images or
their presentation [25]. Methods for identifying anonymous authors through text
posts have been developed and tested [4,26]. An earlier work in the field assesses
the use of web crawlers to gather evidence from Facebook [19].

Many studies have taken advantage of the ubiquitous use of smart phones,
capturing data images and using them in their analysis. A steady stream of
researchers have been able to recover posted pictures and account information
pulling data from phones [2,24,27]. Wu et al. use a combination of phones and
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network traffic to extract data from a device but also include information gath-
ered online [28]. Phone and desktop data has also been used to analyze social
media applications developed as alternatives to the “Big Tech” platforms, find-
ing not only artifacts but also large security flaws in the storage and transfer
of data [20]. Each of these approaches uses different methodologies and tools to
gather a variety of information potentially useful to an investigation. Some of
these differences emerge from desired results, but the ever-changing nature of
the internet also necessitates forensics methodologies to change.

2.2 Investigative Motivation

Digital Forensics have exited the “Golden Age” where collection and analysis
of data was relatively easy [12]. Technology in general is constantly evolving,
and the last decade has seen a tremendous shift from traditional computing
to mobile use. Social media use is a large part of this; according to the Pew
Research center, 72% of Americans reported using a social media site in 2021
[7]. Computing is shifting to mobile devices which constantly add or change data;
this data can be harder to obtain than traditional computer data [24]. As social
media platforms constantly update their underlying code, policies, and security,
the methods with which to perform digital forensics have also had to evolve.

At the start of the decline from the Golden Age of Digital Forensics, Huber et
al. were able to use add-ons and a web crawler to obtain evidence from Facebook
including contact lists, “liked” posts, and limited data on photos, videos, and
messages [19]. The authors note limitations- high levels of traffic proved hard
to store and catalog, and metadata containing information potentially useful to
investigators is often missed. They note traditional computer forensics is often
inadequate in the age of the internet- criminals can completely bypass their own
hardware, making the collection of evidence more difficult. Being able to obtain
and parse information from an individual that does not reside on their computer
is an increasingly important part of computer forensics [19].

Pasquini et al., concerned about the integrity of media such as images and
videos disseminated on social media, used forensics to gather data proving a
file’s authenticity. They note that images uploaded to Facebook are commonly
compressed and resized, and these changes are well known and easily verifiable
forensically. Through further analysis, the authors reconstructed the URLs of
images and identified the operating system used in some cases. They collected
metadata that gave clues to the state of an image. Altered images, or even
unaltered images presented in an untruthful way, can be tools of criminals or
indicators of criminal activity [25].

Much of the focus of digital forensics is on the collection of inculpatory evi-
dence, but other facets have been considered as well. Digital forensics of some
social media sites have confirmed alibis [19], and in other cases is designed to
help identify a suspect [4,26]. A person using tools like prepaid phones and TOR,
a browser designed for anonymity, could make a post linking them to criminal
activity. Considering these anonymous tools and the 140-character limit Twitter
had at the time, researchers had little data to work with; however, they were
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able to use machine learning to identify the authors of a post even with limited
data [26]. By analyzing word use, organization, and style, they tagged posts and
associated them with writings of current suspects or helped identify suspects by
matching the post to another writing, such as an email or a tweet from a public
account. Alfonso-Fernandez et al. similarly looked at identifying authors from
Twitter posts, and found that they could do so with over 80% accuracy given a
large enough number of tweets to analyze [4]. Rocha et al.’s specific motivation
is to unveil perpetrators of misinformation campaigns conducted by individuals,
corporations, or governments. Misinformation, criminal evidence, and extremist
views exist on all social media platforms, but there are many emerging sites
whose positions on “free speech” and moderation make them more common.

2.3 Alt-tech Extremism and Forensics

In the last five years, there has been a growing group of social media users who
feel dissatisfied with the popular platforms. Some report feeling their views are
unfairly targeted or censored. Several social media applications that position or
market themselves as alternatives to mainstream companies like Facebook and
Twitter have been released. They are commonly referred to as alt-tech social
media [3]. One of the most popular is Parler, which has made claims of having
up to 20 million users. Parler has deep ties to the attack on the U.S. Capitol
on January 6, 2021, was taken down in response to those ties and moderation
issues, and was only recently returned to the Google Play store [1]. Evidence
from Parler and other alt-tech platforms has been used in the trials of some of
the participants in the events of January 6th [8]. As these platforms are new,
little extant analysis exists. Digital forensic analysis of these platforms could
provide more tools for investigators and security professionals.

Johnson et al. looked specifically at social media platforms cast as alterna-
tives to the established social media giants. Parler is the most widely used of the
analyzed applications. The authors create multiple accounts on each platform
and use them to communicate with each other, and then create images of the
phones used and gather evidence from these images. Using a tool they developed
and other open source tools, they were able to find a plethora of information,
including phone numbers, users IDs, and other account information, content
of posts and messages, cached images, and in some cases, security flaws allow-
ing them to access data without authentication [20]. This approach opens new
avenues of evidence collection and is directly applicable to Truth Social.

Truth Social is similar to Parler in many ways. Both platforms were created
in response to alleged mistreatment from larger social media companies. Each
has their own issues with extremist views, likely tied to their moderation poli-
cies. These views, the posts expressing them, and the moderation policies have
affected the presence of both in the major online stores like Google Play and
the Apple Store. Truth Social was only recently allowed into the Google Play
store. Truth Social is unique in its direct ties to a former president of the United
States, whose influence on supporters is strong and has been tied to illegal activ-
ity [9]. The platform not only exists because of him but also has him serve as
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the anchor for the platform, with his account having roughly 4 million followers,
the most of any Truth Social user. Because of its similarities to existing alt-tech
platforms, novel ties to a former world leader, potential investigative use, and
the newness of the application, Truth Social is ideally situated to undergo an
initial digital forensic analysis.

3 Limitations

While we consider our analysis of Truth Social robust, there are some potential
limitations. This paper considers only a single alt-tech social media application
and is thus limited in scope. Truth Social is also a fledgling application, a little
over a year old, has not undergone many updates, and is missing some function-
ality. At the time of this writing, the application has only recently introduced
a direct messaging feature1. Its private nature may be of increased investigative
interest, but it still lacks some of the features of other messaging clients, most
notably the ability to attach or send images in direct messages. Finally, while the
application does have millions of users, its base appears to be much smaller than
Facebook or Twitter. Data on Truth Social users is opaque, with some reports
indicating roughly 2 million active users. Donald Trump has around 4 million
followers, which is substantial but also much lower than his 88 million follower
count at Twitter.

4 Methodology

This section details our methodology for obtaining and analyzing the Truth
Social data. It is broken into 3 Subsections. 4.1: Scenario Creation looks at the
steps taken to produce data using Truth Social accounts. 4.2: Data Acquisition
details how the data was retrieved from the mobile devices and networks. 4.3:
Apparatus lists the tools we used in a table format and briefly discusses the
major tools.

Forensic analysis of Truth Social included the following steps: scenario cre-
ation and execution, data acquisition, and data analysis. Multiple accounts were
created on Truth Social using an Android phone, an Apple iPhone, and desktop
computers. These accounts were then made to perform like regular accounts.
They made posts, shared each other’s posts, uploaded and shared images and
videos, messaged each other, and utilized other miscellaneous functions, such
as a polling feature. The scenario was completed over several weeks using nat-
ural spacing, with some days having multiple posts and some days with none.
Additional scenario steps were completed as new functionality, such as the direct
messaging feature, were added. Once the scenario was completed, a variety of
tools were used to get images or backups from the phones, including Magnet
Acquire, iPhone Backup Extractor, and a Cellebrite UFED. These images were
then analyzed manually and using a variety of analysis tools.

1 Truth Social’s direct messaging feature became available 12/19/2022.
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4.1 Scenario Creation

Scenario creation and execution consisted of testing each of Truth Social’s fea-
tures with a pair of accounts. An Android and Apple mobile device were factory
reset and then tested with their out-of-the-box settings to mimic how an actual
user may have their devices. Truth Social was not allowed in the Google Play
store due to content moderation issues, [14] and the application was installed
by downloading the APK file and installing from this file2. Once the application
became available in the Google Play store, it was deleted and then reinstalled
with that method. Truth Social was also downloaded from the Apple App store.

The scenario was meant to mimic the behavior of an actual user and to test all
available functionality on the application and website. Fake email accounts were
set up and used to create both profiles on the mobile devices and user accounts
on Truth Social under the pseudonyms Jimmy Orange (Android) and Rebecca
Red (iOS). Profile photos were AI-generated using the tool Dream by Wombo.
These accounts posted “truths” with text, images, video, and polls. The accounts
then interacted with each other, “retruthing”, quoting, replying, voting in polls,
liking comments, and later sending messages back and forth. At the time of the
initial scenario, the direct messaging feature was not available, displaying a page
stating “A new direct messaging experience will be available soon. Please stay
tuned”. The messaging feature has since been added and another round of testing
followed. Scenario creation and execution were carried out September through
November of 2022, with additional scenario work for the direct messaging feature
occurring in December of 2022. Data acquisition and analysis then occurred.

4.2 Data Acquisition

In the data acquisition phase, Truth Social data had to be retrieved from the
mobile devices, and data images were captured on the Android and iOS devices.
Two software tools, Magnet Acquire and iPhone Backup Extractor, and one
hardware tool, a Cellebrite Universal Forensic Extraction Device (UFED), were
used to gather different types of data. Logical images came from the initial sce-
nario completed on the out-of-the-box phones. The UFED produced “advanced
logical” images, which the manufacturer claims combines features of both logical
and physical images.

The software Magnet Acquire provides data imaging functionality for mobile
devices and was used to retrieve logical images on each device. This is an enter-
prise software, but is free for members of the forensic community. The tool
is UI-based and user friendly. The version used produces archived zip files by
default. After image acquisition, the initial analysis showed more artifacts in
the Apple image than in the Android image and included text files and some
database files.

iPhone Backup Extractor is an inexpensive, freely available software tool
used to backup Apple phones and explore the backups. Like Magnet Acquire, it

2 Truth Social became available in the Google Play store 10/13/2022.
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is easy to use and UI-based. iPhone Backup Extractor can use existing iTunes
backups stored on a computer or device. The software can also create its own
backups from the mobile device. Initial analysis showed preference list files and
one database file for the Apple device. This software was only used with the
Apple devices, as it has no functionality for Android phones.

The final data acquisition was completed using a Cellebrite UFED, a hard-
ware device designed for mobile device forensic analysis. The UFED is a com-
mon tool in investigations, and tens of thousands of devices are deployed to
law enforcement agencies worldwide [13]. It is capable of producing several data
image types, including logical and physical images. In this round of analysis,
logical and advanced logical (also called filesystem) images were acquired for
both devices. The images gathered using the UFED were the largest collected
from all the tools used.

In addition to the device images, the network protocol analyzer Wireshark
was used to record network traffic during access and use of the Truth Social
website. The captured packets were then imported into the application Net-
workMiner to undergo analysis. The packets appear to be properly encrypted;
no passwords or other identifying information was discovered, nor were any
images or other media. However, using the web debugging proxy tool Fiddler
Everywhere, HTTPS traffic was captured that produced a number of valuable
artifacts.

Table 1. Apparatus

Hardware/Software Use Company Version

Agent Ransack Search tool Mythicsoft 3389

Autopsy Image viewer used for analysis The Sleuth Kit 4.19.3

Burp Suite Community Edition Capture/Analyze network traffic PortSwigger 2022.9.6

UFED Forensic image acquisition Cellebrite 7.53

DB Browser for SQLite View databases DB 3.12.2

Fiddler Everywhere Capture/Analyze network traffic Progress Software Corporation 4.0.1

iPhone Backup Extractor iOS image acquisition and analysis Reincubate 7.7.40.8353

Magnet Acquire Image acquisition for Android and iOS Magnet Forensics 2.56.0.31667

Network Miner Analyze network traffic Netresec 2.7.3.0

Safari Desktop Truth Social use Apple 16.0

Wireshark Capture/Analyze network traffic Wireshark 4.0.1-0-ge9f3970b1527

iPhone 6 s Truth Social accounts Apple iOS 15.7.1

Galaxy S6 Truth Social accounts Samsung Android 7.0

Macbook Pro Acquisition and analysis Apple macOS Monterey 12.6

Windows 10 Acquisition and analysis Microsoft OS Build 19043.2130

Truth Social Android and iOS Truth Social accounts Truth Social 0.1.7 (Android) & 1.3.8 (iOS)

VirtualBox Host VMs for testing and analysis Oracle 6.1.38 r153438
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4.3 Apparatus

A variety of software and hardware devices were used during this research. Much
of the software was chosen because it is either free or inexpensive, allowing inves-
tigators at various levels to recreate this analysis. Only the UFED is of significant
cost, and it is already ubiquitous with law enforcement agencies. The individual
items are discussed in more depth where relevant. For instance, network analysis
tools like Wireshark and Fiddler Everywhere are discussed in Sect. 5.4, Network
Traffic Analysis. The full list of hardware and software used, including version
numbers and the function of the item, is presented in Table 1.

5 Artifact Retrieval

Table 2. Artifacts Found

Path Origin Tool Description

/LogicalFileSet3/samsung SM-G920V Quick Image/Live

Data/Dumpsys Data/activity.txt

Android Autopsy Application

launch time

/LogicalFileSet3/samsung SM-G920V Quick Image/Live

Data/Dumpsys Data/dbinfo.txt

Android Autopsy Process ID

numbers

/LogicalFileSet1/Backup/698e7bc1d5360fe396cef329bcd

1fd9a18b21256-2022101-130616/2c/2c9c9fa7711487633

029ec6a83873dfddf5d08a

Apple Autopsy Application

launch time

https://truthsocial.com/api/v1/accounts/verify

credentials

Macbook Pro Burp Suite User biography

https://truthsocial.com/api/v1/timelines/home Macbook Pro Burp Suite User timeline

https://static-assets-1.truthsocial.com/tmtg:prime-ts-

assets/accounts/avatars/107/780/257/626/128/497/

original/0806c7e6b4c33703.jpeg

Macbook Pro Burp Suite Static profile

image example

https://truthsocial.com/users/rebeccared/statuses/

109277563934729421

Macbook Pro Burp Suite Static post

example

https://truthsocial.com/oauth/token Macbook Pro Fiddler

Everywhere

Static post

example

https://truthsocial.com/api/v1/pleroma/chats/399834/

messages

Macbook Pro Fiddler

Everywhere

Direct message

example

https://static-assets-1.truthsocial.com/tmtg:prime-ts-

assets/media attachments/files/109/832/912/972/151/

117/original/d1c95ca8589ad450.png

Macbook Pro Fiddler

Everywhere

Static photo link

that works after

deletion

https://rumble.com/embed/v1l3yk8/ Macbook Pro Fiddler

Everywhere

Static video link

https://rumble.com/embed/v26c34u/ Macbook Pro Fiddler

Everywhere

Static video link

that works after

deletion

In this section, we present the steps we used to take the raw data acquired in
Sect. 4.2 and analyze it to discover artifacts. It is broken into 3 Subsections. 5.1:
Manual Analysis of Logical Images details the investigation into the data before
using sophisticated tools. This type of analysis is rudimentary and can be per-
formed with little skill. 5.2: Tool Analysis of Logical Images explores the data
found using industry standard tools common in most digital investigations. 5.3:

https://truthsocial.com/api/v1/accounts/verify_credentials
https://truthsocial.com/api/v1/accounts/verify_credentials
https://truthsocial.com/api/v1/timelines/home
https://static-assets-1.truthsocial.com/tmtg:prime-ts-assets/accounts/avatars/107/780/257/626/128/497/original/0806c7e6b4c33703.jpeg
https://static-assets-1.truthsocial.com/tmtg:prime-ts-assets/accounts/avatars/107/780/257/626/128/497/original/0806c7e6b4c33703.jpeg
https://static-assets-1.truthsocial.com/tmtg:prime-ts-assets/accounts/avatars/107/780/257/626/128/497/original/0806c7e6b4c33703.jpeg
https://truthsocial.com/users/rebeccared/statuses/109277563934729421
https://truthsocial.com/users/rebeccared/statuses/109277563934729421
https://truthsocial.com/oauth/token
https://truthsocial.com/api/v1/pleroma/chats/399834/messages
https://truthsocial.com/api/v1/pleroma/chats/399834/messages
https://static-assets-1.truthsocial.com/tmtg:prime-ts-assets/media_attachments/files/109/832/912/972/151/117/original/d1c95ca8589ad450.png
https://static-assets-1.truthsocial.com/tmtg:prime-ts-assets/media_attachments/files/109/832/912/972/151/117/original/d1c95ca8589ad450.png
https://static-assets-1.truthsocial.com/tmtg:prime-ts-assets/media_attachments/files/109/832/912/972/151/117/original/d1c95ca8589ad450.png
https://rumble.com/embed/v1l3yk8/
https://rumble.com/embed/v26c34u/
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Source Code Analysis of Truth Social considers known or discovered software
vulnerabilities using standard software security procedures. 5.4: Network Traffic
Analysis covers items discovered using various packet capturing tools. Subsec-
tions here will detail each of the different categories of analysis performed and
highlight important artifact types. A selection of the most significant artifacts
is presented in Table 2.

5.1 Manual Analysis of Logical Images

Fig. 2. Plaintext User Information from Fiddler Everywhere

Manual analysis of the phones’ logical images found small but significant arti-
facts possibly of use in a forensic investigation. This analysis consisted of using
basic and advanced search methods, including using Microsoft and Apple’s built-
in search functionalities, command line searches, and open source or propri-
etary tools like Agent Ransack. Searches included looking for simple strings like
“truth” or “social” as well as some keywords from posts, and then reviewing
data in the files containing those strings. This type of analysis can be performed
at little to no cost.

In the Android images, the vast majority of files found were simple text files.
The main artifacts present in the Android logical image were references to the
Truth Social app launcher. Some activity was visible, such as calls to login pages,
but passwords, tokens, or other credentials were not viewable. The authors could
see that the application requested direct boot access on the device, letting the
application run while the phone is powered on but not unlocked.

The Apple phone’s logical image proved more fruitful than the Android logi-
cal image. The iOS image obtained from Magnet Acquire was significantly larger
than the Android image, 175 MB to 9.8 MB respectively3. A variety of files were
present, including text files, database files, and list files. Artifacts discovered
included Truth Social metadata, file system locations for the application, and
database entries. Many of the files present in the Apple image were not easily
readable in text editors, and artifacts of interest in these files were not found
until tool analysis began.

3 This held for the Cellebrite images, 135 MB to 25 MB.
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5.2 Tool Analysis of Logical Images

After manual analysis, some digital forensics software applications were used for
a more thorough search of the images and backups. iPhone Backup Extractor has
some functionality to identify files and information associated with a particular
application and was the first tool used to look at the Apple phone backups. The
software Autopsy provides a wide variety of forensic analysis tools that can be
used on many different image types for both Apple and Android devices, and
was also used for further analysis.

Autopsy was able to identify many artifacts not discovered in manual analysis
or using iPhone Backup Extractor. Many of these artifacts are not easily readable
in their original forms- some were encrypted, while others were in hex or other
representative forms- and the tool was able to convert them into more useful
formats. String searches were performed within the cleaned up data to further
narrow down the files of interest. Several of these files contained base64 segments
of characters, which were run through an online base64 decoder for analysis; most
contained little data to our interest.

5.3 Source Code Analysis of Truth Social

Truth Social was based on Mastodon, an open source social media platform. A
requirement of the license Mastodon uses requires any organization using their
code to make the alterations freely available4. As such, Truth Social’s own source
code is open source and available to the public for review. Code was analyzed for
ease of artifact discovery and was run through software vulnerability scanners
to look for any flaws making the application susceptible to attack.

Common Vulnerabilities and Exposures (CVEs) are an industry standard
to track publicly exposed vulnerabilities in software packages. CVEs for Truth
Social were not found in the National Vulnerabilities Database, but a number
of CVEs associated with Mastodon’s code are present. Vulnerabilities present
when Truth Social cloned Mastodon’s code may still be in the Truth Social
codebase. For instance, CVE-2022-31263 concerns an email restriction bypass
in the app/models/user.rb file of Mastodon. The same file is present in Truth
Social’s Github page with the last commit on February 21, 2022, but the CVE
was logged on May 24th 2022. Comparing Mastodon’s patched version of the
file to Truth Social shows differences in how email validation is handled in the
code. It is likely Truth Social has this vulnerability, and others from the original
Mastodon clone.

5.4 Network Traffic Analysis

Wireshark, NetworkMiner, and Fiddler Everywhere were used to perform net-
work analysis. The first two tools produced mostly encrypted traffic. The traffic
captured by Fiddler during login attempts produced both the username and

4 This technique is commonly called “Copyleft.”.
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password in plaintext (see Fig. 2). Posts from the main page, including from
other users, were easily accessible, as was a plethora of metadata such as login
times. Interaction between users was also easily obtainable using Fiddler. Direct
messages in plaintext were also discovered, with each new message producing a
JSON record with the full list of messages.

These findings were replicated using the community edition of Burp Suite,
a security vulnerability scanner with network analysis functionality. Burp Suite
also discovered static URLs for profile photos (see Fig. 3), which can be accessed
directly without being logged into the platform, and profile demographic infor-
mation such as a user biography. Static links for posted videos were also discov-
ered. In addition, Burp Suite has functionality to brute force passwords through
its Intruder feature by stepping through a character set and length range. Truth
Social’s server is using Cloudflare to handle incoming requests and serve content
to visitors. Cloudflare is a popular Content Delivery Network provider meant to
help improve performance, security, and reliability. It has built in Distributed
Denial of Service protection, but did not immediately stop our slower, single ori-
gin brute force attack. Truth Social did send an HTTP 400 code for most entries,
but it did not stop the traffic despite thousands of attempts. When using a simple
password list including a correct username/password combination, a successful
HTTP 200 was received.

Fig. 3. Profile Photos’ Static URLs

6 Discussion

This section considers the previous two sections and their implications. We con-
sider how the data was acquired and how our process compares and differs to
investigations academic, public, or private in nature. We also discuss the signif-
icance of the artifacts found and how they can aid an investigation.
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We discovered a variety of information about the Truth Social application.
Artifacts were recoverable using freely available and proprietary tools and from
varying backup types. In contrast to previous alt-tech platform research, some
expected artifact types were not recovered from the mobile devices and had
to be found using network traffic analysis (e.g., images or text from posts). The
types of artifacts discovered and the manner in which each type was found should
provide guidance for anyone wishing to perform forensic analysis of Truth Social.

Every tool used found relevant artifacts from every data image or backup cre-
ated. This includes tools freely downloaded from the world wide web and propri-
etary tools requiring licensing and payment, and also covers standard backups
like ones from iTunes and ones produced by forensic tools like the Cellebrite
UFED. This means that almost anyone with access to a mobile device will be
able to conduct some level of forensic investigation regardless of position or
means. It also indicates a level of ease for experienced, professional investigators
with access to forensic tools, who should be able to recover artifacts from Truth
Social with little difficulty.

No information about posts, replies, or other direct updates was found using
the images from the mobile devices. Posts were visible while viewing network
traffic. This may indicate that little to no activity information from Truth Social
is stored on either Apple or Android devices. Source code analysis showed many
references to Firebase, a Google platform that commonly stores data on the
cloud, which may prevent local storage [22]. As such, investigators attempting
data retrieval from Truth Social may need to actively track a person of inter-
est’s Truth Social use to discreetly acquire data. Despite the lack of direct post
evidence found from the images, other important information was discovered.

Using the various data images and tools, enough information was found for
an investigator to build a case against a suspect. Records of the application were
present after deletion, so even if Truth Social was removed from a device, it could
still be tied to a user. From application launch times, use of Truth Social can
be matched to other known posts or users also known to be active at that time.
Launch times also show the frequency of use on the devices.

The bulk of the more interesting artifacts were collected during network traf-
fic analysis. Oauth tokens were found with usernames and passwords in plain-
text. Full text of a user’s biography was accessible, as well as their posts and
information about followers. When logging into the application, all information
presented on the user’s feed was visible in the network traffic. This included
recent posts by other users our test user followed. Direct messages were also
viewable, as well as unique ID numbers for each chat.

In addition to the post and message information, static links for profile photos
and photos posted to the timeline were also visible. The links for profile photos
share a similar pattern, containing a series of nested directories with a three-digit
numerical title. Each user is assigned an ID number, and the nested directories
are composed of that ID split into triplets. For instance, the user Rebecca Red has
an ID of 109145180605858911, and the static link to that profile photo includes
this in its URL: 109/145/180/605/858/911. Notably, these links were directly
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accessible even without authentication- logging out of the system did not prevent
the photos from loading when navigating to the URLs. These static links work
even after the post containing the photo is deleted, indicating an investigator
could retrieve posts or photos a user attempts to hide.

Truth Social is hosted by Rumble, a cloud services provider and video plat-
form positioning itself as an alt-tech alternative to YouTube. Network analysis
with Fiddler revealed videos posted to Truth Social are stored to Rumble. View-
ing a video-containing post produces a Rumble link in the traffic. Like the static
photo links, these video links can be accessed unauthenticated. Deleting a post
with a video removes it from a user’s timeline, but does not remove the stored
video- the Rumble links work post-deletion. With videos and images accessible
even after deletion, most media posted to Truth Social could be recoverable by
investigators even if a user tries to remove it.

Truth Social’s codebase is largely written using the server-side web appli-
cation framework Ruby on Rails (Github’s languages breakdown indicates it
accounts for 60% of the code). Using Burp Suite Community Edition, a num-
ber of potential security vulnerabilities were discovered, including a variety of
injection risks, web cache poisoning, and cross-site scripting. The details of these
vulnerabilities have not been explored. Earlier, since patched vulnerabilities in
Mastodon may still be present in Truth Social’s code. Future work may focus
on attempts to exploit one of these vulnerabilities to gain access to artifacts.

Many artifacts were discovered in the course of this investigation. Some were
redundant, while others may hold interesting information, but were too obscured
for the scope of this study. All digital artifacts can be viewed at the Artifact
Genome Project (https://agp.newhaven.edu).

6.1 Recommendations for Investigators

Based on our methodologies and findings, we have several recommendations for
investigators.

Investigators need to acquire data from Truth Social in a forensically sound
manner to ensure the data has not been tampered with and is admissible in
court. This would involve using tools and techniques that can extract data from
the platform’s databases, file systems, and other storage locations. Our findings
indicate network analysis is more fruitful, so investigators could focus on network
sniffing tools like Wireshark or Fiddler. Network traffic associated with Truth
Social, including traffic to and from the platform’s servers and any third-party
services it may use, should also be analyzed to identify potential evidence of data
breaches, hacking attempts, or other types of cybercrime. Investigators would
need to ensure that any data they collect from Truth Social complies with data
privacy laws.

Most of the data acquired from the mobile devices was metadata. Investiga-
tors would need to analyze the metadata associated with any data collected from
Truth Social. This would include creation and modification dates, geolocation
data, and user IDs, which can provide valuable context for the data. Similarly,
investigators can analyze user activity, including posts, comments, likes, and

https://agp.newhaven.edu
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other interactions to reconstruct user behavior and identify potential evidence
of criminal activity, such as harassment, hate speech, or other types of online
misconduct.

Since Truth Social allows users to share images and videos, investigators
would need to analyze this media for potential evidence of criminal activity,
such as child sexual abuse materials, terrorist propaganda, or cybercrime.

7 Future Work

We have noted some limitations and provided recommendations for investigators.
In this section, we provide research ideas for future work in this area. By delving
deeper into these areas, researchers can expand the current body of knowledge
about Truth Social and alt-tech media in general. These ideas are intended to
inspire and guide future research.

This paper has discussed artifacts the authors considered most important,
but there are many artifacts that could be considered more closely. Some arti-
facts may contain important information, but were not able to be deciphered or
otherwise identified as such within the scope of this research. The mobile devices
used were not rooted or jailbroken, and performing a similar analysis with full
access could produce interesting differences in obtained data. Truth Social is still
new and going through major changes. New functionality may be introduced or
be altered. For instance, the newly unveiled direct messaging lacks a key feature
of its competitors- the ability to attach images or videos. Software updates may
occur frequently as well, changing the type of artifacts and the manner in which
they are discovered. These updates may mitigate previously discovered security
vulnerabilities or introduce new ones.

This paper only considered a single alt-tech social media application. A com-
parison between Truth Social and other alt-tech social media, such as Parler or
Gab, may provide interesting insight into the forensic techniques producing the
best results. Finally, as Truth Social began as a branch of the Mastodon code,
a full comparison between Mastodon and Truth Social could also be insight-
ful, particularly in regard to the differences in protection of data and software
security vulnerabilities.

8 Conclusion

Truth Social is quickly becoming one of the most important alternative social
media applications. It was recently accepted into the Google Play store, and it
became the most downloaded application in the store on that same day. More
users are signing up daily, and as former President Donald Trump, founder of
the site and the user with the most followers on the platform, has announced his
2024 presidential run, it is likely the application will continue to grow and gain
media attention. Truth Social also may gain followers from the tumult occurring
at its most similar rival, Twitter, which has undergone leadership change, mas-
sive layoffs, and behavior from its CEO that is alienating advertisers and users
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alike [11]. Truth Social was founded in part as a response to President Trump’s
ban from Twitter, and even though his account was reinstated in November
2022, Trump claimed in a post on Truth Social he would remain on his own
platform and has thus far stuck to that promise. Truth Social’s looser content
moderation has led to extremist users and its issues with violent, racist, misog-
ynistic, and homophobic posts. With the recent 2022 United States Midterm
elections finished and the upcoming 2024 presidential election, more users cou-
pled with extremist views on Truth Social may lead to it being an area of focus
for investigations.

According to testimony before Congress by a researcher for the Carnegie
Endowment for International Peace, instances of politically-based violence are
on the rise [23], and both perpetrators and bystanders often turn to social media
to document their activities and observations. The January 6, 2021 attack on the
US Capitol was discussed so much on some alternative social media sites that
these posts were used in criminal trials of participants. As Truth Social becomes
the dominant alternative, it is likely investigative reporting and civil or criminal
investigations will often use the platform for evidence collection. This research
seeks to identify what significant artifacts can be discovered and in what manner
they can be discovered to benefit digital forensic investigations.

The preliminary digital forensic analysis of Truth Social performed in this
paper shows many artifacts can be recovered from the application. Using var-
ious tools, techniques, and devices, a repository of these artifacts was created
and includes user information, application information, install times, applica-
tion launch times, post information, credentials, and permanent video and image
links. Truth Social did prove resilient against mobile forensics, with most of the
major discoveries occurring when monitoring network traffic. This is the exact
opposite of the findings of previous alt-tech forensic research [20], where most
artifacts were recovered from the mobile devices. This may be due to its origins
as a Mastodon clone, which heavily utilizes cloud-based storage and network
management.
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