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Abstract. This paper investigates the system performance of secure
communication networks under unreliable backhaul and imperfect chan-
nel estimation. We first incorporate a transmitter selection approach that
could achieve maximize signal-to-noise ratio at the receiver to improve
secrecy performance. Then we derive the closed-form expressions of the
secrecy outage performance under the impact of wireless backhaul and
imperfect channel estimation. Our Monte-Carlo simulations verify that
the analytical results match the simulation well, therefore validating the
correctness of our expressions. Our theoretical analysis and simulations
reveal the influence of the number of transmitters, the backhaul reliabil-
ity, the channel estimation errors and the position of the eavesdropper
on the secrecy system performance.
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1 Introduction

In the fifth generation (5G) and beyond, there is a significant demand for mas-
sive connections among people, machines, and environments. A large number of
wireless devices bring threats to network security. According to the broadcast
nature, transmission is vulnerable to be attacked [3]. Therefore, it is a chal-
lenge to secure wireless network. The conventional approach to secure systems
is mainly based on cryptography applied in high layers and assuming perfect
physical layer with zero-error. In addition, the conventional method requires a
large amount of power for encrypting and decrypting, which is not desirable for
lightweight devices. Thus, physical layer security (PLS) has attracted increasing
attention to meet the challenges in wireless communications.

Several studies have made a remarkable contribution to the literature by
investigating the secrecy system performance in the presence of an eavesdropper
[1,2,5–8,14,16,18–21]. However, all these works assume that the backhaul and
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the channel estimation are perfect, which is ideal and unrealistic in practical
future wireless communication systems. For instance, the authors investigated
energy harvesting relay networks with an eavesdropper without considering the
impact of unreliable backhaul and channel estimation on the system secrecy
performance [14].

Wireless backhaul connections need to be deployed for future high dense
networks. Conventional backhaul, such as copper and optical fibre, are highly
reliable, but the deployment cost is high [4,17]. Wireless backhaul is a promising
alternative to wired ones with lower cost. However, it suffers from unreliabil-
ity because of non-LOS propagation, and channel fading [12]. There has been
research considering wireless backhaul in cooperative system [11] and PLS sce-
narios [10,23] and the results prove that backhaul unreliability has shown neg-
atively impact on the system performance [9]. Therefore, it is crucial to take
undesirable outcomes of the wireless backhaul into account in the performance
analysis in future wireless systems.

Several existing works in secure communications considered unreliable back-
haul in performance analysis [10,23], however the authors assume that the channel
estimation is perfect at the receiver side, which is not achievable in practical wire-
less systems [24]. The impact of imperfect channel state information (CSI) on sys-
tem performance has been studied in secure communication systems [13,15,22].
In [13], the authors considered the influence of imperfect CSI in a wireless pow-
ered communication network with multiple eavesdroppers. Furthermore, a secure
cellular vehicle-to-everything network was proposed, and the impact of imper-
fect CSI on system performance was considered [15]. In addition, a secure massive
MIMO system with imperfect CSI has been proposed, and the authors analysed
the impacts of imperfect CSI on the system secrecy performance [22].

Motivated by the above research, we study the system performance with the
impact of both wireless backhaul unreliability and imperfect channel estimation
in this work. As far as we know, this work, for the first time, addresses both the
wireless backhaul unreliability and channel estimation uncertainties in wireless
system performance analysis.

2 System Model

We investigate a secure communication network, consisting of a macro base sta-
tion S connected to K small-cell transmitters, T{1,··· ,K}, via unreliable backhaul
links, a receiver, D, in presence of an eavesdropper, E, as in Fig. 1. A selected
transmitter T ∗

k sends its information to D while E is listening to the trans-
mission from the transmitter to the destination. Reliability of the kth backhaul
is modelled as a Bernoulli process Ik. The success probability is defined as sk,
where P(Ik∗ = 1) = sk and P(Ik∗ = 0) = 1 − sk, which demonstrates that Tk

forwards the message to the destination via the wireless backhaul with success
probability sk and unsuccessful probability 1−sk. All the channels are supposed
to undergo Rayleigh fading. In addition, the transmitters and the receiver are
equipped with single antenna.



Impact of Wireless Backhaul and Imperfect Channel Estimation 233

Fig. 1. System model

An sub-optimal transmitter selection approach is applied, the transmitter T ∗
k

with the largest SNR at D is selected as the best to forward the information to
D, i.e.,

k∗ = arg max
1≤k≤K

SNRTkD, (1)

where k∗ indicates the index of the selected transmitter and SNRTkD is the SNR
of the link from Tk to D. In addition, hTk∗D, hTk∗ E are the channel coefficient
link from the selected transmitter T ∗

k to D and E.
In practical systems, channel state information (CSI) cannot be perfectly

obtained at D. We assume that the receiver D and the eavesdropper E estimate
the CSI of ̂hTk∗ D, ̂hTk∗E and perform imperfect channel estimation of hTk∗D,
hTk∗E as follow,

hTk∗D = ̂hTk∗D + eTD, (2)

hTk∗E = ̂hTk∗ E + eTE , (3)

where eTD and eTE represent the estimation error, i.e., eTD ∼ CN(0, ε2D),eTE ∼
CN(0, ε2E). According to channel estimation, εD = E[|hTk∗ D|2] − E[|̂hTk∗ D|2],
similarly, εE = E[|hTk∗ E |2]−E[|̂hTk∗ E |2], where E[·] represents the expectation.
We assume that all the channel estimation errors follow the same distribution,
e ∼ CN(0, ε2).
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Taking into account the selected transmitter T ∗
k , E experiences the SNR

without wireless backhaul. Therefore, the received information at the receiver D
and eavesdropper E are of the following forms,

yD =
√

PT (̂hTk∗ D + e)Ik∗x + z, (4)

yE =
√

PT (̂hTk∗ E + e)x + z, (5)

where x is the unit power transmitted symbol of the transmission and PT is the
transmitted power of Tk∗ . We assumed that D and E are experienced by the
same noise indicated by z, which represents the complex additive white Gaussian
noise (AWGN) with zero mean and variance σ, i.e., z ∼ CN(0, σ2).

3 SNR Distributions

To assess the secrecy system performance, the SNR distributions at E and D
need to be firstly derived. According to Eqs. 4 and 5, the received SNRs at E
and D from the selected transmitter T ∗

k can be written as,

SNRk∗D =
P0

̂hTk∗ DIk∗

P0εIk∗ + 1
, (6)

SNRTk∗E =
P0

̂hTk∗ E

P0ε + 1
, (7)

where P0 = PT /σ2. As all the channels follow Rayleigh fading, the cumula-
tive distribution function (CDF) and probability density function (PDF) of the
channel associated with the unreliable backhaul are,

F (x) = 1 − sk exp(−λx), (8)
f(x) = skλ exp(λx), (9)

where sk indicates the backhaul unreliability from the macro base station to
the selected transmitter T ∗

k . Therefore, the CDF of SNRkD are derived utilizing
Eq. 8,

FSNRkD
(x) = 1 − sk exp(−λD(P0εIk + 1)x

P0
). (10)

The best transmitter T ∗
k is selected according to the sub-optimal selection

rule described in Eq. 1, thus the CDF of SNRk∗D with the best transmitter is,

FSNRk∗D
(x) = FSNRkD

(x)K
. (11)
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Similarly, the CDF and PDF of E are can be obtained as follows,

FSNRTk∗E
(x) = 1 − exp(−−λE(P0ε + 1)x

P0
), (12)

fSNRTk∗E
(x) =

−λE(P0ε + 1)x
P0

exp(−−λE(P0ε + 1)x
P0

). (13)

In this section, we obtain the SNR distributions of the links from the selected
transmitter T ∗

k to D and E. Then, we derive the CDF of PDF of the related
SNR distributions under the impact of wireless backhaul and channel estimation
imperfections. In the next section, we will assess the system secrecy performance.

4 Secrecy Performance Analysis

In this section, we investigate the secrecy system performance under the impact
of wireless backhaul and imperfect channel estimation. We derive the secrecy
outage probability (SOP) utilizing the SNR distributions given in the above
section. SOP is an metric which has been widely used to assess the system
performance, it is defined as the secrecy capacity being below a certain threshold
θ. To achieve the general results working in most cases with wireless backhaul
and imperfect channel estimation in practice, we measure the SOP in terms of
two scenarios: (1) single transmitter and (2) multiple K transmitters.

Firstly, we derive the SOP with a single transmitter with both wireless back-
haul and channel estimation imperfection. The expression is derived as follows,

F (θ) =
∫ ∞

0

FSNRkD
(22θ(1 + x) − 1)fSNRTkE

(x)dx

= sk exp(−λD(P0εIk + 1)(22θ − 1)
P0

)

λE(P0ε + 1)
λD(P0εIk + 1)22θ + λE(P0ε + 1)

.

(14)

Next, we consider a more practical scenario that multiple transmitter exist.
According to the sub-optimal selection rule introduced in Eq. 11, the SOP can
be derived as,

Fk(θ) =
∫ ∞

0

FSNRk∗D
(22θ(1 + x) − 1)fSNRTk∗E

(x)dx

= 1 +
K

∑

1

(

K

k

)

(−1)ksk
k exp(−λD(P0εIk + 1)k(22θ − 1)

P0
)

λE(P0ε + 1)
λD(P0εIk + 1)k22θ + λE(P0ε + 1)

.

(15)

Compare with Eq. 14, Eq. 15 is power to the number of transmitter K, due
to Eq. 14 is smaller than 1, Eq. 15 is smaller than Eq. 14 on the condition that
K is larger than 1. This illustrates that increasing the number of transmitter
leads to a lower SOP and better system secrecy performance.
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5 Numerical Results

We evaluate the numerical results with Monte-Carlo simulations. The threshold
θ of SOP is assumed to be 1 bits/s/Hz. We also assume that the positions
of transmitters, receiver and eavesdropper are located in Cartesian coordinate
system, which are Tk = (0,0), D = (1,0) and E = (4,1). The distance between
every two nodes is written as dab =

√

(xa − xb)2 + (ya − yb)2, where a, b =
{Tk,D,E}. It is also assumed that the average SNR of transmission link depends
on the pass loss pl: 1/λ = 1/dpl

ab, and pl is 4. The variance of channel estimation
errors is modelled as ε2 = ω

1+δpω , where ω and p are the variance of channel gains
and the average transmit SNR, and δ indicates the channel quality parameter. In
the following figures, we use ‘Sim’ to indicate the simulation results, and ‘Ana’
to indicate the analytical results.
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Fig. 2. The influence of the number of transmitter K on the SOP

Figure 2 illustrates the influence of the number of transmitter K on the
SOP. Wireless backhaul reliability s is assumed to be 0.99, the position of E
is (4,1) and K is an integer ranging from 1 to 3. As shown in the figure, with
the increase of K, SOP decreases significantly. This is because with the increase
number of transmitters, there are more choices to transmit to the destination,
thus showing better secrecy system performance. In another aspect, the reason
of presenting increasing performance can be refereed to Sect. 4. The SOP of
the scenario with multiple transmitter is powered to K compared with the SOP
with single transmitter, and SOP is smaller than 1, so the SOP becomes smaller
after powering to K when K is greater than 1. Therefore, when the number of
transmitter grows, the system achieves better performance.

Figure 3 shows the impact of backhaul unreliability on SOP. The position
of E is (4,1) and K = 3. As shown in the figure, the system has a lower SOP
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Fig. 3. The influence of backhaul reliability s on the SOP

when s becomes larger. This indicates that when the wireless backhaul is more
reliable, the system has better performance.
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Fig. 4. The influence of the position of the eavesdropper E on the SOP

Figure 4 presents the impact the position of the eavesdropper E on SOP.
The number of transmitter K equals 3 and s = 0.99. We consider two scenarios:
1) The distance between the transmitter and the receiver is the same as that
from the transmitter to the eavesdropper; 2) The eavesdropper locates further
than the receiver. The position of E is assumed to dynamic from (0,1), (2,1)
to (4,1). The eavesdropper locates at (0,1) indicates that the distance between
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Fig. 5. Comparison of perfect channel estimation and imperfect channel estimation

the transmitter and the receiver is the same as that from the transmitter to the
eavesdropper. The figure shows that the SOP almost achieve 1 no matter how
the SNR changes. This means that when the distance between the transmitter
and the eavesdropper is smaller or equal to the distance between the transmitter
and the receiver, it is difficult to secure the wireless security in physical layer
aspects, more approaches need to be applied to enhance security. In addition,
when E locates (2,1) and (4,1), the SOP decreases obviously. This illustrates that
the system could obtain better secrecy performance when the distance between
the transmitter and eavesdropper increases.

Figure 5 shows the impact of channel estimation imperfection on system
secrecy performance and compares the differences between perfect and imperfect
channel estimations in secure wireless networks. We could observe a clearly gap
between these two cases, the SOP with the perfect channel estimation is lower
than that with imperfect channel estimation. The figure demonstrates that the
SOP is significantly affected by the channel estimation errors.

6 Conclusion

This paper fills the gap in exploring the system secrecy performance of secure
communication network under unreliable backhaul and imperfect channel esti-
mation. The remarkable contribution is the novel derivation of the closed-form
expressions of secrecy outage probability under both wireless backhaul and chan-
nel estimation imperfections. In addition, we reveal the impact of backhaul unre-
liability and channel uncertainty on system secrecy performance. Our results
show that when the wireless backhaul is more reliable, the system has better
performance. The system secrecy performance with perfect and imperfect chan-
nel estimation is also compared, the SOP with perfect channel estimation is
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lower than that of imperfect channel estimation. Moreover, we discuss the influ-
ence of the number of transmitters and the location of the eavesdropper on
the secrecy outage probability. The results show that the system performs bet-
ter when the number of transmitter increase. Furthermore, when the distance
between the transmitter to the eavesdropper is larger, the system presents better
performance. However, when the distance between the transmitter to the eaves-
dropper is equal or smaller than that from the transmitter to the destination,
the system cannot be secured. In this situation, more approaches needs to be
deployed to secure the wireless system.
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