®

Check for
updates

Optimization of Functional Bootstraps
with Large LUT and Packing Key
Switching

Keyi Liu, Chungen Xu®)  Bennian Dou, and Lei Xu

Nanjing University of Science and Technology, Nanjing 210094, JS, China
{1iuKY, xuchung,benniandou,leixu}@njust.edu.cn

Abstract. Homomorphic encryption can perform calculations on
encrypted data, which can protect the privacy of data during the usage
of data. Functional Bootstraps algorithm proposed by I. Chillotti et al.
can compute arbitrary functions represented as lookup table whilst boot-
strapping, but the computational efficiency of Functional Bootstraps
with large lookup table or highly precise functions is not high enough.
To tackle this issue, we propose a new Tree-BML algorithm. Our Tree-
BML algorithm accelerates the computation of Functional Bootstraps
with large LUT by compressing more LWE ciphertexts to a TRLWE
ciphertext and utilizing the PBSmanyLUT algorithm which was pro-
posed by 1. Chillotti et al. in 2021. The Tree-BML algorithm reduces the
running time of LUT computation by 72.09% (depend on parameters)
compared to Tree-based method (Antonio Guimaraes et al., 2021). Addi-
tionally, we introduce a new TLWE-to-TRLWE Packing Key Switching
algorithm which reduces the storage space required and communication
overhead of homomorphic encryption algorithm by only generating one
of those key-switching key ciphertexts of polynomials with the same non-
zero coefficient values but only those values located in different slots. Our
algorithm reduces the key-switching key size by 75% compared to Base-
aware TLWE-to-TRLWE Key Switching algorithm. Finally, we obtain
that our algorithms does not introduce new output error through theo-
retical and experiment result.

Keywords: Homomorphic Encryption - Lookup Table - Key
Switching - TFHE

1 Introduction

Homomorphic encryption (HE) makes it possible to perform calculations on
encrypted data, the security of the existing HE algorithms is based on the Learn-
ing With Errors (LWE) [1] or its ring variant (RLWE) [2,3] problem which is to
ensure the security of the message by adding an error to the ciphertext. In the
process of homomorphic calculation, the error will inevitably accumulate, and
in order to successfully decrypt and restore the plaintext, the error needs to be
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controlled. Therefore, only a limited number of homomorphic calculations can
be performed, which is called Leveled homomorphic encryption (LHE). It was
not until 2009 that Gentry first proposed a fully homomorphic encryption (FHE)
[4], which made it possible to perform any number of homomorphic calculations
on encrypted data. The Gentry’s algorithm reduces the error by performing
bootstrapping operations when the error reaches a given boundary, that is, per-
forming homomorphic decryption operations using the secret key under homo-
morphic encrypted which called bootstrapping key. However, the bootstrapping
algorithm is very expensive for time and memory.

In order to improve the efficiency and reduce memory requirements of FHE,
many homomorphic encryption cryptosystem have been proposed, such as BGV
[5], B/FV [6,7], CKKS [8], GSW [9], FHEW [10] etc. I. Chillotti et al. proposed
the TFHE [11-13] homomorphic encryption cryptosystem based on torus, which
is the most efficient homomorphic encryption cryptosystem, bootstrapping 1-
bit message only takes 13 ms, and can calculate arbitrary functions encoded on
lookup table (LUT) while performing bootstrapping calculations, usually called
programmable bootstrapping (PBS) [14,15] or functional Bootstraps (FBT)
[16]. Informally, taking a ciphertext of m (called a selector), test vector (TV,
whose coefficient is the value of the function f encoded as LUT) and bootstrap-
ping keys as inputs, the FBT algorithm can output a ciphertext of f(m), and the
error contained in the output ciphertext is independent with the error contained
in the input ciphertext (refreshing the error). The traditional functional boot-
strapping only supports the calculation of plaintext with limited precision, gen-
erally no more than 8 bits [17], when the size or precision of m or f(m) increase,
the parameters of homomorphic encryption should be increased to ensure the
correctness of the algorithm, which can lead to performance degradation, For
example, in the experiment of Carpov et al. [18] using TFHE’s FBT, 1.5s is
needed to calculate 6-bit-to-6-bit LUT.

In 2019, Carpov et al. proposed Multi-value Bootstrapping (MVB) algorithm
[18]. For a selector input, they obtained the output of multiple LUTs by per-
forming only one bootstrapping. In their experiments, it takes 1.6s to calculate
6-to-6-LUTs.

In 2021, Antonio Guimaraes et al. introduced a Tree-based method to com-
bine functional Bootstraps (TreeFB) [19] to accelerate the computational of FBT
with large LUT. It takes about 378 ms to compute the 6-bit-to-6-bit LUT in
their experiments. Antonio Guimaraes et al. also proposed Base-aware TLWE-
to-TRLWE Key Switching (abbreviation Base-aware-KS in the following) to
accelerate the Packing Key Switching. Moreover, through pre-computation, their
algorithm can execute the Packing Key Switching by using addition only.

Subsequently, I. Chillotti et al. proposed multi-output programmable boot-
strapping [20] to optimize FBT. By compressing multiple LUT results into a
TRLWE ciphertext as TV, so that multiple LUTs can be computed at one boot-
strapping and without adding error variance or calculation complexity, called
PBSmanyLUT (BML).
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Contribution. In this paper, We propose two new algorithms to optimize cal-
culation of FBT with large LUT and TLWE-to-TRLWE Packing Key Switch-
ing respectively. We analyze the error variance and rate of the new algorithms.
Finally, we give the experiment results and compare them with others.

— We speed up the calculation of FBT with large LUT or highly precise func-
tions in fully homomorphic setting by optimizing the TreeFB algorithm. We
accelerate the calculation of TreeFB by compressing 27 B instead of B TLWE
ciphertexts into one TRLWE ciphertext after the first layer in TreeFB. There-
fore, we can extract the 27 instead of one samples required for the next layer
in only one bootstrapping by using the BML algorithm. So we reduce the
number of bootstrappings and Key Switching required for the TreeFB algo-
rithm and without adding the error variance of output. We call it Tree-BML
algorithm.

— We propose a new TLWE-to-TRLWE Packing Key Switching algorithm that
reduces the key-switching key size of the Base-aware-KS. We have observed
that it is necessary to generate key-switching key ciphertexts of polynomi-
als with the same non-zero coefficient values but only those values located
in different slots in the Base-aware-KS algorithm. Therefore, for these key-
switching key ciphertexts, we only generate one ciphertext and perform homo-
morphic rotation operations when needed, which effectively reducing the
ciphertext size of the key-switching key. We call it the Base-rotate TLWE-to-
TRLWE Packing Key Switching (Rotate-based KS) algorithm.

— We analyze the error variance and rate of our Tree-BML algorithm and
Rotate-based KS algorithm and compare with others. The Tree-BML and
Rotate-based KS algorithm does not add error variance of output. We verify
our conclusion about error variance and rate through experiment. We also
experiment for various functions with different parameters setting, such as
LUT, 32-bit integer comparison and Relu, and compared the performance
results of our algorithms with existing algorithms. Our Tree-BML algorithm
reduce the running time of the TreeFB algorithm by 72.09% when 9 = 2 and
torus base B = 4. Our Rotate-based KS algorithm reduce the key-switching
key size of Base-aware-KS by 75%. We have provided the source code for the
experiment on website https://github.com/oKeYiLiuo/treeBML.

2 Background and Notations

TFHE [11-13] is a fully homomorphic encryption cryptosystem based on torus
and the security based on (R)LWE [2,3,21]. We review related works and the
necessary knowledge required for this paper in this section.

Notations. The Z, is a ring Z/qZ where ¢ € Z, and B = Zy = {0,1}. The
torus T = R/Z. For two elements a,b € T, addition is defined as (a + b) mod 1.
T is not a ring because it is undefined multiplication of a with b, but it has
external multiplication, for k € Z,a € T, k-a = a+ --- + a(k times). We
note Zy[X] = Z[X]/(XN + 1) and Ty[X] = T[X]/(XN + 1) where N is a
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power of 2 ordinary. When the torus precision increases, that is, the size of bits
of the plaintext increases, which would rapidly deteriorate the performance of
the algorithm. Therefore, the method based on torus base decomposition for
plaintext is generally adopted, so that the parameters of the algorithm only
need to ensure that the size of torus base can run successfully rather than the
size of the entire plaintext size. We note B for torus base which is a power of
2 ordinary. Since floating point values are typically stored in 32-bit or 64-bit
lengths in computers, it is necessary to modulo conversion to g = 232 or 2% in
actual execution [20] although the TFHE bases in T. We denote y, to represent
the Gaussian distribution with an mean of 0 and a standard variance of o.
We use variables with underbars to represent input variables and overbars to
represent output variables.

TLWE. We call (a,b) € T""! is a TLWE ciphertext of the plaintext m € T under
the secret key s € B™ which is uniformly sampled, if and only if b—(a, s) = m+e,
where a is a vector uniformly sampled from T"™, e € T is sampled from y, and
(, ) denotes the inner product.

TRLWE. We call (a,b) € T5™[X] is a TRLWE ciphertext of the plaintext
m € Ty[X] under the secret key S € B [X], if and only if b—a-S = m +e,
where a is uniformly sampled from T%,[X] and e € T[X] is a polynomial which
coefficients are sampled from x,.

TRGSW. A TRGSW ciphertext is a matrix where each row is a TRLWE cipher-
text. Since we do not need it in this paper, please refer to TFHE [13] for more
details.

Encryption. To encrypt a message m € Zp into TLWE ciphertext, we should
use the private key to generate ciphertext (a, b) of 0, then calculate (a,b)+ (0, A-
m), where A is a salar factor in order to perform modulo conversion Zg to T.
The encryption method of TRLWE ciphertext is similar to it.

Decryption. For a given TLWE sample ¢ = (a,b), we use secret key calculate
@(c) = b — (a, s) and approximating the result to the closest plaintext value on
T, the decryption method for TRLWE ciphertext is similar to it. It can be seen
that the result of ¢(c) = A-m + e is a plaintext value with error. In order to
correctly approximate the plaintext value m, we need to control the error to be
less than half the distance between two consecutive plaintext values on T.

Homomorphic Arithmetic. We set T(R)LWE samples ¢y = (ag, bo) of plain-
text mo and ¢; = (a1, b1) of plaintext my. Then c¢o + ¢1 = (ap + a1,bp + b1) is
a T(R)LWE ciphertext of plaintext mg + m;. We can calculate the multiplica-
tion between cleartext k € Z(or Zx[X]) and a T(R)LWE ciphertext ¢ = (a,b)
just by calculating (k - a,k - b). We need to note that the initial TFHE cryp-
tosystem does not support the product between T(R)LWESs, but only supports
the External product, that is, the product between TRGSW ciphertext with
TRLWE ciphertext (referred to TFHE [13] for details). In the full homomorphic
setting, in order to perform the product of two TRLWE ciphertexts we need
to perform circuit bootstrapping to conversion between TRLWE and TRGSW.
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Although I. Chillotti et al. introduced the T(R)LWE * T(R)LWE algorithm sim-
ilar to BFV in the 2021 [20], its efficiency is far less than External product, it
requires relinearization operation similar to BFV.

CUMX. For a TRGSW ciphertext C of m’ € {0,1} as the control line and two
TRLWE ciphertext dy, d; of two plaintext mg, my inputs, the CUMX algorithm
outputs C - (dy — dy) + dp. It m’ = 0, the output is a TRLWE ciphertext of my,
otherwise it is a TRLWE ciphertext of m;.

2.1 Functional Bootstraps (FBT)

Inputing a TLWE ciphertext of m (called a selector), a TRLWE ciphertext (or
unencrypted) of test vector v (sometimes we call it TV, whose coefficients are
the values of LUT which encodes the function f), and bootstrapping key (a set
of TRGSW ciphertexts), then FBT algorithm can output a TLWE ciphertext of
f(m) and refresh the error in TLWE ciphertext of m. FBT is mainly composed
of three algorithms: ModSwitch, BlindRotate, and SampleExtract. We have only
provided a brief introduction, complete FBT algorithm see Appendices A and
please refer to the TFHE [13] for more details.

2.2 Public Functional Key Switching (PublicKS)

The main purpose of key switching is to switch between different keys. I. Chillotti
et al. proposed Public Functional Key Switching algorithm (abbreviation Pub-
licKS in the following) which can calculate public linear morphisms f mean-
while switch key, see Algorithm 1. Micciancio and Sorrel described a ciphertexts
packing algorithm in their paper [22], that is a special case of PublicKS with

@) = 30 af X

Algorithm 1. TLWE-to-T(R)LWE Public Functional Key Switching(PublicKS)
Input: B TLWE samples ¢*) = (g(z),b(z)) € TLWE; (u2),z € [1, B], a precision

parameter ¢t € Z*, R-Lipschitz morphism f : T? — Tx[X], a list of Key Switching
key KS;,; € T(R)LWE4 (i—;), for i € [1,n], 7 € [1,¢]

Output: a T(R)LWE sample ¢ € T(R)LWE, (f (p1,...,48))

: fori=1tondo

a; — f (a(.l),QEQ), - ,QEB))

Let a; = [a;] i be the closest multiple of 2% to a;
2 .
Decompose each a; = Z;:l ai,j - 277, where a; ; € By[X]
end for
return (o, ¥ (gg”,gf% - @gm)) — S iy - KSiy
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2.3 Multi-value Bootstrapping (MVB)

The algorithm proposed by Sergiu Carpov [18] can calculate the output of mul-
tiple values of LUTs for a selector. Inputing a selector, their MVB algorithm
perform the BlindRotate algorithm on a constant polynomial instead of on the
TV. Then the BlindRotate result multiply with several T'V's finally performing
SampleExtract algorithm. We have only provided a brief introduction, please
refer to the paper [18] for more details.

2.4 PBSmanyLUT (BML)

In 2021, I. Chillotti et al. proposed a multi-output functional bootstrapping
algorithm [20]. For example, assuming the message m € Zp, when we need to
calculate the value of 2V functions f;,i € [1,2”] about m, encoding the 2V B
LUT’s values of functions f;(j),7 € [0,B — 1] to TV

N
Bad 291

Z X’“'Q'ﬁ 3 fin()X

=0

w
L
m\z

TV( X7

f17~--7f219)

<.
I
o

During ModSwitch, we need ModSwitch to the start place of each 2V code
block, that is X°, X2, X22" ... XN=2"_ Therefore, we only need to continu-
ously extract 2 TLWE ciphertexts from TV after the BlindRotation algorithm.
Here, we have slightly changed the algorithm because we fix the parameter s = 0
in the BML algorithm, see Algorithm 2.

Algorithm 2. PBSmanyLUT(BML)

Input: a TLWE sample ¢ = (a = [a1,a2,...,an],b) € TLWE, (m - Asy) € Z7H,
m € Zp, a TRLW sample CT of TV(f1 Fyo)? bootstrapping key BSK =
,,,,, ”

{BSKZ- = TRGSWg,Sg’e) (sl)} , a integer ¥ € N such that f—_ﬂ<2N
1<i<n in

Output: cti,...,ctys such that ct; = LWEg (f; (m) - Aout), S is a vector interpreta-
tion of S’

:fori=1ton+1do

o = |[53] 2,

: end for

CT « BlindRotate (CT, {ai}, < <, , BSK)

for j =1 to 2Y do
ctj « SampleExtract; ,(CT)

: end for

: return {ctq,...,Ctyo }




Optimization of Functional Bootstraps with Large LUT 445

2.5 TreeFB

In 2021, Antonio Guimaraes et al. proposed a Tree-based method to combine
FBT algorithm (TreeFB) to accelerate the calculation of FBT with large LUT
[19]. For a d-bit plaintext m = Z -5 "' m;B', where B is torus base. First, encod-
ing function F about m as a LUT of size BY, then the TreeFB algorithm encodes
LUT into B% ! TVs and executes B¢~! bootstrappings to extract BY~! TLWE
ciphertexts by using the TLWE ciphertext of mg as a selector. The plaintexts
of these TLWE ciphertexts are values of F(M) where the last bit of M is my.
Finally, the TreeFB algorithm performs the PublicKS algorithm to package these
TLWE ciphertexts to B4~2 TRLWE ciphertexts as T'V's for next layer, see Algo-
rithm 3.

Algorithm 3. TreeFB

Input: a list of TLWE samples ¢, € TLWE;, (%), such that ZZ o ' miB* = m, a set
L of B! polynomials € Zy[X] encoding the LUT of an arbitrary function F,
a bootstrapping key BK; € TRGSWg (s;), for i € [1,n], a Key Switching key
KSi; € T(R)LWEs (3£), for i € [1,n] and j € [1,1]

Output: A TLWE sample ¢ € TLWEg ( 2;3” ) where S € BY is a vector (TLWE)

interpretation of S € By[X]
TV — L
f:TB — Tn[X] = (a1,...,aB) — a1 +...+agXxN?
fori=0tod—1do
¢ < MultiValueBoostrap (¢;, TV, BK)
for j =1to B2 do
TV;_1 < PublicKS ((E(j—l)xB7 e ijB)  fs KS)
end for
end for
return ¢y

2.6 Base-Aware-KS Switching

Antonio Guimaraes et al. proposed Base-aware-KS Switching to accelerate the
process of packing KeySwitching [19] by replacing polynomial multiplication
polynomials by the inner product of a B-size vector of digits with a B-size vec-
tor of TRLWE ciphertext. Moreover, they use a larger base for decomposition
to improve efficiency. Specifically, when packaging B TLWE ciphertexts, they

generate key-switching key KS; ;5 € TRLWEg (baw Z((Ibﬁ\)[J/\gB 1 Xq)’ and
replace the product of polynomial @, ; and TRLWE ciphertext KS; ; (Line 6,
Algorithm 1) with the inner product of torus vector a; ; = (@i j,1,- - -,ai,j,5) and

TRLWE samples vector KSM = (KS;,;0,KSij1,...,KS;jp-1), see in Algo-
rithm 4.
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Algorithm 4. Base-aware-KS Switching

Input: B TIWE samples ¢* = (g(z),Q@) € TLWE, (u.),z € [L,B],
a precision parameter ¢ € Z, a Key-Switching key KS; ;s €
TRLWE; (bf!ej ~Zé§)27é3_1){‘1), for i € [1,n], j € [1,1], b € [0, B)

Output: a TRLWE sample ¢ € TRLWE; (f (¢2)), for z € [1, p].

c f:TB — Tn[X] = (al,...,aB)»—>a1+...+aBXN71

2: for i =1 ton do

3: forb=1to B do

4.

ib) L i.e., the closest multiple of 2% to a

[

- b
;b < |G, E )
2f
~ t ~ i

5 Decompose each a;p = Ej:l @i jp - base™
6 end for

7: end for
8

: return (O, f (bil),bf), e 7@5?))) -> 23:1 <(~1;7]-, KS;,]->

3 Optimization of PBS with Large LUT

TreeFB algorithm is a relatively effective PBS with large LUT calculation algo-
rithm. The algorithm uses MVB to reduce the B4~'~% bootstrappings of ith
layer to one bootstrapping (Line 4, Algorithm 3). However, TV exists in clear
text format only during the first layer calculation, which can directly using MVB
algorithm to optimize TreeFB algorithm, in subsequent calculations, TV is in
TRLWE ciphertext format. As we mentioned before, MVB algorithm bases on
multiplying the results of BlindRotate with TV's but TRLWE * TRLWE is not
directly supported in TFHE, only TRLWE * TRGSW is supported, an expen-
sive circuit bootstrap must be performed (about 130ms for 1-bit) to conversion
from TRLWE to TRGSW ciphertext in order to utilize MVB algorithm. Oth-
erwise, it is necessary to perform B(4~1=% bootstrapping one by one. Regard-
less of which method is selected, the actual efficiency of the algorithm will be
seriously affected. Antonio Guimaraes et al. only use MVB algorithm in 1th
layer calculation in their experiment. I. Chillotti et al. introduced the method of
vertical packing [13] to accelerate calculation of LUT, which based on CUMX-
tree. Its selector need to be a TRGSW ciphertext, this is a very efficient way in
a level homomorphic setting but it is necessary to perform TRLWE to TRGSW
conversion (circuit bootstrapping) in the full homomorphic encryption setting.

In 2022, Antonio et al. mentioned using the full TRGSW bootstrap algorithm
to accelerate the TreeFB algorithm [23], but this method also requires a circuit
bootstrapping and increases the storage space requirement during the calculation
process.

Therefore, we reduce the number of bootstrapping and key switching algo-
rithms required for each layer in TreeFB algorithm by compressing 27 - B instead
of B TLWE ciphertexts in a TRLWE ciphertext and using the BML algorithm
to extract 2 TLWE ciphertext in a single bootstrapping.

Due to the fact that the BML algorithm can only extract 2V consecutive
TLWE ciphertexts, while the TreeFB algorithm needs to extract one result from
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Fig. 1. Compression of 2° B TLWE ciphertexts

every B consecutive TLWE ciphertexts. Therefore, we divide each B consecutive
TLWE ciphertexts from 2Y B TLWE ciphertexts into a group and compress the
TLWE ciphertexts at the same position in each group into consecutive polyno-
mial slot positions (see Fig. 1).

Algorithm 5. Tree-BML

Input: a set of TLWE samples ¢; € TLWE; (%), such that Ef:_ol m;B* = m, a set L of B;ilg_l

polynomials € Zn[X] encoding the LUT of an arbitrary function F, a bootstrapping key BK; €
TRGSWs (s;), for ¢ € [1,n], a Key Switching key KS; ; € T(R)LWE5 (;—;), for ¢ € [1,n] and
je

Output: A TLWE sample ¢ € TLWEg (Fz,(g)) where S € BY is a vector (TLWE) interpretation
of S € BN[X}

1: TV L

2: & «— MultiValueBoostrap (go, TV, BK)

3: fori=1tod—1do

—i—1

d
I
5. R «— B% “mod2’B
6: for j =0 to Fu—1 do
7: TVj — PubliCKS(EjzﬂB, N E(j+1)2193—17 fo,KS)
8: (6].219 RN é(j+1)21971) «— PBSmanyLUT(c,, TV;, BK, 9)
9: end for
10: if R # 0 then
11: if R|2”B then
12: TV pu = PublicKS((€p, 00 51+ 220 5g ro1) Frog( )7 KS)
13: else
14: TV pu = PublicKS((€p,.00 5+ Epua0 g1 0+ 0 g &7 KS)
15: end if
16: (Cruzd s Cpuat s frog(f)]—1) — PBSmanyLUT(e;, TV py, BK, log(F)1)
17: end if
18: end for

19: return ¢,
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The key-switching key has been determined before executing the algorithm,
that is, the value of ¥ needs to be determined. Hence, we use “copy” and “filling
zero” method when the number of ciphertext needs to be compressed is less than
2Y B (Line 12 and Line 14, Algorithm 5), refer to Appendices B for more details.

We show the optimized TreeFB algorithm in Algorithm 5, which we call as
the Tree-BML algorithm, where

N
g 1271
9 9
fo: T2 B s Ty[X] = (a1,...,a905) § § E:aeHBXEBﬂ? +i

Remark: for convenience, our Tree-BML and the TreeFB algorithm does
not mention that the LUT values of F(m) is stored based on B decomposi-
tion because the parameter of the algorithm supports the plaintext space of
size B to successfully perform. Therefore, for example, set m € [0, B¢ — 1] and
max[logy f(m)] = I, the actual LUT size is [ - BY. Then the algorithm outputs
I TLWE ciphertexts corresponding to the Ith bit (based B) of result.

4 Optimization of Base-Aware-KS

Although the Base-aware-KS algorithm can effectively reduce the running time of
the packing key switching process, it significantly increases the size of the key-
switching key. Moreover, if we package TLWE ciphertexts by using the Base-
aware-KS algorithm, the more TLWE ciphertexts packaged the larger size of
key-switching key will expand. To avoid this expansion, we observe that in these
Key-Switching key ciphertexts KS; 5, € TRIWEg (52 - 040N P71 xo) ir
we need to pack B TLWE samples then b € [1, B], which encrypted polyno-
mial coefficient values are the same except these values slot positions. Therefore,
we only generate the key-switching key KS; jo. We reduce the storage space
consumed by rotating the key-switching key to the appropriate position in sub-
sequent calculations. Therefore we replace ith inner product (Line 8, Algorithm

4) by

< zj’(KSZJOaXB KSij0,...,XPE 'KSi,j,0)>

However, in our Tree-BML algorithm, the 2V B ciphertexts to be compressed
are not continuously stored, which mean that there is only one redundant value
every 27 slots (see Fig. 1). Therefore, we generate key-switching key which inserts
s; every 2Y slots in the first % slots in the polynomial of N order, that is,

N __q
KSi; € TRLWEg ( 2, - 278 X2’

We show the optimized Base-aware-KS algorithm in Algorithm 6, we call it
Rotate-based Packing KS, where a@; ; = (@i 1, ..,a;20p) and

KS;, =KS;; - (LXF,.. XPDE x x5+ xE-DE+L
X2 xET oL x B

“ey
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Algorithm 6. Rotate-based Packing KS
Input: 2°B TLWE samples ¢ = (g<z),b(z>) € TLWE, (u.),z €

[1,2°B], a precision parameter t € Z, a Key Switching key KS;; €
_N__q
TRLWEj (%2;35 X728 fori e [1,n], j € [1,1]
Output: a TRLWE sample ¢ € TRLWE; (f (11, 2, - - -, oo 5))

_N__q . .
L fi s T8 o T (X = (a1, agep) o P 2 T2 e p Xt
2: for i =1 ton do
3: forb=1to2°B do
4: Qi b — {ggb)J Lo le, the closest multiple of 2% to ng)
2t .
5: Decompose each a;, = Z§-=1 Qi b 277
6: end for
7: end for ,
1) (2 29 B n -
8: return (O,fk (bg ),QE >,...,b£ ))) ->r Z;zl (a;;,KSi ;)

5 Error Analysis

In this section, we analyze the error variance and error rate of our algorithms.

5.1 Error Variance of the Rotate-Based Packing KS

We first provide the error variance analysis result of the PublicKS and Base-
aware-KS algorithm, as shown in Eq.1. ¥xg represent the error variance of
key-switching keys and R is related with public function (R? = 1 in TreeFB
because we only use TLWE-to-TRLWE packing function).

1
Var(Err(c)) < R? Var(Err(c)) + ntNdgs + ﬁ@base‘% (1)

The differences of our Rotate-based Packing KS compare to Base-aware-KS
algorithm are mainly that the error of each TRLWE samples in KS;J is not
independent and additionally calculated - X (Line 8, Algorithm 6). In Eq. 1, the
second term represents the error variance of TRLWE samples KS; ; sums, so we
need to change the second term.

First, -X* does not increase the norm of error, see in Eq. 2.

X7 All, < [|X7]], 141, = 1Al (2)

Then, according to the relevant knowledge of statistical probability theory,
when variables E(a) = 0 and E(b) = 0 then Var(a+b) = Var(a)+Var(b) although
variables a and b are not mutually independent. Due to E(error(KS; ;)) = 0,
then thier sum (Line 8, Algorithm 6) do not introduce new error.

So, our Rotate-based Packing KS algorithm did not introduce new error.
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5.2 FError Variance of the Tree-BML

We can obtain that the int. coefficients input aq,...,a,,b € Z/(2NZ) do not
affect the output error variance of the BlindRotate algorithm through the anal-
ysis process of I. Chillotti et al. [20], which means the ModSwitch process do
not affect the output error variance of the bootstrapping algorithm. Because
the differences between the BML algorithm and the FBT algorithm lies in the
ModSwitch process and the SampleExtract process (the SampleExtract process
does not add new error), the output error variance of the BML algorithm is the
same as the FBT algorithm. So compared to TreeFB, our Tree-BML algorithm
does not introduce additional output error. We show the out error variance of
Tree-BML in Eq. 3, refer Appendices C for more detials.

2
Var(TreeFB) < (d — 1+ ||TVf||§)(ﬁ(l€ + 1)¢{N (B29> Ipr +n(l +EN)e?)
3)
+ (d—1)(ntNdgs + %Qbase*%)

5.3 Error Rate

In this section, we analyze the error rate of Tree-BML. We need the BlindRota-
tion algorithm to output appropriate values during the bootstrapping process.
So it is necessary to ensure the correctness of the ModSwitch results. We refer
the analysis method and result of I. Chillotti et al. [20], for the correctness of the

ModSwitch probability P = erf (%), where erf is the Gaussian error function,

oin denote error variance of the input LWE ciphertext and w = 2N - 277,
Although our Tree-BML algorithm does not increase the error variance of
the output, for the same successful probability of ModSwitch, our Tree-BML
algorithm has stricter error requirements for the TLWEs input than TreeFB
algorithm, see Eq. 4.
2 2 1 2

2 q q
in<

. - A _ = 4
16B21?  12w? N 12 24w? 48 @

g

Alternatively, for the same security level i.e. the same input error variance,
our Tree-BML algorithm has a slightly lower probability of ModSwitch success
than TreeFB algorithm, see Eq. 5.

q
B\ (1603 + 3 — 4+ 5 + )

I < (5)

We will validate our results about error variance and rate by experiments in
the next section.
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6 Experimental Results

We conducted experiments on the Ubuntu 20.0 virtual machine on a computer
with i7-10700F @ 2.90 GHZ, and comparisons with others on LUT, integer com-
parison, and Relu function. Fortunately, the code for the TreeFB algorithm was
completely open source, and we fully implemented the author’s code. For the
code that has not been implemented, we will make appropriate scaling based on
the proportion of the implemented parts.

In order to compare with the TreeFB algorithm, we adopted the parameters
set by Antonio Guimaraes et al. and thoroughly investigate the performance
of the algorithm we proposed, we enhanced the author’s code by incorporating
additional conditions for B = 8, as shown in Table 1. We take the average time
after running 10 times for each function. However, due to different hardware
conditions, the experimental results are slightly different such as 6-bit-to-6-bit
LUT in the author’s paper were 378.2 ms, 409.9 ms in our environment. It should
be noted that there may be slight differences in the results of each running (about
10%) even in the same environment.

Table 1. Experiment parameters

Security Level | B LWE RLWE Bootstrap | Key Switch
n |o N |k|o l |log,(By) | Base |t
127 4or8 63027151024 |1 (27% |55 64 |2

6.1 Calculation of LUT

We conducted experiment about 6-bit, 8-bit, 10-bit, and 12-bit LUT calcula-
tions by useing Tree-BML algorithm with parameter ¥ = 1,2, 3 with torus base
B = 4,8 and TreeFB algorithm, see Fig. 2, where Tree-BML algorithm utilizes
Rotate-based Packing KS for reducing key-switching key size. The detailed data
results are shown in the Table2. We can abtain that as 1} increases, the algo-
rithm consumes less time. As B increases, the effectiveness of the improved
by TreeBML algorithm will diminish. But it still manages to reduce the running
time of the TreeFB algorithm by approximately 40%. This is because, with larger
values of B, the same-sized LUT will be encoded into fewer TVs. However, for
the same TFHE parameter settings, as B increases, the algorithm’s tolerance
threshold for noise will significantly decrease. In other words, the probability of
successful decryption for the algorithm, with the same level of security, will also
decrease significantly, see Fig. 4.

6.2 32-Bit Integer Comparison

We compared the Rotate-based Packing KS with Base-aware-KS algorithm in
the integer comparison function experiment. The experimental results are shown
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Fig. 2. Calculation of LUT

in Table3. It can be obtained that our Rotate-based Packing KS algorithm
only requires approximately 500 MB for storage key-switch key, while the Base-
aware-KS algorithm requires approximately 2 GB and our Rotate-based Packing
KS algorithm almost no increasing runtime compare with the Base-aware-KS
algorithm.

6.3 8-Bit Relu

One of the activation function widely used in neural networks is the Rectified
Linear Unit (Relu). We seted parameters B = 4 and ¢ = 2 in this experiment.
The results are shown in the Table 4.

6.4 Error Result

We counted the values of output error of using the TreeFB and our Tree-BML
(when ¢ = 2) algorithms to calculate the 6-bit-to-6-bit LUT 3000 times respec-
tively, then conducted interval statistics (step length 100000), see Fig.3. The
probability distribution of the output error of the two algorithms is similar,
which proof our conclusion that the output error variance of Tree-BML and
TreeFB algorithm is the same.

We calculated the successful probability of ModSwitch of the Tree-BML and
TreeFB algorithm under different input error variances using Eq.5, see Fig. 4.
When 9 = 1 or 2, our Tree-BML algorithm almost no reduces the successful
probability compared to TreeFB algorithm. However, when ¢ = 3, our Tree-
BML algorithm’s probability decreases significantly, but also reaches 99.8%. We
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Table 2. Time consumption of LUT calculation

Method | Security | B | 6-bit | 8-bit | 10-bit | 12-bit |Reduced time
TreeFB | 127 4 10.409s|2.203s|23.667s | 51.085s | No

9=1 127 410.215s8|1.026s|5.013s | 24.291s | 51.20%
9=2 |127 4 10.135s | 0.586s|2.805s |13.181s|72.09%
9=3 |127 4 10.124s/0.409s | 1.779s |8.092s |79.66%
TreeFB | 127 8 10.071s|0.413s|2.920s | 8.962s |No

9=1 127 8 10.0455|0.200s | 0.896s |3.462s |45.24%
9=2 |127 8 10.048s|0.137s|0.568s |2.169s |36.42%
¥=3 |127 8 10.057s|0.137s|0.418s |1.513s |36.39%

Table 3. Experimental result of 32-bit integer comparison

453

KeySwitching Method | Security | time key-switching key size | Reduced key Size
Base-aware-KS 127 343.5ms | ~ 2.113GB No
Ours 127 343.7ms | = 0.528 GB 75.01%
Table 4. Experimental result of 8-bit Relu
Method Security | time consumption | Reduced time
[LJ19] [24] 127 603.10 ms No
[ZLPL20] [25] | 127 103.10 ms No
TreeFB 127 89.03 ms No
Ours 127 25.74 ms 71.09%
m TreeFB
18 Tree-BML
16
1, e
\l
_’.E'_ 10 ‘
EIN | \‘ lII

-60000000

j | ’l
‘ I\H HH l”

-40000000

\
"M

0 20000000

1)

40000000

\
0

-20000000 60000000

error value interval

Fig. 3. Interval statistics of values of output error
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Fig. 4. Error rate of Tree-BML and TreeFB algorithm

can also observe that as B increases, the success probability of the algorithm is
significantly affected.

7 Conclusion

In this paper, we accelerate the calculation of TreeFB algorithm by compressing
2Y B TLWE ciphertexts into one TRLWE ciphertext and utilizing the BML algo-
rithm, which reduces the number of functional bootstrapping and key switching
times required by the TreeFB algorithm. When B = 4, ¢ = 1,2, and 3, our Tree-
BML algorithm reduces the runtime of TreeFB algorithm by 51.20%, 72.09%
and 79.66% respectively. Plus, we propose Rotate-based Packing KS algorithm
that reduces the size of the key-switching key compare with the Base-aware-KS
algorithm and almost no increasing the runtime. When B = 4, our algorithm
reduces the storage requirement of the key-switching key by 75%. We analyze
the output error variance and error rate of our algorithms and obtain that the
Rotate-based Packing KS and Tree-BML algorithm does not introduce new error.
We conduct experiments on 6-bit, 8-bit, 10-bit, 12-bit LUTSs, 32-bit integer com-
parisons, 8-bit Relu functions and compare our results with others. The bigger ¢
value the Tree-BML algorithm has, the higher speed the algorithm has, while the
efficiency improvement rate slows down gradually. This is because that although
our Tree-BML algorithm reduces the number of bootstraps and KeySwitching
algorithm required in each for loop of the TreeFB algorithm, the algorithm does

not reduce the depth of the algorithm. An interesting open problem is to reduce
the depth of the TreeFB algorithm.
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Appendices

A Functional Bootstraps (FBT) Algorithm

Algorithm 7. Functional Bootstraps(FBT)

Input: a TLWE sample ¢ = (a,b) € TLWE,(5%) € ZZ“, for m € Zg, an integer
LUT L = [lo,l1,...,lp—1] € Z5, a set of bootstrapping key BK; € TRGSW 5 (s:),
for ¢ € [1,n]

Output: ¢ € TLWEg(%), where S € BY is a vector (TLWE) interpretation of

S € Bn[X]

b« LQTNH and a; «— VA;&—‘ € Zan for each i € [1,n]

ve 2 ap g X' € T(X]

ACC « BlindRotate ((0,v), (a1,...,an,b+ 75), (BK1,...,BKy))

return SampleExtract,(ACC)

B Method of Compressing Ciphertexts in Tree-BML

Assuming the number of TLWE ciphertexts we need to compress is K - B.

1. When K | 27, we copy these ciphertexts to achieve 2V B. Since we only need to
extract K TLWE ciphertexts in the corresponding BML algorithm, we need to
change the corresponding ModSwitch and SampleExtract process parameter
9 = log(k).

2. When K cannot divide 27, we fill K - B TLWEs with (2/'°8%1 — k). B zeros
in the high position. Then execute the algorithm for the “divisible” method
mentioned above. Moreover, filling the high position with 0 does not affect
the correctness of the result because the extracted ciphertext at the backer of
the position corresponds to the higher position of the result after decryption.

C  Error Variance of Tree-BML

We first introduce two equations from paper [19], Eq. 6 is the error variance of
FBT algorithm and Eq.7 is the error variance of MVB algorithm, where ¥ g
represent the error variance of bootstrapping key and ¢ = ﬁ.

g

Var(Err(c)) < Var(Err(TV)) + n(k + 1){N <B2g) Ipr +n(l1+EN)e  (6)

Var(Err(c)) < ||TVfH§ (n(k + 1)¢N (%) Ik +n(l+ kN)€2> (7)
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For a m € B?, the TreeFB algorithm requires to perform d layers FBT and
d — 1 layers PublicKS algorithms (Line 3 and Line 5, Algorithm 3). The output
of FBT is the input of PublicKS, that is, the output error of FBT algorithm
are the input error Var(Err(c)) in Eq. 1 of PublicKS algorithm. so after the first
layer of PublicKS algorithm, the output error variance is

B,\? 1
1TV <n(k + 1)¢N (;) Ipr +n(l+ kN)62> + ntNiics + onbase™

Then, the results enter the next layer of FBT, which mean that the above equa-
tion is the new Var(Err(T'V)) in Eq. 6. Finally, the output error variance of the
TreeFB algorithm as shown in Eq. 8.

B2
Var(TreeFB) < (d — 1+ ||TVf||§)(Q(/€ +1)¢{N (;) Ipx +n(l 4+ kN)e?)
(8)
+ (d—1)(ntNdgs + %ﬂbasefﬂ)

Due to our Rotate-based Packing KS do not introduce new error, the main
difference between our Tree-BML algorithm and TreeFB algorithm lies in the
difference between FBT and BML algorithms. So we only need to analyze the
difference of error variance between FBT and the BML algorithm. It can be
obtained that the values of int. coefficients input do not affect the output error
variance of FBT or BML algorithm form Eq. 6, hence the output error variance
of our Tree-BML algorithm is the same as the TreeF'B algorithm.

References

1. Regev, O.: On lattices, learning with errors, random linear codes, and cryptogra-
phy. In: Symposium on the Theory of Computing (2005)

2. Stehlé, D., Steinfeld, R., Tanaka, K., Xagawa, K.: Efficient public key encryp-
tion based on ideal lattices. In: Matsui, M. (ed.) ASTACRYPT 2009. LNCS, vol.
5912, pp. 617-635. Springer, Heidelberg (2009). https://doi.org/10.1007/978-3-
642-10366-7_36

3. Lyubashevsky, V., Peikert, C., Regev, O.: On ideal lattices and learning with errors
over rings. J. ACM (JACM) 60(6), 1-35 (2013)

4. Gentry, C.: Fully homomorphic encryption using ideal lattices. In: Proceedings of
the Forty-First Annual ACM Symposium on Theory of Computing, pp. 169-178
(2009)

5. Brakerski, Z., Gentry, C., Vaikuntanathan, V.: (Leveled) fully homomorphic
encryption without bootstrapping. ACM Trans. Comput. Theory (TOCT) 6(3),
1-36 (2014)

6. Brakerski, Z.: Fully homomorphic encryption without modulus switching from clas-
sical GapSVP. In: Safavi-Naini, R., Canetti, R. (eds.) CRYPTO 2012. LNCS, vol.
7417, pp. 868-886. Springer, Heidelberg (2012). https://doi.org/10.1007/978-3-
642-32009-5_50


https://doi.org/10.1007/978-3-642-10366-7_36
https://doi.org/10.1007/978-3-642-10366-7_36
https://doi.org/10.1007/978-3-642-32009-5_50
https://doi.org/10.1007/978-3-642-32009-5_50

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

Optimization of Functional Bootstraps with Large LUT 457

Fan, J., Vercauteren, F.: Somewhat practical fully homomorphic encryption. Cryp-
tology ePrint Archive (2012)

Cheon, J.H., Kim, A., Kim, M., Song, Y.: Homomorphic encryption for arith-
metic of approximate numbers. In: Takagi, T., Peyrin, T. (eds.) ASTACRYPT
2017. LNCS, vol. 10624, pp. 409-437. Springer, Cham (2017). https://doi.org/10.
1007/978-3-319-70694-8_15

Gentry, C., Sahai, A., Waters, B.: Homomorphic encryption from learning with
errors: conceptually-simpler, asymptotically-faster, attribute-based. In: Canetti,
R., Garay, J.A. (eds.) CRYPTO 2013. LNCS, vol. 8042, pp. 75-92. Springer, Hei-
delberg (2013). https://doi.org/10.1007/978-3-642-40041-4_5

Ducas, L., Micciancio, D.: FHEW: bootstrapping homomorphic encryption in less
than a second. In: Oswald, E., Fischlin, M. (eds.) EUROCRYPT 2015. LNCS,
vol. 9056, pp. 617-640. Springer, Heidelberg (2015). https://doi.org/10.1007/978-
3-662-46800-5-24

Chillotti, I., Gama, N., Georgieva, M., Izabachene, M.: Faster fully homomorphic
encryption: bootstrapping in less than 0.1 seconds. In: Cheon, J.H., Takagi, T.
(eds.) ASTACRYPT 2016. LNCS, vol. 10031, pp. 3-33. Springer, Heidelberg (2016).
https://doi.org/10.1007/978-3-662-53887-6_1

Chillotti, I., Gama, N., Georgieva, M., Izabachéne, M.: Faster packed homomorphic
operations and efficient circuit bootstrapping for TFHE. In: Takagi, T., Peyrin, T.
(eds.) ASIACRYPT 2017. LNCS, vol. 10624, pp. 377-408. Springer, Cham (2017).
https://doi.org/10.1007/978-3-319-70694-8_14

Chillotti, I., Gama, N., Georgieva, M., Izabachéne, M.: TFHE: fast fully homomor-
phic encryption over the torus. J. Cryptol. 33(1), 34-91 (2020)

Chillotti, I., Joye, M., Ligier, D., Orfila, J.-B., Tap, S.: CONCRETE: concrete
operates on ciphertexts rapidly by extending TfhE. In: WAHC 2020-8th Workshop
on Encrypted Computing & Applied Homomorphic Cryptography (2020)
Chillotti, 1., Joye, M., Paillier, P.: Programmable bootstrapping enables efficient
homomorphic inference of deep neural networks. In: Dolev, S., Margalit, O., Pinkas,
B., Schwarzmann, A. (eds.) CSCML 2021. LNCS, vol. 12716, pp. 1-19. Springer,
Cham (2021). https://doi.org/10.1007/978-3-030-78086-9_1

Boura, C., Gama, N., Georgieva, M., Jetchev, D.: Simulating homomorphic eval-
uation of deep learning predictions. In: Dolev, S., Hendler, D., Lodha, S., Yung,
M. (eds.) CSCML 2019. LNCS, vol. 11527, pp. 212-230. Springer, Cham (2019).
https://doi.org/10.1007/978-3-030-20951-3_20

Bergerat, L., et al.: Parameter optimization & larger precision for (T) FHE. Cryp-
tology ePrint Archive (2022)

Carpov, S., Izabachéne, M., Mollimard, V.: New techniques for multi-value input
homomorphic evaluation and applications. In: Matsui, M. (ed.) CT-RSA 2019.
LNCS, vol. 11405, pp. 106-126. Springer, Cham (2019). https://doi.org/10.1007/
978-3-030-12612-4_6

Guimaraes, A., Borin, E., Aranha, D.F.: Revisiting the functional bootstrap in
TFHE. IACR Trans. Cryptogr. Hardw. Embed. Syst. 2021(2), 229-253 (2021)
Chillotti, I., Ligier, D., Orfila, J.-B., Tap, S.: Improved programmable bootstrap-
ping with larger precision and efficient arithmetic circuits for TFHE. In: Tibouchi,
M., Wang, H. (eds.) ASTACRYPT 2021. LNCS, vol. 13092, pp. 670-699. Springer,
Cham (2021). https://doi.org/10.1007/978-3-030-92078-4_23

Regev, O.: On lattices, learning with errors, random linear codes, and cryptogra-
phy. J. ACM (JACM) 56(6), 1-40 (2009)

Micciancio, D., Sorrell, J.: Ring packing and amortized FHEW bootstrapping.
Cryptology ePrint Archive (2018)


https://doi.org/10.1007/978-3-319-70694-8_15
https://doi.org/10.1007/978-3-319-70694-8_15
https://doi.org/10.1007/978-3-642-40041-4_5
https://doi.org/10.1007/978-3-662-46800-5_24
https://doi.org/10.1007/978-3-662-46800-5_24
https://doi.org/10.1007/978-3-662-53887-6_1
https://doi.org/10.1007/978-3-319-70694-8_14
https://doi.org/10.1007/978-3-030-78086-9_1
https://doi.org/10.1007/978-3-030-20951-3_20
https://doi.org/10.1007/978-3-030-12612-4_6
https://doi.org/10.1007/978-3-030-12612-4_6
https://doi.org/10.1007/978-3-030-92078-4_23

458 K. Liu et al.

23. Guimaraes, A., Borin, E., Aranha, D.F.: MOSFHET: optimized software for FHE
over the Torus. Cryptology ePrint Archive, Paper 2022/515 (2022). https://eprint.
iacr.org/2022/515

24. Lou, Q., Jiang, L.: SHE: a fast and accurate deep neural network for encrypted
data. In: Advances in Neural Information Processing Systems, vol. 32 (2019)

25. Zhou, J., Li, J., Panaousis, E., Liang, K.: Deep binarized convolutional neural net-
work inferences over encrypted data. In: 2020 7th IEEE International Conference
on Cyber Security and Cloud Computing (CSCloud)/2020 6th IEEE International
Conference on Edge Computing and Scalable Cloud (EdgeCom), pp. 160-167.
IEEE (2020)


https://eprint.iacr.org/2022/515
https://eprint.iacr.org/2022/515

