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Abstract. Online dating has grown in popularity since the introduction of the
World Wide Web and within the last decade the widespread use of smartphones
and dating applications, or ‘apps’. Associated with this popularity is the increased
scrutiny around these apps and what companies are doing to protect users’ private
information. Dating apps are one of the riskiest, considering the users of these apps
outline their innermost thoughts and desires, along with sharing intimate images
and, in most cases, their location that can potentially identify their home, work,
and other locations usersmay not intend to share. Associatedwith the privacy risks
is the use of dating apps for criminal purposes including; stalking, sexual violence,
drug dealing, and other violent crimes. These crimes present a challenge to law
enforcement as the offenders may not be known to the victim(s) at all which may
mean the lines of inquiry for investigators are limited in identifying the offender’s
real identity. There has been no study in literature into what investigators could
obtain from these apps to identify another user if you only had one account, such
as an account from a victim of a crime. Therefore, in this paper, we examine six of
the ‘top’ dating applications and outline a process to analyze data obtained from
their use to determine whether there is sufficient information that can be obtained
to identify another user profile and their real-world identities.

Keywords: Dating application investigation · user identification · OSINT ·
network traffic analysis · mobile device forensics · iOS forensics

1 Introduction

Online dating has become one of the most popular ways for people to meet around the
world. The widespread use of smartphones, along with dating applications, or apps, has
enabled people to match with others with similar interests easily [1–3]. This is especially
true for the LGBT community where, in the United States, the use of dating apps, is
roughly twice as common as straight adults [4].

Dating applications also allow predatory or opportunistic criminals to use the appli-
cations formalicious purposes. Sexual assaults are unfortunately common and arewidely
publicized in an attempt to highlight the dangers of meeting people online [5, 6]. Associ-
ated with this increased use of technology is the fact that incredibly personal information
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was being stored and shared on these applications and, in several cases, was not being
transmitted or stored securely [7].

The most common way investigators access social media data is via access to the
device or by using some form of legal process [8]. The borderless nature of Cybercrime
is used to describe the challenges Law Enforcement investigators face when investi-
gating crime on the internet due to legal challenges, and limitations on cross-border
investigations [9]. While the legal process is generally straightforward to obtain within
the country an investigator is in (noting evidential requirements) this is not always the
case internationally. Companies may be based overseas from where the investigator is
located requiring, in some cases, Mutual Legal Assistance requests to be made, which
can be time-consuming and cumbersome [10].

Due to the fragile nature of digital evidence, ensuring relevant data is preserved
and obtained quickly is crucial in identifying additional items of interest and holding
offenders to account for their crimes. Dating applications hold a large amount of per-
sonal information which can be crucial to identify persons of interest and, in some cases,
other victims. Identifying information that is on those apps that could be used by inves-
tigators to identify real-life identities quickly, and may lessen the danger to other dating
application users, and other members of the public when a crime has been committed.

Previous research into dating applications has generally focused on the psychology of
howandwhypeople use the applications and from the technical approach, the privacy and
security risks ofwhat peoplemay be able to find out about users that they did not intend to
intentionally share [11, 12]. While other research has attempted to inform investigators
about what may be available in different dating apps, this has generally focused on one
dating app, and what may be recovered, or one aspect of where information may be
stored [13]. Users of dating apps are more than likely to utilize more than one dating
app at a time [14]. This increases the opportunities for investigators as a much larger
data set can be reviewed for relevant information rather than focusing on only one app.

As dating apps are the most common way for people to meet, and criminals utilize
these apps to commit crimes, research into how investigators can utilize these apps to
help solve those crimes is needed and is the gap that will be addressed in this paper. The
main question therefore is ‘How can you identify another user on a dating application
only from the interaction between the two profiles?’.

In this paper, we address this challenge by studying all aspects of how the data is
transmitted and stored within various dating apps. This includes data packet capture
of data being sent to/from a user’s device, extractions of data off the phone after an
interaction has taken place, backups of users’ accounts, as well as how Open-Source
Intelligence (OSINT)methods and trilateration techniques could be employed to identify
users as well.

Through our approaches, the identity of other users of dating apps can be identified.
This process fundamentally depends on what apps are being used along with what
investigators have access to as part of their investigation i.e., what tools and legislation
allow them to access this type of data, andwhat policies their agencies have in conducting
this type of work. While some app developers have utilized technology in better ways
to protect users’ privacy, this is not the case for all apps and this may allow information
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about the user to be identified including, name, age, profile information, and even their
location. The main contribution of this paper can be listed as follows:

• Awider literature review on dating apps and how the law enforcement and investiga-
tive community can utilize information from these apps to protect members of the
public.

• Providing an investigative process on what can be used to identify another user on a
dating app which will enable investigators to identify artifacts of interest that, when
combined, will assist in identifying a victim, witness, or suspect, who is using a dating
app. This process will be able to be utilized across any mobile operating system and
is agnostic to the dating app as an assessment of what can, and has been obtained,
provides investigative opportunities on who the other user of the dating app may be.

• An intensive experiment was used to demonstrate the efficiency, usability, portability,
and flexibility of the proposed process.

• Investigators working on specific cases can refer to this process to determine what
sections of this research apply to their case and then assess what information they
may be able to obtain to advance their case.

2 Literature Review

Due to the prevalence of encryption on the Internet, law enforcement’s ability to identify
suspects is becoming increasingly challenging. The most common approaches to this
problem are to: work with the companies on an ad-hoc basis, provide them legal process
directly, seek law enforcement cooperation, or for companies overseaswho are unwilling
to accept foreign legal process, to use letters rogatory or Mutual Legal Assistance. Due
to how technology has evolved, the above legal processes have resulted in a system that
is confusing, uncertain and does not meet the needs of the users [17].

Online dating applications (or apps) have been identified as a specific area where
being able to obtain data as quickly as possible may prevent further victimization as
people who use dating apps may not be well known to the victims or, in some cases,
the companies running the apps may remove or block users before law enforcement
can obtain vital data for an investigation [18, 19]. Data that may be available to law
enforcement from dating apps is wide, due to the amount of personal information a
user provides when setting up an account, along with the use of location-based services
obtained from the phone’s GPS, GSM, LTE, Wi-Fi, and Bluetooth radios [20].

Privacy and security concerns relating to online dating have been a concern for
security researchers for over a decade with the Electronic Frontier Foundation (EFF)
highlighting their concerns in 2012 [21]. Several of the concerns raised by the EFF still
exist today with the use of dating apps and this highlights the slow uptake of application
security by companies.

While no specific research has been conducted relating to identifying a user from
dating app data, there is literature that is relevant in several different areas, including
data that is being transmitted (Packet Capture) [7, 22–24], OSINT and trilateration of
users [25–29], along with forensic analysis of mobile phones [30–33], and backups of
those devices.
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There were estimated to be over 6 billion smartphones in use around the world in
2021 with half of those being Samsung or Apple devices [34]. In 2012, Boyles et al.
found that 59% of American smartphone owners were likely to back up their devices,
however only roughly a third of those that did, did so frequently [35]. Both Android
and Apple devices can back up a large variety of information including phone settings,
pictures and videos, and app data, and are therefore relevant to investigators, even if the
phone associated with the account is located [36, 37].

iTunes backups were obtained in [24] as part of their research into the happn dating
app with the authors focusing on the SQL databases and plist (Property List) files for
user data. User information was found in the database hdata.db and included several
tables of data useful for investigators, this included the user’s location at the time of app
use, email address, profile picture URLs for the user and matched users, messages, and a
table connecting a username to their photos. The researchers also referenced information
obtained in plists with the hdata.db file to show how investigators could infer whether
dating app accounts may be fake if the device name (contained in the plist file) was
different from the app user name.

Thantilage et al. (2020) proposed a method of examining iOS backups generated by
iTunes focusing on two dating apps Tinder, and Coffee Meets Bagel [10]. The authors
were able to show that once the backup folder is identified (through the 40-digit Unique
Device Identifier), investigatorsmay be able to locate the file name of interest by convert-
ing that file path to a SHA-1 hash value or locating it in the Manifest.db file available
in the root of the backup. In the Tinder database, they were able to identify a large
amount of PII that would be relevant to an investigator including personal information
about the user, and information about matches in Tinder including names, birthdates,
bio, and profile pictures. In comparison, the Coffee Meets Bagel app listed the personal
information of the user, as well as information on other users, including geo data of the
users’ exact location.

Previous research into dating apps has evolved significantly from identifying privacy
and security concerns in Patsakis et al. and Choo et al. [7, 12] where app developers
allowed significant personal information to be disclosed without the use of encryption,
through to what artifacts may be useful for investigators analyzing specific dating apps.
Methods, Frameworks, and Taxonomies have also been created to assist investigators in
how to approach dating apps, identify the most important artifacts, and present them in a
way that is easy to comprehend. The use of different approaches to the same challenges
has helped this field of research, and this includes the novel approach of ‘colluding
trilateration’ in [29] and utilizing backups to mobile phones when the device may not
be available in [10].

The main research gaps identified in the previous literature are around the suspect,
or a person of interest, and how dating apps could be used to assist in identifying that
person, or those people.Most of the current research focuses on either, the risk to the user
of the dating app i.e., privacy and security risks, or what information you could obtain
from an app, or data from an app e.g., backups or packet capture, which is generally
after a suspect or person of interest has been identified.
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3 Problem Statement and Forensic Approach

3.1 Research Objectives

While there has been previous research into dating apps, most of the research has
focused on privacy and security concerns or taxonomies that have been created to assist
law enforcement in explaining what can be extracted from devices, or their backups,
as opposed to identifying criminals or their victims. This ultimately means that law
enforcement will need to engage with the companies that develop/run the apps or, if the
companies are overseas and won’t respond to the legal process of that country, a Mutual
Legal Assistance request, or similar.

The broad range of data potentially available to investigators needs to be considered
when determiningwhatmay assist in an investigation. This can include themobile device
itself and the databases on the phone used to store user information, any backups made
of the phone, data sent/received while the app is being used [41], and analysis of any
open-source information that may identify the user or their location.

This research aims to determine whether there is sufficient data sent, received, or
stored during the use of a dating app to identify another user profile on a dating app. A
specific scenario relating to this question is whether certain combinations of data from
apps can be combined to enable the identification of a user. The process used in this
research is agnostic to apps and operating systems and could therefore be used in any
other platform. The most significant artifacts to assist in this answer will be collected
and then presented in terms of what combinations of this data may assist investigators in
identifying users of these applications. Due to the ever-changing nature of technology,
the applications used and their versions, are provided as an indicator of what may be able
to be obtained. Two main research questions that we aim to address in this paper are as
follows: (i) What information can be sought, or obtained, to identify a user from a user
profile (one in your control) of an e-dating application? This would include all facets of
the app being used e.g., data extracted from the application installed on a phone, backups
of the same data, network traffic when an app is being used, and OSINT/Trilateration
of the user profile; (ii) What information could be used to match a user profile with a
real person? This would include exploring how to attribute OSINT e.g., reverse image
searching of a user’s profile image, or reviewing artifacts obtained from a device.

3.2 Forensic Methodology

To determine what artifacts can be used to identify a user profile, and subsequently, a
real-life person, a process has been created to obtain themost amount of data from dating
apps. This data can then be presented to show what may be the most useful information
across the variety of apps tested.

Six different dating apps were chosen as this would provide a broad range of artifacts
that could be obtained and would enable the same testing methodology to be employed
across all of the apps tested. An iOS platformwas selected to obtain data for this research
due to the prevalence of these devices in Western countries, however, the same process
could also be applied to Android devices. Testing was conducted using both Android
and iOS devices due to the ability to leverage the strengths of how the different devices
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can be used and what software can be installed on them. Two profiles were created, one
male and one female, with each profile being associated with one of the mobile devices.

This approach was only considered from a ‘black-box’ perspective i.e., APKs were
not reverse-engineered and all testing was considered from a position where, although
you may get physical access to a device, there would not be sufficient time or expertise
available to reverse engineer the app to obtain data that is not available through the
‘normal’ use of the app. The source code of the apps, documentation related to them, or
assistance of the developers was not obtained in this research.

Briefly, our approach has four main phases: (i) Packet capture; (ii) OSINT and
Trilateration; (iii) Analysis of themobile device, and finally (iv) The analysis of a backup
of the device.

4 Experiments

4.1 Platforms and Datasets

DatingApps. Testingwasdoneprimarily on theApple iOSoperating systemdue to their
prevalence in Western countries however the same process can be utilized on Android
operating systems. The six apps chosen for this research aim to represent the broad
range of dating apps that are available in the Apple Store. This selection also attempts
to take into consideration any improvements in the app developers’ security and privacy
processes due to the wide media coverage, and research on this issue [15, 16]. All of the
apps were installed and tested on the same test device using generated (fake) profiles
which are explained further below. None of the apps were updated during testing and
were connected to a segregated wireless network, along with software filtering of traffic,
which ensured that traffic generated from the test device and/or app server was passing
through that network.

Table 1 outlines the app name, company, and version number of the app tested, as
well as the category and position the app had on the Apple App Store at the time this
research was completed.

The setup was very sterile in that only network traffic from the specific app in
question, along with some Apple/iCloud traffic, will be captured. This will not likely
identify any third-party interactions with the apps, as other services i.e., Facebook, have
not been used. If the app developers have implemented any security features that detect
MITM attacks, other than certificate pinning, and change how the servers respond to
requests then this may not be able to be identified through this testing. In relation to
the use of OSINT, as both the profiles that were set up are not real, the application of
these techniques will not locate, or provide information to identify a user - as there is no
real-life person to be found.
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Table 1. Dating Apps used in the experiments

App Company Version Category

Bumble Bumble Holding Limited 5.272.0 Lifestyle (No. 6)

Happn French FTW & Co 9.41.0.0 Lifestyle

Hinge Hinge Inc 9.1.0 Lifestyle (No. 8)

OkCupid Humor Rainbow Inc 66.2.0 Lifestyle (No. 72)

Plenty Of Fish Plenty Of Fish Media 18.50 Social Networking (No. 23)

Tinder Tinder Inc 13.10.1 Lifestyle (No. 3)

Investigation Tools. Tools used in the analysis of data acquired from the various
collection methods explained above are listed in Table 2 below.

Table 2. Tools used in the experiments

Tool Version Required Use

DB Browser for SQLite 3.12.2 Analysis of iPhone Backup

Fake GPS 5.4.1 Trilateration of profiles

Fiddler Everywhere Pro 3.3.1 Analysis of packet capture

iBackup Viewer 4.27.5 Analysis of.plist files

IrfanView 4.60 Examining images for metadata

iTunes 12.12.4.1 Creating iTunes backup of iPhone

Notepad++ 8.2.1 Opening.txt and other files

UFED 4PC 7.56.2.282 Forensic Acquisition of iPhone

VLC Media Player 3.0.7.1 Playing media files

Experimental Devices. The following test devices were used for all apps tested:

• Primary Test Phone - Used for analysis: Phone - iPhone 7, Model Number -
MNAC2LL/A, Operating System - iOS 15.5

• Secondary Test Phone - Used to simulate interactions: Phone - Galaxy S9+, Model
Number - SM-G965U1, Operating System - Android Version 8.0.0

Test devices were reset (wiped) before use with only profile information relating
to the generated user installed on the app, no other data was added i.e., contact lists,
additional media, etc. The apps were installed on the device as a standard user would do
so, which was accessing the Apple App Store and installing the app once selected.

User Data. User profile data was generated for use in the test devices from online
resources which generate names, photos of faces, etc. to ensure that no information from
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a real-life individual was used in the testing. For OSINT testing, one profile image for
each profile was selected from a publicly available website to be used in the dating
apps. Profile data required for each dating app is not recorded due to the large variety
of questions asked upon sign-up, however, this was answered similarly across all apps
using generic answers e.g., drink - socially, smoke - never, etc. to ensure profiles could
be activated successfully. Table 3 outlines information about the test profiles that were
used.

Table 3. User Profiles used in experiments

Profile 1 Profile 2
Mobile Phone iPhone Samsung
Name Docbob Hayfarmer Lynette Birdie
Age 30 24
Gender Male Female
Sexual Orientation Straight Straight
Phone No. +15714784269 +15712901787

Profile Image

4.2 Packet Capture

One of the core approaches to collecting data on these dating apps is through packet
capture and the analysis of the traffic on completion. To capture the network traffic
between the apps and the app servers, a debugging proxy was used to route the traffic
through a computer running the software ‘Fiddler Everywhere Pro’, on a desktop running
Windows 11 Pro. All of the apps tested utilize TLS/1.2 for encryption and a trusted root
certificate was installed on the iOS device to intercept the traffic and decrypt the TLS
connections.

Traffic from each of the apps was collected by using each app separately from one
another and then saving the related session to an appropriate file name for analysis at a
later stage. While advertising information and Apple data were collected, this was not
analyzed as was out of scope for this research. Figure 1 outlines the device setup for the
packet capture of network traffic.

4.3 OSINT and Trilateration

OSINT techniques can be employed on dating sites just like any other social media
site although it is noted that privacy settings are available to restrict the amount of
information a user displays. Depending on the information a user provides, this can be
used to form searches on other sites, for example, a username or profile picture may be
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used in other places on the internet providing additional information about the subject.
In this research, a process is outlined of what can be searched for, however, the testing
of this is in no way comprehensive as the user data is generated to ensure it does not link
to a real-life person. This means that this method cannot be tested accurately unless it is
used against another profile, noting that in some cases investigators may be attempting to
determine whether a profile is fake, and OSINT techniques may assist in supporting this
belief. Various tools are available to investigators when conducting OSINT and these
may be commercial or free and may be user-friendly e.g., entering a name on a website,
or reasonably technical e.g., utilizing an API to conduct a query. In this research, the
use of OSINT will be used to complement the other types of data that can be collected
through the other methods employed in this testing [38, 39].

Fig. 1. Packet Capture topology.

Trilateration, in use with Dating Apps, has been around for several years with one of
the first applications of this coming from a security researcher in 2014 [40]. The method
is based on the premise that if you can obtain three distances (ideally 120 degrees apart
from one another) from a location, then by measuring the distances to the location and
plotting this information, you would be able to determine their location down to a small
area.

Figure 2 is an example of trilateration in use. A point is identified in the vicinity of
Tyrone, Ireland and three locations are selected around that location with their latitude
and longitude positions recorded and their distances (radius of the circle) measured to
that point, in this example these are:

Lat 54.5884163, Long -7.1608755 - radius 3716.81m.
Lat 54.5825294, Long -7.0652196 - radius 3232.85m.
Lat 54.6136177, Long -7.1034742 - radius 1671.31m.
The points on this map can be represented in various ways e.g., Attacker 1, 2, 3,

and corresponding Distance 1, 2, 3 with the Victim at the intersection of these points
being referred to as V [29]. In this case, multiple locations can be selected changing
from trilateration to multilateration.
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Fig. 2. An example of trilateration in use.

4.4 Forensic Analysis of Mobile Phone

Once all testing of the iPhone was complete, the phone was forensically acquired using
a Cellebrite 4PC (Version 7.56.0.282). Databases for each of the apps were obtained or
manually parsed out for analysis following the extraction.

4.5 Backups of Mobile Phone

For the iOS device, data was obtained using an iTunes backup using a method similar
to the one proposed in [10], however, several changes in how and where the data was
stored were noted.

In Windows 10, the iTunes backup was stored in the following path:

The backup folder for the device is created using the device’s Unique Device Iden-
tifier, or UDID, and is either a 40-character alphanumeric string on iPhone X model
phones and below, or a 25-character string on models released after the Model X e.g.,
Model XS, etc. [41].

Within the backup folder is a series of folders labeled 00 through to ff which
contain data backed up from the phone in a series of formats including, plist,.sqlite,
and.db. These files are not provided extensions in the backup folders but are referenced
from the ‘Manifest.db’ database in the root of the directory.

The Manifest.db file references one main table ‘Files’ and within that are three
main columns of interest which are: fileID, domain, and relativePath. There are several
domains contained within the backup including AppDomain (used for applications),
CameraRollDomain (used for media files), HomeDomain (used for phone preferences,
notifications, etc.) which all the files/folders ‘belong’. The relativePath is the path to the
file.

The fileID contains a SHA-1 hash of the domain and relativePath with
the first two alphanumeric characters referencing which folder the file will be
located in, for example, an image labeled ‘IMG_0001.JPG’ would be listed in



68 P. Stenzel and N.-A. Le-Khac

the Camera Roll Domain and, in this case, has the path: CameraRollDomain-
Media/DCIM/100APPLE/IMG_0001.JPG and, as shown in Fig. 3, has a SHA-1
hash of 343e26971dfe9c395c425c0ccf799df63ae6261e. This file will then be located in
the folder ‘34’ and can be opened with any type of picture viewer.

Fig. 3. IMG_0001.JPG and its SHA-1 hash.

Table 4 identifies the SQLite databases for the different dating apps being examined
including the SHA-1 hashes of each of these path names. Table 5 describes more details
on tables and the potential evidence of relevant databases.

Table 4. SQLite databases for the different dating apps

Apps Databases/.plist files with SHA-1 hash

Bumble AppDomain-com.moxco.bumble-Library/Preferences/com.moxco.bumble.plist
SHA-1: d1387f814159b7030604610a7d02db295be3c244

happn AppDomain-fr.ftw-and-co.whoozer- Documents/hdata.db
SHA-1: 086ad83172abb9c7121862ced1a34748cb168166

Hinge AppDomainGroup-group.co.hinge.mobile.ios.notification-extensions-
Library/Preferences/group.co.hinge.mobile.ios.notification-extensions.plist
SHA-1: 1bc170a7d2ee2fdc871d8982894b5c967f298c4a

OkCupid AppDomain-com.okcupid.app-Documents/persistenceFolder/Converstions
SHA-1: 2ad036b058851630675c252579df11e8b83e2112

Plenty Of Fish AppDomain-com.pof.mobileapp.iphone-Library/Preferences/com.pof.mobileapp.iphone.plist
SHA-1: 8e07086fcdbf37c1121b49c08fd10e1bf5dc3b8c
AppDomainGroup-group.com.pof.mobileapp-POFNotifications.sqlite
SHA-1: 0c3b8ca9b9c754361bbee4f7834ef40a1ef15fbd

Tinder AppDomain-com.cardify.tinder-Library/Application Support/Tinder/Tinder2.sqlite
SHA-1: bd881d082294367de00a97791cbf3741481c3466

5 Description of Results

From the capture of network traffic, examination of backups, and forensic acquisition of
themobile device, a large number of artifacts were obtained that could be used to identify
another user using a dating app. The same process was completed on the six dating
apps and showed that, although the individual apps may collect and store information
differently, significant information could still be obtained. Table 6 provides a summary
of some of the information that can be collected from utilizing the process above with
various results obtained depending on the app and how the developers implemented
security and privacy controls.
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Bumble and Plenty of Fish provided the least amount of information with device
information, and information on the user being captured, however, there was little infor-
mation obtained about the other user, except for some messaging gifs (Bumble), profile
images, and the Encryption Key (Plenty Of Fish). Messaging was able to be collected
from Hinge, OkCupid, and Tinder in at least one of the three methods (packet capture,
forensic acquisition, or backup) as well as device information and various other user
locations, however, no trilateration attacks could be used against these apps.

The most information was able to be obtained from happn, mainly due to how
‘matches’ are made with the app which requires both users to pass each other in the
same location, this enables trilateration to be used effectively against other users. An
extensive amount of profile data was also able to be obtained, and this included the
capture of profiles that the user did not interact with.

While OSINT collection was limited by the use of fake profiles in this research, and
not tested on real-life profiles, all of the apps tested provided opportunities to use OSINT
techniques to obtain further information about the user. Most apps provided methods to
obtain profile information that could then be used to geographically locate a person.

Updates to the various apps to include certificate pinning, and server-side rounding
of the lat/long sent to the users’ device effectively prevented the capture of sensitive
content (e.g., messaging), or trilateration of users, however, this was not implemented
consistently across all apps allowing a large amount of information to be obtained.

6 Evaluation and Discussion of Results

After the analysis of the six dating apps selected was completed, several observations
were noted, including that app developers/providers have been slow to implement secu-
rity and privacy measures although some have made improvements when comparing
previous research. There were a large number of artifacts that could be recovered through
the various methods employed above. Utilizing the other users’ photos, location, and in
some cases, profile information, and messaging, would enable investigators to poten-
tially identify a real-life user utilizing these dating apps. Due to the variety of crimes
that can be facilitated through the use of these apps, it is important for those tasked with
protecting the community and investigating crimes to have all the tools at their disposal.

This research ultimately showed that through the combined use of different types of
data that can be obtained while a user is using a dating app, a person’s identity could, in
some cases, be quickly identified with the use of law enforcement databases and other
resources. Due to the evolving state of the Internet, the artifacts that have been obtained
in this research are likely to change in a short space of time. The process used to obtain
the various pieces of data that could assist investigators will not be substantially affected
by this evolution however, and could be used in the future to identify victims, witnesses,
and offenders committing crimes facilitated by the use of dating apps.

Analysis of mobile devices in the field of forensics has long been established as an
important phase of investigations, especially when it comes to any offending that has an
online component.

Traditionally, a mobile device will be seized as evidence and extraction completed
whilst the device is disconnected from any available network, typically at a law enforce-
ment building. While this approach has been shown to provide an extensive number of
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results when it comes to dating applications, these devices may not always be accessible
at certain stages of an investigation and other methods may need to be employed to
gain data. In this paper, information such as location, usernames, and user images, can
be obtained from a network traffic capture and is a useful tool to consider, if it could
be used. It is important to be aware of these opportunities, as a focus of evidential law
enforcement investigations is often to obtain the most amount of relevant data possible.
It is clear from the results found throughout this paper that as technology evolves, so
does the public’s interest in the growing desire for privacy. The companies that own
these dating applications appear to be constantly developing further features and privacy
functions. This can be determined by comparing the results found in this paper to prior
work, such as [22] where it was found that Tinder provided a larger amount of data than
it does today, such as geolocation data and full usernames.

This paper focused on combining approaches across multiple different applications,
comparing them against each other, as well as methodically gathering data from mobile
device extractions, backups,OSINTandnetworkpacket captures. This rounded approach
also provides a process to approach investigations where dating apps have been, or are
being used, as compared to previous literature that focused primarily on one specific
application, or one technique. This assists both the law enforcement community and the
digital forensics community.

Mobile devices can store a significant amount of information due to their ever-
increasing storage capacity, with some now out-performing computers. This means that
users store so much personal data, that there is a need for it to be backed up, should it
be lost, destroyed, or accidentally erased. Due to this, further forensic opportunities are
made available for dating apps including artifacts that can be located in a user’s mobile
device backup on their computer, that are no longer present on a mobile device.

The results outlined in this paper around the mobile device backups vary between
each dating application, however, each found valuable insight and provided another
avenue to locate data throughout the process of attempting to identify another user using
the dating apps.

Further to the backup data proving to be a useful source of information, these findings
demonstrate that the network packet capture can provide incredibly useful information
too. Through the packet capture of the application ‘OkCupid’, the chat history between
test user accounts was obtained. This data was not available in the forensic analysis of
the mobile device itself, however, was available in the backup of the mobile device. It
should also be noted that when considering the findings of this research and applying
them to investigations in the future, it can be dependent on the level of extraction obtained
from specific mobile devices which can have a direct result on how much data can be
obtained. For example, a significant amount of the findings analyzed from the dating
applications came from a mobile device extraction that was able to obtain database files.
In comparison, this may not be possible with a lower level of extraction, particularly
when it comes to application data.

The network packet capture was made possible by having direct access to the testing
mobile device, although this was not necessary, and being able to install a root cer-
tificate which enabled decryption of the HTTPS traffic through the software Fiddler.
This approach was appropriate for this setting and showed proof-of-concept however, as
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Table 6. Summary of findings for the different dating apps

Apps Packet Capture OSINT and
Trilateration

Forensic Analysis of
Mobile Phone

Backup of Mobile
Phone

Bumble User information
including device
details, phone
number,
authentication codes,
country, gender, and
age were captured
however little on
other users. GIFs
were captured but no
messaging

Trilateration has been
widely publicized and
has been prevented by
implementing
rounding users’
distance on the server,
this meant location
was not accurate.
OSINT is only related
to profile images and
settings

A large amount of user
data was able to be
obtained including
username, location ID,
LastLocation, and
profile information. No
messaging data or user
profile information of
other users was able to
be obtained

Backup of the Bumble
app recovered the
Install Date, UserID,
and last 10 launches
of the App (including
app version)

happn A large amount of
information was
captured including
users that were only
viewed, this included:
user-agent string,
country, gender, date
of birth, email,
rejected/ accepted
profiles, lat/long, text,
GIFs, and audio files

As happn uses
locations where people
have crossed paths the
location is known.
Further trilateration
can be done on a user
who has selected
‘always on’ for
location services in the
app. Various OSINT
techniques could be
used to identify a user

Similar to the packet
capture, a large
amount of information
was able to be
accessed including
voice messages, URL
links to all images
(viewed or interacted
with), and profile traits
e.g., smoker,
non-smoker. No
messages or profile
information could be
accessed via this
method

The iTunes backup
contained the same
information as the
phone extraction
however included
messages
sent/received as well
as user device
information including
lat/long etc.

Hinge A moderate amount
of data was obtained
however little
information on other
users, this included
device details,
user-agent string,
country, gender, first
name, email, and age

Trilateration of users
was not possible due
to only the selected
city of other users was
presented preventing
any form of attribution
from being made.
OSINT is only related
to profile images and
settings

A large amount of user
data was able to be
obtained including the
install date of the app,
OS version, Country,
model of phone, and
session end date/time.
Location ID,
LastLocation, and
profile information

The Hinge database
contains information
about chat messages
sent/received,
message and sender
identifiers,
timestamps, voice
calls, language,
region, device
platform, and model
as well as likes

OkCupid Other users’ details
were provided to the
user without any
interaction, this
included: ID,
username, display
name, location, all
profile images, and
information. Full chat
history could also be
obtained via packet
capture

The same location
information is
provided as Hinge
which would prevent
trilateration attacks. A
‘nearby’ feature is
provided showing
profiles of users within
a certain distance of
the user. This could be
used to identify a
small area of where a
user may be

Extraction of the
OkCupid app
identified a small
amount of user data
including app install
time, language, and
region. No chat history
or images were
obtained

The conversation
folder contains a
‘Comma Separated
Value’ view of
previous matches
recorded by the app.
Relevant information
for an investigator
includes: the ID of the
profile, age, first
(display) name,
username, primary
profile image, and last
online time

(continued)
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Table 6. (continued)

Apps Packet Capture OSINT and
Trilateration

Forensic Analysis of
Mobile Phone

Backup of Mobile
Phone

Plenty Of Fish (POF) A small amount of
data was obtained on
the use of the
application however
little information on
other users. The
information included
data about the user’s
device and email
address

POF rounded their
location to one
decimal place meaning
that the approximate
location of the other
user is within 10 km of
the location. This
radius is typically
greater than the
location presented in
the app

A large amount of user
data was obtained,
similar to Hinge, and
included: the install
date of the app, User
ID, User agent string,
and URL links to
cached images. The
Encryption Key along
with the iTunes
backup file name was
also obtained

The POF files contain
information including
UserIDs of both
parties,
sender/receiver
identifier, creation
date, message
identifier, type of
notification, and
thumbnails of recently
viewed profiles

Tinder Tinder provided a
moderate amount of
data on both profiles
including profile
details, pictures, all
messaging content,
phone number, and
Lat/Long of the user
(within 1 km approx.)

Trilateration within
Tinder is no longer
possible because many
articles highlight the
privacy risks of
providing location
data. No location
information was
obtained on the other
profile thereby
preventing trilateration

User information
including Install
timestamp, latest
‘ping’ with lat/long
down to 13 decimal
places, Interests,
location information
(Country and City,
email address, full
message history, as
well as extensive user
profile information

Tinder backup
information contains a
large amount of data
useful for
investigators, this
includes user profile
information, distance
from the user, bio of
the user, first name,
and other profile
information

mentioned within this paper consideration should be given to an individual’s legislation,
and policy constraints, if this were to be applied in a real-world scenario.

7 Conclusion and Future Direction

A comprehensive study of six dating apps was conducted to develop a process that
investigators can use to obtain information that will assist their cases if an offender is
unknown, but has used dating apps. The process was developed using a device running
iOS device however this process does not rely on a particular type of hardware or
Operating System and could easily be transitioned to another model of Apple or Android
device as the focus is on the app data rather than the platform.

Due to the types of information that can be obtained through phone extractions,
packet capture, and examination of backups, an investigator can select what may be
available to them in their current circumstances and how that data may identify persons
of interest and suspects.

The additional use of OSINT [38, 39] and trilateration to pinpoint where someone
may be, provides investigators with the ability to use that information, along with their
law enforcement data, to identify those people more easily. Although one app by itself
may not provide sufficient information, it has been outlined in this paper that users
typically use more than one app at a time which enables investigators to combine data
from several apps, along with other information they have access to, to identify, or assist
in identifying other users of the apps they need to speak to in relation to a crime.
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Future research into this area could be conducted on methods to identify the same
user across multiple different social media and dating apps, whether through data fin-
gerprinting, facial recognition, or another method. As authentication tokens were able
to either be captured through packet capture, or accessed through a phone extraction,
research could be done on the feasibility of decrypting traffic without using a trusted
root certificate [42].
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