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Abstract. This study examines the detection of the denial of service (DoS) attacks
onWi-Fi-based unmanned aerial vehicles (UAV). The paper proposed an efficient
DoS attack detection method based on Decision Tree classifier. The method con-
sists of preprocessing, feature extraction, and DoS attack detection. The prepro-
cessing was proved to save drones’ resources and improve the detection rate. The
investigation of different classifiers, i.e., KNN, Random Forest, Logistic Regres-
sion, and Decision Tree, the latter was concluded to be the best in detecting DoS
attacks of types of De-authentication and UDP/TCP flood within the shortest run-
time. The evaluation further showed that proposed DoS detection method is better
than the most related work where it achieved detection with F1-score of 0.989 and
with the shortest latency.

Keywords: DoS attack · Smart cities ·Machine learning · Decision Tree ·
Algorithm Latency

1 Introduction

In large-scale and interconnected urban residences, a smart city offers convenient and
better-quality services [1]. A smart city may be considered a convergence of a large
amount of information and communication technologies to offer services like logistics,
traffic management, and goods delivery [2]. This ensures that citizens are offered intel-
ligent, automated, and adaptive services. The smart city worldwide market was found
to be around USD 741.6 billion during the COVID-19 crisis in 2020 and was expected
to reach USD 2.5 Trillion by 2026 [3]. The rapid increase in digitally-enabled services
during the COVID-19 crisis may have occurred because of the ready adoption of tech-
nology that allowed the masses to access services remotely [2]. However, such adoption
could be hindered if the most common cybersecurity attacks such DoS [4] and phishing
[5] are not detecting.

Various traditional services may be included in a smart city, which can be automated
and delivered using Artificial Intelligence (AI)-based decision-making [6]. For example,
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real-time traffic data that is obtained from different localities within a smart city can be
provided to a traffic light, which leads to intelligence and adaptive signal transition
timings and thus, improved traffic flow and reduced possibility of a traffic jam. In the
sameway, it is possible to transform a conventional electricity grid into a smart electricity
grid that provides real-time energy usage information to both the grid operators and end
users. It is expected that by 2026, the smart energy segment will attain a global market
value of USD 652.9 billion [2, 3].

Various operations can be carried out by Unmanned Aerial Vehicles (UAV), which
is an enabling technology, such as agriculture, rescue, delivery, inspection and, catastro-
phe response. Popularly known as drones, UAVs are a developing facilitator of various
smart city services. A ground controller unit is used to control UAVs that usually offer
services like observing weather phenomena, product delivery, aerial photography, and
surveillance. UAVs also include remotely operated and unmanned flights, like the S-100
Camcopter, that carry defense service payloads to remote and hard-to-reach areas [7].
There is clearly a rapid spread of drones in the commercial markets, with its market
share expected to become USD 58.4 billion by 2026 [2, 7]. Though it was used as a
military vehicle initially, at present, it is increasingly used in commercial and consumer
machines. Ensuring secure and reliable functioning is a key issue for the universal pres-
ence of UAVs. Cyber threats (such as GPS spoofing, data leakage, and flight disruption)
exist, which can have an impact on these vehicles, generating unexpected situations that
may be dangerous for stakeholders (such as operators, ground stations, and the general
public) that are part of the operational environment [4, 7, 8].

As explained previously, there are several advantages of incorporating drones within
a smart city. However, no universal and comprehensive model is developed for determin-
ing, avoiding, or even identifying cyber threats that are faced when drones are introduced
in a smart city’s airspace. Public safety is compromised when drones enter into no-fly
zones, putting a secure premise at risk, such as entering an airport’s airspace and putting
aircraft and airport operations at risk, as well as the dropping of illegal products (such
as delivering unlawful goods to prisons). Recent years have seen considerable develop-
ments in research and development in this field [2, 4, 9]. An AI-enabled portable drone
detection unit (tower) has been presented by Dedrone for identifying unlawful drone
intrusions into no-fly zones by installing monitoring towers in particular areas [2, 10].

Though there is a rapid development in the existing research about cyber-attacks
involving drones, it is still needed to investigate drone-based cyber-attacks, evaluate the
kinds of threats faced by a smart city’s airspace, and how a city’s economy is affected by a
drone-based attack. For example,Denial of Service (DoS) attack could lead to operational
disruption in a network of drones. One of the widely used platform controlling Wi-Fi-
based UAVs is the Parrot AR Drone 2.0 as its documentation is extensively available
and not expensive [11].

The authors in [4] proposed a DoS attack detection model using machine learning
with high accuracy results reaching 99. However, from analyzing the dataset used in [4],
it was noticed that there are duplicates of 32.17%, Fig. 2 shows an example of duplicate
entries. Such duplicationwould lead to unreliable outcome, i.e., unreliableDoS detection
rate which could have massive loss, e.g., unresponsive drone. This also leads to more
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power consumption which is limited in drone’s environment. This paper aims to address
these problems by proposing an efficient DoS attack detection with high detection rate.

The structure of the rest of the paper is as follows. The related work is discussed in
Sect. 2 which is followed by an overview of the Denial of Service (DoS) attack in Sect. 3.
The proposed method is presented in Sect. 3. In Sect. 4, the results and discussion are
given. Finally, conclusions and some further work are highlighted in Sect. 5.

2 Related Work

As one of the widely available commercial quadcopter platform for controlling UAVs
[11], the Parrot AR. Drone 2.0 has been subject to various security investigation studies
which identifiedmany security flaws. This platform is for manyUAV activities including
packet inspection, operating system assessment to identify active programs and file
readers, as well as port scanning to look for accessible services. As reported by Hooper
et al. [12] Buffer overflow, DoS, and ARP cache poisoning were effective attacks against
the platform. To protect Wi-Fi-based commercial UAVs, it also proposes a multi-layer
security method to tackle flaws on the so-called aerial computers, however, it does
not offer any prevention for the breakthroughs or the subsequent actions to protect the
existing susceptible system.

Pleban et al. [13] proposes a fortification process for the UAV to address the flaws.
For instance, it advises altering theWi-Fi communication protocol to include encryption
and authentication. But this moderation does not address DoS attacks. The Parrot AR.
Drone contains security issues, according to Pleban et al. [13], who also add that this
UAV platform is widely used because of its affordable price point.

Gudla et al. [14] have novel suggestions for Parrot AR. Drone’s. They proposed a
layer between the controller and the UAV called single-board computer (SBC), particu-
larly a Raspberry Pi 3. This SBC provides communication encryption and shifting target
protection strategies in addition to a Kismet IDS. Nonetheless, there are no indications of
how to apply their findings to protect against DoS in that scenario. As prevention for the
security flawswhich is a legacy system update, Astaburuaga et al. [15] propose a security
evaluation for Parrot AR. Drone 2.0. However, the DoS is not resolved considering the
excellent protection provided for other weaknesses.

The computational cost of traditional IDSsmakes them impractical in UAVs context.
Machine learning (ML) based approaches proved be effective in detecting different sort
of attacks [16, 17]. Given the complex and dynamic nature of UAV systems’ security
domain, which is comparable to that of the intrusion detection system (IDS) sector, a lot
of data analysis is necessary to categorize these security-related occurrences.

According to Sommer & Paxson [18], there are certain difficulties with using ML
to IDS. Due to its inherent capacity to train from data and make judgments based on
that learning, ML has been employed in a variety of disciplines in the past, including
spam detection and object detection [19]. It contrasts the traditional employment of
machine learning (ML) for classification issues with instances of misuse and anomaly
identification needed for cyberattacks. Anomalies are deviations from regular conduct,
while misuse is predicated on known malevolent conduct. It must be noted that ML
outperforms in classifying recognized attacks (already trained - misuse) than it does
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in detecting unidentified malicious occurrences (anomalous). According to Sommer &
Paxson [18], the enormous influence of untrue events in the security sectors, taken as not
malicious can result in cataclysmic events for our application, as opposed to the influence
on more traditional ML systems such as spam classifiers, where a false-negative will
merely be bothersome.

The authors in [4] proposed a DoS attack detection model using machine learning
with high accuracy results reaching 99. However, from analyzing the dataset used in
[4], it was noticed that there are duplicates of 32.17%, Fig. 2 shows an example of
duplicate entries. Such duplication would lead to unreliable outcome, i.e., unreliable
DoS detection rate which could have massive loss, e.g., unresponsive drone. This also
leads to more power consumption which is limited in drone’s environment. So, his paper
aims to address these problems by proposing an efficient DoS attack detection with high
detection rate.

3 Overview of Denial of Service Attack

The reliability of the systems, e.g., UAV’s systems, is hampered by Denial of Service
(DoS) attacks. An effective DoS attack causes a communication or control failure on the
target UAV systems causing major consequences.

• TCP and UDP Flood

TCP (Transmission Control Protocol) and UDP (User Datagram Protocol) are two
widely employed protocols for data transfer via networks. The primary distinction
between them is that TCP employs feedback packets to ensure error correction, packet
ordering, and data transmission between transmitter and receiver. On the other side,
UDP lacks TCP-specific “reliability” characteristics. Since there is no need for commu-
nication cost, UDP has benefits above TCP in terms of the velocity of communication
between the controller and the system.

On port 5555 for streaming video and port 5559 for optional control and crucial
data, the TCP protocol is employed. Just on Parrot AR. Drone 2, the UDP protocol is
employed to transmit navigational data (status, location, speed, engine rotation speed,
among others) on port 5554 and control data (referred to as AT commands) on port 5556.
Delivering many packets using both transfer protocols to one of these ports is a flood
attack. This enormous number of packets overwhelms the UAV’s computing power and
causes it to become inaccessible, which is known as a Denial of Service (DoS) Attack.

• De-authentication Attack

To conserve computing services, this sort of frame enables the point of access or
the client linked to the access point to ask for its de-authentication. De-authentication
is a feature of the IEEE 802.11 standard that belongs to the group of control packets.
Malicious agents have taken advantage of this feature by pretending to be a valid client
and asking for a de-authentication to the access point.

Consequently, a security technique that can recognize and disregard these malicious
packets without removing their usefulness is needed. The IEEE 802.11 protocol offers
no security protection against these spoofing attacks. Due to the absence of connectivity
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between the controller and the UAV throughout this de-authentication attack on the
Parrot AR. Drone, a devastating collision into external obstructions while the flight is
likely to occur.

4 Proposed DoS Attack Detection Method

The proposed method consists of three phases as given in Fig. 1: preprocessing, feature
extraction, and DoS attack detection. In the preprocessing, from analyzing the dataset
[4], it was noticed that there are duplicates of 32.17%, Fig. 2 shows an example of
duplicate entries. Such duplication would lead to unreliable outcome, i.e., unreliable
DoS detection rate. Table 1 shows a summary of the dataset after cleaning it where it
can be noticed that 32.17% has been removed thus minimizing the processing time.

Fig. 1. DoS Detection Model in Drones.

The data was cleaned, i.e., deleting duplicates, using the Python function– TimeDe-
lata and Bytes(size). In the feature extraction phase, as reported by [4], it was tested that
the best features to distinguish between DoS data and normal traffic are Time delta from
the previously captured frame (seconds), and Frame Length (bytes). In this paper, we
also used these two features in the classification phase. In the third phase, ML-based
models were trained and tested using the dataset cleaned and built in this first and second
phases. In this phase, different classifiers ware evaluated to build the most efficient one
addressing the environment of the network of drones. Namely, the Decision Tree (DT)
[2], Logistic Regression (LR) [3], KNN and Random Forest were used. Also, like [4],
the test/train ratio was 4/6.

5 Results and Discussion

In this section,wediscuss how theproposedmodelwas evaluated. It startswith describing
the dataset, then discussing the results of the scenarios under which the model was tested
and finally the latency analysis of the model. All the experiments of this study were
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Fig. 2. Example of duplicate entries.

Table 1. Data statistics before and after cleaning.

Number of entries Normal traffic De-auth attack UDP flood DoS TCP

Before 474311 459839 8576 5493 403

After 321744 307607 8282 5478 377

conduct under the following specifications: MacPro with Intel(R) Core(TM) i9-9980HK
CPU 2.40GHz and the code was written using Python Python 3.10.2.

5.1 Dataset

To evaluate the proposed DoS detection method, the dataset, collected and described in
[4], was used. The dataset was collected under the setting that Parrot AR.Drone 2.0 plat-
formwas controllingWi-FiUAVs. The attacks (De-AuthenticationAttack andTCP/UDP
Flood) data were collected using aircrack-ng tool [20] used and hping3 tool [21] respec-
tively. The normal data were collected under three scenarios: landing and takeoff com-
mand, UAV handshakes and Controller, and aleatory flight (multiple non-deterministic
routes). The total number of rows of the dataset is 474311 (459839 of normal traffic,
8576 of De-auth attack, 5493of UDP floodand 403 of TCP flood). The evaluation of the
proposed DoS detection method was evaluated using three main scenarios as follows.

5.2 Scenario 1: Impact of Data Cleaning on Performance

The aim of this experiment is to investigate whether cleaning the dataset would improve
the performance of the modules used in the most related study [4]. So, the Decision Tree
(DT) [2] and Logistic Regression (LR) [3] were used. Also, like [4], the test/train ratio
was 4/6. The runtime was measured by 7 runs (100 loops each). The parameters values
of DT were Criterion = Gini, Max depth = 3. From the results presented in Table 2,
it can be noticed that cleaning the data improved the results of DT while only taking
3.81 ms instead of 4.9 for original dataset. It also improved the runtime of LR but not
its results.
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Table 2. Performance of DT and LR after cleaning the original dataset.

F1-score Recall Precision Runtime

DT on original dataset 96.8% 99.4% 94.3% 4.9 ms ± 195 µs

DT on cleaned dataset 96.9% 99.4% 94.5% 3.81 ms ± 101 µs

LR on original dataset 66.9% 59.5% 76.3% 2.02 ms ± 75.5 µs

LR on cleaned dataset 66.8% 59.7% 75.9% 1.68 ms ± 147 µs

5.3 Scenario 2: Best Value of the DT Parameter “Max-Depth”

In [4], the parameters for the Decision Tree was found using trial and error. The aim
of this experiment is to use a more scientific approach to find the optimal max_depth
parameter of the Decision Tree which was proven to better than LR in scenario 1 above.

To achieve the desired objective, we have tried different numbers of max_depth
while using Gini as the criterion for the cleaned dataset. A summary of the results is
given in Table 3 from which it can be seen that the best results (F1-score 98.89%,
Precision 98.42%, and Recall 99.36%) were achieved when max_depth was 9 while
keeping Criterion = Gini. These results are further improved than the ones in [4] with
nearly 2% in F-score.

Table 3. Best value of the DT parameter “max-depth”.

Max_depth of DT F1-score Recall Precision

3 96.87% 99.36% 94.50%

5 98.67% 99.84% 97.53%

7 98.87% 99.58% 98.17%

9 98.89% 99.36% 98.42%

10 98.94% 99.49% 98.39%

11 98.87% 99.36% 98.39%

5.4 Scenario 3: Investigating Other Classifiers (KNN and Random Forest)

In this scenario, two more classifiers (KNN and Random Forest, RF) were applied on
the cleaned dataset to investigate whether we can get better results. The KNN, as a non-
parametric model, was chosen to compare its results with the parametric models such
LR. The RF was chosen as it almost has the same parameters as the decision tree. The
parameters of LR and DT were the same as the experiments in scenario 1 and 2 where
the parameters of KNN and RF were K = 3 and max_depth = 8. Table 4 summarizes
the results of Scenario 3.
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From this table, it can be seen that the RF results are slightly better than that of DT
ones but the later took very long runtime, 472 ns comparing with DT one which is only
3.29 ms. This is expected as the RF needs many trees to get the classification results.
So, RF would not be the best algorithm to use in DoS detection in drones’ environment
which is characterised with limited resources (computation and power).

Table 4. Comparison among DT, LR, KNN, and RF.

F1-score Recall Precision Runtime

Logistic Regression 66.8% 59.7% 75.9% 1.68 ms ± 147 µs

Decision Tree 98.94% 99.49% 98.39% 3.29 ms ± 60.6 µs

KNN 99.0% 99.5% 98.4% 3.5 s ± 103 ms

Random Forest 98.9% 99.5% 98.3% 472 ms ± 30 ms

5.5 Analysis of Model Latency

Because of their embedded nature, UAV applications face the challenges of limited
computational capacity and time-sensitive requirements. Thus, unlike the conventional
machine learning measures discussed before, latency is an important consideration for
these embedded and real-time applications. Therefore, Table 4 displays runtime of the
predictions made by each algorithm on a test dataset. It’s crucial to note that the testing
Latency estimates come from a general-purpose computer, not an embedded one, thus
these numbers need to be carefully evaluated. The results show that Logistic Regression
is superior to all other algorithms, but its F1-score, recall, and precision are the lowest
results. On the other hand, KNN and LR would not be good choices as they took longer
time although they produced slightly better results than DT. So, the DoS detection model
based on DT is the best choice as it need the lowest latency while still achieve over than
98% in all metrics (i.e., F1-score, recall, and precision). The DT is also good when small
dataset is used and all features of this dataset is fed to the classification as in our case
explained in the previous sections (Fig. 3).
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Fig. 3. Execution time comparison.

6 Conclusions and Future Works

The availability of the drones is one of the key issues which should be ensured. DoS
attacks are the main threat of the availability services. This paper proposed an efficient
andyet accurateDoSattack detectionmethodbased onDecisionTree for theWi-Fi-based
unmanned aerial vehicles (UAV). The preprocessing was showed to be very important
in minimizing the runtime and algorithm latency which is crucial given the limited
resources of UAV-based systems. The experimental results showed that Decision Tree
is the best among KNN, Random Forest, and Logistic Regression. The Decision Tree
showed to be accurate with F1-score of 0.989 in detecting DoS attacks of types of De-
authentication and UDP/TCP flood within the shortest runtime. In the future work, it
is planned to collect data for different type of DoS attacks such as spoofing, Sybil and
ICMP (Ping) attack.
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