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Abstract. The traditional anomaly detection method of intelligent teaching sys-
tem has some problems, such as poor accuracy and response efficiency. Therefore,
this paper proposes a distributed anomaly detection method of intelligent teach-
ing system based on cloud computing. Collect the abnormal data of distributed
intelligent teaching system through cloud computing method, calculate the local
reachable density according to Gaussian distribution function, build a data man-
agement model, and use distributed technology to locate and manage the abnormal
area of teaching data, so as to achieve the goal of data detection and identification.
The experimental results show that this method can effectively improve the recall
rate of anomaly detection data in intelligent teaching system, and the response
efficiency has been effectively improved.
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1 Introduction

With the progress of science and technology and the rapid development of network
technology, the information industry and its application have been greatly developed.
Enterprises and institutions such as government, finance, education and individual users
are more and more dependent on the network. At the same time, it also brings hidden
dangers of information security. How to ensure the security of network and information
system has become a highly valued problem [1-3]. As an active security protection
technology, intrusion detection can detect and identify external or internal abnormal
activities or intrusion behaviors, such as malicious use or destruction of computer and
network resources, unauthorized access of internal users, etc. it has become a useful
supplement to the traditional computer security technology, It is a new hotspot in the
field of network security.

Reference [4] proposes a distributed intelligent teaching system anomaly detection
method based on deep learning, which obtains the data transmitted by the intelligent
teaching system through the data mining method, constructs the network training model
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according to the deep learning method, and realizes the anomaly detection of the intel-
ligent teaching system. This method can improve the monitoring response time, but
the anomaly monitoring recall rate is poor. Reference [5] proposes a teaching system
anomaly detection method based on ZigBee technology, which uses sensors to obtain
abnormal data of the teaching system, and uses ZigBee technology to repair abnor-
mal problems in the teaching system. This method can improve the accuracy of anomaly
monitoring, but it is time-consuming. Reference [6] proposes a teaching system anomaly
detection method based on blockchain technology. The clustering center of teaching sys-
tem anomaly is obtained through data clustering method, and the blockchain technology
is used to detect the learning system anomaly. This method can improve the anomaly
detection effect, but the response speed is poor.

To solve the above problems, this paper proposes an anomaly detection method for
distributed intelligent teaching system based on cloud computing. Collect the abnormal
data of the distributed intelligent teaching system through cloud computing method,
calculate the local reachable density according to the Gaussian distribution function,
build a data management model, use the distributed technology to locate and manage
the abnormal area of teaching data, achieve the goal of data detection and identification,
and effectively improve the accuracy of abnormal detection of the intelligent teaching
system.

2 Anomaly Detection of Distributed Intelligent Teaching System

2.1 Recognition of Abnormal Information in Intelligent Teaching System

The data that intrusion detection needs to analyze is collectively referred to as events. It
can be packets in the network or information obtained from host system logs and other
ways. The purpose of event generator is to obtain events from the whole computing
environment and provide this event to other parts of the system in a specific format [7].
The event analyzer analyzes the data to determine whether it is violation, anomaly or
intrusion, and converts the judgment result into warning information. The response unit
responds according to the warning information. It can make a strong response such as
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Fig. 1. The structure design of the information database of the intelligent teaching system
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cutting off the connection and changing the file attributes, or it can be just a simple alarm.
It is an active weapon in intrusion detection. The online learning behavior data storage
and sharing model based on blockchain technology optimizes the information database
structure of intelligent teaching system, as shown in the Fig. 1:

The abnormal event database based on cloud computing is a place to store various
intermediate and final data. It receives data from the event generator or analyzer and
saves it for a long time [8]. It can be a complex database or a simple text file. In this
model, the first three appear in the form of program, while the last one often appears in
the form of file or data flow. The specific model is as follows (Fig. 2):

> Event Analyzers > Response unit

Original event source |— event generators —

Ly Event database

Fig. 2. Intrusion detection model based on cloud computing

The anomaly detection system of intelligent teaching system attempts to establish a
feature prototype corresponding to “normal activities”, and then mark all behaviors that
are “very different” from the established feature prototype as anomalies. Deep learning
is a meaningful learning process, which requires the joint participation of teachers and
students. Teachers play the role of guides. Students actively participate, experience suc-
cess and grow around the challenging learning theme [9]. Students not only master the
core knowledge, essence and thinking methods of the subject, but also form a high learn-
ing motivation, positive learning attitude and correct values. The table is a comparison
of cognitive goals between deep learning and shallow learning (Table 1).

Table 1. Comparison of cognitive objectives between deep learning and shallow learning

Learning type Target hierarchy | Connotation
Deep learning Application Apply the learned skills to the new situation
Analysis Decompose the material into elements and clarify the

relationship between elements and the whole

Evaluate Make value judgment on the learned knowledge
according to the criteria

(continued)
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Table 1. (continued)

Learning type Target hierarchy | Connotation

Create Integrate all elements into a consistent whole to form a
new model or structure

Shallow learning | Memory Extracting relevant information from long-term and
short-term memory

Understand Understanding the meaning of knowledge from
teaching information

It is assumed that all abnormal behaviors are different from normal behaviors. If
the trajectory of the normal behavior of the system can be established, all system states
different from the normal trajectory can be regarded as suspicious attempts in theory.
As shown in the Fig. 3:

’—> Intrusion behavior
’—> anomaly detection

Log file / network

data

Normal behavior
description library

Fig. 3. Cloud computing anomaly detection model

In the process of processing multidimensional data, the isolated forest algorithm
uses the method of randomly selecting attributes to build a tree, and finally integrates the
results of each tree to judge the anomaly, while ignoring the problem that each instance
in the multidimensional data has different anomaly degrees for the randomly selected
attributes. Therefore, in general, the abnormal score detected only by random attributes
will still be inaccurate, which needs to be further improved.

2.2 The Abnormal Area Location Algorithm of the Intelligent Teaching System

When calculating the learning credit of online learning platform learners, it is necessary
to obtain the variable values involved in the relevant formulas first. The background
database will collect the data required for anomaly detection while obtaining the source
data [10]. Referring to the relevant data of anomaly detection, on the one hand, modify
the relevant record data of abnormal learning behavior, on the other hand, deduct the
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corresponding anomaly points for the calculated five-dimensional evaluation values, and
then obtain the updated five-dimensional evaluation values Pa, Po, Re, Qu and Ln. After
calculating the relevant weights, you can calculate the learning credit of each learner
participating in the platform learning activities. The calculation formula is:

SC = Pd'k1 + Po'kr + Re'k3z + Qu'kyq + Ln'ks (1)

Among them, k1, k7, k3, k4, k5 are the weights of the five-dimensional evaluation
index of learning credit, namely the weight of the five dimensions of Pa, Po, Re, Qu,
and Ln relative to the weight of learning credit SC. The statistics-based method is one
of the simplest and basic methods in anomaly detection, and its principle is also very
easy to understand [11]. This method requires that the data set e must present a known
distribution or meet certain laws, and then find the laws that do not meet the requirements.
Point. The most common known distribution is the Gaussian distribution. The following
uses it as an example to briefly describe the idea of anomaly detection based on statistics.
According to the original data set, find the expected x and variance p to determine the
Gaussian distribution function, as

5 - sct- ) ?
e 22 —SCx—p)|—e
V3mo o

When e < o ore > o, we find that the probability of its appearance is very small, so
we consider the outliers in this interval. This method has some advantages, but there are
also disadvantages. In terms of advantages, the outliers obtained by this method have
high credibility, and the outliers are intuitively visible. However, this method is limited
to conform to a certain distribution [12]. If it does not conform to known distributions
and laws, this method is not suitable. Secondly, this method is more difficult in parameter
selection, and because outliers are also involved in the construction of the model, if there
are too many outliers, it will have a greater impact on the selection of model parameters.
Furthermore, this method is not suitable for the detection of high-dimensional data. The
basic idea of the distance-based anomaly detection method is to find the distances of X;
points closest to the current point and sum them. The specified distance and the largest
Y; points are the abnormal points. When measuring the distance of anomalous points, it
usually refers to Euclidean distance, manhattan distance or Mahalanobis distance. The
calculation formulas are as follows:

f(x)=’

disgp =f () + | Y (X —¥)* —SC

= (3)

n
disysp = f (x) = Y |Xi = il + 5C
i=1

The distance anomaly detection algorithm is k-nearest neighbor algorithm (kNN).
The abnormal point (a;, b;) can be obtained by finding the largest n points with the
average distance of k nearest neighbors [13]. The formula for the average distance of k
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nearest neighbors of point P is as follows:

p— Y. dis(a, b))
i €N (p)
D(p) = —— P — Ni(®) )
|disgp — disymp|

Among them, Ny (x) represents k-nearest neighbor, that is, the set of objects whose
distance from point p does not exceed k-nearest neighbor. Compared with statistics-
based detection methods, distance-based anomaly detection methods can handle multi-
dimensional data, but there are also certain problems: first, the choice of distance cal-
culation method and the selection of parameter Irdy (p) are difficult; second, it cannot
distinguish local outliers. Point. In order to solve the problem that the distance-based
anomaly detection method cannot accurately distinguish the local outliers, a density-
based outlier method is proposed. The most representative one is the LOF algorithm.
The main idea is to judge the abnormal situation by comparing the density of each
point with its neighboring points. The smaller the density, the greater the possibility of
anomaly. This density is measured by the local outlier factor. The local outlier factor of
point p in the LOF algorithm is expressed as

Irdg (0)
1;(,7) 1/1rdg (p)
0EN
LOF, =Dp) - ——— — 5
kP =DW) = N o =l ®

Among them, N (p) is the k distance field, that is, all points within the k distance of
point p; Ird(p) refers to the local reachable density, expressed as

reach - dist ; (p,0)

0€NL (p)
Irdi(p) =1/ Ne)| (6)

Among them, reach-distr (pO) represents the reachable distance, that is, the kth
reachable distance from o to p. Taking into account the controllability of the data, refer-
ring to the existing data collection methods and common behaviors of learners, data
collection is performed on several behavior indicators of the evaluation model through
Web Server log analysis technology and embedded point technology. Next, the following
will focus on introducing the web-side data, online operation data and discussing the
collection process of interactive data. The corresponding detailed indicators are shown
in the Table 2.

Combined with the weight of refined behavior index elements and standardized
learning behavior data, the weight is calculated by structural equation model. The figure
shows various learning services provided by the application layer module for users. The
main functions include registration, online learning behavior acquisition, learning credit
data storage and learning credit data sharing (Fig. 4).

Judge the results of anomaly detection experiments from four aspects. Further judge
the accuracy of each deep learning network in the migration model and the newly-built
U-CONVLSTM model to learn the normal behavior characteristics of the student; then
use the loss value obtained in the training model for each test segment of the test set
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Table 2. Correspondence table of data collection types and data collection items

Data collection type Data collection item
Web side data IP address, login time, course start time, deadline, study time,
number of videos watched, course study days
Online operation data Click count, collection count, job score, time consumption after
video viewing
Discuss interactive data Original sharing and forwarding times; Times of teacher-student
interaction
—> Watch Video
— Register login —>» Participate in the test
—>» Knowledge sharing
Online learning
behavior acquisition
_> ......
) Participate in online classroom
discussions
—» Local storage of credit data
App llCatl(.)l’l layer Lcami‘ng credit > Learn to upload credit data
function calculation storage
L) Trusted storage of credit data
) Teachers spit out course
information
—»| Students view the evaluation report
—>» School query chain data
N Learning credit data
sharing
| Employer application query data
) Regulatory data of education

authorities

Fig. 4. Application layer intelligent detection function design diagram

to determine at which moment the student is Abnormal behavior occurs; after the loss
value is converted into an abnormal score, it can be judged whether the student has
abnormal behavior; finally, the test results of all test set data in the migration model and
the U-shaped model are counted. In summary, it is concluded that the learning effect
and detection effect of the new U-shaped autoencoder is better than the migration model
(Fig. 5).
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Fig. 5. The learning effect and detection effect are better than the migration model

Unbalanced data means that the number of positive samples is far less than the number
of negative samples. Due to this imbalance in number, a more reasonable method needs
to be found to analyze these data. Therefore, the analysis method of accuracy, which
does not distinguish the importance of each class, is obviously not suitable for analyzing
unbalanced data sets. In unbalanced data sets, a small number of analogies and a large
number of classes have more research value. Therefore, in binary classification, rare
classes are usually marked as positive classes, while most classes are marked as negative
classes. The following table shows the confusion matrix of the number of positive and
negative samples correctly predicted and incorrectly predicted by the model (Table 3).

Table 3. Confusion matrix

Real class Prediction class

Positive example (+) Counterexample (-)
Positive example (+) f+ 4+ (AY) f+ 4+ (IN)
Counterexample (-) f- + (IY) f--(AN)

The detection results of isolated forest algorithm are fuzzy processed by using the
idea of fuzzy logic. The idea of the so-called fuzzy logic is based on the theory of
fuzzy mathematics and fuzzy relationship synthesis principle, and uses scientific means
to accurately describe some things with fuzzy conceptual boundaries and difficult to
quantify. Therefore, it can be detected from multiple angles to ensure the accuracy and
effectiveness of anomaly detection results.

2.3 Implementation of Anomaly Detection in a Distributed Intelligent Teaching
System

According to the analysis of business requirements, this network traffic security system
consists of four subsystems: domain name anomaly detection, forum access monitoring,
unhealthy information release traceability, and network abnormal behavior detection.
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The functional structure diagram of the entire system is shown in the figure. Collecting
and reading network traffic logs and other information are their common functions, and
different subsystems will process different contents differently to obtain the required
results (Fig. 6).

Classi feature extraction

of ification model

Domain name exception - -
detection DNS log analysis and processing

Malicious domain name detection

Test result output

Wandering log analysis and processing

Frequent itemset establishment

Forum access monitorin;
Word tool

Hotspot keyword output

safety system

Traffic log analysis and processing

Word tool p i
Release and tracking of bad
information
Match with sensitive Thesaurus

Corresponding IP output

Traffic log analysis and processing

Short time data analysis and summary
Network abnormal behavior
detection .
Statistics of suspicious users

Threshold data output exceeded

Fig. 6. Functional structure of network traffic security system

The malicious domain name detection module first preprocesses the network traf-
fic log data collected by the traffic collector, extracts the characteristic information that
needs to be verified, and stores it on the ES, and then uses the previously established clas-
sification model to read the data for classification, and calculate whether these domain
names are Malicious domain name, output the malicious domain name and the IP infor-
mation associated with it, stored in the cluster, and can be downloaded to the machine
for use (Fig. 7).

Malicious domain names and normal domain names can be judged based on many
factors. These judgment factors are human experience. They are expressed as features,
and data feature identification and detection are performed to ensure detection accuracy
and efficiency.

3 Analysis of Experimental Results

In order to verify the effectiveness of the algorithm proposed in this paper, this paper uses
a real data set in the UC1 data set to conduct a comparative experiment. The processing
time is compared and analyzed, and the RoC of each algorithm is drawn. For the method
in this paper, the commonly used setting k = 10 is used in the experiment. This domain
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Fig. 7. Functional structure diagram of domain name anomaly detection system

name anomaly detection system is a subsystem of the network traffic security system.
The network traffic security system needs to be built on the company’s big data cluster.
The big data cluster built to test the system functions this time consists of 3 nodes, using
the company’s CAS The platform creates three virtual machines to build a domain name
anomaly detection system. Because the system is developed in Python language, in order
to ensure the existence of Python dependent libraries, anaconda2 will be installed, and
its specific detailed configuration information will be installed. Use a university’s 2019
grades in 2020 and 2020 and 2019 grades in 2019 and 2020 into several groups as data
sets (20,000 data), and take the top 1.5% of the larger T(x) data for false detection rate
statistics, The parameters are as shown in the Table 4:

Table 4. Experimental parameter setting table

Experiment No 1 2 3
K-means 1 0 0
PFT-OI A 0.7 0.3 0.3
Paper method 0.5 0.4 0.4

The experimental data adopts the teaching evaluation data of students in a university.
The original data is composed of four fields. The clustering effect of abnormal detection
distance of teaching information is as follows (Fig. 8):

The traditional k-means clustering method has a higher false detection rate for
anomaly detection. Compared with the traditional k-means clustering method, the false
detection rate of this method is significantly lower, especially whena = 0.4, =0.3,y
= (.3, the false detection rate reaches a low level. Based on this, the false detection rate
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Fig. 8. Distance clustering effect of abnormal detection of teaching information

of data detection under different methods is compared and recorded, and the details are
as follows (Fig. 9):
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Fig. 9. Statistical chart of system data false detection rate

Using the same data set, it can be seen from the above two experiments that the
proposed method has a lower false detection rate compared with the traditional method,
which greatly improves the accuracy of anomaly detection. After the establishment of
the classification model, the indispensable evaluation of the effect of the classification
model shall be carried out. The evaluation sub module mainly uses manual verification
to statistically calculate the accuracy rate and recall rate of the classification model. The
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main content of its function test is to verify whether the accuracy rate and recall rate
are within the expected range to determine whether the classification model meets the
requirements. The design of its test cases is shown in the Table 5.

Table 5. Functional test cases of the classification model establishment module

Case number 2.0

Function description | Read the collected feature data, train the classification model, read the
domain name data to be tested, and judge whether the output result is

correct

Design purpose Verify whether the classification model can be trained correctly to
ensure the correctness of the domain name detection classification
model

Preconditions The python environment configuration is normal, and the server has the

characteristic data collected by the training model and the test domain
name data needed to verify the rationality of the model

Use case design Using the collected features to train the classification model, the
correctness of the trained model is verified by the test data

Expected results The program can run normally, and the training can get the
classification model, which can classify the domain name

Test result Generate the classification model correctly and output the test results
normally

Test status Adopt

Through the statistics of 7000 DNS log data used in the test, a total of 173 malicious
domain names are obtained. According to the classification models trained on training
sets of different sizes, the statistics of the detection output results of these log data
are compared and counterattack traditional clustering. The method and the images of
accuracy and recall rates published in this article, the specific results are shown below
(Fig. 10).

For the same sample data set, four different algorithms are used to analyze it, and
the sensitivity and specificity of different models are calculated according to the result
distribution, and four ROC curves are obtained. The ROC curve can graphically describe
the relationship between the true rate and false positive rate of a classifier, so it is often
used to compare the classification accuracy of different classifiers, and the closer the
curve is to the top of the ordinate, the sensitivity and specificity of the sample The higher
the degree, the higher the accuracy of the classifier. As shown in the figure, the method
proposed in this paper is closest to the top of the ordinate, and the local anomaly factor
algorithm is closest to the diagonal, so this paper has better classification performance
and higher classification accuracy (Fig. 11).

In the analysis stage of the experimental results, the conventional graphical method
is also used to show the situation of the experimental results. The figure shows the
experimental results of anomaly detection false detection rate experiment. The statistical
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value of false detection rate is obtained by comparing experimental designs with different
weights (Fig. 12).
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Fig. 12. Comparison test results

In the experimental stage, this method can clearly show the abnormal degree judged
by the algorithm, and can more quickly and accurately achieve the research goal of
accurate identification and rapid positioning of the number of teaching systems, so as to
fully meet the research requirements.

4 Conclusion

Taking anomaly data detection as the research object and using cloud computing and
fuzzy membership function as tools, this paper mainly makes an in-depth research on the
widely used isolated forest algorithm. When the existing algorithms carry out anomaly
detection, they randomly select attributes to build trees, while ignoring the anomaly
degree of each data for the selected attributes. A data anomaly detection method based
on cloud computing algorithm is proposed. From multiple dimensions, the membership
of the detection results of each one-dimensional attribute is judged, and finally the final
evaluation result is obtained by fuzzy operation with the fuzzy matrix.

This method has achieved good detection accuracy in distributed intelligent teach-
ing system anomaly detection, but the complexity of the algorithm needs to be further
simplified to effectively improve the detection time.
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