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Abstract. The role of Internet technology applications in the overall economic
and social development is becomingmore andmore obvious and the risks and chal-
lenges it brings are also increasing, and cyberspace threats and risks are increasing.
In recent years, software-defined networks have provided new solutions for the
field of cyberspace security with the characteristics of simplicity, rapid deploy-
ment and maintenance, flexible expansion, and openness. Mimic defense is based
on the dynamic heterogeneous redundant structure of the endogenous security
mechanism in cyberspace, and provides a brand new defense idea in the face of
various threats. Combining SDN and mimic defense technology to form a more
powerful intelligent honeynet has become a new research direction in network
security. Based on the predecessors, this paper constructs a SDN-based mimic
defense honeynet. Through theoretical calculations, the benefits of both offense
and defense are affected by various data, and find the optimal solution in themimic
defense honeynet, and verify each This kind of data reasoning finally achieves the
optimal benefit of the defense system.

Keywords: Mimic defense · Software defined network · Honeynet · Intrusion
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1 Introduction

In recent years, the large-scale development of new technology applications such as
cloud computing [1, 2], artificial intelligence [3, 4], big data [5, 6], and the Internet of
Things [7] in developing countries has been applied to many previous Some people have
never had a preliminary experience, such as applications in smart cities [8, 9], smart
medical [10, 11], Internet of Vehicles [12] and so on. These technologies require a more
powerful basic network, especially many rely on the mobile Internet [13, 14]. With the
rapid development of modern networks, cyberspace security is also facing new problems
and challenges [15]. Many network attack methods have begun to merge, interchange
and quickly development of. However, traditional network security defense technolo-
gies, such as firewall [16], intrusion detection [17, 18], etc., face many limitations in
the face of evolving network attack technologies, among which existing defenses have
been discovered by some Vulnerabilities, viruses, etc., require a certain accumulation of
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technology. Most of the attacks used by the attackers are hidden and unknown threats
and breakthroughs.

Honeynet [19] is an active defense [20] technology, which can deceive the attacker
to turn into what he wants to attack. At the same time, after capturing the attack behav-
ior, it can analyze the attacker’s attack strategy and attack. Methods, targets, etc. These
data can be repaired and expanded to enhance the defense capabilities of their own sys-
tems. Furthermore, digital forensics [21] can be used to outline the characteristics of the
attacker’s portrait, etc., which can be used as the basis for reverse investigations. How-
ever, traditional honeynet deployment is very complicated, costly, dynamic adjustment
is complicated, and flow control is difficult. Faced with the modern network environ-
ment, neither can it be adjusted in time according to changes in network traffic, nor can
it obtain effective information from the attacker.

SDN [22] is a technology developed in the face of increasingly large, complex, and
diverse network environments. SDN realizes the separation of data control and data trans-
mission, in order to achieve extremely excellent traffic analysis [23, 24] control Ability,
a more flexible dynamic adjustment [25] capability, is just suitable for the deployment
of honeynets, and it can also make certain predictions [26], and defend the network
structure of honeynets according to the predicted results [27, 28]. Mimic defense [29,
30] is proposed by Academician Wu Jiangxing to solve the problem of inequality in
defense and defense. Through a large number of overlapping dynamic scheduling, the
attacker can become unknown, change, and the effect of both time and space. Mimic
defense Can better conceal or camouflage the defensive scene and defensive behavior
of the target object, so that the target object can obtain a more reliable advantage in
the continuous, extremely concealed, high-intensity man-machine attack and defense
game [31], especially In the face of the current biggest security threat-unknown break-
through backdoors, virus Trojan horses and other infinite threats, it has significant effects
and overcomes many problems of traditional security methods. The honeynet of mimic
defense is realized through SDN, and end-to-end network control [32, 33] is realized,
which realizes a honeynet with convenient deployment, flexible dynamic scheduling
and powerful functions. A large part of the effect of the honeynet is that the IDS server
can accurately identify attacks, and can accurately handle the geographical balance to
deal with normal user access and abnormal operations. IDS servers can use different
identification strategies when working. Here we analyze different Security strategy has
a defensive impact on honeynets and how to choose the best strategy.

2 Problem Introduction

First, construct the basic honeypot network structure as shown in Fig. 1. Use multi-
interaction honeypots to connect to each other through the network to simulate the
simulation working network, which can be simulated as a We b server, file server, etc.,
when the attacker enters, it will be mistaken I thought I had successfully entered the
target’s work network. Before the target enters, it must pass through the firewall and
IDS server. After IDS analysis, it is determined whether the target traffic goes to the real
server or the honeypot server. For the attacker’s traffic, network managers can analyze
the attack process, attack vulnerabilities, tools used, and so on. In order to achieve the
effect of making the system more secure.
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Fig. 1. System structure.

All switches in the honeynet are connected with the SDN controller, and exchange
link status and flow table information with the controller through the Openflow protocol
[34]. SDN controller can be programmed with its highly scalable, careful process flow
for different attacks, regardless of the attacker what kind of attacks, the system will
provide a highly realistic simulated network.

2.1 Theoretical Analysis of Mimic Honeynet

From previous studies on SDN mimic defense [35], it can be understood that the mimic
defense honeynet can achieve the defense effect when q satisfies the following formula.{

p < 1
μα+β−γ
μα+β+λ

< q < 1
2

(1)

Where the attack on behalf of the attacker’s probability p, q represents the probability that
the system uses honeypots, α indicates income, which 0 < μ < 1 indicates the degree of
influence by the service itself, β > 0, indicates in addition to their other properties have
been serving extent of damage degrees. Then the real honeypot services and services
while providing service access side commonwith users normally access but do not attack
the attacker can achieve this ideal combination of strategy Bayesian Nash equilibrium,
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only this time the game equilibrium condition with honeypot presence probability q is
related but not related to the attacker’s attack probability p, so it can be concluded that
the mimic SDN virtual honeynet defense can achieve the purpose of active defense.

Because the user’s revenue EVn meets the following formula:

EVn =P(Sr|S1) × α + P(Sh|S1) × (−α)

= (1 − q) × α + q × (−α)

= (1 − 2q)α (2)

So from the user’s point of view, q should be as small as possible.
But the system revenue EVa meets the following formula:

EVa =P(Sr|S1) × (μα + β − γ ) + P(Sh|S1) × (−λ − γ )

= (1 − q) × (μα + β − γ ) + q × (−λ − γ )

= μα + β − γ − q(μα + β + λ) (3)

From the system point of view, q should be as small as possible while λ should be
as large as possible.

The greatest impact on the probability of q should be the false alarm rate of the IDS
server system. IDS has two cases for false alarms of data:

IDSe = {En,Ea}
= {Normal users falsely report as attackers,
attacker was falsely reported as a normal user} (4)

The corresponding probabilities are respectively {Pen,Pea}. The relationship
between the false alarm rate and q should be q = (1 − w) ∗ Pen + w(1 − Pea).Where
w represents the proportion of malicious visits by attackers in all visits.

At this time, the attacker’s income EVa becomes:

EVa =P(Sr|S1) × (μα + β − γ ) + P(Sh|S1) × (−λ − γ )

=Pea × (μα + β − γ ) + (1 − Pea) × (−λ − γ )

=Peax(μα + β + λ) − λ − γ (5)

The income EVn of ordinary users becomes:

EVn =P(Sr|S1) × α + P(Sh|S1) × (−α)

= (1 − Pen) × α + Pen × (−α)

= (1 − 2Pen) × α (6)

The income ESr of the real server becomes:

ESr =P(Vn|V1) × α + P(Va|V1) × ( − μα − β)

= (1 − w) × (1 − Pen) × α + w × Pea × ( − μα − β) (7)
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The income of the honeypot becomes ESh as:

ESh =P(Vn|V1) × (−α) + P(Va|V1) × (λ)

=(1 − w) × Pen × (−α) + w × (1 − Pea) × (λ) (8)

For the entire server, the actual revenue ES becomes:

ES(S1, S2) =ESr(S1) + ESh(S1)

= (1 − w) × (1 − Pen) × α + w × Pea

× (−μα − β) + (1 − w) × Pen × (−α)

+ w × (1 − Pea) × (λ) (9)

Compared with the IDS server’s false alarm probability, the user’s single-access revenue
α, once the server is set up, its business process and service objects are determined, α
there will be basically no major changes, and the degree of impact on the service itself
µ and other performance outside of its own service The extent of damage β depends
largely on the attacker. Under the premise of a certain honeypot revenue, the judgment
strategy of the IDS server greatly affects the entire system. Among them, the judgment
performance of the IDS server, when themachine performance and detection technology
cannot be improved, whether it is the Pen or Pea tends to zero, it will affect the other.
The relationship between the two should be Pen ∗ Pea = k, where k is a fixed constant,
which represents the performance of the IDS server, that is, Pen and Pea are positively
correlated. We can find the optimal strategy of the system in the following experiments.

3 Simulation Results and Analysis

In order to better practice before the projected offensive and defensive earnings results,
we build a defense based onmimicry of SDN to theHoneynet testing, need to useMininet
[36] create multiple switches and host used to form SDN network, one of the hosts as
a real server, you can use Python -m SimpleHTTPServer 80 & to open the command
Mininet in http service. Then use VM ware to create a few new servers to install SDN
controllers, firewalls, and IDS servers.

3.1 Basic Data Simulation

The intrusion detection system is divided into two modes according to the behavior of
intrusion detection:

T = {Ty,Tw} = {Abnormal detection, Misuse detection} (20)

The order is based on the income α of the user′s single visit α = 1. The proportion
of attackers in all access locations w is 0.1%, that is, normal commercial servers face
more ordinary users, and the degree of impact on the service itself μ = 0.1 means
that the attacker does not care about the service provided, and the degree of damage to
performance β = 100 is The damage to the system is more serious. Honeypot revenue
λ = 10000 is the ability to analyze attackers’ attack methods, fix loopholes, digital
forensics, etc. The revenue of honeypots needs to be far greater than the revenue of the
attacker and the loss of real services.
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3.2 Anomaly Detection Mode

In the anomaly detection mode, we must first establish a model of system access to
normal behavior. Any visitor’s behavior that does not conform to this model will be
judged as an intrusion. Therefore, Pea can be very small and regarded as zero. The
matching method is too strict except in Decreasing the abnormal rate of attackers being
falsely reported as normal users, Pea, will inevitably increase the detection rate of normal
users being falsely reported as attackers, Pen. Different Pen effects when pea is equal to
0 The real server revenue ESr is shown in Fig. 2. The honeypot server revenue ESh is
shown in Fig. 3. The total income is shown in Fig. 4.

Fig. 2. The real server revenue

Fig. 3. The honeypot server revenue
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Fig. 4. The total income

3.3 Misuse Detection Mode

In the misuse detection mode, all possible unfavorable and unacceptable behaviors
should first be summarized to establish a model. Any visitor’s behavior that conforms to
this model will be judged as an intrusion. Similarly, the decrease of Pen will also bring
about the increase of Pea, so Pen = 0, at this time, the impact of Pea on the system. The
real server revenue ESr is shown in Fig. 5. The income ESh of the honeypot server is
shown in Fig. 6. The total income is shown in Fig. 7.

Fig. 5. The real server revenue
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Fig. 6. The honeypot server revenue

Fig. 7. The total income

3.4 System Best Profit

From the data results, the loss caused by the increase of Pea of the same magnitude
will be higher than the loss caused by Pen. In the case that machine performance and
detection technology cannot be improved, whether it is to turn Pen or Pea towards Zero
will affect the other. In the case of k = 0.001, the mutual influence between the two is
shown in Fig. 8.
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Fig. 8. The relationship between Pea and Pen

In this case, you can see the change in system revenue as shown in Fig. 9 below:

Fig. 9. Overall system benefits

We can be seen that the unilateral misjudgment rate reduction cannot be blindly
pursued. Under the limit of the constant k, when k = 0.001, the overall profit of the
systemachieves themaximumboundary valuePea = 0.014 Peh = 0.0714 E = 10.715.

4 Conclusion

Through SDN-related technologies, the honeynet that realizes mimic defense has the
characteristics of convenient deployment and convenient flow control compared with
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traditional honeynets. It can easily control multiple network devices and add and delete
multiple services. This article also uses related data reasoning Calculated, demonstrated
the relevant influence of various service strategies of IDS server on the final defense
effect, and demonstrated through simulation experiments, how to obtain the best defense
effect, give full play to the role of real servers and honeypot servers, deceive attackers,
and collect The attacker’s information and attack methods are ultimately used to analyze
the characteristics of the network, and in turn repair and strengthen the entire defense
systembased on relevant information, forming a virtuous circle, and ultimately achieving
the effect of active defense.
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