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Abstract. Nowadays, as Software-Defined Networking (SDN) gains prominence,
Load Balancing (LB) for SDN assumes significant importance. By allocating net-
work traffic among resources efficiently, LB ensures that no individual resource
is burdened, thereby optimizing the overall performance. Based on the analysis
of SDN Flow network forwarding mechanism, this paper applies Particle Swarm
Optimization (PSO) algorithm to the data center’s traffic scheduling based on load
balancing. First, the SDN load balancing problem is abstracted as an integer Linear
programming model, which maximizes the average link bandwidth utilization on
the basis of ensuring network delay. PSO algorithm is applied to optimize the load
balancing problem, and the optimization algorithm is run in the SDN controller.
The simulation experiment by Mininet shows that the SDN load balancing algo-
rithm based on Particle swarm optimization can effectively balance the network
load and improve the network performance.
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1 Introduction

Over the past few years, the development of many new technologies, such as the Internet
of Things and cloud systems, has experienced rapid growth. Consequently, it becomes
imperative to augment the traditional Internet Protocol network to effectively manage
the substantial volume of network traffic.

Software-Defined Networking (SDN) [1] has transformed the traditional approach to
network management by dismantling vertical integration of network components, divorc-
ing network logic control from underlying switches and routers, promoting centralization
of network control, and incorporating programmability of network operations.

However, SDN has a centralized control architecture, which raises concerns about
reliability, fault tolerance, scalability and interoperability [2]. Load Balancing ranks
among the most crucial tasks for enhancing network performance, robustness and scal-
ability. Therefore, the combination of multi-objective optimization is essential for iden-
tifying an optimization point from a set of non-dominated points. SDN load balancing
based on metaheuristic has become a hot research topic [3].
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The Particle Swarm Optimization (PSO) algorithm has been recognized to be effec-
tive for its efficiency in SDN load balancing, which to be compared to several other
existing optimization techniques [4].

2 Related Work

Load balancing in Software-Defined Networking (SDN) has become an prominent
research topic in recent times. In the experiment of [5], the authors provided a clas-
sification method for load balancing in SDN, delving into various objectives, such as
response time optimization, overall resource optimization throughout, and identification
of bottle necks. Their taxonomy distinguished between load balancing in the control
plane and load balancing in the data plane. [6] proposed an approach of multiple SDN
controllers for dynamic load balancing. And K. Sridevi [7] uses Artificial Bee Colony
for distributed controller load balancing.

There are also many studies on load balancing for traffic. The authors of [8, 9] use
conventional approaches such as the OSPF and EMCP algorithm, to optimize the net-
work. But somehow, this static hashing method may cause multiple large streams to be
divided into the same path, leading to collisions and causing network congestion. Due
to a lack of historical experience, numerous studies have utilized supervised learning
methods in SDN for achieving intelligent network management [10, 11]. However, there
are significant challenges for supervised learning, because of the reliance on abundant
training datasets and the sluggish decision-making process in dynamic network scenar-
ios. Heuristic methods have unique advantages in traffic load balancing, such as a study
by [12, 13], that proposed a dynamic load balancing algorithm based on genetic ant
colony optimization, and a study by [14] that proposed genetic optimization for traffic
loading using SDN. In [15], a modified PSO algorithm was proposed to integrate SDN
with fog computing, in order to solve the load balancing issue. Two multi-objective par-
ticle swarm optimization methodologies are proposed in [4], which are distance Angle
Multi-Objective PSO and Angle Multi-Objective Particle Swarm Optimization.

3 Load Balancing in SDN

The architecture of SDN has shifted the control decision process on the controller,
whereas the switch relies entirely on the flow rules injected by the controller to forward
data to the device [16]. Transfer the load to a specific switch, and the controller makes
decisions based on this.

SDN based load balancing technology has three major advantages:

1) The controller in the SDN architecture can collect global network topology, link
available bandwidth, and other resources for learning through the OpenFlow protocol,
and develop a better load balancing strategy from a global perspective based on the
bandwidth requirements of the data flow.

2) Centralized logical control can abstract all OpenFlow forwarding devices into a whole
and be uniformly distributed by the controller to forwarding devices such as switches,
without the need for complex configurations of devices with different standards in
traditional networks.
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3) The business orchestration technology in SDN architecture can use software to
develop load balancing strategies.

4 Method

4.1 Optimization Objective Functions

The essence of the traffic load balancing problem is to select an appropriate path accord-
ing to the path information to schedule the flow from the source node to the target node.
Here, the flow path problem can be abstracted into integer linear programming model
for solution. The specific model is as follows:

For the classic Fat-Tree data center network topology, it can be abstracted as a
directed graph, where H and S distributions represent the set of host nodes and switch
nodes, while E denotes the collection of links. The network contains m links, where the
links can be expressed [;;, 1, j € HU S. Additionally, define the maximum load of the
link as Cj;. There are n traffic in the network, and the set of traffic can be represented as
F = {f1,f2, - ,fn}, One traffic f; is defined as a triplet (sk, dk, bk ), where s represents
the source host node, d¥ represents the destination host node, and bk represents the
bandwidth occupied by traffic f.

The optimization goal is to maximize the average link bandwidth utilization, which
means maximizing the utilization of network data while avoiding network congestion.
Therefore, the objective function is:

k
max Z{(i,j)eE} (Zlgkgn bij/Cij) 0
m

Among them, Z]<k<nbl] represents the actual load of /;;, b represents the actual
bandwidth of traffic f; on link /;;. The constraints are as follows
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Formula (2) represents the traffic capacity constraint, which means that the total flow
on any link should not exceed the link capacity. Formula (3) represents the bandwidth
constraint of the traffic, which means that the bandwidth occupied by the traffic f; should
be greater than or equal to 0, cannot be negative, and less than the link capacity. Formulas
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(4)—(6) define a traffic conservation constraint, which means that the traffic of f; from
the source host to the destination host is equal to the traffic of any node in the path.

When forwarding traffic, map the model to the particle swarm optimization algorithm
to obtain a specific scheduling plan. When the network traffic is at the peak, in order to
avoid uneven link responsibility caused by network congestion, a load balance degree
of the whole network is set to determine whether the current network is in the load
balance state. This article cites the concept of standard deviation in mathematics and
uses discrete programs to reflect equilibrium. At the same time, to avoid unnecessary
rerouting caused by short-term extreme values, the mean over a period of time is used
as the result. The specific definition of load balancing is as follows:

5(1) = 113 > <\/ % > (foad@ — toad; (r))z) 7

Among them, P represents the statistical period, T represents the current time, load ()
represents the average load of all d-rated links at time ¢, and load;(t) represents the
real-time load of link / at time .

4.2 Particle Swarm Optimization

PSO is mainly used to solve optimization problems and is one of the meta heuristic
algorithms based on natural heuristic proposed by Kennedy and Eberhart. In particle
swarm optimization, candidate solutions (usually referred to as particles) are continu-
ously refined to seek the optimal solution. This refinement is achieved by adjusting the
motion of particles, which are influenced by their understanding of the most determined
local position in the search space.

At the initial state, all swarm particles are randomly positioned in a multidimensional
search space. The space’s dimensions of which depends on the problem being addressed.
The particles navigate through the space by adjusting their velocities and subsequently
changing their positions. Each particle possesses its own current position and velocity
attributes. The location of a particle represents a potential solution to the problem. To
update their positions, particles utilize controlled rules to adjust their velocities, enabling
them to move toward better locations.

Within PSO, every particle maintains two values: (1) its personal best position
(localBest) and (2) the overall best position achieved by the entire group (globalBest).
These values are utilized for velocity updates, as illustrated in Egs. (8) and (9) [17, 18].
Here, C; and C are positive numbers known as acceleration coefficients, while r1; and
24 denote two uniformly distributed numbers within the [0, 1]. P;y and Py, prefer to the
particle’s localBest and globalBest positions, respectively. As the velocity is adjusted,
the formula for calculating the position of particles is as follows

Vig(t + 1) = Vig(t) + Ciria(Pia — Xia) + Carza (Pea — Xia) (3

Xia(t+1) =Xjg(t) + Via(t + 1) €))
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S Experimental Results and Analysis

5.1 Experimental Environment Configuration

Mininet, a network simulation tool developed by Stanford University, is a lightweight
software-defined platform that supports various southbound protocols like OpenSwitch
and OpenFlow. It allows you to build entire networks, consisting of switches, links, and
hosts, on a single physical device.

This article describes the use of a Python-based Ryu controller to build an SDN net-
work through Mininet. The experiment is conducted on a HP laptop running a VirtualBox
virtual machine with Ubuntu 18.04 as the operating system. Scapy is utilized to inject
traffic into the virtual network, simulating network traffic. The simulation parameters
for this experimental environment are presented in Table 1.

Table 1. Parameters

Parameter Description

(ON) Ubuntu 18.04
CPU Ryzen 5-3550
RAM 16G

Simulator Tool Mininet 2.3.1
Mininet 2.3.1 RYU 4.30
Protocol OpenFlow V1.3
Traffic generator Scapy

To validate the performance of the PSO algorithm, the average split bandwidth and
end-to-end delay were used as performance indicators. Experimental tests were con-
ducted on the Fat-Tree network topology (Fig. 1), and the PSO algorithm was compared
with ECMP and Round Robin.

As depicted in Fig. 1, comprises of 20 switches and 16 hosts interconnected in a
random configuration. All these hosts and switches are located within the infrastructure
layer, and the controllers are located within the control layer. Any source host com-
municates with the target host by connecting their switches. If the source host and the
destination host in the flow table are not connected, send a packet to the controller_In
message. The controller uses the PSO algorithm to determine the optimal and least loaded
path, and injects flow entries along that path into the switch to forward user requests. The
specific parameters used in the network simulation environment are outlined in Table 2.

Assuming the source host is HI from pod 1, the destination host is H8 from pod 2,
and the data packet is sent from the source to the destination. It is obvious that there are
four ways to reach the destination.
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Fig. 1. Fat-Tree network topology

Table 2. Network environment parameters

Parameter Description
Link Bandwidth 10 Mbps
Switch maximum buffer queue 1000
Traffic timeout Ss

In the experiment, virtual hosts in the network communicate randomly with equal
probability, and the parameter settings of the PSO algorithm directly affect its perfor-
mance. The parameters of the algorithm have been determined through the experiment
as shown in Table 3.

Table 3. PSO algorithm parameters

Parameter Description
Number of particles 20

Number of iterations 100

w 0.5

cl 173

c2 2/3
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5.2 Results and Analysis

In this study, we compared it with two commonly used load balancing algorithms: loop
algorithm and ECMP algorithm. Extract the results of each load balancing algorithm in
the following order:

1) In Mininet, create a custom topology.

2) Configurate of all hosts, switches and links.

3) Initialize of the network.

4) Settings for load balancing algorithm in the controller.
5) Transmit hosts requests over the network.

6) Evaluate the performance of load balancing algorithm.

For the average bisection bandwidth, the comparison of experimental results is pre-
sented in Table 4. It’s evident from the table that PSO algorithm is higher than ECMP
and Round Robin in terms of average bisection bandwidth.

Table 4. Average Bisection Bandwidth (Mbps)

Algorithm Value
ECMP 76
Round Robin 77
PSO 89

The delay results of using different algorithms to transmit different numbers of data
packets are shown in Fig. 2. By comparing the results, it can be seen that compared with
ECMP and round-robin technology, PSO has lower latency. This is caused by the fast
convergence characteristic of the particle swarm algorithm towards the global solution.

Table 5 presents the average packet loss ratio for various techniques. It is evident that
the round-robin technique exhibits a higher average packet loss ratio when compared to
both ECMP and PSO.

In summary, the PSO algorithm has significant advantages in terms of average band-
width, latency, and packet loss rate. Among them, the ECMP algorithm does not consider
the current network state and only schedules traffic through hashing, it can easily lead
to network congestion. Round robin also belongs to stateless scheduling. In this experi-
ment, due to the same performance of each switch, its average bandwidth is better than
ECMP. However, in actual networks, the performance load of each switch is different,
which can easily result in load imbalance.
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Fig. 2. Comparison of latency.
Table 5. Packet loss ratio
Algorithm Value
ECMP 0.021
Round Robin 0.025
PSO 0.016

6 Summary

In this paper, we optimized load balancing in software defined networking (SDN) using
particle swarm optimization (PSO). We evaluated the performance of PSO and com-
pared with terms of bisection bandwidth, latency, and loss ratio of packet. The results
indicate that particle swarm optimization algorithm can dynamically model based on
load changes. However, reliability issues have not been addressed in this algorithm,
and assuming the performance of all devices is the same, but in actual networks, the
performance of devices is different.

In our future work, PSO algorithm must be appropriately improved, and evaluate
load balancing while considering real-time networks, such as TCP and UDP.

Fund Project. Zhuhai College of Beijing Institute of Technology 2022 School-level Course
(compute network) Beijing Institute of Technology Zhuhai College 2023 School -level Innovation
and Entrepreneurship Training Project (Research and Implementation of Load Balancing and
Energy-saving Technologies in SDN).
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