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Abstract. Phishing web page is one of the most serious threats to the
users of the Internet. Recently, deep learning-based phishing detection
methods have achieved significant improvement. However, these super-
vised deep neural networks require a large number of training samples.
They also have difficulties in detecting novel phishing web pages. Using
anomaly detection approaches is a possible way out yet is currently
less explored, possibly due to two reasons. First, HTML codes lie in
high dimensional discrete space which is difficult to handle for existing
anomaly detection methods. Second, existing anomaly detection methods
may find other types of anomalies that are beyond the scope of phishing.

In this paper, we propose a novel semi-supervised deep anomaly
detection-based phishing webpage detection method. We first utilize a
multi-head self-attention network to learn feature representation that is
suitable for anomaly detection from HTML codes. Then we build a semi-
supervised learner with Gaussian prior and contrastive loss to fulfill an
end-to-end anomaly detector that is specifically optimized for detect-
ing phishing webpages. Extensive experiments on a real-world dataset
demonstrate that the accuracy of our method outperforms other state-
of-the-art methods by a large margin.
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1 Introduction

Phishing is a kind of social engineering attack that tricks the victims to perform
specific actions by imitating trusted web pages [17]. It’s one of the most prevalent
attacks due to its effectiveness and low cost [1].

Many phishing detection methods have been proposed in the last decades.
Traditional detection methods typically focus on designing informative features
and utilize sophisticated classifiers such as SVM [5] or Random Forest [4]. In
recent years, several deep learning-based phishing detection methods achieved
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significant performance improvement [6,10,16]. These methods typically use
URL or HTML as input and utilize CNN or RNN to perform classification.

However, these supervised deep learning-based methods require plenty of
training samples to learn accurate decision boundaries. This limits the model’s
ability to detect unknown phishing webpages. On the contrary, anomaly detec-
tion approaches have stronger abilities to detect novel phishing webpages, but
applying anomaly detection to phishing webpage detection faces several chal-
lenges. Traditional anomaly detection methods require manually designed fea-
tures, which is less effective compared to deep learning-based methods. Also,
there exist several types of anomalies in web pages. Existing anomaly detection
methods may detect other types of anomalies beyond phishing webpages.

In this paper, we propose a novel semi-supervised deep anomaly detection-
based phishing detection method to address these problems. With HTML codes
as inputs, we first employ a multi-head self-attention network [7] to perform
feature learning and output the anomaly scores. Then we use a prior distribution
of anomaly scores to guide the model to learn a representation of normality.
Finally, we utilize a novel contrastive loss function to fulfill end-to-end semi-
supervised training to finetune the anomaly scoring network towards phishing
webpage detection.

Our method combined the strength of deep learning on automatic feature
learning and the ability of anomaly detection in detecting novel anomalies. The
adoption of the semi-supervised learning paradigm further reduces the false pos-
itive rate of the anomaly detection model. Compared with the existing deep
learning-based methods, our method achieves higher detection accuracy with
fewer training samples, and better performance in detecting novel unknown
phishing web pages. Compared with traditional anomaly detection-based meth-
ods, we can automatically extract more comprehensive features, thus achieve
higher detection accuracy, and can better adapt to the evolution of phishing
attacks (Fig. 1).

2 Methods

In this section, we describe our method in detail. With the raw HTML codes as
inputs, our anomaly scoring network directly learns and outputs the anomaly
scores. We also use a prior distribution of the normal samples to generate ref-
erence labels to guide the learning of the network. Finally, the output of the
network and the reference labels are fed into the contrastive loss to fulfill end-
to-end semi-supervised learning.

2.1 Anomaly Scoring Network

Consider a raw HTML code x, we first split it into a sequence of tokens by
spaces and punctuations: (w1, w2, · · · , wm). Then we embed these tokens with
an embedding layer E that maps each token wm to a k-dimensional learnable
vector E(c) ∈ Rk:
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Fig. 1. The architecture of our proposed semi-supervised deep anomaly detection-based
phishing detection model. There are three main components: 1) Anomaly scoring net-
work that learns the feature and outputs the anomaly scores. 2) Gaussian prior that
generate pseudo labels to guide the learning of the network. 3) Contrastive loss function
that fulfill end-to-end semi-supervised training of the network.
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(e1, e2, · · · , em) = (E(w1), E(w2), · · · , E(wm)) (1)

Next, we fed the above sequence of embedded vectors into an RNN to extract
their local context features:

Q = (q1,q2, · · · ,qm) = RNN(e1, e2, · · · , em) (2)

The output of the above RNN is a sequence of vectors. Since the lengths
of the HTML codes are variable, the lengths of the outputs are also variable.
To obtain a fixed-length vector representation for each HTML code, a common
method is using the attention mechanism. However, vanilla attention only focuses
on one type of information. This is insufficient for phishing detection since it is
crucial to synthesize multiple types of information from different locations of the
HTML codes to accurately understand the anomalous behavior of the webpage.
Therefore, we adopt the multi-head self-attention mechanism on the output of
the RNN.

We first use a two-layer fully connect layer to obtain a set of attention weights:

A = softmax(W2tanh(W1Q
T )) (3)

Then we use these attention weights to sum the output of the RNN to obtain
the fixed-length sample representation:

m = flatten(AQ) (4)

This vector is then passed through a fully connected layer and an activation
function, outputting the anomaly score:

f(x;φ) = sigmoid(wfm + b) (5)

where φ represents all of the learnable parameters of the network.

2.2 Prior Distribution

To guide the training of the above anomaly scoring network to find good repre-
sentations of normal HTML codes, a crucial task is to define appropriate learning
targets. A naive solution is to use 0 as the learning target for all of the normal
HTML codes. However, this may lead the network to converge to a degenerate
solution where all the data points are transformed to a single point. To avoid
this problem, we employ a Gaussian distribution as the prior distribution of the
anomaly scores of the normal samples to generate pseudo labels. Using these
pseudo labels as the learning targets of the anomaly scoring network provides
a normalization effect and makes the model more robust to unclean training
datasets. Specifically, we sample a small set of scores from the standard Gaus-
sian distribution for each batch of samples in the training phase:

S = {s1, s2, · · · , sn} ∼ N (0, 12) =
1√
2π

e−x2/2 (6)

We call this set a reference set. Then we calculate the mean μs and variance
σs of this reference set.
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2.3 Contrastive Loss

The output of the anomaly scoring network and the μs, σs of the reference set
are fed into the contrastive loss to fulfill end-to-end learning. We first calculate
the distance between the output of the anomaly scoring network and the center
of the reference set:

D =
f(x;φ) − μs

σs
(7)

D represents the probability that the sample x is anomalous.
Then, we define the constrastive loss:

L(f(x;φ), μs, σs) = (1 − Y )
1
2
D2 + (Y )

1
2
max(0,m − D)2 (8)

Minimizing this loss will push the anomaly scoring network to learn a mean-
ingful representation of HTML codes and assign small scores for normal samples.
In this way, we achieve end-to-end semi-supervised anomaly scoring training.
Starting from the loss function, the gradient is first passed back to the attention
layer, then to the RNN layer, finally to the embedding layer.

3 Experiments

In this section, we conduct extensive experiments to evaluate the proposed
method. First, we introduce the settings of the experiments. Then we compare
the performance of our proposed method with other state-of-the-art methods.

3.1 Dataset

To reliably evaluate the performance of the methods, we collect a large set of
real web pages.

Data Collection. The phishing webpages are collected from PhishTank and
OpenPhish, which are widely used as data sources in previous phishing webpage
detection researches. For normal web pages, we build a crawler that treats Tran-
coTop1M as the start point. Our crawler pays special attention to the login pages
in normal web pages since these pages are the common impersonate target.

Dataset Construction. Most existing phishing detection researches use bal-
anced datasets, in which the number of phishing and normal samples are nearly
equal. However, these datasets can’t reliably evaluate the phishing detection
methods in the real world where the number of phishing web pages is signifi-
cantly less than normal web pages. In this work, we build a highly unbalanced
dataset to simulate the real scenario. We divide the dataset into three parts:
training set, validation set, and test set. To evaluate the ability of our proposed
method to detect unknown phishing web pages, we adopt the group split method
that divides the dataset according to the domain of each sample to ensure that
samples of the same domain will not appear in the training set and test set at
the same time. Table 1 shows the statistics of the final dataset.
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Table 1. The statistics of the dataset.

Class Train Validation Test All

Phishing 132 38 137 307

Benign 7306 1822 5953 15081

All 7438 1860 6090 15388

Table 2. Phishing web page detection performance comparison.

Type Method AUC-ROC AUC-PR F1 Precision Recall Accuracy

Classification SVM 0.8104 0.2472 0.3260 0.3237 0.3284 0.9694

RNN 0.8170 0.2835 0.4014 0.3877 0.4160 0.9720

Anomaly detection OC-SVM 0.8657 0.1980 0.1189 0.064 0.8102 0.7298

PCA 0.7291 0.0625 0.1203 0.070 0.4233 0.8607

IsolationForest 0.8337 0.1950 0.1883 0.1120 0.5912 0.8853

Our method 0.8788 0.4745 0.5044 0.6404 0.4160 0.9816

3.2 Performance Metric

Due to the highly imbalanced nature of the dataset, it’s not appropriate to
use accuracy alone as the metric. Instead, we report multiple metrics, including
AUC-ROC, AUC-PR, F1, Precision, Recall, and Accuracy. F1 and accuracy
require a previously specified classification threshold. AUC-ROC and AUC-PR
are thresholds-invariant metrics that aggregate the performance of the model
across all possible thresholds. Among them, AUC-PR is considered the most
important metric in our experiments since it focuses on the anomaly class.

3.3 Compared Methods

The competing methods can be grouped into two categories: supervised
classification-based methods and anomaly detection-based methods.

The first group of methods is supervised classification-based methods.

– Manual features+SVM: Das et al. [4] extracts several features for phishing
web page detection and utilizes the support vector machine (SVM) to perform
classification.

– HTMLPhish: HTMLPhish [10] is the state-of-the-art supervised deep
learning-based phishing HTML detection method that combines a character-
level CNN and a word-level CNN into an end-to-end classifier.

The second group of methods is anomaly detection-based methods. We
extract features as Das et al. [4] and utilize these anomaly detection methods to
perform phishing web page detection.

– One-Class SVM (OC-SVM): OC-SVM [13] is a classic anomaly detection
method.
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– IsolationForest: IsolationForest [8] is the state-of-the-art anomaly detection
method before the decade of deep learning.

– Deep Support Vector Data Description (Deep SVDD): Deep
SVDD [12] is the state-of-the-art deep learning-based anomaly detection
method.

3.4 Implementation Details

We implement the proposed method with PyTorch and run the experiments
on a GPU with 11GB memory. The hyperparameters of our model include the
embedding dimension, the hidden layer dimension, and the size of the reference
set. We adjust these hyperparameters based on the performance of the model on
the validation set. Both the embedding dimension and the hidden layer dimen-
sion are set to 64, the size of the reference set is set to 5. We use Adam as
the optimizer with a learning rate of 0.01. When the loss stops decreasing for
3 consecutive epochs, we reduce the learning rate to 0.001 and then learn until
the loss stops falling for another 3 consecutive rounds.

3.5 Performance Comparison

In this section, we compare our proposed method with other state-of-the-art
phishing webpage detection methods. There are two major questions we aim to
address:

– Is our method more accurate than the unsupervised anomaly detection-based
methods?

– Is our method more accurate than the supervised deep learning-based
method?

The performance of our proposed method and five competing methods are
shown in Table 2. Our method outperforms other methods by a large margin in
terms of all metrics except recall. Although IsolationForest achieves better recall
than our method, its precision is significantly lower. The better performance of
our method comparing with the supervised classification-based methods demon-
strates that our semi-supervised anomaly detection approach can utilize the
labeled training data more effectively. Also notice that the unsupervised anomaly
detection-based methods have significantly worse detection accuracy than super-
vised classification-based methods, but our method achieves better performance
than supervised methods.

4 Related Work

The method we proposed is conceptually related to previous phishing web page
detection methods, and anomaly detection methods.
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4.1 Traditional Phishing Web Page Detection

Traditional phishing web page detection methods can be broadly divided into
three categories.

The first group is rule-based approaches. The blacklist/whitelist methods rely
on a constantly maintained list of known phishing web pages [2]. The heuristic-
based approaches [11] rely on experts designed rules to detect phishing web
pages. These approaches are simple, precise, and fast, but have low recall and
cannot detect zero-day phishing attacks[14].

The second group is visual similarity-based approaches [3,9], which detect
phishing web pages by examining the visual similarity between phishing web
pages and well-known non-phishing web pages. These methods can detect zero-
day phishing web pages, but at cost of high computation. Besides, they can only
detect the phishing web pages that impersonate well-known targets.

The final group is machine learning-based approaches [15,18,19] . These
methods typically rely on features designed by experts [1,4,5] and classification
algorithms such as SVM. This group of methods can detect zero-day phishing
attacks, but the performance is limited by the expressive power of manually
designed features.

4.2 Deep Learning Based Phishing Web Page Detection

Recently, with the advancement of deep learning, several phishing web page
detection methods based on deep text classification models have been proposed.

Wang et al. [16] proposed PDRCNN, an improved deep learning phishing
web page detection method that uses URL as input only. Their method treats
URL as sequences of characters and utilize a fused neural network architecture
that combines recurrent neural network and convolutional neural network.

Huang et al. [6] proposed to use attention-based hierarchical RNN to improve
the phishing detection accuracy. Their method also uses URL as input only, but
their hierarchical RNN structure learns the features from both character level
and word level. The Attention mechanism was adopted to let the neural network
focus on the important area of the URL.

Recently, Opara et al. [10] made the first attempt to apply the deep learning
method to HTML input. They combined the character-level CNN and word-
level CNN to improve the detection accuracy. They achieved significant improve-
ment compared to traditional machine learning-based approaches. However, they
ignore the inherent structure information of HTML, and CNN has difficulties in
capturing long-range semantics in HTML.

4.3 Anomaly Detection

OC-SVM [13] conduct anomaly detection by learning an optimal hyper-plane
that separates the normal samples from the origin. IsolationForest [8] utilizes
the random forest to conduct anomaly detection. Anomalies tend to have a short
path in the partitioning tree. Deep SVDD [12] is one of the first works in deep
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anomaly detection. It utilizes neural networks to learn the feature representation
that transforms the normal samples into a small hypersphere.

5 Conclusions

We have presented our semi-supervised deep anomaly detection approach for
phishing web detection. Our method combined the strength of feature learn-
ing from deep learning with the ability to detect novel phishing samples from
anomaly detection. The experimental results demonstrate that our approach
achieves better performance than existing deep learning-based and anomaly
detection-based phishing webpage detection methods.
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