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Abstract. A user who achieves covert communication by embedding secret infor-
mation in the original image is called steganographer. Steganographer detection
determines which user sent a secured image with a secret message. Existing
steganographer detection algorithms take gray images as the main research con-
tent. To better adapt to the reality, we propose a WiserNet-based steganograph
detection algorithm for the characteristics of BMP color images, and the process
is divided into the following three steps: feature extraction through each channel
convolution structure, prevent the conventional convolution structure destroy the
correlation between the color image channel operation, reduce the number of the
extraction of feature dimension. The use of a per-channel convolution structure
makes it easier to extract color image features, and the low-dimensional fea-
ture vector reduces the time required for subsequent clustering algorithms, which
improves the efficiency of steganographer detection. Simulation experiments are
conducted for the classification of feature extractors, detection of different stegano-
graphic rates, and detection of different image scales. First, the steganalysis binary
classification results of this algorithm are compared with similar algorithms, and
the classification accuracy is 84.90% when the steganalysis rate is 0.4 BPC, which
is 1.11% higher than Ye-Net and 0.83% higher than Xu-ResNet. Since there is
very little published research on steganography detection of color images, four
feature extractors, Ye-Net, Xu-ResNet, SRNet, and WiserNet, will be used in this
experiment to replace the WiserNet-100 feature extractor in the steganography
detection algorithm. The results show that the detection accuracy of the algorithm
proposed in this paper reaches 93% when the embedding rate is 0.2 BPC, and
the detection accuracy reaches 100% when the embedding rate is greater than 0.2
BPC. The steganographic detection accuracy reaches 84% when the graph scale
is 60% and the steganographic rate is 0.2 BPC. In terms of detection time, the
WNCISD-100 is 7.79 s, which is 50% less time-consuming compared to SRSD.
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1 Introduction

Multimedia, such as texts, images, audio, and video, is considered to be one of the most
effective mediums of communication and information sharing [1]. Image steganography
ensures secret communication by embedding secret information in ordinary images [2,
3]. The most commonly used steganographic medium is the digital image [4]. As opposed
to image steganography, image steganalysis is the art of revealing the secret information
that is hidden by the steganographer in the images.

Currently, most image steganalysis techniques follow the pattern of separating sus-
picious images into overlay images or steganographic images. This problem is known
as the steganographer detection problem. With the large amount of image data gener-
ated by social media and the development of steganographic algorithms, some users
attempt to deliver secret information by image steganography through innocent users
of social networks [5—7]. The detection performance of traditional image steganalysis
can be significantly degraded. The effect of information theft forensics is not evident.
Therefore, an increasing number of scholars have shifted the focus of image security
detection from image steganalysis to locating the user who first sent the data carrying
the hidden image, i.e., the steganographer, or criminals [§—10]. How to locate those
users who send digital steganographic images carrying the hidden message and identify
the steganographer from many common users is a major challenge for steganographer
detection. Steganographer detection can effectively detect illegal users and avoid infor-
mation being stolen,which we believe will play a key role in many important multimedia
security applications in the future.

Steganographer detection aims to locate criminals among a large number of innocent
users who may be carrying secret information using the steganography technique. The
difficulty of this task is in the collection of useful evidence, that is, to detect secret
messages generated by an unknown steganography method and the payloads embedded
in suspicious images and to identify criminals based on the image features. Existing
steganalysis methods are algorithms that rely on the binary classification of known
data sets and payloads. And the detection performance decreases significantly in the
case of unknown payloads. In the inference phase, the learned model is used to extract
discriminative features, thus capturing the differences between illegal and innocent users.
A series of experimental results show that the method performs well in both the spatial
and the frequency domains even with low embedded payloads. The method has good
robustness and offers the possibility to solve the payload mismatch problem.

In this paper, deep learning-based steganographer detection is studied for color
images, and the WiserNet(Wider Separate-Then-Reunion Network) steganographer
detection method for color images is proposed. The main findings of the paper are
as follow:

This is the first study on BMP color image steganographer detection. The experi-
mental results show that the model can identify the steganographer accurately in terms
of various steganography rates.

In this paper, we introduce DBSCAN (Density-Based Spatial Clustering of Appli-
cations with Noise) for steganographer detection after feature extraction, which can
effectively identify users with different steganography image ratios. The simulation and
experiment show that this method has fair good robustness.
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The proposed method is validated by simulation and experiments taking on a standard
dataset, showing that our method achieves alow detection error rate on the spatial domain.

The rest of the paper is organized as follows: In Sect. 2, we give a detailed overview of
the current framework of grayscale graph steganographer detection methods. In Sect. 3,
we describe the proposed WiserNet-based color images steganographer detection frame-
work in detail. In Sect. 4, we perform a series of comprehensive experiments to verify
the performance of our proposed method. In Sect. 5, we summarize our proposed work
and outline future work.

2 Related Work

This section will give a brief overview of the latest results on grayscale graph steganogra-
pher detection. So far, steganographer detection on color images has not been developed.
Therefore, we introduce the steganographer approach based on BMP color images.

2.1 Color Images Steganalysis

The main battlefield for information hiding in spatial domain images is on grayscale
images. However, the confrontation between color image steganography algorithms
and color image steganalysis algorithms has also received increasing attention from
researchers since most images in real life come with color. The mainstream grayscale
image steganography algorithms, including the well-known S-UNIWARD [11], HILL
[12], and MiPOD [13], employ the so-called minimizing additive embedding distortion
framework. Later, Denemark and Fridrich [14] and Li [15] went a step further from
additive distortion algorithms and constructed effective non-additive distortion algo-
rithms to embed images using the correlation between adjacent pixels. Among them, Li
[16] proposed the CMD(Clustering Modification Directions) steganography algorithm
to achieve excellent steganography performance.

To illustrate, grayscale image steganography algorithms (such as S-UNIWARD and
HILL) can be directly applied to color images. This is usually done by treating each
color channel as separate grayscale images and embedding secret information into each
color channel separately. The general practice is to embed bits of secret information
independently into each color channel by treating each color channel as a separate
grayscale image.

Subsequently, inspired by the CMD steganography algorithm, Tang [17] proposed
a non-additive steganography algorithm for color images, CMD-C. The CMD-C color
images steganography algorithm preserves not only the correlation of pixels within each
color channel, but also the correlation between the three color channels, and uses these
correlations for embedding. Therefore, the performance of resisting the steganalysis
algorithms for color images is even better and obtains good color image steganography
performance.

The currently dominant steganalysis algorithms are steganalysis detectors built using
rich models with multi-dimensional features [18] and integrated classifiers [19]. A sep-
aration, followed by aggregation network, was proposed in the paper about WiserNet.
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The authors considered the weighted summation operation in the conventional convo-
lutional structure, i.e., the process of forming a linear combination of the input color
channels, as a “linear complicity attack” [20]. It retained the strongly correlated content
while weakening the irrelevant noise in the input, which was more favorable for the
determination of the steganalysis results.

2.2 Steganographer Detection

Currently, far too little attention has been paid to the task of steganographer detec-
tion, which can be divided into two main categories based on the way of detecting
the steganographer: steganographer detection based on clustering and steganographer
detection based on anomaly detection.

In 2011, Ker et al. [21] first transformed steganographer detection into a cluster-
ing problem study. They first extract 274-dimensional PEV features for each image
of the user, which was composed of 193-dimensional DCT coefficient features and
81-dimensional calibrated Markov features.

Subsequently, based on the extracted PEV features, Ker et al. used the
MMD(maximum mean discrepancy) to calculate the distance between feature sets for
each pair of users as a similarity metric between users. Finally, an aggregated hierar-
chical classification algorithm based on the similarity metric was used to distinguish
steganographers from the many non-steganographer.

In 2012 and 2014, Ker et al. [22, 23] further improved their work by defining a
steganographer as an anomaly among the communicating users and proposed to identify
the steganographer using anomaly detection methods. Unlike the previous work, they
used the method of local anomaly factor [24] to calculate the anomaly degree value of
each user and rank them, and the user with the highest anomaly value would be identified
as the steganographer.

In 2018 and 2019, after calculating the MMD distance of every two users, Zheng
used the conjoint hierarchical clustering algorithm to detect the steganographer, and
combined objects by establishing a hierarchical tree. Finally, all non-steganographer
were grouped into one class, while the steganographers were separately classified into
one class [20]. In 2019, Zheng enhanced feature extraction by multi-scale embedding
and then selected the steganographer by Gaussian voting [27]. In 2020, Zheng detects
steganographers based on LOF (local outlier factor) and selective strategy [28].

3 Method

The proposed framework for steganographer detection based on BMP color images is
shown in Fig. 1. The framework mainly consists of three parts. In the first step, each
color images of each user are extracted with a special cross using the trained WiserNet;
second, based on the extracted feature vectors, the steganographic images and non-
steganographic images are classified using the DBSCAN clustering method; in the third
step, the steganographer is detected using the ranking determination method. Unlike the
existing grayscale graph-based steganographic detection framework, the steganographer
detection algorithm proposed here is further optimized based on WiserNet in the feature
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extraction step to cut the number of feature vectors to 100, which reduces the time
consumption of clustering computation. The proposed method will be introduced in
detail in the subsequent sections.
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Fig. 1. Color image steganographer detection framework based on WiserNet.

3.1 Feature Extraction

The main object of this paper is true-color images, and we consider only the RGB true-
color model, given a color image X of size M x N. It contains three color channels,
namely, the red R channel, the green G channel, and the blue B channel. In this section,
we do not consider the specific features of each color.

Thus, X can be expressed without loss of generality as {X;, X», X3}, where X; =
(Xipg)M x N, Xj,pq € {0,1,--+,255},1 <i<3,1 <p <M, 1=<q =< N.In this paper, the
feature extraction of color images is based on WiserNet. The first part of this network
takes depthwise convolution, in which each input channel is convolved with a matrix
of 30 convolution kernels to obtain the corresponding 30 independent output channels
with 3 input channels and 30 convolution kernels, and 90 output feature maps will be
obtained after passing the depthwise convolution structure. The second part performs
the regular convolutional layer operation, which contains the BN (batch normalization)
layer, ReLU (rectified linear unit) layer, and average pooling layer. The input feature
image size of the regular convolution layer is reduced to 256 * 256, 128 * 128, and
32 * 32 in that order. The third part performs the pooling layer for processing, and the
feature vector dimension is reduced by four times of fully connected network, that is,
in descending order to 800, 400, 200, and 100. The final output is a 100-dimensional
feature vector (Fig. 2).

3.2 DBSCAN Clustering Sorting to Detect Steganographer

After feature extraction to obtain a 100-dimensional feature vector, we take the DBSCAN
algorithm based on density clustering to detect steganographer. Unlike the KMeans
algorithm, This method does not require determining the number of clusters, but rather
inferring the number of clusters based on the data, and can generate clusters for arbitrary
shapes. DBSCAN is one of the classes that achieve the final clustering by the set of
samples connected by the maximum density derived from the density reachability rela-
tion. The parameter (e, MinPts) is used to describe the closeness of the neighborhood
sample distribution. Where € describes the neighborhood distance threshold of a sample
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Fig. 2. Feature extraction framework based on WiserNet.
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and MinPts describes the threshold of the number of samples in the neighborhood of
a sample with distance. There can be one or more core objects inside the clusters of
DBSCAN. If there is only one core object, all other non-core object samples in the clus-
ter are in the e-neighborhood of this core object; if there are multiple core objects, there
must be one other core object in the e-neighborhood of any one core object in the cluster,
otherwise, these two core objects cannot be density reachable. The set of all samples in
the e-neighborhood of these core objects forms a DBSCAN clustering cluster.

4 Experiments

4.1 Data Set and Experimental Setup

All experiments in this paper were conducted on the BossBase (v1.01) dataset. Following
the data set generation process used in the article [24], we obtained the BossBMP data set
from 10,000 full-resolution original images of BossBase through subsampling operation.
BossBase dataset was also used in all experiments in this paper. In this chapter,
the dataset generation process in the article [29] is used as a reference, and the original
DNR format image is decontaminated using UFRaw software. The BMP format image is
obtained by subsampling using ImageMagick, and then it is centered and cropped to 512
x 512 to obtain the BossBMP dataset. In the following illustration, the advanced CMD-
C-Hill color image steganography algorithm is selected as the detection object, and the
load is set to 0.1, 0.2, 0.3, 0.4, and 0.5 BPC (bits per color channel) for steganography
operation, so as to obtain the carryover image corresponding to the carrier image.

4.2 Evaluation of the Effectiveness of Feature Extraction Methods

The proposed color image steganographer detection in this paper consists of two main
parts, of which feature extraction based on WiserNet is the most critical technique.
Therefore the effectiveness of the proposed feature extraction method for the steganalysis
task is first tested before the performance evaluation of the steganographer detection task.
Since the compared methods are based on the binary classification training models of
steganograms and non-steganograms, in hopes of a fair comparison, the experiment
processes the 100-dimensional features for binary classification results and compares
them with the classical Ye’s model, Xu’s model, and SRNet networks (Tables 1 and 2).
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Table 1. Performance evaluation parameters of feature extraction network.

Accuracy Precision Recall F1

84.90% 82.04% 84.65% 82.80%

Table 2. Comparison of the performance and feature latitude of different color images steganog-
raphy analysis methods.

Method Classification precision (%) Dimensional feature
Ye-Net [30] 83.79 144
Xu-Resnet [26] 84.97 128
SRNet [31] 87.06 512
WiserNet [34] 86.42 200
WiserNet-100 84.90 100

What stands out in the above tables is the marked improvement in the precision
of our WiserNet-100 feature extraction network based on WiserNet. There is a 1.11%
performance improvement compared with Ye-Net and equal to Xu-Resnet. It is also
worth mentioning that there is a slight decrease in precision compared with the SRNet
network, but SRNet outputs 512 feature latitude and WiserNet-100 has only 100 feature
latitude. In specific scenarios, WiserNet-100 may reduce the time consumption of the
whole experiment owing to the reduced latitude.

4.3 Effectiveness of Steganographer Detection

In practice, the steganographer may use different embedding rates to embed different
hidden information in different images. Therefore, in our experiments, Ye-Net, Xu-
Resnet, and SRNet are used as control groups for comparison regarding embedding rate.

Steganographer Detection Precision

100

O - — -
0.2 0.3 0.4 0.5

0.05 0.1

B WDSD-100 m WDSD-100 YeSD XuSD mSRSD

Fig. 3. Performance comparison of different steganographer detection methods with different
embedding rates in the same steganography
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The tested embedding probabilities contain 0.05, 0.1, 0.2, 0.3, 0.4, and 0.5. The above
steganography algorithms use CMD-C-HILL to control the variables uniformly.

As can be seen from Fig. 3, the improved WiserNet-100 in this chapter has similar
accuracy to the original WiserNet-200 in terms of Steganography analysis and detection.
At 0.1 BPC, the detection accuracy of the improved WiserNet-100 is the same as that of
WiserNet-200, and slightly higher than that of SRSD. At0.2 BPC, the proposed detection
algorithm maintains high accuracy, which is higher than traditional YESD and XUSD.
After 0.3BPC, the detection rate of all the five detection algorithms reaches 100%.

Table 3. Comparison of the time consumption of different color image steganographer analysis
methods

Method Dimensional feature Time(S)
Ye-Net 144 9.62
Xu-Resnet 128 9.10
SRNet 512 16.41
WiserNet 200 10.74
WiserNet-100 100 7.79

As can be seen from Table 3, when the performance of WiserNet-100 is the same as
that of WiserNet-200, WiserNet-100 has a 2.95 s improvement in time consumption. The
maximum detection time for SRSD with a higher feature dimension is 16.41Ss, which
decreases as the feature dimension decreases. However, the detection time of WNCISD-
100is only 7.79S. In comparison, the time consumption is reduced to 50%. The reason for
the similar accuracy of steganographer detection despite the difference in classification
accuracy is that the experiments assume that there is only one steganographer, and the
final identification of steganographers is done by tag sorting. Therefore, even though
there is some difference in classification accuracy, a relatively high detection accuracy
can still be achieved. Overall, the steganographer detection algorithm proposed in this
chapter has an ideal university in specific scenarios.

4.4 Validity Assessment with Different User Graph Percentages

So far, all the above experiments are based on 100 users with 10 graphs each, of which 99
users with all cover images and the images of the steganographer are all steganographs,
However, in practical life, it is likely that there is a user who sends a hidden message in
the form of multiple messages and only a few steganographs at a time. Therefore, this
experiment focuses on the percentage of steganographer who do not use steganography.
The following results are obtained by repeating the experiment 100 times.

As can be seen from Fig. 4, the detection accuracy reaches 100% when the BPC is
0.5 and the figure share is greater than or equal to 40%; the detection accuracy reaches
89% when the BPC is 0.4 and the share is greater than or equal to 40% and reaches
100% detection when the figure share is 80%; the detection accuracy increases with the
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Fig. 4. WDSD performance comparison at different graph occupancy ratios and steganography
rates.

increasing figure share and BPC. The performance is average when the BPC is 0.1, which
is related to the low steganography rate resulting in the inconspicuous feature extraction.
When the graph occupancy ratio is greater than or equal to 40%. The framework performs
well in terms of detection performance.

5 Conclusion

This paper proposes a novel BMP color image steganographer detection method based
on WiserNet. The first step is to extract the feature vectors of images from the WiserNet
deep learning model through all three channels of BMP color images. The second step
is to perform DBSCAN density clustering based on the extracted image feature vectors.
The third step is to sort the clustering results and identify the steganographer.

Under the condition of the same detection accuracy, at present, relevant literature
and case studies on color images are scarce. We use SRNET network with better feature
extraction effect to carry out steganographer detection, which consumes 16.41 s. The
algorithm proposed in this paper consumes 7.79 s, which reduces the time by half. In
addition. This paper also verifies the performance of this method in complex realistic
environments such as different embedding rates and different proportions of graphs, and
the experiments show that this method achieves impressive performance in all the above
cases.

In the future, the proposed color image steganographer detection will be applied to
other image types, such as JPEG, so as to expand its application range.
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