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Abstract. In recent years, several blockchain-based access control mod-
els have been emerged to give individuals control over their sensitive
Electronic Medical Records (EMRs) in the healthcare sector. From our
extensive literature review, we observe that currently, these models have
no provision of prioritising the emergency transactions. This critically
affects the quick and streamline sharing of EMRs in a multi-domain net-
work environment. Further, it restricts the optimal usage of blockchain
network affecting scalability. Sharding has arisen as a viable option for
addressing the issue of blockchain’s scalability and performance. Moti-
vated from this, in this paper, we first propose prioritised sharding (P-
sharding), a novel mechanism to streamline the processing of priority
or emergency transactions in blockchain-based access control models
by improving the throughput of each prioritised shard, in the context
of multi-domain healthcare networks. Finally, the performance of the
model is verified, validated, and also compared with the existing shard-
ing mechanism. The obtained results are promising and encourage to
further sparkle this direction.

Keywords: Blockchain-based access model · Electronic medical
records · Healthcare · Priority transactions · Scalability · Sharding

1 Introduction

Blockchain technology is defined as a peer-to-peer decentralised network having
distributed ledger of transactions. The network of nodes validates the trans-
actions using cryptography means solving a mathematical puzzle via mining.
With its secure features, blockchain has found many applications in various sec-
tors ranging from financial services, supply chain, insurance to healthcare. Our
research primarily focuses on the healthcare domain. There exists highly sensi-
tive Electronic Medical Records (EMRs) need to securely access and streamline
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sharing among healthcare professionals working in multi-domain healthcare facil-
ities. EMRs are conventionally recorded in cloud-based health repositories, with
the strategic initiatives of data sharing across different registries. However, it
constitutes a very high privacy risk of a security breach to occur posing a major
challenge for the digital trust in e-Health where storing, accessing, and exchang-
ing sensitive patient-related data must comply with several regulations, while
remaining accessible to authorized health practitioners [1]. Cloud-based access
control models [2,3] validate the access right through a centralized entity suffer
a single point of failure.

Healthcare is one of the domains with the biggest investment in blockchain
technology due to its secure transaction processing to transfer sensitive EMR.
Decentralised blockchain technology provides a solution to make the medical
data secure, achieves patient-eccentricity, and makes it accessible across the
health departments. In recent years, many blockchain-based access control mech-
anisms have been proposed for EMRs. All these models rule out the validation
of access rights by a centralised server. An architecture for scalable access man-
agement has been proposed in Internet of Things (IoT) context [4]. Some other
methodologies for managing medical records have been proposed in [5] and [6]
using smart contracts [7] considering the issue of interoperability and making
their system more compatible. In [8], the authors have developed an access con-
trol framework based on smart contract, which is built on the top of distributed
ledger, to secure the sharing of EMRs among different entities involved in the
smart healthcare system.

However, during our study, we identified that among healthcare data, not
all are of equal importance, they have different service requirements on the
blockchain-based access model. Emergency EMRs need to get processed faster as
per their priority in the access control mechanism which the current blockchain
is not fully capable to do unless for high transaction fees. In existing blockchain
systems, all the transactions are considered evenly and processed as First-In-
First-Out (FIFO) invariant of the type of consensus used. We believe that a) it
does not only restricts the optimal usage of blockchain’s capacity but also selfish
(malicious) validators can flood the network with less important transactions
preventing emergency transactions from being processed in a timely manner, b)
without prioritising the emergency transactions, fatal loss incurs to the patients
and hospitals as it hinders the real-time access of patient’s EMR in Emergency
Medical Services (EMS), c) finally, to optimize OPEX and CAPEX, EMS have
to consider the prioritised transactions prior than the regular ones. Some early
attempts have been made by [9,10] to analyse the performance of blockchains in
the context of scalability without the provision of transaction prioritisation.

To the best of our knowledge, none of the existing blockchain-based access
models have the provision of prioritising the emergency transactions which even-
tually restrict them to get scaled [11,12]. Since existing blockchain platforms like
Bitcoin [13], and Ethereum [14] only process limited rate of transactions per sec-
ond (tps) in FIFO manner leading to the increased overall latency. It takes longer
time for emergency transactions to get fetched from the memory pool because
there is no provision for prioritized scheduling. Hence it cannot be immediately



244 A. Saini et al.

applied to the healthcare system in its present state. It is of utmost importance to
tackle these challenges before commercially integrating blockchain-based access
control into the healthcare system. A blockchain-based healthcare system can
be optimized in terms of scalability in the following ways to handle a growing
number of EMR transactions, a) reducing the communication and computation
overhead; b) adding resources to a single node, i.e., vertical scaling; and c) adding
more nodes to the blockchain, i.e., horizontal scaling, which include the concept
of sharding.

In order to add this provision, we are among the early ones to propose a
novel mechanism named priority sharding (P-sharding), fundamentally based
on the sharding principle, to prioritise the processing of emergency transactions
by applying tags to EMR transactions in blockchain-based access control models.
The key idea behind P-sharding is to automatically divide the available computa-
tional resources into smaller groups or committees, each processing a prioritised
sharded block containing a set of emergency EMRs. The major contribution of P-
sharding is to process the transactions faster and alleviate the scalability issues.
In sharding [15], data is broken into different shards and instead of all nodes ver-
ifying the entire data individually, they verify one shard each side-by-side. The
amount of time is saved exponentially through sharding [16]. In this paper, we
have applied prioritised sharding on Ethereum-based permissioned blockchain1.
We take advantage of sharding concept and with our analysis, we observe that
the prioritisation of transactions directly impacts the scalability of the system.
Hence, our model of P-sharding prioritises the emergency transactions and pro-
cesses them faster contributing to the development of a streamlined and scalable
system. The main contributions of our paper are highlighted as follows.

1. We propose the first-ever novel approach of prioritisation in sharded
blockchain to process emergency transactions faster as per their priority. This
improves the processing rate of prioritised emergency transactions drastically.

2. We simulate our proposed approach through permissioned blockchain in a
controlled environment. Evaluation results signify that our model is scalable
and efficient to achieve priority-based weighted fair queuing using a proba-
bilistic approach.

3. We identify a significant use-case of the above contribution in the healthcare
sector to have scalable and efficient blockchain-based access control.

The remaining of this paper is organized as follows. Section 2 gives an
overview of the related works. In Sect. 3, we introduce our proposed P-sharding
model and provide the details. In Sect. 4, the implementation and performance
analysis are given. Finally, this paper is concluded in Sect. 5 and provides further
discussion.

1 https://github.com/ethereum/sharding.

https://github.com/ethereum/sharding
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2 Preliminaries

Before we provide in depth details of P-sharding, in this section we show a
typical behavior of blockchain-based access control models. We observe that
workflow of the majority of these models [4–8] is relatively the same. Based on
this observation, now we present a high-level generic blockchain-based access
control framework, as shown in Fig. 1.

Fig. 1. High level illustration of blockchain-based access control framework.

2.1 Blockchain-Based Access Control Mechanism

There are mainly four entities involved in the blockchain-based access control
models. Here, we discuss the functionality of each sub-module as below.

– Users with DApp. It is a decentralised web application used by front-end
users to render the blockchain-based access control application. It contains
peer decision makers, rules, and policies scripted in a specific language (Solid-
ity, Vyper etc.) about how the peers are allowed to access information [17].
The interface between users and DApp is mainly via JavaScript Application
Programming Interface (API) to establish communication with the blockchain
network. It contains a wallet that manages the cryptographic keys and keeps
a record of blockchain addresses. A user sends an access request through the
DApp. In DApps, users can directly send requests and access data without a
single server controlling it like in client-server model. Once the user has sent
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the request through DApp, it cannot be tampered or deleted. This leads to
secure and open governance. DApps offers various applications in healthcare,
financial sectors, gaming, supply chain etc.

– Blockchain network. After the user sends the access request, it is broad-
casted among each peer in the blockchain network. Then, the network of nodes
verifies the legitimacy of access requests based on a consensus mechanism.
The transactions are cryptographically signed and appended on the main
chain after the consensus. Blockchain consensus can be broadly classified into
Proof-based and Vote-based. Proof-based consensus are fully decentralised
and permissionless. They elect a leader by introducing a game approach to
propose a final block value. For example, cryptocurrencies like Bitcoin and
Ethereum utilise Proof of Work (PoW) consensus where miners with vary-
ing computational power compete against each other to solve a mathematical
puzzle to confirm transactions on the blockchain network, and the miner with
sufficient proof gets rewarded. Other such consensus are Proof of Stake (PoS)
[18], Delegated Proof of Stake (DPoS) [19], etc. They are hard to scale with
the growing number of nodes across the network [20]. While the vote-based
consensus are simpler than the proof-based as they achieve consensus based
on the round of votes. Byzantine fault-tolerant (BFT) consensus protocols are
among the vote-based consensus such as Practical Byzantine fault-tolerance
(PBFT) [21]. These consensus protocols have high performance but the degree
of decentralisation is low. Due to decentralised consensus, blockchain achieves
a great level of security. Blockchain network also famously called distributed
ledger technology (DLT) records and replicates the transactions across each
node. It provides ledger and smart contract or chain code services to vari-
ous applications. It records the provenance of a digital asset in a distributed,
shared, and immutable ledger. The blockchain network operates across a peer-
to-peer network of computers without a central authority or intermediary.

– Access control policies. Each peer in the system has a list of Access Con-
trol Policies (ACPs) constituting access agreements between the data owner
and data requester. In a blockchain-based system, the involved entities define
the access control policies in the smart contract and manage access. Smart
contract-based ACPs check any kind of misconduct, time of last request
(ToLR), etc. and grants access permission to the requester. It also revokes
access control in case of any misconduct. The smart contract-based access
policies are not only decentralised but also self-executable. It eliminates the
threat of any internal or external attack due to the SSL certificates located
at each node rather than using the traditional passwords. Multiple smart
contract-based access policies have been proposed for Internet of Things (IoT)
systems to achieve distributed and trustworthy access control [22].

– Data storage. As blockchain is a distributed system, data is stored in com-
puters or nodes across the whole network. Each of these nodes contains a
copy of the blockchain ledger. In blockchain-based access control, data can
be stored inside or outside the blockchain. Considering the limited block size
of the blockchain, some of the existing frameworks come up with the idea
of storing data in the cloud while their corresponding hash is packed into
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the blockchain. Various existing blockchain platforms have different ways of
storing data. For example, Ethereum stores the transaction data in trie only
when the transaction is confirmed. Corda [23] uses the concept of states to
store data rather than broadcasting to each peer, while Hyperledger [24] uses
LevelDB and CouchDB to store the state data. The whole process of data
storage can take anywhere ranging from few minutes to hours depending on
the congestion in the network.

The bottleneck in the existing [4–6] and our proposed smart contract-based
access control model [8] is the slower transaction processing rate for emergency
or priority EMR transactions due to the FIFO scheduling, despite having higher
importance. In next subsection, we will explain the issue of scalability in detail
to get an insight to understand and analyse the performance and scalability of
blockchain-based access models.

2.2 Scalability and Performance Issue

Blockchain networks such as Bitcoin avoid the double-spending problem through
the consensus protocols where each transaction is recorded and validated
by every node on the chain. This ensures transparency, data integrity, and
immutability in a decentralised blockchain environment. But, it restricts the
scalability as current blockchain systems can process only a few transactions per
second. It is mainly affected by key factors, i.e., block mining rate, transaction
processing, and waiting time of the transaction in the queue to get processed.
This needs to be addressed before blockchain is adopted in real-time systems
such as smart healthcare [4]. Blockchain network deals with the mining conges-
tion because of higher transaction generation rate than the transaction process-
ing rate, leading to a longer waiting time for the transaction to get mined. We
emphasis that none of the given access models have the provision to process
the prioritised transactions or access requests faster and they do not consider
the allocation of adequate resources (resource fairness). This factor is of utmost
importance and hence cannot be ignored in terms of increasing scalability [25]
or optimizing the blockchain network resources. Some of the solutions proposed
to address this challenge are a) Off-chain solutions, b) Directed Acyclic Graph
(DAG), c) Sharding.

1. Off-chain: This approach to tackle scalability in the blockchain network is to
store transaction-related data in the local nodes, which are often referred to
as off-chain [26]. These local nodes only send a summary or outcome of the
transactions to the main chain. Another such solution is creating a network
of micro-payment channels to instantly confirm a payment transaction [27].
Such off-chain solutions cannot guarantee the validity or legitimacy of off-
chain transactions. To tackle that, often validator nodes are introduced to
endorse the transactions but still, the validity is compromised due to the
centralisation.
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2. Directed Acyclic Graph: Another approach is to design blockchain as Directed
Acyclic Graph (DAG) network [28,29], where each transaction is linked to
multiple transactions rather than the blocks. Theoretically, the higher, the
volume of transactions, the faster a DAG network can validate them.

3. Sharding: Sharding has been extensively explored in the distributed database
systems to alleviate scalability and performance. Database sharding refers
to the horizontal partitioning that splits large databases into smaller chunks
called shards across multiple servers.

To address scalability problems in conventional blockchain, many blockchain
sharding protocols have been introduced. In the standard blockchain sharding,
the entire blockchain’s state is broken into shards that contain their indepen-
dent history of state and transaction. Omniledger is among the earliest work
conducted to achieve high Visa-level performance in distributed ledgers through
parallel intra-shard transaction processing [30]. It introduces a cross-shard pro-
tocol to handle transactions affecting multiple shards. Optchain [31] seeks to
enhance the placement of transactions in order to minimize the adverse effect of
cross-shard transactions on the efficiency of existing sharding proposals. It has
implemented the temporal fitness score to measure the probability of transaction
should be placed into the shard without causing further cross-shard transac-
tions. However, these sharding techniques enhance scalability by compromising
the very core properties of blockchain i.e. decentralisation. Spontaneous sharding
has been suggested as a solution where transactions are sharded by the nature
of the value transfer system [32]. With each value, a proof is associated that
grows with the number of nodes passing. Hence, to keep the transmission costs
low, nodes would prefer to keep the transaction in smaller shards than the entire
network. It does, however, bring out the downside of low storage capacity.

3 P-sharding: Proposed Framework

In this section, we propose and discuss our novel framework to prioritise and effi-
ciently process emergency transactions in blockchain-based access control mech-
anisms in smart healthcare. We name this model P-sharding and explain it as
follows in detail.

Our proposed model of P-sharding introduces the priority in the sharding
mechanism proposed by Ethereum. In this methodology, the transaction is split
up among smaller groups of nodes based on the prioritised data, to get vali-
dated. Using the assumption that only trauma and emergency departments of
any hospital can put priority tag to the EMR transactions. And the emergency
EMR transactions get accumulated in the memory pool. The idea behind the
P-sharding is illustrated in Fig. 2. The detailed step-wise workflow sequence is
given below.

1. Transactions are grouped in the memory pool as they arrive in the system.
In every mining iteration, the blockchain is divided into shards. The number
of shards which is the length of the transaction array is divided according to



P-sharding: Streamline Emergency Medical Transactions 249

two factors: (a) the transactions load and (b) the number of validators in the
network. Then the transactions are randomly divided among all the shards
and get collected into their respective sub-block. Each of the shards has its
own ledger. These shards process and store a disjoint set of transactions.
Validator nodes are randomly assigned to each shard.

2. The transactions with priority are then chosen from the sub-block based on
their priority tag. The tag with 0 indicates a non-priority transaction, while 1
represents a transaction of priority. In our proposed model, the transactions
are then sequenced as per the priority and held in the respective priority and
non-priority mining queues based on FIFO.

3. After sequencing, the randomly selected validators in the network verify the
prioritised transactions by allocating their resources prior to the non-priority
transactions.

4. Finally, the verified block is generated and added into the sharded blockchain.

Fig. 2. Proposed P-sharding model.

Since the sharded blockchain has multiple shards, these emergency transac-
tions spend least amount of time to fetch from the memory pool. This results in
faster transaction processing and helps in the development of an efficient access
control mechanism. Table 1 depicts the structure of the proposed P-shard in
which a transaction group is divided into two parts: a) transaction group header
and b) transaction group body. The transaction group header is further divided
into two sections. The left section is as follows:
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– Shard ID. Every transaction specifies the ID of the shard it belongs to.
– Pre-state root. It represents the state of the root of the shard before the

transaction is registered.
– Priority score. It is the total count of priority transactions in a block. Our

aim of adding a priority score is to reduce the response time and maintain
the service quality for the priority transactions.

– Post-state root. It shows the state of the root of the shard after the registration
of transactions.

– Receipt root. It is generated after all the transactions in the shard are regis-
tered. It facilitates the cross shard-communication.

While the right part of the transaction group header consists of random
validators. They are randomly chosen and responsible to verify the transactions
in the shard. And transaction group payload has all the transaction IDs in the
shard itself. Each transaction has a field of priority tag of 0 or 1 that represents
its non-priority and priority state respectively.

Table 1. Structure of P-shard.

Transaction group header
Shard ID: 23
Pre state root: 142c3dfg
Priority score: 6
Post state root: 567819ab
Receipt root: ca4567f7

<sig #3256>
<sig #7089>
<sig #4351>
<sig #2356>
<sig #1254>

<sig #4672>
<sig #8796>
<sig #2317>
<sig #6451>
<sig #2478>

Transaction group payload
Tx a142; PriorityTag:1 Tx a674; PriorityTag:1 Tx a542; PriorityTag:1
Tx a231; PriorityTag:1 Tx a892; PriorityTag:1 Tx a902; PriorityTag:1
Tx a256; PriorityTag:0 Tx a353; PriorityTag:0 Tx a762; PriorityTag:0

Based on the queuing theory principle [33], the incoming shards follow Pois-
son distribution. Upon arrival, each shard is either in the priority queue with
a mean arrival rate of λp or in non-priority queue with λnp such that the total
rate is

λ = λp + λnp (1)

It is important to notice that the waiting time of the non-priority transactions
in the queue is longer than priority transactions, typically depends on the number
of transactions waiting to get processed in the priority queue ahead of non-
priority queue, such that

Wnq =
μ

μ − λ
Wpq (2)
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where μ is the average processing time of the validators, Wpq and Wnq are the
average waiting time of the transaction in the priority and non-priority queue
respectively. General equations for our model where priority transactions are
served at the rate μ1 and non-priority transactions are served at μ2 are as below:

QLpq =
λp

μ1
ρ̂
λp/λ + (λnp/λ)(μ2

1/μ2
2)

1− λp/μ1
(3)

QLnq =
λnp/μ1

1− λp/μ1
ρ̂
λp/λ + (λnp/λ)(μ2

1/μ2
2)

1− λp/μ1 − λnp/μ2
(4)

where QLpq and QLnq are respective mean queue lengths of prioritised and
non-prioritised queue. Total utilization or % system busy time is given by

ρ∗ =
λp

μ1
+

λnp

μ2
(5)

We should observe ρ∗ < ρ̂ if

λp

μ1
+

λnp

μ2
<

λ

μ1
=

λp + λnp

μ1
(6)

Both the priority and non-priority mining queues in our P-sharding model
preserve non-preemptive scheduling within due to the cases of conflict between
transactions of the same priority. The transaction that goes to the head of the
shard deemed valid and served first. Non-preemptive priority scheduling is time
saving also. Our system is based on the following assumptions.

– Priority and non-priority mining queues are kept of infinite buffer capacity (B)
to avoid transactions being discarded in order to maintain Quality-of-Service
(QoS).

– In our simulations, we keep all validators of the same capacity for fair play.
Although the above assumptions might not be realistic and we will work on
this in our future research as queuing is another research domain.

The process of sharding of prioritized blocks containing priority transactions
is explained in Algorithm 1.

4 Implementation and Performance Analysis

In this section, we present the implementation setup and analysis of our simu-
lated results.
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Algorithm 1. P-sharding: prioritised sharding
Input: Transactions (Tx), No of validators, Capacity of each shard, Minimum val-
idators per shard, Previous block hash, No. of transactions in memory pool, Current
state
Required: Queue capacity, Priority tag, Arrival rate of transactions (λp,λnp), Service
time (ts)
Output: Minedblocks == (MB), Priority score (PS), Departure time from queue (td)

1. Set PriorityTx Arrival rate→λp, Non-PriorityTx Arrival rate→λnp

2. Set Priority MiningQueue capacity→B, Set NonPriority MiningQueue
capacity→B

3. Set Validators← MT

4. Set Minimum validators per Sharded Block← MSB

5. Set Maximum Sharded Block← SMX

6. Current state← Cst

7. Memorypool← transactions(Tx), ServTime(ts)←Start
8. Current state← Cst++
9. AriTime← ta, priority tag← 1|| 0

10. If (Tx ←priority tag[1])
11. {
12. txp1,txp2,txp3. . . .txpn =:tx
13. Priority MiningQueue ←txp1,txp2,txp3. . . .txpn
14. }
15. else
16. {
17. txnp1,txnp2,txnp3. . . .txnpn =:tx
18. NonPriority MiningQueue← txnp1,txnp2,txnp3. . . .txnpn

19. }
20. ts←end
21. Result←(MB)new←txp1 + txp2 · · · + txpn · · · + txnpn,

PS = count(txp), DepTime(td) ← ta + ts

4.1 Simulation Setup

We simulate our model on Python in a controlled permissioned blockchain
environment. The study designed a blockchain scenario by creating multiple
Ethereum virtual nodes on each device with configuration of Lenovo ThinkCen-
tre, Intel(R)CoreTM i5-7500 CPU @3.40 GHz, Windows 10 Enterprise, 64-bit,
16 GB. It mainly aims to measure and compare the overhead of the existing
sharding approach [15] and our proposed prioritised sharding model.

Our model consists of a source station: transactions, one queuing station:
memory pool, a fork station: P-sharding, two sets of queues: priority mining
queue and non-priority mining queue, one join station, and a sink station: dis-
charge block as shown in Fig. 3. The arrival rate for the transactions source sta-
tion is generated randomly. The memory pool is modeled using M/M/1 where
the arrival of transactions is Poisson distributed, service time is exponentially
distributed, and the number of server is one. While on the other hand, mining
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pool is modeled as M/M/c since, in reality, several validators compete in parallel
to solve a single block of puzzle. The fork station named P-sharding splits the
transactions based on their priority tag. This station is used to achieve fast pro-
cessing and reduce the service time of transactions in the mining pool. This task
is synchronized and forwarded for processing in the priority and non-priority
mining queue respectively. After all these tasks are processed and completed,
they are joined again to dispatch the final blocks to the blockchain network.

Fig. 3. Simulation model for P-sharding.

4.2 Simulated Results

In this section, we present simulated results of our model and compare them
with the basic sharding model. We have utilized updated Ethereum2 actual
data parameters to carry out our simulations. The QoS performance metrics
with proposed P-sharding model and basic sharding are shown in Fig. 4 and 5
respectively and explained below.

– Mining queue count after sharding. These are the accumulated sharded trans-
actions that are waiting in queue to get mined.
• Priority mining queue count after sharding. Due to the probabilistic app-

roach, the priority mining queue has more priority transactions than the
non-priority mining queue. In Ethereum simulation, the average prior-
ity mining queue count comes out 0.5772, which improves significantly
as compared to the basic sharding where all transactions are considered
evenly irrespective of their priority as shown in Fig. 4(a), 5(a) respectively.

• Non-priority mining queue count after sharding. The average non-priority
mining queue count comes out to be 0.3837 in Fig. 4(a).

– Response time. It is the average mining time of a shard, or mining time of
both priority and non-priority mining queue which is almost the same with
negligible variations due to dynamic arrival and mining rates. In Ethereum,
both queues have an average of 0.0712(s) simulated mining rate with the
input or actual mining rate of 0.0714(s) shown in Fig. 4(b) which comes in
coherence with sharding results in Fig. 5(b).

2 https://etherscan.io/.

https://etherscan.io/
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– Throughput: The rate at which transactions depart from a mining queue, i.e.,
the number of transactions completed in a unit time depicted in Fig. 4(c).
• Priority mining queue throughput. Priority mining queue has higher

throughput. In other words, mining of a prioritised transaction is faster as
compared to non-priority mining queue. In Ethereum simulation, the aver-
age throughput in the priority mining queue is 7.9877 tps (refer Fig. 4(c))
which is faster than the basic sharding where all the transactions irre-
spective of their priority are treated the same as shown in Fig. 5(c).

• Non-priority mining queue throughput. The departure of transactions in
a non-priority mining queue is comparatively slower. In Ethereum sim-
ulation, the average throughput in non-priority mining queue is 5.3248
tps.

– Utilization. It can be defined as the percentage of time a station is used
(i.e., busy). It ranges from 0(0%), when the station is idle, to a maximum
of 1(100%), when the station is constantly busy mining transactions for the
entire simulation run. The utilization rate with single server S is U = lS and
subsequently, utilization with m number of servers is U = lS/m where l is
arrival rate.
• Priority mining queue utilization. In the priority mining queue, we set up

three servers (validator nodes) mining three sharded blocks simultane-
ously with utilization 1.86*10−3 less than 1 (Fig. 4(d)), which means the
priority mining queue is not fully occupied. Hence our system achieves
ρ∗ < ρ̂. In the basic sharding model, the system is congested due to a
high utilization rate (refer Fig. 5(d)).

To further validate our model, Table 2 shows the comparison between the
actual and simulated results of basic sharding and our P-sharding model. The
values indicate the significant improvement in the stated parameters with our
P-sharding model in comparison with the basic sharding model.

4.3 Performance Analysis

In this section, we evaluate the performance of our proposed P-sharding mech-
anism as shown in Fig. 6 and 7.

– Latency per number of shards. The latency (or average confirmation time)
of a transaction is measured by the time the transaction is sent until it is
committed to the blockchain. It is a significant factor in block propagation
time. A large number of confirmed sharded blocks will multiply this delay as
shown in Fig. 6(a). As the latency changes linearly with the increasing number
of shards and transaction rate. This shows that the two mining queues are
able to streamline the flow of transactions.
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Fig. 4. Simulation results of Ethereum real statistics with P-sharding.

Table 2. Comparison between the simulated results of sharding and proposed P-
sharding model.

Parameters Sharding P-sharding
Priority-mining
queue

Non-priority
mining queue

Mining queue count (tx) 1.4359 0.5772 0.3837
Response time (sec) 0.0713 0.0712 0.0712
Throughput (tx/sec) 6.4379 7.9877 5.3248
Utilization 0.00479 0.00186 0.00126

– Latency per transaction rate. We analyze the latency with respect to the rate
of input transactions in the mining queue i.e. the number of transactions
coming in unit time for mining. As shown in Fig. 6(b), it increases with the
increase in input transactions to the mining queue with respect to the increase
in number of shards.
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Fig. 5. Simulation results of Ethereum real statistics with sharding.

– Throughput per number of shards. The transaction throughput is the rate at
which valid transactions are committed by the blockchain at one time, i.e.,
committed at all nodes of the network, usually measured in transactions per
second. Throughput decreases with an increase in the number of shards and
input transactions as shown in Fig. 7(a). These results indicate that the pro-
posed scheme achieves its highest throughput with 16 shards, when running
with different combinations of transaction rates and number of shards.

– Throughput per transaction rate. The results in Fig. 7(b) show that our pro-
posed scheme is capable of handling variable transaction rates as the through-
put changes linearly without lagging. It guarantees that there is no backlog-
ging or congestion in the system.

Our idea of prioritised sharding with parallel mining divides the overloaded
transactions into shards allowing multiple concurrently maintained sub-chains to
record them. In this way, we are able to improve the processing rate of emergency
transactions significantly while keeping the whole network less congested. This
eventually improves the scalability of the network.
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Fig. 6. Performance analysis in terms of latency.

Fig. 7. Performance analysis in terms of throughput.

5 Conclusion and Further Discussion

We propose a framework to streamline the processing of prioritised transactions
in a blockchain-based access model. With our method of prioritised sharding, the
emergency transactions were divided among smaller shards and mined in parallel.
This improved the processing rate of prioritised transactions drastically. Also,
the mining congestion got reduced with our proposed P-sharding model as the
waiting time for the transaction confirmation time reduces. The QoS improved
in our proposed P-sharding algorithm in the context of prioritised transactions
as compared to the existing sharded blockchain. In this paper, the performance
of a high-level blockchain-based access control model had also been evaluated
which provided insights about developing a prioritised, scalable, and efficient
decentralised access control framework for healthcare. The simulation results
are promising and give valuable insights into our model.
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However, in certain ways, the model needs a more in-depth evaluation of how
validators come to a decentralised consensus to select the emergency transactions
and avoid selfish mining. In real scenario, there exist transactions with varying
priorities. Therefore, we should include them with and implement the whole sys-
tem on a larger scale. Further, to enhance interoperability, it is important to
analyse the work on the cross P-shard communication to efficiently share pri-
oritised EMRs across different blockchain-based access control models. Another
challenge is how to join these prioritised sharded transactions and dispatch them
to the blockchain network in a decentralised manner, which still needs to be
deeply explored. We welcome the research community to contribute to alleviate
these issues and explore further challenges in this domain.
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