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Abstract. With the implementation of the General Data Protection
Regulation (GDPR), the federated learning scheme has become a hot
topic in the field of private computing. However, existing federated learn-
ing scheme can only encrypt the models to ensure the privacy of the data,
but can not guarantee the correctness of the uploaded models, which
will lead to a significant decrease in the detection performance of the
global model. In this paper, we propose a federated learning-based intru-
sion detection scheme (IDS) against poisoning attacks. Specifically, we
first design an anti-poisoning attacks algorithm based on the encryption
model. Then we define the anti-attack strategy and objective function.
To achieve high detection performance for the availability and conceal-
ment of attack, we introduce the poisoning rate into the objective func-
tion. The privacy preservation for local data sources also be provided
while the IDS model based on knowledge sharing among islands is con-
structed. We leverage the Paillier public key cryptosystem to prevent
data leakage for each entity. The results of security analysis show that
our scheme can meet the security requirements of local data sources. In
addition, the experiment results demonstrate that the proposed scheme
can significantly improve the robustness of the detection model, and its
accuracy rate can reach 83.11% even after being poisoned, which means
the detection performance has not significantly decreased compared with
non-poisoning attacks scheme.

Keywords: Federated learning · Privacy computing · Poisoning
attacks · Intrusion detection system · Homomorphic encryption

1 Introduction

With the continuous improvement of network attack methods, the traditional
single-point-based detection schemes have a serious overfitting issue on the detec-
tion model [3,20,29] because data exists as islands in different local clients
which resulting in a small amount of data. Therefore, an intrusion detection
system based on multi-source local data came into being. Gartner, a well-known

c© ICST Institute for Computer Sciences, Social Informatics and Telecommunications Engineering 2022

Published by Springer Nature Switzerland AG 2022. All Rights Reserved

W. Shi et al. (Eds.): SPNCE 2021, LNICST 423, pp. 331–345, 2022.

https://doi.org/10.1007/978-3-030-96791-8_25

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-030-96791-8_25&domain=pdf
https://doi.org/10.1007/978-3-030-96791-8_25


332 M. Xu and X. Li

international security agency, proposed the Managed Detection and Response
Service (MDR) in 20161. This service aims to overcome the above-mentioned
overfitting issue. By integrating multiple local data sources, security experts can
find potential threats, and configure a rule base and security protection strat-
egy [11,14,16]. There are lots of machine learning-based researches have focused
on above issues. However, the General Data Protection Regulation (GDPR) is
introduced by the European Union and effective on May 25, 2018, clearly stip-
ulates a total ban on the utilization of automated model decisions [9], which
means that simply “Roughly” exchanging cross-domain data to train machine
learning models will be illegal. To solve this issue, Google proposed the federated
learning in 2016 [17,18,22]. The federated learning process as shown in Fig. 1,
each island uploads the encrypted model to the cloud. After the cloud model
aggregates the encrypted model uploaded by each island to train a more power-
ful detection model, the aggregation model is returned to each island to update.
Because the model is transmitted and trained before encryption, no party can
obtain real data information, which solves the problem of privacy disclosure. This
architecture builds a global model without violating data privacy regulations.

Fig. 1. Architecture for a federated learning system.

However, attackers in intrusion detection systems usually have background
knowledge, including controlling models or training data and test data [7]. When
the island is breached, the federated learning can only encrypt the model to
ensure that the privacy of the data is not leaked. However, it cannot guarantee
the correctness of the uploaded model, which makes it difficult to detect the poi-
soning attacks initiated during the latency phase, such as Stuxnet, OceanLotus,
etc. [1,15,23]. To change the original distribution of the training data and causes
the learning algorithm to change logically to threaten the target model [6,10,27],
the attackers modify, delete, or inject malicious data on the training data of the
target entity.
1 https://www.paladion.net/buyers-guide-to-managed-detection-and-response.

https://www.paladion.net/buyers-guide-to-managed-detection-and-response
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To detect the above-mentioned poisoning attacks, researchers have done
numerous researches. However, the existing anti-poisoning attacks schemes [21,
25,26,30] screen training data to improve the anti-attack capability in plain-
text, which can not be used for federated learning. Specifically, if the island is
breached and poisoned, as well as a large difference between the island data and
the features of the verification set, the performance of the local encryption model
(weak island model) will be reduced. Because the federated learning only uploads
local encryption models, the cloud cannot determine whether local data has been
modified, which leads the poisoning attacks cannot be detected. Furthermore,
the current researches against poisoning attacks focused on reducing the avail-
ability of attacks, which is only considering the reduction of model errors, but
ignoring the concealment of the attacks. It is impossible to accurately charac-
terize actual attacks, such as Stuxnet, OceanLotus which have both availability
and concealment features. Meanwhile, the local models are uploaded in feder-
ated learning further provides conditions for latency attacks. It is challenging to
make the model take into account the availability and concealment of resistance
to attacks.

In this paper, to address the above-mentioned issues, we propose a fed-
eral learning-based intrusion detection scheme against poisoning attacks called
FLIDS, which can achieve secure data sharing between islands. In contrast, the
model can effectively resist attacks. To summarize, the main contributions are
as follows:

• A cryptographic model against poisoning attacks is designed. To avoid poison-
ing attacks in the island, the optimal local models are iteratively selected by
calculating the performance residuals of the global model. Finally, a strong,
robust intrusion detection model is aggregated. While ensuring the privacy-
preserving for each local data source, the robustness of the global model
against poisoning attacks is improved.

• An anti-poisoning attacks model is proposed based on federated learning.
We first define the anti-attack strategy and the objective function. Further-
more, to detect the poisoning attacks with availability and concealment, we
introduce the poisoning rate into the objective function.

• The experiments results demonstrate that the proposed scheme accuracy rate
can still reach 83.11% with poisoning attacks, which is only a slight decrease
compared with the detection performance without poisoning attacks.

The remaining parts of this paper are organized as follows. Section 2 shows
the related work associated with our framework. Then, Sect. 3 presents some
preliminary cryptographic background and Sect. 4 describes the problem formu-
lations which include system model, threat model, and security goals. The con-
crete constructions of our schemes are demonstrated in Sect. 5. Later on, Sect. 6
shows the proof of security and performance analysis. Finally, the concluding
remark of this whole paper is summarized in Sect. 7.
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2 Related Work

2.1 Federated Learning

Nguyen et al. [13] construct federated learning on wireless networks as a convex
structure optimization issue. They describe how mobile computing delay and
delay affects UE energy consumption, system parameters between the learning
time and learning precision balance. By all the closed forming solution of the sub-
issue, the global optimal solution is achieved. Wang et al. [28] study the privacy
leakage of federated learning and propose a general reconfiguration attack, which
enables malicious servers not only to reconstruct actual training samples, but also
to destroy the privacy of target clients. The proposed attack does not affect the
standard training process and has obvious advantages over the existing attack
mechanism. Brisimi et al. [2] propose a federated learning model, which can
utilize the distribution between different data source of EHR data to predict
future hospitalization in patients with heart disease. the proposed original dual
division (cPDS) clustering algorithm can solve the issue of sparse support vector
machine (SVM), which only using the small amount of features. It is beneficial
to the interpretability of classification decision. Hu et al. [12] propose a new
reasoning framework for urban environment perception Federated Reinforcement
Learning (FRL), which inherited the basic idea of federated learning and utilized
regional features in training process to improve reasoning accuracy.

However, the existing federated learning researches ensure that data privacy
is not leaked through the encryption model, but can not guarantee the correct-
ness of the upload model. Then the local data source is breached, it is difficult
to detect the poisoning attacks, such as Stuxnet, OceanLotus, which is launched
in the latent stage.

2.2 Poisoning Attacks

Saeed et al. [21] studied the antagonistic risk and robustness of classifiers, which
are associated with metric sets in metric spaces. It is proved that any classifier
with initial constant error is susceptible to antagonistic perturbation if the mea-
surement probability space of the test instance is centralized. Suciu et al. [25]
introduced a general framework for evaluating actual attacks against machine
learning systems. They propose a targeted poisoning attacks which is designed
to bypass existing defenses. The results show that this method is suitable for four
classification tasks of three classifiers. Zhao et al. [30] transform the optimal poi-
soning attacks calculation issue in the multi-task relational learning model into
a two-level programming which can adapt to the selection of arbitrary target
task and attack task. They propose an effective algorithm for calculating the
optimal attack strategy. The results show that the multi-task relational learning
model is very sensitive to poisoning attacks, and the attacker can significantly
degrade the performance of the target task by directly poisoning the target task.
Matthew et al. [26] proposed an optimization framework specifically designed for
linear regression and proved its effectiveness in a series of data sets and models.
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In addition, a fast statistical attack is introduced, and a new anti-attack method
is designed accordingly, which has strong flexibility against all poisoning attacks.

However, the existing researches on poisoning attacks improves the robust-
ness of the system model by filtering plaintext data, so it is not suitable for
federated learning based on encryption model. In addition, there is no research
on the anti-poisoning attacks and anti-attack strategy for intrusion detection
system.

3 Preliminaries

First, we introduce the cryptosystem based on additive homomorphism used in
this scheme [24].

KeyGen: Given the security parameters, calculate the public key pk = (M,
g) and the private key sk = λ, where the private key sk can be randomly divided
into sk(1) and sk(2)

Encpk(m): Given plaintext m, use the public key pk to compute the encrypted
data [[m]].

Decsk([[m]]): given the ciphertext [[m]], use the key sk to decrypt the plain-
text m.

SDecsk(i)([[m]]): given the ciphertext, the partial key ski is used to calculate
the partially decrypted ciphertext.

[[m]](i) = [[m]](sk(i))modM2

WDec({[[m]](1), [[m]](2)}): given a set of partially decrypted ciphertexts, the
plaintext m is obtained.

Since this cryptosystem is based on additive homomorphism, it has the fol-
lowing properties:

[[ma + mb]] = [[ma]] • [[mb]]
[[−m]] = [[m]]M−1

In addition, in order to ensure the effective operation of this scheme on
ciphertext, this paper adopts the encrypted rational number comparison oper-
ation protocol proposed in reference [19]. The specific security calculation is as
follows:

Here, we introduce security comparison (SCOM):
SCOM([[ma]], [[mb]]): Outputs a comparison result R to determine the size, if

R = 0, [[ma]] ≥ [[mb]], otherwise, [[ma]] < [[mb]].

4 Problem Formulation

In this section, the system model, threat model and anti-attack strategy are
introduced respectively.
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Fig. 2. System model.

4.1 System Model

As shown in Fig. 2, our system model includes n Local Data sources (LDS),
Cloud platform (CP) and Key Distribution Center (KC).

KC: The trusted KC is responsible for the distribution and management of
all keys in the system.

LDS: Each local data source has a local data set and is willing to contribute
its detection model to build an accurate global detection model. Therefore, LDS
should encrypt detection models trained on local datasets before sharing them
with CP.

CP: It is a semi-honest cloud server with enough storage space to provide local
data source security and can resist the global model building of poisoning attacks.

In order to initialize the password parameters in the scheme, the key of each
domain is generated by a fully trusted key distribution center. The detailed
process of key distribution is as follows:

• The key distribution center generates a key pair (pk, sk) and splits the key
sk into λ1 and λ2.

• The key distribution center generates key pairs for the local data source (pk,
λ2).

• Key distribution center generates a key pair (pk, λ1) for cloud server (CP).

If the ciphertext in this document is not specified, it indicates that the cipher-
text is encrypted under the public key pk, for example: [[x]] represents [[x]]pk.

4.2 Threat Model

In this attack model, we assume that both CP and LDS are honest but curi-
ous entities that strictly follow predefined protocols but try to learn more data
from other entities. Therefore, this paper introduces an attacker Adv with the
following abilities:

• Availability attack. An attacker can generate malicious data to maximize the
model’s error rate or cause denial of service, making the model unavailable.

• Latency attack. In order to maintain continuous control or continuous access
to useful information, attackers can conceal and steal information for a long
time without being detected.
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In addition, we assume that CP and any LDS are two independent semi-
trusted entities that cannot collude.

5 Our Scheme

In this paper, an intrusion detection scheme against poisoning attacks based
on federated learning is proposed to protect sensitive information in different
networks and greatly improve the ability (robustness) of the global model against
poisoning attacks. The overall process of the scheme is shown in Fig. 3. The
scheme is mainly composed of attack policy and anti-attack policy. The local
model of multi-source data is encrypted and uploaded to the cloud, and the
global model is aggregated in ciphertext form in the cloud for local.

Fig. 3. The process of our scheme.

5.1 Attack Strategy

In order to fight against poisoning attacks more effectively, we first assume the
attacker’s ability and strategy to fit the actual attack behavior. Similar to exist-
ing studies [21,25,26,30], in this paper, we assume that the attacker has sufficient
background knowledge of the attacked system, that is, the attacker can know
training data Dtr, feature set F and model parameter θ. In addition, such as
Stuxnet virus, Hailotus and other APT attacks, in the intrusion detection sys-
tem, attackers need to be available and concealed at the same time in order to
steal data or wait for an opportunity to damage the target network for a long
time.

Firstly, the attacker hopes that the model after poisoning will be as different
as possible from the original model. We define a function E to represent the
available effect of local attacks, and its calculation formula is as follows:

ELoc = ||θLocp − θLoc||22 (1)
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The greater the ELoc, the better the availability of local attacks.
Secondly, attackers prefer to hide attacks to avoid detection. We define a

function CLoc to represent the hiding effect of local attacks, and its calculation
formula is as follows:

CLoc = ||xp − xc||22 (2)

The smaller the CLoc, the better the concealment of local attacks.
To sum up, we use WLoc to represent the attacker’s local objective function,

whose strategy can be expressed as:

arg min
xp

WLoc = αCLoc(xp) − (1 − α)ELoc(θLocp) (3)

s.t.θLocp ∈ arg min
θ

L(Dtr ∪ xp, θ) (4)

It should be pointed out that the above problems are two-layer optimization
problems [4]. The optimization of xp in Eq. (1) is called the upper level problem,
the optimization of θp in Eq. (3) is called the lower level problem, and L in
Eq. (4) is the minimization of the objective function of the learning algorithm
during training. In this paper, local poisoning rate is introduced to make the
model fit the actual attack better. α = 0.5 indicates that the attacker considers
both hiding and effect of the attack, and α = 0 indicates that the attacker only
wants to execute effective attacks without considering concealment.

Similarly, we introduce the global poison rate beta, and the availability and
concealment of global attacks are defined as Eqs. (5) and (6).

Eglo = ||θglop
− θglo||22 (5)

Cglo = ||θLocp − θLoc||22 (6)

Combined with Eqs. (7) and (8), we use Wglo to represent the global objective
function of the attacker, whose strategy can be expressed as:

arg min
θLocp

Wglo = βCglo(θLocp) − (1 − β)Eglo(θglop
) (7)

s.t.θglop
∈ arg min

θ
L(θLoc ∪ θLocp , θ) (8)

5.2 Anti-attack Strategy and Algorithm

In practical scenarios, it is basically safe to use original training data for intrusion
detection model construction, and attackers are usually unable to manipulate
it [5]. However, many intrusion detection systems require additional training
data to update the model to enhance its adaptability, and this process provides
an intrudable path for attackers [8]. Therefore, this paper assumes that the global
model is updated every time a new data source is added. In order to secure the
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sharing of source data, it is necessary to build a global model by aggregating
benign encryption models uploaded from local data sources. In the real world,
however, it is difficult for the cloud to directly distinguish between benign and
malicious models.

To solve this problem, n local models with the best performance were selected
from N local data sources and aggregated to obtain the global model [[θglo]] and
evaluate different local data iteratively until its detection performance remained
constant. Evaluate different local data in combination with Eqs. (9), (10) and
(11). After that, the Pi is encrypted and uploaded to the cloud.

Pi = Acci + DRi (9)

Acc =
TP + TN

TP + TN + FP + FN
(10)

DR =
TP

TP + FP
(11)

where the larger Pi indicates, the better detection performance of the global
model [[θglo]] on the ith local data. [[RESPi

]] is used to calculate the residuals
of global model detection performance before and after iteration. Meanwhile,
in order to deal with the attack proposed in Sect. 5.1, we define the following
anti-attack target function:

min[[RESPi
]], RESPi

= (
n∑

k=1

Pi −
n∑

k=1

Pi−1)2 (12)

s.t.[[Pi]] ∈ {[[P1]], [[P2]], ..., [[Pn]]},min{[[P1]], [[P2]], ..., [[Pn]]} > max{[[Pn+1]],
[[Pn+2]], ..., [[PN ]]} (13)

Similar to Eqs. (3) and (4), the above problems are two-layer optimization
problems. The optimization of [[RESPi

]] in Eq. (12) is called the upper level
problem, and the optimization of P in Eq. (13) is called the lower level problem.

The global model is constructed iteratively, and the local model subset with
the best performance in each iteration is aggregated. Assume that the number
of original local models is n, and α * n is the number of poisoned data sources.
The total number of local data sources in federated learning is N = n + α *
n. This paper assumes that α < 1, ensure that most local data sources are not
poisoned. Ideally, we need to identify all p poisoned models and aggregate the
global model from the remaining n benign models. However, it is apparently
that the true distribution of local training data is unknown, making it difficult
to accurately distinguish between benign and poisoned models. To address this
challenge, we aggregate global models and test them locally, iteratively selecting
the n submodels with the best performance (These models may also include
poisoned models, but only local models that are close to benign and do not
significantly affect the global model).
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The iterative algorithm adopted in this paper is based on alternating min-
imization or expectation maximization algorithms [4]. At the beginning of
the iteration, we have the encrypted local model {[[θLoc1

]], [[θLoc2
]]..., [[θLocn

]]}
uploaded by n data sources, which is aggregated to get the global model[[θglo ]].
When new data sources are added to the model and need to be updated, all
local data sources are evaluated as the detection model by [[θglo ]], and n models
with the highest performance are selected for reaggregation and performance
residuals [[RESP ]] are calculated. When the residual converges to a minimum,
the process terminates. At this point, it is considered that CP has aggregated
the detection model with the best performance for use by local data sources.

In order to realize the safe calculation of residuals [[RESP ]], this paper first
designs the safe maximum array operation based on SCOM security comparison,
and selects the maximum n number from N numbers. The specific algorithm is
as follows:

Algorithm 1: Secure Max Array
Input: [[P1]], [[P2]], ..., [[PN ]]
Output: Max array {[[P1]], [[P2]], ..., [[Pn]]}

1 Initialize encrypted set Setp ;
2 for N = n to N − n do
3 max ← [[0]];
4 for i = 1 to N do
5 s ← SCOM([[Pi]], [[Pmax]]) if s ← 0 then
6 max = [[Pi]];

7 Setp ← max;

8 return Setp /*Setp={[[P1]], [[P2]], ..., [[Pn]]} ;

Secondly, SecureRES security calculation is designed as follows:
SecureRES: LDS and CP calculate the performance of the global model on

different local data sources through SCOM security operations. n data sources
with maximum performance were selected by SMA security operation, and finally
calculated.

6 Evaluation

This section evaluates the security and detection performance of the proposed
scheme. First, we perform a security analysis of the proposed scheme to prove
that the scheme can achieve the security objectives outlined in Sect. 4.2. Sec-
ondly, the experimental environment and data preprocessing process are intro-
duced in detail. Then, the scheme is compared with the existing work. Finally,
we analyze the influence of different parameters on the detection performance of
the scheme.
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6.1 Proof of Security

Now we present the proof of FLIDS security in the semi-honest model.

Theorem 1. If Paillier public key cryptosystem is a semantically secure public
key encryption scheme, then FLIDS is secure in the presence of a semi-honest
adversary.

Proof. We will prove the theorem by considering, in turn, the case where each
of the parties has been corrupted. In each case, we invoke a simulator with the
corresponding party s input and output. Our focus is in the case where party
A wants to engage in the computation of the intersection. If party A does not
want to proceed with the protocol, the views can be simulated in the same way
up to the point where the execution stops.

Case 1. Corrupted CP. In this case, we show that we can construct a simulator
SimCP that can produce a computationally indistinguishable view. In the real
execution, the CP’s view, V iewCP (Λ,MN ) is as follows:

{Λ, rCP ,MN , PN , Pn,Mn} (14)

In the above view, rCP is the outcome of internal random coins of the cloud.
MN = {mi|i ∈ [1, N ]} is the set of N local submodels which are sent by the
LDSs to the CP. WN = {Pj |j ∈ [1, N ]} are calculated by formula (9), (10), (11)
which are also sent to the CP. Pn is the output of Algorithm1 and the SCOM
and SMA are both proved using the ideal-real paradigm. The security proof of
SCOM can be found in [19]. Mn is the first N valid set of local sub-models which
is selected by index Pn.

To simulate this view, SimCP does the following: it creates an empty view
and appends to it Λ and uniformly at random chosen coins r′

CP . N local sub-
models are randomly selected and encrypted by the Paillier public key cryp-
tosystem to form the local model set M ′

N of LDSs. Then, taking the M ′
N as

the input of Algorithm 1 to generate simulated copy P ′
N , P ′

n, M ′
n. Finally,

the simulator appends P ′
N , P ′

n, M ′
n to the view. Therefore, SimCP (Λ,MN ) =

{Λ, r′
CP ,M ′

N , P ′
N , P ′

n,M ′
n}.

We argue that the information sequences generated by simulation is compu-
tationally indistinguishable from the real view. The input parts are identical (i.e.,
both are Λ), the random coins are both uniformly random, and so they are indis-
tinguishable. The element M ′

N in SimCP is randomly selected and encrypted by
using the Paillier public key cryptosystem, which is consistent with the element
MN in real view. P ′

N , P ′
n,M ′

n are similar to M ′
N which are ciphertext encrypted

by the Paillier public key cryptosystem. In this paper, they rely on the assump-
tion of the existence of a semantically secure additive homomorphic encryption
scheme. Therefore, we construct a simulator SimCP that can produce a compu-
tationally indistinguishable view, i.e. SimCP (Λ,MN ) = V iewCP (Λ,MN ).

Case 2. Corrupted LDS. The proof process is similar to Case 1.

Combining the above, we conclude the algorithms are secure and complete
our proof.
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6.2 Experimental Environment

The CTU-13 data set published by Technical University of Prague, Czech Repub-
lic was used to evaluate the detection performance based on temporal associa-
tion analysis. CTU-13 dataset includes 14 features such as StartT ime, Dur and
Proto and 1 category Label in CTU-13 data set. The dataset, released in 2014,
contains 13 files with consecutive 7 days of network traffic data, with an aver-
age of 2.6 million pieces of data per file. The experimental environment was PC
(i5-4590 main frequency 3.3 GHz, memory 4 GB, operating system Win7 64-bit),
and the experimental tools were Java and Python 3.0. In addition, real data sets
are used to verify the performance of the proposed scheme. In this scheme, K =
1024 bits is selected to achieve the 80-bit security level.

6.3 Analysis of Experimental Results

Fig. 4. Comparison of the effect by using different federated learning algorithms on
detection performance.

First, this scheme was compared with schemes [2,12,13,28], and tested on CTU-
13 data set. As shown in Fig. 4, the false alarm rate and false negative rate of
this scheme are similar to those of existing algorithms when there is no poisoning
attack. This is because this scheme uses integrated classifier with better detec-
tion performance to generate global model. Meanwhile, due to the limitation of
training data set size, existing deep learn-based algorithms cannot achieve higher
detection accuracy. When there is a poisoning attack on an existing federated
learning scheme, the performance dropped substantially. This scheme can still
ensure stable detection performance when being poisoned, this is because the
security aggregation algorithm in this scheme design, use of multiple iterations
local model to calculate the residual choose the highest performance, the greatest
degree of reducing the poisoning model the impact on the global model. Among
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them, the detection performance of this scheme has a slight decline, mainly
because the global model fails to completely eliminate the influence brought by
the poisoning model, resulting in the decline of the final detection accuracy.

Fig. 5. The accuracy on different local poison rate and global poison rate.

With Sect. 5.1 attack strategy, can know different rate of local and global
poisoning effect on the performance of the global model is different, as shown
in Fig. 5, when α ≤ 0.8, β ≤ 0.6, the global model testing accuracy stable at
more than 83%, it shows that using this scheme the CP can iteratively select the
optimal local model from LDS and aggregate it, when α = 1, β ≥ 0.8, the global
model performance dropped substantially, This is because there are too many
poisoned nodes at this time, and the local data is completely tampered, CP has
been unable to obtain correct information from LDS. But at this time, it does not
accord with the characteristics of concealment of actual attack. Therefore, α =
0.8, β = 0.6 are selected in this paper, and it is considered that the robustness
of the global model can be guaranteed when α ≤ 0.8, β ≤ 0.6.

7 Conclusions

In this paper, we propose a federated learning-based intrusion detection scheme
against poisoning attacks, called FLIDS, which achieves that secure data sharing
between islands, ensures the privacy-preserving for each local data source, and
improves the robustness of the global model against poisoning attacks. In addi-
tion, we design the resistance to poisoning attacks algorithm based on encryp-
tion model, and put forward a complete anti-attack model. The model defines
the strategy and target function against the attack, while the poisoning rate
is introduced to objective function. Then we make the model take into consid-
eration with the availability and concealment in attack. The analysis showed
that FLIDS is able to satisfy the proposed goals. Finally, we verify the valid-
ity and feasibility of the scheme. Experimental results show that the detection
performance of this method on real data sets is significantly improved.
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