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Abstract. Data is an extremely import asset in modern scientific and
commercial society. The life force behind powerful AT or ML algorithms is
data, especially lots of data, which makes data trading significantly essen-
tial to unlocking the power of Al or ML. Data owners who offer personal
data and data consumers who request data blocks negotiate with each
other to make an agreement on trading prices via a big data trading plat-
form; consequently both sides gain profit from data transactions. A great
many existing studies have investigated to trade various kinds of data
as well as to protect data privacy, or to construct a decentralized data
trading platform due to untrustworthy participants. However, existing
studies neglect an important characteristic, i.e., dynamics of both data
owners and data requests in IoT data trading. To this end, we first con-
struct an auction-based model to formulate the data trading process and
then propose an truthful online data trading algorithm which not only
resolves the problem of matching dynamic data owners and randomly
generated data requests, but also determines the data trading price of
each data block. The proposed algorithm achieves several good proper-
ties, such as constant competitive ratio for near-optimal social efficiency,
incentive-compatibility, individual rationality of participants, via rigor-
ous theoretical analysis and extensive simulations.

Keywords: Data trading - Dynamic data owners - Near-optimal
online auction

1 Introduction

Data is an extremely import asset in modern scientific and commercial society.
Predicted by IDC, there will be 55.7 billion connected devices worldwide by 2025,
75% of which will be connected to an IoT platform [10]. Furthermore, data gen-
erated by these IoT devices is estimated to be 73.1 ZB then. Most of these data
arise from security and video surveillance; industrial IoT applications may also
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take a significant portion of these data. Almost all companies are aggressively
turning to artificial intelligence (AI) or machine learning (ML) technology to
gain competitive advantages. Nevertheless, the life force behind these Al or ML
algorithms is data, especially a vast amount of data. Consequently, data trading
is significantly essential to unlocking the power of Al or ML.

Data trading is different from the general concept of data sharing. In mobile
crowdsensing applications, participants or workers usually share their sensing
data and get reward in return [13,14,19]. Application users generally share their
data, e.g., web browsing, online shopping orders, to application service providers
in order to get accessible to their services. To get things moving, participants,
which are generally application users, application service providers and third-
party data consumers, go from the general concept of data sharing with others
to the specifics of exactly what data they want and what they are willing to give
of value in exchange.

Big data has fueled the emergency of data trading platforms which serve
as bridges between sellers and buyers. Examples, such as Terbine [2] and GXS
TradeWeb [1], have been designed to provide big data trading services. Data
owners who offer personal data and data consumers who request data blocks
negotiate with each other to make an agreement on trading prices via a big data
trading platform; consequently both sides gain profit from data transactions.

Many recent studies [3,6,12,17,22] have paid attention to propose data trad-
ing algorithms or to design data trading platforms. Various kinds of datasets,
such as raw data samples, range counts, aggregate statistic results, are traded
between data owners and data consumers. To negotiate the data trading process
between them, data brokers are usually introduced to assist transmission of data
trading messages or traded data. To protect data privacy, some recent studies
employ encryption algorithms and then to disclose encrypted data to data con-
sumers; other studies introduce privacy-preserving schemes such as differential
privacy or its variations to take control of the level of disclosed data privacy.
Some other existing studies [4,5,8,9,18,21] consider participants or the data
platform are untrustworthy; they propose decentralized data trading platforms
based on blockchain technology. Almost all existing studies, however, ignore an
important characteristic,i.e., dynamics of both data owners and data requests
in IoT data trading, where data owners are end devices and data consumers are
application service providers.

In the paper, we model the dynamics of data owners and data requests in
the scenario of IoT data trading. For example, when a data request of querying
real-time noise level locating at a given block is submitted, a smartphone can
serve as a data owner only if the owner of the smartphone passes by the block.
Consequently, we assume that data owners are intermittent and only available
to trade their data during a specific time period, which is called active time,
because of limited resources or mobility. Furthermore, data requests are ran-
domly generated by data consumers and then submitted to the data trading
platform running on a edge server or a cloud server.
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There are several main technical challenges to solve the IoT data trading
problem. First of all, data owners are allowed to dynamically join in the data
trading process and data requests are randomly generated according to the
demand of applications. Such uncertain and unpredictable data requests make
the data trading process relatively complicated. Then, it is very difficult for the
data trading platform to make an efficient matching between data owners and
data requests, because both the real value of data and active time are private
information of data owners. Finally, rational and strategic data owners are not
willing to offer their valuable data or reveal their private information truthfully
except with enough compensation.

To this end, we propose a truthful online auction-based data trading algo-
rithm containing two key components, which resolves two subproblems of how
to match data owners with data requests and how to determine trading price of
each data block. On the one hand, an auction model is constructed to formulate
data trading process and an efficient online matching algorithm based on greedy
scheme is further proposed to achieve the near-optimal system efficiency with a
constant competitive ration of 1/2. On the other hand, the trading price of each
data block is computed according to a critical value, which is the highest bid-
ding price that a data owner would win a bid. Both rigorous theoretical analysis
and extensive simulations demonstrate good properties of our proposed online
data trading algorithm, e.g., individual rationality, incentive-compatibility, near-
optimality on system efficiency. Major technical contributions in this paper are
summarized as follows.

— It is the first work, to the best of our knowledge, which takes account of both
dynamic behaviors of data owners and randomly generated data requests in
the problem formulation of the data trading process.

— We propose a truthful online auction-based data trading algorithm which not
only determines the matching rule with incomplete information but also com-
putes proper data trading prices between data owners and data consumers.

— We have demonstrated that the proposed algorithm achieves several good
properties via rigorous theoretical analysis and extensive simulations.

The rest of the paper is organized as follows. The system model and problem
formulation of data trading is presented in Sect.2. Then, the proposed online
data trading algorithm is discussed in Sect. 3 along with rigorous theoretical anal-
ysis. Section4 provides extensive simulations and numerical results to demon-
strate desirable properties of the proposed algorithm. We review relate work in
Sect. 5 and finally conclude the paper in Sect. 6.

2 System Model and Problem Formulation

We first introduce participants in the data trading process and describe the
data trading model between data owners and data consumers; the mathematical
formulation of data trading is then provided.
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2.1 System Model

In a data trading market for sharing IoT data, there are mainly two kinds of
participants, end devices and edge servers or cloud servers. End devices who
collect data are data owners; edge servers or cloud servers who buy data from
data owners are data consumers.

We divide time into time slots of equal size. Auctions between data owners
and data consumers are executed round by round. Data owners are short-sighted
so that they expect to get as much profit as possible in the current round.
Without loss of generality, we only consider the auction process in a single round.

Data requests are submitted randomly and dynamically. We assume that a
practical data requirement can be decomposed into several smaller data requests,
each of which can be satisfied by a single data block generated by a single data
owner. Let 7; denote the number of data requests arriving at time slot j. A data
request submitted at the time slot j is denoted by 7%,k < 7;. The set of all
data requests is denoted by R = {rjx|j = 1,2,--- ,T,k < 7;}, where T is the
total number of time slots in each round. For simplicity, we assume that there
are a sufficient number of data owners that every data request is matched to a
data block at its arriving time slot.

Data owners are dynamic because their data are only accessible during their
active time. The active time of a data owner i is a time period described by
[s:,€;), where s; and e; are the start time slot and end time slot (not included)
of her active time. Each data owner can sell at most one data block or sell her
data block at most once during her active time because of limited resources.
A data owner ¢ has a valuation v; for her data block which indicates that she
would not trade her data block with a trading price lower than v;. Similarly, the
reported active time is possibly different from her real active time.

2.2 Data Trading Model Based on an Auction Mechanism

The interaction between data owners and data consumers are modeled by an
auction mechanism, as shown in Fig. 1. In a data trading market, data owners
share their data blocks with others and then they are compensated according to
trading prices; data consumers get data blocks and pay to data owners. There
exists a third-party trading platform to manage the auction process. The auction
process is described as follows:

1. The platform sends data requests to data owners.

2. Each data owner generates a bid B; which reports the active time and valu-
ation for her data block, and then sends her bid to the platform.

3. The platform matches bids to data requests and determines the trading time
slot and trading price (payment) for each selected bid. Then platform return
matching results to data owners and data consumers.

4. Each data owner whose bid is selected uploads her data block at a specific
time slot.

5. The data consumer pays for the data owner according to the negotiated trad-
ing price.
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Fig. 1. The auction process repeated round by round. Data blocks offered by dynamic
end devices and dynamic data requests arrives at the first five time slots are depicted
in the picture.

The platform must determine a matching rule and a trading price rule. We
use B={B;|i =1,2,---, N} to denote the set of all bids submitted by all data
owners, where N is the total number of data owners in a round. The matching
rule X is a matrix of indicator variables; each element, z;; € {1,0},1 <i <
N,1 < j < T,represents whether bid B; is selected at time slot j or not. Actually,
we should denote the matching rule by x; ;(B) since each x; ; is determined by B.
For simplicity, we use x; ; instead of z; ;(B) in the rest of the paper. According
to the trading price rule, payment to each bid B; is denoted by p;(B) € R.

In each round, a data owner 4 submits at most one bid, B; = (s;,¢é;,b;),1 <
$; < € <T+1,b; >0, where [$;, é;) is the reported active time and b; is the bid
price. The bid price may be different from real valuation v;, because data owners
are usually selfish. Similarly, the reported active time period may be different
from her real active time.

Next, we discuss utilities of data owners and explain why data owners are
selfish.

Definition 1 (Utility of a data owner). The utility of a data owner is the
difference between the trading price and her valuation if the bid of the data owner
1s selected; Otherwise her utility is zero. The utility is computed as follows.
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eifl

{(B) = Z ;i (pi(B) — vi), (1)
J=si
where Z] L, Tig < 1 holds because a data owner only trade her data block at

most once dum’ng her active time.

A data owner is selfish so that she probably selects strategies solely to max-
imize her utility. The data owner probably misreports start time or end time
of her active time as well as to charge a higher price than her valuation. Data
owners can not report earlier arrivals or delayed departure, because it is easy
to detect their absence and thus they would be punished. Therefore, there are
three of strategic behaviors for selfish data owners, i.e., delayed arrival, earlier
departure, and misreporting valuation.

Definition 2 (Utility generated by a data request). The utility of a data
requester who publishes a data request is the difference between the amount of
profit that the data requester get from data and the trading price. If the k-th data
request ;1 at time slot j is matched to the bid B; of a data owner i, then the
utility generated by the data request r; is computed as follows:

uj(B) = i (p; — pi(B)), (2)

where @; is the amount of profit that the data requester get from the traded data
block.

Consequently, utilities of all data requests at time slot j is

> ujk(B Z zi,5(p; — pi(B)), 3)
k=1

where Zf\; x;; = 7; holds because a data request can be satisfied by a single
data block and there are 7; data owners selected at time slot j.

Definition 3 (Social efficiency). The social efficiency is defined as the sum
of utilities of all participants. It is computed as follows:

N T 75
A=Y up(B)+ 303 uiu(B)

=1 k=1
N e;—1 ’ T N
=3 @i 0i(B) —vi) + Y Y @i (e —pi(B))
i=1 j=s; =1 i=1
N e B - (4)
Z Z Ti Vi + ZTJ% Qo> wipi(B) =D wipi(B))
1=1 j=s; =1 j=s; Jj=11:=1
e;—1

—C’ ZZ%]U“

=1 j=s;
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where (a) uses Zf\il z;; =1; and (b) follows from exchanging two summations
and replacing Z?Zl Tj; with a constant parameter C' whose value is not related
to ;. ;-

2.3 Problem Formulation

In the paper, we aim to design an auction mechanism for the data trading market
so that the maximum social efficiency is achieved as well as following properties,
i.e., individual rationality, incentive-compatibility, computation efficiency.

Definition 4 (Individual rationality). An auction mechanism satisfies the
property of individual rationality if and only if every data owner has a non-
negative utility, i.e., u; > 0,1 =1,2---N.

Definition 5 (Incentive-compatibility). An auction mechanism is incentive-
compatible if and only if, for each data owner i, she cannot increase her utility
by misreporting her private information, i.e.,

UZQ(BZ‘ U B,i) > uf(Bl U B,i)7 (5)

where B; = (s, €;,v;) and B, = (S, €, b; ) are not the same, which means any of
si < 8;, €5 > €5, and v; # b; holds; B_; denotes the set of all bids except B;.

In the following, we offer the mathematical formulation of our problem.
We need to determine the matching rule of X = {z;;li = 1,2,--- ,N,j =
1,2,--+,T} by solving the optimization problem defined in (6) as well as the
trading price rule {p;|i = 1,2,--- , N} satisfying definitions of (4) and (5).

N 87;71
arg max A = arg min E g T;, Vi,
i 2N el
=1 j=s;
e;—1

s.t. Z Ti.j5 é ]., Z Ti5 = O,Vi,

J=si je{tlt<s;}U{t|t>e;} (6)

N

Zmi,j = Tj,Vj,
=1
x;; €{0,1},Vi,Vj.

From the objective of the problem, we can see that maximizing social efficiency
is equivalent to minimizing sum of valuation from selected data owners.

Our problem cannot be solved by classic optimization algorithms solving
linear programming for several reasons. Firstly, valuation v; for each data owner
is not accessible. Secondly, both data owners (with their data blocks) and data
requests joins the data trading market dynamically, which means x; ; should be
determined online without future information. Thirdly, the solution of Eq. (6)
fails to provide any information about trading prices.



IoT Data Trading with Dynamic Data Owners 561

Algorithm 1: Online Matching Algorithm
Input : The set of bids B.
Output: The matching rule X = {z; ;i =1,2,--- ,N,j=1,2,--- , T}
1 A—0,j«—1, X+ 0;// A is the set of all active bids which can

provide accessible data block at current time slot.
2 while 7 < T do

3 Remove expired bids (bids with e; = j) from A;
4 Add newly active bids (bids with s; = ) to A;
/* Greedy select the first 7; bids with lowest bid price at each
time slot j. */
5 for kK — 0 to 7; do
// Loop T; times.
6 Choose a bid By with the lowest bid price and match it to the k-th

data request at current time slot, i.e., x(;1) ; + 1;
A« A—B(y; // Remove B(;y from A.

8 end for

9 J—i+1

10 end while

11 return X

3 Online Data Trading Algorithm

In the section, we propose an online data trading algorithm to determine both
the matching rule and the trading price rule. Our online data trading algorithm
contains two components, which solves the matching subproblem in Sect. 3.1 and
trading price subproblem in Sect. 3.2. For simplicity, we assume that every data
owner submits a bid which is exactly the same as her private information and
then we prove that data owners would honestly report her private information
under the given trading price rule in Sect. 3.3.

3.1 Online Matching Algorithm Based on a Greedy Strategy

We propose an online matching algorithm to match data blocks of data owners
to data requests using a greedy strategy. The basic idea of this algorithm is to
greedily select one with the lowest bid price from current available data blocks
to satisfy the newly submitted data request. The selection is executed at the
beginning of every time slot. As shown in Algorithm 1, the algorithm maintains
a set of active bids which have not been matched to any data request; the set
is updated at the beginning of each time slot, i.e., appending or removing bids
into the active set according to active time of bids. At each time slot j, the first
7; bids with lowest bid prices are selected.

3.2 Computing Trading Prices Based on Critical Data Owners

Unfortunately, a VCG-based payment scheme [16] is inapplicable to the online
auction mechanism, because the online matching algorithm is not optimal.
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Algorithm 2: Trading Price Determination Algorithm (for a single
selected bid)

Input : A selected bid B; = (si,ei,b;), time slot j that B; is selected
(i.e., x; 37 = 1), the set of all bids B.
Output: The trading price p; of the data block that is associated to B;.
1 A0, 5«1, p; b
2 B« B — B;;// Remove B; from the set of all bids.
3 while j < e; do

4 Remove expired bids (bids with e; = j) from A;
5 Add newly active bids (bids with s; = ) to A;
6 for kK — 0 to 7; do
7 Choose a bid By = (s, e, by) from A with the lowest bid price;
8 A— A— Bll,
/* Find the highest bid price from all bids that are selected
during [j,e; — 1] */
9 if j >3 and by > p; then
10 ‘ Di < byr;
11 end if
12 end for
13 je—i+1

14 end while
15 return p;;

In the paper, we propose a trading price determination scheme based on critical
bid which guarantees that each data owner reports private information truth-
fully. The basic idea is to set the trading price of a selected bid B; as the bid
price of the first bid that makes B; fails. The first bid that makes B; fails is the
critical bid of B;. Actually, if B; = (s;, e;, b;) is selected at time slot j according
to the matching rule, the critical bid ¢(B;) of B; is the bid with the highest bid
price which are selected during the time period of [j,e; — 1] other than B;.

Main steps of computing trading price for a selected bid are shown in
Algorithm 2. Firstly, remove B; = (s;,€;,b;) from the set of all bids B. Sec-
ondly, employ the matching rule proposed in Algorithm 1 to find all bids that
are selected earlier than j and remove all of them from the active set of bids.
Finally, find the bid (i.e., the critical bid) with the highest bid price from all
bids that are selected during the time period [j, e; — 1] and return the bid price
of the critical bid as the trading price. Similarly, we can repeat the procedure
in Algorithm 2 for each selected bid. Besides, if a bid is not selected, then the
trading price of the data block that is associated to the bid is zero.

3.3 Theoretical Analysis

In the subsection, we prove that the proposed online auction mechanism which
contains two components of an online matching algorithm (Algorithm 1) and
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a trading price determination algorithm (Algorithm 2) satisfies several good
properties aforementioned.

To prove the auction mechanism is incentive-compatible, it is equivalent to
prove that it satisfies following two conditions: (i) the matching rule in Algorithm
1 is monotonic, and (ii) the trading price of the data block associated to each
bid is equal to the critical value.

Definition 6 (Monotonicity). The matching rule is monotonic if and only a
data owner whose bid B; = (s;,e;,b;) is selected would also win if she reports a
more attractive bid B; = ($:, €is b;) with a lower bid price or a longer active time
period, i.e., SNZ < Si, éi > €, bz < bz

Definition 7 (Critical value). For a data owner whose bid B; = (s;,€;,b;)
is selected, the critical value of the bid is the highest bid price b} that the data
owner submits a bid Bl = (s;, e;,b; > b;) and the new bid B] is still selected.

Theorem 1 (Incentive-compatibility). The proposed auction mechanism is
incentive-compatible, because the matching rule is monotonic and the trading
price is set as the critical value.

Proof. First of all, we show that the matching rule is monotonic. Suppose a bid
B; = (s;,e;,b;) is selected at time slot j according to the matching rule. We
replace the bid B; with another bid B, = (S;,€:,b;), where $; < s;, € > e,
b; < b;. Obviously, B; would be selected at time slot j or earlier. Therefore, the
matching rule is proved to be monotonic.

Then we check whether the trading price computed by Algorithm 2 is exactly
the critical value. Suppose a data owner whose bid B; = (s;,e€;,b;) is selected
at time slot j and the trading price of this bid computed by Algorithm 2 is p;.
Therefore, there must be another bid B° whose bid price is p; and is selected
during the time period of [j,e; — 1]. If the data owner submits another bid
B, = (84, €4, 0; — &) instead of B;, where £ > 0, then B; would be selected during
its active time and makes B fails. On the contrary, if the data owner submits
another bid B; = (8i,€i,P; + C) instead of B;, where ¢ > 0, then B; would not
be selected since its bid price is higher than all selected bids during its active
time. So we have verified that the trading price computed by Algorithm 2 is the
critical value. We therefore conclude that the proposed auction mechanism is
incentive-compatible.

Theorem 2 (Individual rationality). The proposed online auction mecha-
nism is indwidually rational.

Proof. For a data owner whose bid fails, her utility is zero. For a data owner
whose bid is selected at any time slot, we can compute the trading price of her
data block according to Algorithm 2. Suppose a bid B; = (s, e;,b;) is selected
at time slot j, there must be another bid B; = (s, dy, by) chosen at time slot
j and p; is updated to by (Line 10 in Algorithm 2). According to the update
rule of trading prices, the final trading price would be p; > b;;. We can see that
by > b;; otherwise, B;s would be selected at time slot j instead of B; according to
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the matching rule in Algorithm 1. Since we have demonstrated that the auction
mechanism is incentive-compatible, i.e., every data owner would report their
valuation truthfully, we can get that p; > b;; > b; = v;. Therefore, the utility of
data owners are always nonnegative.

Theorem 3 (Competitive ratio). The online matching algorithm achieves a
competitive ratio of %, ie., Aonline/A* > %, where Aoniine and A* denote the
resulting social efficiency of the online matching algorithm and the optimal solu-
tion of Eq. (6), respectively.

Proof. The competitive ratio is computed by introducing a parameter a whose
value is 0 initially. For a bid B; = (s;, €;,v;) that is selected both in the online
matching rule and the optimal solution, increase a by ¢; — v; (suppose B; is
selected at time slot j). For a bid B; that is selected in the optimal solution at
time slot j to a data request but not in the online matching rule, suppose this
data request is matched to another bid B;» with a bid price of v;s in the online
case, i.e., vy < v;, increase a by ¢; — vy, Then, we can get a > A*.

For each bid that is matched by the online matching rule, its matching value
p; — v; is added to @ at most twice, i.e., a < 2A,,5ine. Therefore, we have
2A0ntine > a > A*.

4 Numerical Illustration

In the section, we perform extensive simulation and report simulation results to
show performance of the proposed online auction mechanism for data trading
with dynamic data owners.

4.1 Methodology and Simulation Settings

We compare our proposed online auction mechanism with an optimal data trad-
ing algorithm with an optimal matching rule based on complete information and
a incentive-compatible trading price rule. Suppose that active time of data own-
ers are known and submitted in advance, we employ the Hungarian algorithm to
find the optimal matching and then introduce the VCG payment scheme to com-
pute trading prices. That is to say, since we have complete information about all
bids and data requests in the auction and make decisions off-line, we can solve
the optimization problem in Eq. (6) using the Hungarian algorithm. The VCG
scheme can be utilized to determine trading prices, stimulating data owners to
report their private information truthfully.

In simulation experiments, we suppose that both data requests and data
owners are generated randomly. Specifically, both arrivals of data owners and
data requests are generated from Poisson distributions, i.e., the number of data
owners newly joining the data trading market at each time slot follows a Poisson
distribution with a parameter \,; the number of data requests submitted at each
time slot follows a Poisson distribution with a parameter \,.. The active time
length, i.e., the number of slots of active time, follows a uniform distribution.
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The valuation every data owner or data requester is randomly chosen from a
uniform distribution. Settings of all parameters used in simulation experiments
are listed in Table 1.

Table 1. Summary of default settings.

Parameter Default value
Rate of data owners, A, 10

Rate of data requests, A 3

Range of active time length [5, 20]

Range of data owners’ valuation 1, 10]
Number of time slots in a round, T | 50

In following pictures, the online auction mechanism and the optimal data
trading algorithm are denoted by “Online” and “Opt” in the legends, respec-
tively. Furthermore, these approaches under different valuations of data owners’
are evaluated, denoted by “Online, v = [1,5]” and “Opt, v = [1,5]” for example.

These two approaches are evaluated with extensive simulations based on
three metrics of social efficiency, competitive ratio, and running time. We con-
duct several groups of experiments and report comparison results of these two
approaches. Each point in these figures is average result over 100 runs.

4.2 Numerical Results
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(a) Comparison on sum of valuation (b) Comparison on sum of valuation
with different rates of data owners, with different numbers of time slots
Ao in a round, 7.

Fig. 2. Performance of sum of valuation.

According to Eq. (4), C is a constant which is irrelevant with matching and
trading prices of bids, we instead evaluate performance of sum of valuation of
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all data owners whose have been matching, i.e., Zf\il E;’:_Sl x; Vs, in Fig. 2. As
shown in Fig.2a, there is a decrease in sum of valuation for all matched data
owners when there are more available data owners with a larger arriving rate \,.
It is obvious that sum of valuation is on the increase along with the number of
time slots in a round, since there are more data requests are satisfied and more
data owners are chosen. The performance of Opt outperforms Online in terms
of sum of valuation.
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(a) Comparison on overpayment ratio (b) Comparison on overpayment ratio
with different rates of data owners, with different numbers of time slots
Ao- in a round, 7.

Fig. 3. Performance of overpayment ratio.

To stimulate data owners to honestly report their valuation, the trading price
of a data block is usually no lower than the valuation that data owner claims.
We further introduce a metric of overpayment ratio to show that data requests
should pay extra money to ensure social efficiency. The overpayment ratio is the
amount of extra expenditure (i.e., the difference between the trading price and
the valuation of a data block) to the valuation. The performance of overpayment
ratio is shown in Fig. 3. Compared to Opt, the proposed approach of Online must
pay higher prices to encourage data owners’ cooperation since less information
is known in the setting of Online. We can also get that overpayment ratio keeps
stable with different arriving rates of data owners or different numbers of time
slots in a round.

Evaluation on Competitive Ratio. We plot empirical CDF of competitive
ratio of the proposed online auction with different parameters in Fig. 4. In each
parameter setting, simulations are repeated 1,000 times. The result on compet-
itive ratio of each run is regarded as a sample; all these samples are utilized to
derive the empirical CDF. When the valuation range of data owners varies, we
can see that the competitive ratio is always above the bound of 0.5. To simplify
the simulation, we set the valuation of each data request to be the upper bound
of the valuation of data owners and then compute social efficiency of Online.
To compare the proposed online auction mechanism with optimal algorithm
in detail, we further compare ratio of sum of valuation between different methods
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Fig. 4. Empirical CDF of competitive ratio derived from 1,000 simulations.

with different parameter settings; results are shown in Table 2 and Table 3. We
can see that the sum of valuation of Online is a little higher than that of Opt.
Results of ratio of sum of valuation range from 1.2 to 1.4. Ratio of sum of
valuation remains stable, even if number of time slots increases or arriving rate
of data owners increases. With smaller range of valuations, i.e., v = [1, 5], the

ratio is smaller since data owners participate in a more competitive auction and
it is easier to induce their truthfulness.

Table 2. Ratio of sum of valuation when the number of time slots in a round changes.

T 30 40 50 60 70
Ratio (Online) 1.35501 | 1.36143 | 1.36706 | 1.37421 | 1.37441
Ratio (Online, v = [1, 5]) | 1.27243 | 1.29097 | 1.28802 | 1.28590 | 1.28542

Table 3. Ratio of sum of valuation when arriving rate of data owners changes.

Ao 8 9 10 11 12
Ratio (Online) 1.34804 | 1.37381 | 1.37681 | 1.36705 | 1.36356
Ratio (Online, v = [1, 5]) | 1.27757 | 1.26861 | 1.28496 | 1.28957 | 1.29698

Evaluation on Running Time. To show computation efficiency of proposed
online auction mechanism, running time of both matching (Algorithm 1) and
trading price determination (Algorithm 2) are recorded and plotted in Fig. 5.
Plotted lines of Online shows modest growth in running time for both Algo-
rithm 1 and Algorithm 2 as shown Fig.5; lines of Opt increase dramatically

with the number of time slots increases. Consequently, Online is much more
computationally efficient than Opt.
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Fig. 5. Performance of running time.

5 Related Work

We review related work from the following two aspects and point out that exist-
ing solutions cannot be applied to solve our problem.

5.1 Decentralized Data Trading Based on the Blockchain
Technology

A great many research papers have paid attention to design a data trading
market or platform based on blockchain technology [4,8,9,18,21] because of the
absence of a trustworthy and centralized data trading platform, single point
of failure and DDoS. Dai et al. claim that both data brokers and buyers are
dishonest and none of them is accessible for raw data; data processing and anal-
ysis algorithms encoded in smart contracts are deployed in a secure data trading
platform supported by the hardware of Intel’s Software Guard Extensions (SGX)
based secure execution environment [4]. Another trusted data trading platform
employing both the blockchain technology and trusted execution environment
(TEE) is implemented by Su et al. where the trusted trading platform contains a
special kind of nodes each of which supports TEE and serves as a trust exchange
for exchanging data or payment between data sellers and data buyers [18]. Ha
et al. introduce a decentralized private data trading marketplace called “Digital
Me” based on the blockchain technology [8], where data sellers and data buyers
trade personal data directly without trustworthy servers. The Al agent included
in “Digital Me” serves as a trading assistant to recommend trading prices based
on a user’s personal data and data transaction history data. He et al. propose a
distributed and trusted data trading platform based on blockchain technology to
detect misbehavior of participants and a dataset similarity comparison scheme
based on MinHash for detecting illegal resale efficiently is then employed [9].
Zheng et al. deploy smart contracts to solve the problem of data matching and
reward distribution in a distributed data trading platform and then introduce
proxy re-encryption to guarantee secure data transmission, where trading data
are encrypted and only valid data requesters are allowed to decrypt trading data
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[21]. Nguyen et al. design a distributed ledger based IoT data trading system
along with three typical data trading protocols for city-level environmental mon-
itoring using NB-IoT connections and further analyze the cost of data trading
in terms of end-to-end transmission latency and energy consumption [15].

5.2 Trading Data with Different Levels of Privacy

Existing studies [3,12,17,22] investigate how to trade private data where the
authors propose pricing functions for personal data or other private data to
compensate data owners’ different levels of privacy loss. Private data with dif-
ferent privacy loss is generally traded at different prices. Furthermore, data in
different formats e.g., data samples and range counts, are returned to data con-
sumers. Higher prices should be paid to a higher level of privacy loss caused
by traded data undoubtedly. A few desirable properties, e.g., arbitrage-freeness,
budget feasibility, performance accuracy based on traded data, are considered
when designing pricing functions.

Gao et al. propose a pricing rule based on an auction-based model where
both task description and bid prices in bids are possible to disclose sensitive
information of data owners; they employ differential privacy schemes at both
stages of data collection and trading price determination [7]. Another research
paper [11] using the auction-based model introduces geo-indistinguishability to
quantify privacy loss of geographical locations and then pays for their sensing
cost as well as privacy breach. Zhang et al. point out that disclosure of raw
social media data of users probably cause privacy leakage, because anonymous
user IDs can be linked to real users and they propose a novel mechanism based
on a notion of e-text indistinguishability to guarantee different user privacy as
well as to achieve high data utility [20].

All existing studies, however, neglect the dynamic behavior of data owners
as well as randomly generated data requests of data consumers in IoT data
trading. It is reasonable that end devices only trade their data intermittently
due to limited resources or mobility.

6 Conclusion

In the paper we have investigated the data trading problem with dynamic data
owners, aiming to share IoT data and to take full advantages of big data. Existing
studies have neglected an important observation that a data owner is not always
available to trade her data blocks except in her active time period. To this end,
we have proposed a truthful and efficient online data trading algorithm which
not only resolves the problem of matching dynamic data owners and randomly
generated data requests with near-optimal social efficiency, but also determines
the trading price of each data block which ensures the incentive-compatibility
and individual rationality of participants.
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