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Abstract. This study investigated the role of Artificial Intelligence-powered
cloud computing systems in fostering healthcare resilience, using a systematic
review of its range of applications and their groundbreaking implications. In-depth
applications in diagnostics, care delivery, mental health care, and healthcare supply
chains demonstrate how these digital technologies greatly strengthen healthcare
services. The results highlight AI’s decisive influence on healthcare supply chains,
emphasizing its critical role in maximizing performance, efficiency, and resource
use. The study sheds light on the significance of digitalization in enhancing the
operational effectiveness and resilience of healthcare supply chains. The study
provides recommendations based on the insights, with an emphasis on enhanc-
ing research collaborations, addressing contextual factors impacting the adoption
of digital technologies, and guaranteeing interoperability and standardization in
health Internet of Things devices. The implementation of cloud computing sys-
tems powered by Alin the healthcare industry is intended to be optimized by these
suggestions. The study provides a foundational point of reference, providing an in-
depth examination and recommended strategies for leveraging Al-powered cloud
computing to improve healthcare resilience, pointing stakeholders in the direction
of a robust and sustainable healthcare future.

Keywords: cloud-based - artificial intelligence - healthcare resilience -
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1 Introduction

The term “healthcare” describes the comprehensive approach to maintaining and improv-
ing human health, which includes both physical and mental well-being [1]. This continu-
ous process involves preventing illness, diagnosing conditions, and providing treatment
[2]. On the other hand, “smart healthcare” is used to refer to the use of sensor-equipped
devices that utilize cloud computing technologies. These devices enhance healthcare
services by collecting real-time medical data and seamlessly transfer it to cloud net-
works for efficient processing and analysis [3]. As suggested by [4], cloud computing
enables network utilization of pooled computational resources on-demand, which is par-
ticularly beneficial in the healthcare sector. By maintaining healthcare records on cloud
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platforms, significant improvements can be achieved in security features and efficiency,
ultimately lowering the overhead costs associated with cloud computing, as noted in [5].
The transition to cloud-based systems minimizes potential dangers from outsiders and
reduces the risk of cyberattacks, making it the most widely used method for storing and
maintaining healthcare data in the modern day. However, the widespread adoption of
cloud storage sometimes raises concerns about patient privacy and security [5]. Further-
more, this technological advancement extends to the realm of machine learning which
is a subset of artificial intelligence (AI) that analyzes data and enables machines to learn
using sophisticated mathematical functions [6]. The integration of Al with cloud-based
healthcare data not only enhances data analysis capabilities but also proves to be finan-
cially beneficial for organizations, as they spend less by storing data in the cloud while
ensuring that the records are secure.

The term resilience generally refers to the capacity to recover from an adverse sit-
uation and adapt to previous challenges, whether it be for an individual or a group [7].
Healthcare resilience is a complex concept that includes the capacity of healthcare orga-
nizations to endure, react to, and recover from disasters [8]. It is a dynamic characteristic
of the healthcare system, influenced by its environment and the strategies it uses to main-
tain resilience [9]. Resilience is also vital in evaluating the preparedness of healthcare
infrastructure for disasters, with an emphasis on returning to normal operation after a
disaster [10].

The integration of Al in healthcare management is increasingly recognized as a piv-
otal enhancement, offering substantial improvements in the diagnosis and prognosis of
serious medical disorders [2]. Al, a major disruptive emerging technology, holds the
potential to revolutionize healthcare [4], making it more resilient in the face of chal-
lenges. This resilience is crucial as it ensures the healthcare system’s ability to adapt,
recover, and effectively respond to crises, such as pandemics or natural disasters. By
utilizing AI’s capabilities, which involve a blend of methodologies, algorithms, and
approaches, machines are empowered to mimic human intelligence [11]. This devel-
opment aims at creating autonomous, intelligent systems, contributing significantly to
healthcare resilience. An example of this is Al-powered healthcare resilience solutions
which complement telehealthcare. Telehealthcare, through its remote patient monitoring
services, has begun to close the distance between healthcare providers and their patients
[12]. These Al-driven solutions are further advanced by incorporating technologies like
the Internet of Things (IoT), which enhances the healthcare system’s ability to respond
dynamically to varying patient needs and environmental factors. Such integration of
Al not only advances medical practices but also fortifies the healthcare system against
future challenges, underlining the importance of resilience in this sector.

The adoption and use of Al-powered cloud computing in the domain of health-
care resilience is a growing area of research. In their studies, [13] and [14] proposed
frameworks that leverage the capabilities of Al for healthcare applications, with a par-
ticular emphasis on reliability, compatibility, and security. The framework proposed by
[13] encompasses a cloud-based architecture for mobile and interconnected healthcare,
whereas the one proposed by [14] employs Al-enabled smart contracts and a public
blockchain network for decentralized healthcare. A study conducted by [15] examined
the use of edge and fog computing to address the limitations of cloud-based systems in
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healthcare, particularly in terms of response time, accessibility, security, and confiden-
tiality. In the study conducted by [16], a framework for cyber resilience is proposed for
the next-generation IoT healthcare, which incorporates machine learning and blockchain
for the purposes of security and access control [16]. Together, these studies highlight the
possibility of Al-empowered cloud computing in bolstering the resilience of healthcare
systems.

The primary purpose of this study was to conduct a systematic review of the current
state of Al-powered cloud computing applications in healthcare, with a specific focus
on their role in enhancing healthcare resilience. The study aimed to evaluate how these
technologies contribute to the robustness and adaptability of healthcare systems, par-
ticularly in the face of various challenges such as pandemics, natural disasters, and the
rapidly evolving nature of healthcare demands. The study was guided by the following
research questions: (1) What is the role of Al-powered cloud computing in enabling
resilience in healthcare systems? (2) What insights can be drawn for the future use of
Al-powered cloud computing systems to enhance healthcare systems resilience?

2 Methodology

2.1 Method

This study employed a systematic review methodology, adhering to the guidelines
outlined in the Preferred Reporting Items for Systematic Reviews and Meta-Analysis
(PRISMA) statement [17]. A systematic review aims to aggregate data that meets specific
criteria to address distinct research questions [17]. PRISMA is instrumental in identi-
fying, selecting, appraising, and synthesizing studies [18]. It guides readers through
an article’s selection process. This study followed the PRISMA step- by-step guide as
outlined by [17-19] as follows:

a. Information Sources: Lists all the databases and other resources consulted in the
search for pertinent research studies.

b. Search Strategy: Outlines the search methods, including filters and limitations, applied
across the databases (including the search string).

c. Eligibility Criteria: Defines the inclusion and exclusion criteria that guide the selection
process.

d. Data Collection Process: Describes the methods used for extracting data from the
selected research articles.

e. Data Items: Details the information extracted from the selected research articles
including funding sources and PICOS (participants, interventions, comparisons, out-
comes, and study design), and discusses the inferences and generalizations made from
the selected articles.

2.2 Information Sources and Search Strategy

The following search string was run in the Title, Abstract and Keywords sections of the
Scopus database (the query was run on 21 September 2023):

Title, Abstract and Keywords = (“Artificial Intelligence” OR “Machine Learning™)
AND (“Cloud Computing” OR “Cloud Services” OR “Cloud-based Solutions”) AND
(“Healthcare Resilience” OR “Resilient Healthcare”)).
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The inclusion and exclusion criteria are summarized in Table 1.

Table 1. Inclusion and exclusion criteria for article search

Inclusion

Exclusion

Journal articles and papers from conference
proceedings

Books, book chapters, review articles and
dissertations

Focused on the following subject areas: social
sciences, engineering, business, management,
accounting, computer science, medicine,
mathematics, health professions and
environmental sciences

Any other subject areas

Language used is English

Articles in other languages

Articles published between 2018 to 2023

Articles published before 2018

Articles which are finalized or in the final
stages

Unpublished research with “in press” status,
that is currently being worked on

Articles focusing on artificial
intelligence/machine learning, cloud
computing/cloud services/cloud-based
solutions, healthcare resilience/resilient
healthcare

Articles that do not interrogate the
relationship between artificial intelligence or
machine learning with cloud computing or
cloud services or cloud-based solutions and
healthcare resilience or resilient healthcare

2.4 Data Collection

The data collection process entails describing the procedure for extracting data from
reports (such as using independently completed forms or piloted forms) or any other
procedures used by the investigator/s for gathering and validating data. In this study, the
authors extracted key information (title, author/s, year of publication, objective/purpose
of the study, method(s)/tools used, key findings and recommendation(s)) from the eligible
articles and papers using a data extraction form. Table 2 depicts key data items considered
in the extraction of data which were used in the form.

Table 2. Data items

No. Data item Description

1 Title Title of the paper

2 Year Publication year of the paper
Author/s Author/s of the paper

(continued)
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Table 2. (continued)

No. Data item Description

4 Abstract Summary of the paper

5 Keywords Words used to specify the content of the paper
6 Type of publication Is it a journal article/conference paper etc.?

7 Channel of publication Medium in which the paper was published

8 Country Country in which the paper was published
3 Results

Based on the search criteria specified in Table 1, a total of 13 articles were identified from
the Scopus online database as relevant to the research questions guiding this investigation.
Since Scopus was the only database used, there were no duplicate articles. After an
initial screening based on titles, five articles were excluded, leaving eight for further
examination. Subsequently, upon reviewing the abstracts, one more article was removed,
leaving seven for in-depth analysis. Following a thorough review of the full texts, two
further articles were deemed unsuitable. Consequently, five articles were ultimately
selected for detailed analysis. Figure 1 summarizes this selection procedure.

The subsequent sub sections present more details about the selected five papers
including the year and country of publication, type of research, and keywords used in
the selected publications,

3.1 Year of Publication

Figure 2 shows the categorization of the articles based on their year of publication (from
2018 to 2023). Of the five selected articles, one (20%) was published in 2021, one
(20%) was published in 2022, and three (60%) were published in 2023. No articles were
published in 2018, 2019 or 2020. This shows that there is an increase in the number of
publications on research that focuses on Al-powered cloud computing applications in
healthcare.

3.2 Country of Publication

The selected articles in Fig. 3 are categorized by the countries of the institutions where
the first authors are affiliated. An author’s affiliation, typically a university or research
institution, is listed next to their name, providing insight into the country they belong
to. According to this analysis, two of the chosen articles (40%) had a first author from
an Australian institution; India also had two articles (40%) with a first author from its
institutions; and Brazil had one instance (20%) where the first author was affiliated with
an institution in that country. This indicates that, based on our research criteria, only three
countries have published articles focusing on Al-powered cloud computing applications
in healthcare.
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3.3 Type of Research

Figure 4 depicts the types of research conducted within the articles under consideration.
One article (20%) conducted a bibliometric analysis and a second article (20%), com-
prised a systematic review (20%). Three articles (60%) used quantitative research. This
shows that, using the selection criterion, most articles published on Al-powered cloud
computing applications in healthcare were quantitative in nature.

Fig. 4. Type of research
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3.4 Keywords Used

Table 3 shows the top 10 keywords used in the selected articles (as presented in their
abstracts) and the frequency of their usage. The keyword “Healthcare” was most used
in four publications, referring to healthcare business or healthcare supply chain [20],
healthcare supply chain and healthcare 4.0 [21], healthcare [22], or healthcare 4.0 [23].
The term “Resilience” appeared in three publications, denoted as resilience [21, 22], or
resilient healthcare or resilience abilities [23]. Two publications mentioned “Artificial
intelligence” [19, 24], while an equal number referred to “Big data analytics” [19, 24].
Including this information about the keywords employed and their frequency within the
five selected articles facilitates the identification of publications related to Al-powered
cloud computing applications in healthcare.

Table 3. Keywords used.

No. | Keyword Frequency |No. |Keyword Frequency
1 Healthcare 4 6 Supply chain management |2
2 Resilience 3 Internet of Things 1
3 Artificial intelligence |2 Digital health technology 1
4 Big data analytics 2 9 Natural disaster 1
5 Industry 2 10 3D printing 1

Table 4 depicts the summary of the selected articles. The authors, the purpose or
objective of the article, the methodology used, the key findings or results, and the
recommendations of each article are provided.

4 Discussion

The discussion of the findings delineated above is based on the two research questions
that guided the study:

What is the role of Al-powered cloud technologies in enabling resilience in
healthcare systems?

The integration of Al and cloud computing in the healthcare industry is a transfor-
mative advancement that allows for advanced data management and real-time decision-
making. This integration has the potential to improve healthcare services, especially in
medical decision-making, data security, and health monitoring. It has been noted that
Al is revolutionizing healthcare by utilizing large, interconnected datasets to accelerate
breakthroughs and provide decision support [23]. The use of cloud computing in health-
care integration, specifically within e-health solutions, has been examined with a focus
on enhancing data accessibility and reducing wait times [21].

The use of Al-powered cloud computing in healthcare has been demonstrated in
various real-world situations, showing its practical application. During the COVID-19
pandemic, studies [24] indicate that these technologies allowed for remote diagnosis and
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monitoring of patients, ensuring that healthcare services continued without interruption.
They also played a crucial role in storing, collaborating on, and accessing data, especially
during the pandemic. The potential of Al in healthcare extends to diagnosis, treatment
recommendations, patient engagement, and administrative tasks [21]. Cloud computing
has been particularly important in facilitating collaboration, communication, and essen-
tial online services during the pandemic [24]. These studies collectively emphasize how
Al-powered cloud computing significantly improves the efficiency and effectiveness of
healthcare operations.

This study found that the future of Al in the healthcare sector is characterized by
rapid advancements, and it has already made significant progress in the sector. The
incorporation of IoT devices for continuous monitoring of patients and the development
of advanced machine learning algorithms to enhance the accuracy of diagnostics are
poised to bring about a transformative impact on the delivery of healthcare services [24].
These revolutionary developments not only boost patient outcomes but also optimize
healthcare operations, leading to enhanced efficiency and cost-effectiveness [20]. The
significance of Al in reshaping the future of healthcare is emphasized, with particular
attention given to the importance of privacy, data sharing, and genetic information.

What insights can be drawn for the future use of AI-powered cloud computing
systems to enhance healthcare systems resilience?

This study noted that incorporating Al-enabled cloud computing in the healthcare
sector necessitates careful examination of policy implications. It is crucial to establish
uniformity in data formats and ensure interoperability among diverse healthcare systems
to facilitate a seamless exchange of information. Implementing regulatory frameworks
becomes crucial to govern the ethical use of Al, guaranteeing responsible and advan-
tageous application of these technologies. Policy creators should likewise think about
the broader communal consequences, such as the potential for job displacement and the
necessity for new skill sets among healthcare professionals.

The educational and training requirements are vital due to the dynamic nature of
healthcare technology [23]. Consequently, there arises a demand for educational curric-
ula that encompass the fundamental principles of Al and cloud computing, data analytics,
as well as cybersecurity. To sufficiently prepare the healthcare workforce for this new era
of digital healthcare, it is imperative to develop training programs that equip healthcare
professionals with the necessary skills to effectively utilize these technologies.

The contribution of digital healthcare technologies like Al-powered cloud-based
systems to the resilience of healthcare services is enormous [22]. In terms of prac-
tice, determining the impact that digital healthcare technologies have on improving the
resilience of healthcare services may assist managers in establishing the rules for a dig-
ital transformation. The findings of [22] may encourage more aggressive investments
in the adoption of digital technologies, prioritizing those with greater resilience-related
potential. The usage of digital healthcare technology to provide resilient services may
increase across the hospital if their advantages are well understood. That could assist in
persuading significant internal and external stakeholders of the value of systematically
implementing healthcare. As articulated by [24] in their bibliometric analysis research
on the influence of Al in healthcare, social distancing, cloud computing, machine learn-
ing, telehealth, medical computing, medical imagine, IoT, mhealth telemedicine, and
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3D printing are some of the key hotspots that have been identified since 2020. They are
considered instrumental for sustainable future healthcare solutions.

An analysis was also done on the use of Al, combined with big data, on the healthcare
supply chain for empowering absorptive capacity and its impact on healthcare processes
and performance [21]. The study noted that, since organizational knowledge is tied to
context, circumstance, and business practices that occur throughout everyday contacts,
healthcare supply chain managers need to concentrate on the preconditions for devel-
oping effective absorptive capacity. Every stage of the information acquisition process
is intricate, yet knowledge from outside sources is valuable, but it must be transformed
and applied in new contexts. As discovered in the study by [21], the use of Al and big
data analytics opens the possibility of more rapid medicine production and dissemina-
tion. Virtual aids for nursing were also perceived to be useful as they can be used with
individualized treatment.

4.1 Theoretical Contribution

This research provides a substantial theoretical contribution by synthesizing the existing
knowledge on the integration of Al and cloud computing in the healthcare sector. It adds
to the knowledge of the role of Al-powered cloud computing in healthcare resilience
and what important considerations should be taken note of for its future application in
enabling healthcare resilience. This contribution is crucial in comprehending the role of
emerging technologies in augmenting healthcare delivery and management.

4.2 Theoretical Implications

This research emphasizes the necessity to reevaluate conventional healthcare theories
considering technological progress. The study proposes that future theoretical models in
healthcare management should incorporate the intricacies of Al and cloud computing to
remain pertinent. Furthermore, it challenges prevailing theories of healthcare resilience
by introducing a technology-driven perspective, which could incite additional academic
discussion and research in this field.

4.3 Practical Implications

The study’s findings have several practical implications. Firstly, healthcare providers
might explore utilizing cloud computing powered by Al to optimize data management
and predictive analytics, potentially improving the quality of patient care. In addition,
policymakers can employ the insights identified to establish regulations and frameworks
that promote the ethical and efficient utilization of Al in healthcare. Moreover, valuable
details for technology developers and practitioners are provided, equipping them with
insight into the specific demands and restrictions in healthcare, thereby empowering the
development of more targeted and efficient solutions.
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4.4 Limitations of the Study

It is acknowledged that the results of this study are derived from previous research and
may not encompass all the latest advancements in Al and cloud computing because
these technologies are evolving rapidly. Secondly, the applicability of these findings
may be restricted since healthcare systems across the globe have different capabilities
and resources for incorporating such technologies.

4.5 Recommendations

This study recommends that subsequent research should concentrate on conducting
empirical investigations to authenticate the theoretical discoveries expounded in this
study. It is also recommended that healthcare systems should allocate resources towards
training initiatives that enable healthcare professionals to acquire the essential proficien-
cies required to assimilate Al and cloud computing technologies. Lastly, policymakers
should prioritize the development of comprehensive policies that foster unity between
sophisticated healthcare systems and those that lack sufficient resources.

5 Conclusion

This systematic review examined the role of Al-powered cloud computing in the con-
text of healthcare resilience. It sheds light on important considerations that need to be
noted moving forward towards the use of Al-powered cloud computing in the context
of healthcare resilience. The results indicate that Al-powered cloud computing greatly
enhances data management, predictive analytics, and decision-making in healthcare.
However, there are challenges such as concerns about data privacy. The study empha-
sizes the importance of interdisciplinary collaboration and policy development to ensure
the ethical use of technology in healthcare. It also provides practical implications for
various stakeholders in the field. Overall, the analysis drawn from this study establishes
a foundation for understanding the role of Al-powered cloud computing in enhancing
healthcare resilience and offers insights for future research and implementation in this
rapidly evolving area.
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