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Abstract. In this paper, we propose a smart contract based search-
able symmetric encryption scheme. The existing searchable symmetric
encryption protocol can resist malicious servers when using the MAC
algorithm; however, it is more effective only under the assumption that
the server is running. If the server receives a user’s money but does not
provide a service to the user (or if the server shuts down after receiving
the user’s money), the user cannot withdraw the money paid. In addition,
if the server wants to reduce computing costs, bandwidth, etc., then it
may reduce the number of documents to be searched or omit part of the
search results. As a result, there is no guarantee that all files have been
searched. We use the Merkle tree to construct search integrity verifica-
tion. Implementing search integrity verification ensures that it is nearly
impossible for searchers to provide integrity verification without search-
ing all documents. Smart contracts use computing resources effectively
and help us better search the blockchain. All information is recorded on
the blockchain and will not be tampered with. In addition, integrity veri-
fication and smart contracts slightly reduce the efficiency but are feasible
in practice. Finally, we have theoretically and experimentally verified the
safety and feasibility of the proposed scheme.

Keywords: Smart contract - Blockchain - Searchable symmetric
encryption + Result integrity - Verifiable - Bloom filter

1 Introduction

A keyword index helps us search for documents containing specified keywords in
a certain period of time. Security indexes are extensions of building data struc-
tures, e.g., indexes provided by unrelated data structures [13] and historically
independent [2,12] data structures. Unfortunately, the standard index structure
using hash tables is not suitable for indexing encrypted documents because they
leak information about the contents of the document. However, data structures
with privacy protection can be used to build secure indexes.
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To improve the efficiency of searchable symmetric encryption (SSE), Goh
et al. proposed using the Bloom filter method to search symmetric encryption
[4]. The Bloom filter proposed by Bloom is a space-saving random data structure
that uses a bit array to represent a collection very concisely. It can determine
whether an element belongs to this collection. The Bloom filter was used in
the early UNIX spell checker [9,11]. The Bloom filter is also used as an index
for each document to search the keywords [4] in each document. In the index,
a keyword is represented by a codeword derived by applying a pseudorandom
function twice, i.e., once using the keyword as input and once using a unique
document identifier as input.

In 2017, Li et al. [8] combined blockchain technology with SSE, where a
blockchain is used as a peer-to-peer network to store user data. This scheme adds
data as blocks to the blockchain, thereby storing the data in the common chain.
However, this scheme only supports single keyword search. Tang et al. [1] pro-
posed two frameworks that support blockchain technology, and these frameworks
can be applied to most existing SSE schemes to achieve fairness while maintain-
ing the original privacy protection. However, these frameworks are inefficient.
Zhang et al. [17] proposed a blockchain based searchable encryption scheme in
multicloud environment. Here, multiple cloud service providers are combined to
share data through an alliance chain. Then, the encrypted document and doc-
ument index are stored in IPFs, and the hash value of the document is stored
in the blockchain. This scheme can provide retrieval of outsourced encrypted
data based on multiple keywords; however, it is based on trusted cloud service
providers, which cannot resist malicious cloud servers.

We employ the Bloom filter to construct a searchable symmetric encryp-
tion scheme and use smart contracts to maintain the fairness of the searchable
symmetric encryption scheme.

The smart contract was originally proposed by Nick Szabo in 1996 [14]. A
smart contract is a computer protocol designed to facilitate, verify, or execute
a contract. Note that a smart contract in the blockchain is traceable and can-
not be tampered with [10]. Many contract clauses can be executed partially or
completely in an independent manner. The purpose of smart contracts is to pro-
vide better security than traditional contracts and reduce other transaction costs
associated with the contract. Various cryptocurrencies are implemented as types
of smart contracts. A smart contract is a set of commitments specified in digital
form, including an agreement for parties to fulfill these commitments [14].

Our Contribution: We exploit computing resources in the blockchain to pro-
pose a searchable symmetric encryption scheme based on smart contracts. To
address incomplete retrieval of all files on the server, we first propose a non-
interactive integrity verification method for search results. The proposed method
uses Merkle trees to construct search integrity verification, which can ensure
that it is nearly impossible for searchers to provide integrity verification without
searching all documents. In addition, using smart contracts, we can use the com-
puting resources in the blockchain effectively to perform ciphertext searches. As a
result, neither the owner nor searcher can cheat. All information (including search
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results, proof of integrity, and commission payment information) is recorded in
the blockchain and cannot be tampered with. By implementing integrity verifi-
cation and smart contracts, the proposed solution does not reduce efficiency sig-
nificantly and ensures that searchers cannot obtain information from encrypted
documents and search keywords. The proposed scheme guarantees the authentic-
ity and completeness of the results, and, through the Merkle root signature, the
proposed scheme ensures that searchers of search results will not be tampered with
by miners after submitting the results.

The remainder of this paper is organized as follows. We define notations used
in this paper in Sect.2. In Sect. 3, we provide preliminary information about
searchable symmetric encryption and smart contracts. In Sect.4, we propose
the scheme of the non-interactive integrity verification of search results for the
first time. In Sect. 5, we present our scheme of smart contract based SSE and
discuss the schedule in detail. In Sect. 6, we provide a security definition, security
analysis, and performance analysis. Finally, the paper is concluded in Sect. 7.

2 Notations

We define the notations used in this paper in Table 1.

Table 1. Notations

Notation | Description
A Bitwise and
Hq(), f() | Pseudorandom function

Number of documents

n
m Assume that each file has m keywords for brevity
r

Number of function f() used in Bloom filter

»

Key length used in the f function

t Key length of the encrypted file, the key length of the MAC

l Security parameter, number of random numbers generated in the
integrity verification of search results

Niran Transaction size

H() Collision resistant hash function

I Concatenation

bf(y) Obtain output of Bloom filter according to y

3 Preliminaries

We propose a searchable symmetric encryption scheme called smart contract-
based SSE. The proposed scheme employs a non-interactive result integrity proof
method, the Bloom filter, searchable symmetric encryption, and smart contract
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technology. Here, we introduce the Bloom filter, searchable symmetric encryption
and smart contract technology. Eu-jin Guo introduced a Bloom filter method
to solve the problem of searchable symmetric encryption [4], which was used
to solve the searchable symmetric encryption efficiency problem. We propose an
improved scheme in their framework. Szabo proposed the smart contract in 1994
[15], and the proposed method employs smart contracts as a platform to increase
the availability of computing resources.

3.1 Scheme of Searchable Symmetric Encryption

To improve the efficiency of searchable symmetric encryption, Eu-jin Guo intro-
duced a Bloom filter method for searchable symmetric encryption [4] that
included two participants, i.e., the file owner and the untrusted server. Here,
assume the file owner has n files denoted Dy, Do, ..., D,,. The file owner encrypts
these documents into ciphertexts C' = (C1, Co, ..., C},) and constructs the corre-
sponding index set of I, and then sends C', I to the server. When the file owner
wants to look up documents including keyword w, he calculates trapdoor Ty, for
keyword w and sends Ty, to the server. The server searches for result C; based on
tw, C and I, and then sends C; to the file owner. Finally, the file owner decrypts
C; to obtain D;.

Note that search symmetric encryption is considered secure if the server does
not obtain any information about the plaintexts when it only knows ciphertexts
or when it does not know any information about the plaintexts and keywords
except the search results when it executes search algorithms.

Assume file owner U has n encryption files C1,Cs,...,C, on server S.
The SSE scheme comprises functions (BuildIndex(-), SearchIndex(-)) and three
phases (setup, search, update). In the setup phase, indexes for C1,Cs, ..., C,
are built by the search system, the retrieval task is performed in the search
phase, and the update phase updates the index when documents are changed,
added, or deleted. The process of the setup phase is shown in Fig. 1.

Lo ffe e fodo [ Ju
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Fig. 1. The secure index setup phase
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We introduce the BuildIndex(-) and SearchIndex(-) functions in the
following.

— BuildIndex(C, Kirqpdoor): The function of the input is an encrypted doc-
ument C with unique file ID C;y € {0,1}" and some keywords w =
(wo,...,w), as well as the corresponding keywords trapdoor Kyrgpdoor =
(k1,...,k.) € {0,1}°", k; € {0,1}".

1. For each document D; for ¢ € [0, n], we do the following;:

(a) We compute the trapdoor of each keyword w;, i.e. Buildtrapdoor
(Ktrapdoomwi) = (tl = f(wi7 kl)a cetr = f(w27 kr)) € {07 l}sr'

(b) The corresponding ciphertext ID C;4 information is added to get the
codewords e : e1, ..., e, where (e1 = f(Cig, t1), ..., er = f(Cia,t)) €
{0,1}5".

(¢) The codewords e : ey, ..., e, is added to the file D; Bloom filter BF;.

2. Output the index of C: I = (Ciq, BF).

— SearchIndex(T,,, I): The function of the input is the key word trapdoor
Ty = (t1,...,t) € {0,1}°" corresponding to keywords W, and the index
Ic = (Cyq, BF) corresponding to encryption file C.

1. Key word w is encoded according to Cyq to obtain e, where e : (e =
f(Cid7 tl), ey Ep = f(Cid, tr)) S {0, I}ST.

2. To determine if each position in y that contains a 1 corresponds to a 1
in the Bloom filter, we must determine if (bf(e) A BF) == bf(e) (e =
€1, e, ..., ) is correct.

3. If the above is correct, 1 is output; otherwise, 0 is output.

The setup, search, and update phases are described as follows.

— Setup phase: The n files are uploaded to the server after the index is con-
structed.

1. First, the proper Bloom filter parameters are derived for each index. In
addition, we define Kyrapdoor = (K1, - .., k) € {0,1}5", k; € {0,1}%.

2. Each file is assigned a unique ID, which is an integer represented by
i€[l,n].

3. Each file builds an index as I¢, < BuildIndex(C;, Kirapdoor)-

4. After each document is compressed and encrypted using standard algo-
rithms, the document and its index can be placed on server S.

— Search phase: When file owner U has a lookup requirement, server S must
be queried for the given keyword w so server S can return the file containing
the given keyword. Then, the following is performed.

1. File owner U calculates the trapdoor of w to obtain T, <«
Buildtrapdoor (K rapdoor, ), and then sends T, to the server S .

2. For all the indexes of I¢,, server S calls SearchIndex (T, Ic,) to test
matches. All matched files are returned to file owner U.

— Update phase: There are three possible scenarios in which an update oper-
ation may be used.
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1. Add file: When a file is added to the system, a unique ID is first assigned
to ciphertext file C', and then index I¢, is created for C.

2. Delete file: When a file is deleted from the system, we must delete both
the file and its index file.

3. Changing the contents of an existing document requires assigning a new
unique ID to the document and rebuilding the index by calling the
BuildIndex function with the new unique ID.

3.2 Smart Contract

Smart contracts are computer programs running on the blockchain. A smart
contract comprises program code, stored files, and an account balance. Any user
can create smart contracts by posting events to the blockchain. When creating
a smart contract, the contract’s program code is fixed and cannot be changed.
As shown in Fig.2, the contract storage file is stored in the blockchain. The
contract’s program logic is executed by miners who reach consensus on the exe-
cution results and update the blockchain accordingly. The contract code is exe-
cuted when the user or another contract receives the message. When executing
its code, the contract can read or write from its storage file. A contract can have
an account to accept transfers from other accounts or contracts, or it can send
transactions to other accounts or contracts. Conceptually, the contract can be
considered a special “trusted third party.” However, the party is only trusted for
correctness (not privacy). Note that the entire state of the contract is visible to
all nodes. Figure 2 shows a schematic diagram of a smart contract.

Users '
§ Money :{
Data

Blockchain

Miners

~ Contracts

Time

Fig. 2. Schematic of a smart contract

4 Scheme of the Integrity Verification of Search Results

Here, we introduce the non-interactive integrity verification scheme for search
results. In this scheme, the Merkle tree is employed to verify the integrity of the
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search results. The non-interactive integrity verification scheme can be verified
on the blockchain. The searcher generates the result integrity certificate after
the search is completed. The smart contract can verify whether the searcher has
searched all the files according to the proof submitted by the searcher. The final
submitted result is complete without any omission.

4.1 Merkle Tree

In cryptography and computer science, the Merkle tree is a tree in which each
leaf node is marked with the hash value of a data block, and each non-leaf
node is marked with the hash value of the label of its child nodes. Merkle trees,
which are generalizations of hash tables and hash chains, allow efficient and safe
verification of the contents of large data structures. To prove that a leaf node is
part of a given binary hash tree, a logarithmic hash calculation of the number of
leaf nodes of the tree is required. Note that this differs from hash lists because
the number of hash lists is proportional to the number of leaf nodes. Figure 3
shows an example of a Merkle tree with four leaf nodes.

Merkle trees can be used to verify any type of data stored, processed, and
transmitted on or between computers. They ensure that the data blocks received
from other nodes in a point-to-point network are undamaged and unchanged,
and can even check whether other peer nodes have tampered with the data or
sent fake data. A Merkle tree is primarily used for data integrity verification
based on a hash. Many systems use Merkle trees for data integrity verification,
e.g., the IPFS, Btrfs, and ZFS file systems [18], as well as the Apache wave
protocol [16].

Top Hash

SN 7N
N S

Data
DG | AN ST e oo

Fig. 3. Example Merkle tree with four leaf nodes

4.2 Proof of Integrity Verification of Search Results

Assuming there are n documents C, the keywords to be searched are repre-
sented by W. The file owner encrypts the keywords to trapdoor Ty, and publishes
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trapdoor T, and index collections I (I = (C, BF')). The searcher then searches
n encrypted documents according to the trapdoor T,,. The searcher calculates
bf(y) (y = e1,ea,...e;) according to T, and document identifier C;4, and the
search results are obtained based on bf(y) and BF. To ensure the integrity of
search results (that is, the searchers have searched all documents rather than
only some documents), and can be use on blockchains, we propose the scheme
of the non-interactive integrity verification of search results.

For the search results for the keywords in each document, we obtain the search
results for each document where search; = (bf(y)ABF;) (the specific calculation
process is described in Sect. 5.2.). We then use each result search; (i =1,2...,n)
as a leaf node to build a Merkle tree. We obtain the corresponding root node
Root when we finish constructing the Merkle tree. Here, the searcher uses their
public key to sign the Merkle tree root node and obtain sign = sign,,, ..., (Root).
Then, we use the hash function to generate a random number to construct the
proof of the result’s integrity. We compute H (sign||i) (i = 1,2,...,1) to generate
! random numbers, where | denotes the security parameter. Assuming we have
n documents that need to be searched, we create an array to save a proof of
the integrity of the search results, which we refer to as the array result integrity
proof (RIP). We then put the H(sign||i) mod n (i = 1,2,...,1) search result that
is H(sign||?) mod n and its path in the Merkle tree into the array RIP. We also
create a Result array to save the search results. When the searcher completes the
search, he outputs Result, RIP, and sign(Root). The algorithm used to search
the document and construct the RIP is given in Algorithm 1.

Algorithm 1. Search document and prove integrity of search results.

Search(T,,I): When a searcher sees a demand that he wants to help search the
document, then the searcher will use the trapdoor Ty, = (¢1,...,¢-) € {0,1}°" for word
w to test every index I¢; in indexed collections I.

1: for every C; in C do

2: The key word w is encoded according to Ciq to get e, and e : (e1 =
f(cich t1)> ey Ep = f(Czdvt’r)) S {07 1}37"
3: To see if each position in y that contains a 1 corresponds to a 1 in the bloom

filter, we need to detect (bf(e) A BF) == bf(e) (e = e1,ea,...,er) is correct, and

add (bf(y) A BF;) to the array search that searchu (sign|ji) mod n (¢ =1,2,...,1).
If so, add C; to the array Result.

: end for

: Use array search to build a Merkle tree and get a Merkle tree root Root.

: Searcher use his public key to sign the Merkle tree root Root and get sign =

UGN 0,1 (oO)

8: Compute H(signl||i) (i = 1,2,...,1), the | denote the security parameter, then add
the searchi (sign||i) moa n (¢ = 1,2,...,1) and the Merkle tree path into the array
result integrity proof RIP.

9: Output Result, RIP and sign(Root).

RSN
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When verifying the integrity of the search results, first we verify that the
signature of the Merkle tree root. We then verify that the results in the array
Result are correct. Here, according to the root of the Merkle tree, we compute
H(sign||i) (i = 1,2,...,1) to generate | random numbers, based on the gen-
erated random numbers and the document to compute searchi(sign||i) mod n
(i =1,2,...,1). Then, we verify that the path which would be provided in the
array RIP of the Merkle tree of searchr(sign||i) mod n (i = 1,2,...,1) is correct.
The algorithm used to verify results and the integrity of the results is given in
Algorithm 2.

Algorithm 2. Verification of results and result integrity proof

Verify(searcher, Result, RIP, sign(Root)): This function is used to verify the
result and result integrity.

1: Verify that the signature of the Merkle tree root Root is signed by the searcher.

2: Verify that the results in the array Result are correct, if correct then continues,
else incorrect return error 0.

3: According to the root of the Merkle tree to compute search (sign||i) mod n (¢ =
1,2,...,0).

4: Verify that the path which be given in the array RIP of the Merkle tree of
searchp(sign||i) mod n (1 = 1,2, ...,1) is correct, if correct then continues, else incor-
rect return error 0.

5: According to the compute process given in the SearchIndex function, the result of
the array RIP is correct, if correct return 1, else the error returns 0.

In the following, we discuss an example (Fig.4) to illustrate the proposed
scheme. Here, assume there are four documents. Thus, when the search is
complete, we obtain four search results: searchg, searchy, searchs, searchs.
For each search result, searchy = (bf(y) A BEy), searchy = (bf(y) A BFy),
searchy = (bf(y) A BFy), searchs = (bf(y) A BF3). By using these four search
results as a leaf node to build the Merkle tree, we obtain the corresponding root
node. Assume Alice is searching for the result; thus, Alice signs the root with
her private key. The signature and ¢ are joined together. We set ¢ to 1 and 2.
Thus, we obtain two values: (sign||1) and (sign||2). After hash and modulus,
we obtain two random numbers between 0 and 3. Here, assume that H (sign||1)
is equal to 0, and H(sign||2)) is equal to 2. We save searchg, searchy and the
corresponding Merkle tree path into to the RIP array. The searchg, searchs
and the corresponding Merkle tree path are used for subsequent result integrity
verification. In addition, we assume that search; is the result of the search cri-
teria. We save the search; in the array Result. If Bob is the verifier, Bob first
verifies that root is Alice’s signature. Then, Bob verifies that the results in the
array Result are correct; thus, Bob verifies that search; is correct. Then, Bob
according to compute H (sign||1) mod 4 and H(sign||2) mod 4 to generate two
random numbers. Here, Bob obtains the two random numbers 0 and 2. Then,
Bob verifies that searchg, searchs and the corresponding Merkle tree path are
correct, which completes the validation.



190 Y. Wu and K. Jia

Assume the search is complete with p (0 < p < 1), there are n documents
that need to be searched, and /(I < n) random numbers need to be generated. If
the searcher does not fully search the entire document, only p *n documents are
searched. When validation of the Merkle tree is set up, the probability that the
searcher build a Merkle tree will be able to verify at once is p!. The larger the [
option, the lower the probability that the searcher will be able to pass validation
(when the searcher does not search the entire document), and the greater the
cost of not fully searching the entire document and provide correct Result, RIP,
and sign(Root). Here larger [ results in more complete search results.

In the following, we examine an intuitive example; we see that a searcher
searches 99% of the files, [ is set to 100, and the probability that the searchers
are successful in building the Merkle tree is 0.366. From the above mentioned
findings, it is obvious that the proposed method is extremely effective in ensuring
the integrity of the search results.
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Fig. 4. Example of the proposed search result integrity verification of search results
(here, assume four files to be searched and 1 to 2)

5 Smart Contract Based Searchable Symmetric
Encryption

In this section, we propose the smart contract-based SSE scheme. The proposed
scheme includes search result integrity verification algorithm, an index genera-
tion algorithms, a ciphertext search algorithm, and a demand smart contract.
First, we describe the overall architecture of the proposed scheme. We then
explain the proposed scheme in greater detail.
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5.1 Scheme of Smart Contract Based SSE

Here, we introduce the smart contract-based SSE scheme and provide a secu-
rity proof. There are three roles in the proposed scheme: file owner, searcher,
and miner. The file owner has n documents denoted D = (D1, Do, ..., D). The
searcher’s task is to search the corresponding document based on the keywords
and indexes provided by the file owner. The miner’s task is to verify that the
search results are correct and pack the transactions into the blockchain. The
owner of the file first inputs the keywords to search and provides commission d.
When searcher finds searching demand then he searches the file according to the
keywords and index directory, and searcher will submit search results and results
integrity prove to the miners; if the verification through, miner will packaged the
results and integrity proof to block chain.

Our scheme has two phases. In series phase 1, the file owner creates a smart
contract for search demand. In phase 2, for a smart contract, the searcher can
submit the results, and the miner can verify the results. The specific process is
shown in Fig. 5, and we introduce our scheme below.

(') Searcher

¢

pue yjnsay
= uoISSILIWOD

T
2
=3
2
w

~joo1d fyuBayu; 3nsay

-, commission é
File owner g;
Tl

Blockchain

Time

Fig. 5. Smart contract based SSE scheme

The proposed scheme involves two phases. In phase 1, the file owner creates
a smart contract for the search demand. In phase 2, for a smart contract, the
searcher can submit the results, and the miner can verify the results. The process
is shown in Fig. 5.

In phase 1, the file owner wants to search keyword w, and he encrypts the
keyword using the key Kirapdoor to oObtain the search trapdoor Ti, = (t; =
flwi, k1)y - te = f(wi, k) (Kirapdoor = (K1, k2, .-, kr)), Then, the file owner
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Igorithm 3. Demand smart contract
: variable Ty, I, d, owner \\trapdoor T, index I = (C, BF'), commissions d
: function DEMAND(Ty, -input, /_input, d-input)
Tw=Ty-input
I = I_input
d = d_input

owner=msg.sender
: end function

9:

10

11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:

: function VERIFY (searcher, Result, RIP, sign(Root))
if sign(R) is signed by searcher then
if Result are correct then
if the path of elements in the RIP is correct then
count=0

fori=1;1 <=1;i++ do
if search[H (sign||i)] == RIPJi] then
count++
end if
end for
if count==1 then
return 1
end if
end if
end if
end if
return

end function

28:

29

30:
31:
32:
33:
34:
35:
36:

: function PAYCoMMISSIONS(searcher, Result, RIP, sign(Root))
if Verify(searcher, Result, RIP, sign(R))==1 then
Sent(owner, searcher, amount, Result)
Selfdestruct()
else
return
end if
end function

37:

38

39:
40:
41:
42:
43:
44:

: function DESTROY
if msg.sender == owner then
Selfdestruct()
else
return
end if
end function
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creates a smart contract that contains trapdoor T, index I = (C,BF) and
commissions d.

Algorithm 3 presents a pseudocode framework for a file owner to publish a
trapdoor that needs to be looked up. Here, when creating a contract, the file
owner inputs trapdoor T,,, index I = (C, BF'), the corresponding commission d,
and the verification function.

In phase 2, when the searcher sees the search demand, he begins to search
trapdoor T),. When the searcher finishes searching the documents, he calls func-
tion Verify(-) of the demand smart contracts and uses the results, results
integrity proof as parameters. If the verification is conducted through smart
contract, the commissions will be sent from the file owner to the searcher, and
the demand smart contract calls the function Destroy(-) to destroy itself. Oth-
erwise, authentication failure is returned.

If the file owner does not want to search the document, he calls the function
Destroy(-) to destroy the smart contract.

Search keywords can be single or multiple words. For simplicity, we only
consider the single keyword case. The proposed smart contract-based SSE scheme
is defined as follows:

Definition 1 (Smart Contract based Searchable Symmetric Encryption). A
smart contract based SSE is a set of six polynomial time algorithms SSE =
(Gen, Enc, Build, Buildtrapdoor, Search, Demand smart contract):

— K < Gen(t,s,r): This probabilistic algorithm takes security parameters
t, s, r and outputs array key K.

— C «— Enc(Kyie, D): This algorithms takes file key Ky, data file collection
D, and keyword collection W as input, and the file owner outputs encrypted
files C.

— I « Build(C,W): This algorithms takes encrypt file C' and keywords W as
input, and the file owner outputs index I.

— Ty « Buildtrapdoor (Kirapdoor, w): This is the keyword trapdoor generation
algorithm. The file owner takes search keyword w, and trapdoor key Kyrqpdoor
as input, and obtains trapdoor T, as the output.

— (result, RIP) «— Search(Ty,I): The searcher searches the encrypted files
according to the file owner’s requirements in the smart contract (keyword
trapdoor Ty, and index I). The search results are returned to the array Result
and result integrity proof array RIP.

— Demand smart contract: This is created by the file owner and placed in
the blockchain. The file owner initializes the contract and calls the con-
structor function Demand(-) to initialize the parameter trapdoor T,,, index
I = (C, BF), and commissions d parameters. The searcher calls the function
PayCommissions(-) to submit the result and the RIP. The miner uses the
function Verify(-) to verify the result and the RIP. The file owner calls the
function Destroy(-) to destroy the smart contract.
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5.2 Details of Smart Contract Based SSE Scheme

In the proposed smart contract-based SSE scheme, there are three participants,
i.e., the file owner, the searcher, and the miner. The file owner has n files denoted
D = (D1, D, ..., D,,) that need to be uploaded to the network. Prior to upload-
ing, the file owner selects the secure function. Here, f : {0,1}*x{0,1}* — {0,1}*
and H;y : {0,1}* x {0,1}' — {0,1} are secure pseudorandom functions. Note
that H : {0,1}* — {0,1}" is a collision-resistant hash function, and ¢ = t+t+sr
denotes the security parameter. The main steps of the algorithm are described
as follows.

-~ Gen(t, s, r). The data owner takes security parameters t¢,s,r as input,
and it outputs secret key array K = (Kjfie, Kirapdoors Knmac), where
(Kfilm Ktrapdoor> KMAC) — {07 1}t+t+sr’ Kfile — {07 1}t7 Ktrapdoor —
{0,1}', Kpac < {0,115, Ky, is used to encrypt the data documents, and
Kirapdoor is used to generate the search trapdoor T, for the keyword w.
Kurac is used to generate a MAC for C;.

— Enc(Kyj., D): There are two steps in this function. First, the data owner
uses key Ky to encrypt the documents collection D = (D1, Ds,...,D,):
Ci = Enck,, (Di)(1 < i < n), MACc, = Hi(Kayac,C;) then set C «—
((Ch,MAC¢,), (Co, MAC¢,),...,(Cn, MAC¢, )). Then, the data owner gen-
erates an index to optimize the search time complexity for future searches.
First, the data owner extracts keywords collection W = (w1, wa, . . ., w,) from
each D; and obtains a total of nr keywords for n documents.

— Build(C,W). Before the n documents are encrypted, the indexes are built as
follows. Here, the input is document C' comprising a unique identifier C;q €
{0,1}™ (each encrypted file C; has a unique identifier C;,,), and a list of
keywords (wy,wa, ..., ws,) € {0,1}* (assume each file has m keywords). Here
Kt?“apdoor = (kl, ceey kr) € {O, 1}ST.

I. The following is performed for each document C; in C.
1. For each different keyword wj; for j € [0, m], perform the following.

(a) Compute the trapdoor of each keyword: (t; = f(w;, k1), ..., t, =
Fw, k) € 0,1}

(b) The corresponding ciphertext ID C;4 information is added to get
the codeword e : ey,...,e., where (e; = f(Cigyt1),...,er =
f(CidvtT)) € {Oa 1}ST'

(¢) codeword e : ey,..., e, is added to the file D; Bloom filter BF;.

2. The output secure index of C' is I = (Ciq, BF).
II. Output I = {I¢,,...,Ic,}

— Buildtrapdoor (K apdoors W): Given trapdoor key Kirapdoor = (k1, ..., k) €
{0,1}*" and keyword w, T, = (f(w, k1), ..., f(w, k) € {0,1}*" is output as
the trapdoor.

— Search(T,, I). When a searcher observes a demand, he wants to help search
the file. Then, the searcher uses trapdoor T, = (t1,...,t.) € {0,1}°" for
keyword w to test each index I, in indexed collections I.
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1. The following is performed for C; in C.

a. Keyword w is encoded according to C;g4 to obtain e, where e : (e =
f(C¢d7t1), N f(Cid, tr)) S {0, 1}”.

b. To determine if each position in y that contains a 1 corresponds to a 1
in the Bloom filter, we must determine whether (bf(e)ABF) == bf(e)
(e = e1,ea,...,e.) is correct, and then add (bf(y) A BF;) to the array
search that searchy(sign(|i) mod n (1 = 1,2, ...,1).

c. If this is correct, C; is added the array Result.

2. An array search is employed to build a Merkle tree and obtain the Merkle
tree root Root.

3. The searcher uses their private key to sign the Merkle tree root Root and
obtains sign = signpik,,,,.n.. (Foot).

4. Compute H(sign|i) (i = 1,2,...,1) and add searchg(sign||i) mod n (i =
1,2,...,1) and the Merkle tree path to the array RIP, where [ denotes the
security parameter.

5. Output Result, RIP, and sign(Root).

— Demand smart contract. This contract is described in Algorithm 3. This
contract contains four functions: Demand(-), Verify(-), PayCommissions(-),
and Destroy(+), which are described as follows.

— Demand(T,, I = (C, BF), d). This function is used by the file owner to
initialize the smart contract. The file owner initializes trapdoor T;,, index
I = (C,BF), commissions d and the initial contract owner.

— Verify(searcher, Result, RIP, sign(Root)). This function is used to
verify the result and RIP.

1. Verify that the signature of the Merkle tree root Root is signed by
the searcher.

2. Check that the results in the array Result are correct. If the results
are correct, continues; otherwise, return error 0.

3. Compute searchy (sign||i) mod n (i = 1,2,...,1) according to the root
of the Merkle tree.

4. Verify that the path given in array RIP of the Merkle tree of
5€arch(sign||iy mod n (1 =1,2,...,1) is correct. If this is correct, then
continues; otherwise, return error 0.

5. According to the compute process given in the SearchIndex function,
the result of the array RIP is correct. If this is correct, return 1;
otherwise, return error 0.

— PayCommissions(searcher, Result, RIP, sign(Root)). This func-
tion is used by the searcher to submit the lookup result and result integrity
proof. If the result of the submission is verified, the smart contract
transfers the commission from the file owner’s account to the searcher’s
account. Then, the smart contract is destroyed. Here, if validation fails,
a validation error is returned.

— Destroy(). This function is used by the file owner to cancel the demand
and destroy the smart contract. The function first determines whether
the calling function is from the file owner. If so, the destroy operation is
performed; otherwise, a call error is returned.
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6 Security and Performance Analyses

In this section, we apply a simulation paradigm [4] to define the security of the
proposed scheme. We also present a security analysis and security proof. Finally,
we analyze the performance of the proposed scheme.

6.1 Security Analysis

The proposed scheme can guarantee the correctness of search data and the
integrity of search results. We apply SSE based on the smart contract, and
file owners can publish demands through the smart contracts. When a searcher
observes the file owner’s the file search demand through smart contracts, he
starts to search. When the searcher finishes searching, he sends the results to
the smart contracts for accuracy and integrity verification. If verification is suc-
cessful, the searcher obtains the commissions. When the searcher completes the
search, a Merkle tree is constructed for each file’s search results, and the root
of the Merkle tree is signed with the searcher’s private key. Then, according to
the root of the signature and i, to compute a hash, modulo the number of the
files n, H(signl||i) mod n, and then give the search result of the corresponding
search(sign||iy mod n (i = 1,2,...,1) and the path of the result in the Merkle
tree. The purpose of the root signature is to ensure that when the result is sub-
mitted, the miner will not tamper with the searcher while verifying the result,
and that the commission will be sent to the searcher. When the results are sub-
mitted, the searcher needs to give the results integrity proof, that are a partial
search result random given by hash value and the corresponding Merkle tree
path, so our scheme can avoid searcher deliberately omitting the search results
to save computational cost or other reasons. The fairness of the proposed scheme
is based on the fact that the blockchain cannot be tampered with. Search files
on smart contracts are encrypted; thus, when only a ciphertext is retrieved, the
searcher cannot learn anything about the plaintext. The search keywords in the
smart contract are also encrypted; thus, the server cannot view any information
about the plaintext and keywords other than the search results when executing
the search algorithm. The information uploaded to the blockchain and smart
contract only includes the encrypted keywords (trapdoor Ty, ), encrypted cipher-
text, and Bloom filter; thus, no one (searchers, miners, etc.) can obtain any
information related to the keywords and search plaintext through block data
and the smart contract. The smart contract-based SSE follows the above two
properties; thus, it provides secure SSE.

We present a theorem to prove that the proposed scheme is secure. Here,
we used a real/ideal simulation model to prove security, which is fully described
in the paper [4]. A number of SSE-related papers [5-7] have used this security
model to prove security.

Definition 2 (IND-CKA2 Security). If a smart contract based SSE protocol is
secure, the adversary should not distinguish the real game Realﬂ (¢) and the
stmulation game Idealﬂ,&s (c).
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Here, let Il be a smart contract based SSE scheme, where II =
(Gen, Enc, Build, Buildtrapdoor, Search, Demand smart contract), and ¢ =
t +t + sr is the security parameter. A represents the attacker, B represents the
environment that can simulate the Ethereum system, C represents the challenger,
and S represents the simulator.

Real® (¢): Challenger S can obtain key array K by performing operation
K « Gen(j,s,r). After S obtains K, he will give the signature to be verified by
the public key to Adversary A. A gives challenger C a set of randomly selected
files D = (D1, Da, ..., Dy,). Then, challenger C can obtain (I, C) by performing
operation Build(Enc(K,D),W). After challenger C obtains (I,C), they send
(I,C) to A. Challenger C returns (commissions, Ty,) to attacker A to perform a
polynomial query based on the different keyword w; selected by the attacker A.
Then, attacker A queries Result and RIP by asking the C. Finally, A produces
a bit b that is returned by the experiment.

Ideal® (c): Attacker A randomly selects D to satisfy condition |Djgeq| =
|DReat], where D «— {0,1}*. Here, simulator S obtains (I,C) by performing
operation <« S(L(D)) (L(D) is defined in [3]). When the simulator calculates
(I,C), it sends (I,C) to attacker A. The challenger C returns Result and RIP
to attacker A to perform a polynomial query in the B environment based on the
different keyword w; selected by attacker A. Finally, A produces a bit b that is
returned by the experiment.

If we can find a PPT S for all PPT A, that makes D,
|Pr[D(viewyeq) = 1] — Pr[D(view;gea) = 1]| < negl(c) distinguishable for all
polynomial sizes. Then, we can prove that IT is IND-CKA2 secure.

Theorem 1. If the proposed SSE based smart contract scheme is an adap-
tive IND-CKAZ2 scheme, then the conditions to be met are Hy, f should be
a pseudorandom function, H should be an anti-collision hash function, and
e = (Enc, Dec) should be an IND-CPA [}] symmetric encryption scheme.

Proof. We can build a PPT simulator S = Sy, S1,...,8, for attackers, which
allows A = Ay, Ay,..., Ay to output two results Viewyeq and View;deq. How-
ever these two results are indistinguishable during computation. Here, through
the trace of a given history L, simulator S can be generated (I*, C*, t,,, Result,
RIP) using the following methods.

— First, we discuss simulation I*. Here, if ¢ = 0, all files sizes are available to
the simulator from L. S could set I* to a random string of size |I| by taking
advantage of that information. S sets C; « {0, 1}/Pil first, and then sets the
state of I* to sts. Note that state st 4, has no key value for Kirapdoor; thus,
S will do a uniform random selection of w for each keyword.

If g > 1, attacker st first select (st.a,,t},.) < {0,1}* and Mac,;" < {0,1}"
randomly and evenly for each keyword wg. Then, S select w}(q¢ > i > 1)
based on (w} q,sta, ,). S then randomly selects (st 4;, j‘uzf) — {0,1}* and
Mac,,: * for each keyword w;.

We know that I* and I are indistinguishable because H; and {0, 1}* x {0, 1}!
are indistinguishable. In the same manner, ¢ = (Enc, Dec) is IND-CPA; thus,
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we can also know that C* is indistinguishable from the real ciphertext c. In

the absence of key Kasac in state sta,, there is no way for an attacker to

distinguish between the M AC¢,” and M AC¢, generated in the Enc(-) step.

This M AC¢,” is selected randomly and uniformly from {0, 1}.

— Now, we simulate Ty. If ¢, K} . and ty, Kirapdoor (generated by func-
tion Build(-)) are indistinguishable, the conclusion is good. If ¢ = 0, §
will randomly and evenly select ¢, K/ from {0,1}*. If ¢ > 1, calculate

tonke
(t;kvi*’ trapdoor) < 10,1} and select w;, g > i > 1 based on st 4, ,,w;_1,i >
1. Here, the pseudorandom functions H; and {0,1}* x {0,1}" are indistin-
guishable; thus, we can say that T, and true T,, are indistinguishable.

— Simulate RIP*. The pseudorandom function f is indistinguishable; thus, e
and e* generated in the search step are indistinguishable. The anti-collision
hash function h is indistinguishable, the resulting RIP and the simulated

RIP* are indistinguishable.

Definition 3. If the scheme is fair to both searchers and file owners, we say
that the scheme satisfies fairness.

Theorem 2. If the blockchain is irreversible and the smart contract runs in the
blockchain, the proposed scheme will satisfy fairness.

— When the search task is generated, the commission is stored in the smart
contract account. If the searcher fails to find the correct result, they will
not obtain the commission. When the searcher finds the correct result, the
file owner cannot refuse to pay the commission, and the smart contract will
automatically transfer the commission to the searcher.

— The smart contract runs in the blockchain; thus, the file owner cannot change
the task after publishing the search task, and the searcher cannot change the
correct search result after receiving the commission.

— If both parties execute the agreement honestly, the user can obtain the correct
results from the smart contract, and the searcher can obtain a commission.

Definition 4. If we can verify whether the search results are complete and with-
out omission, we say that the SSE scheme satisfies result integrity verification.

Theorem 3. If the smart contract can correctly execute our result integrity
proof, then the scheme satisfies result integrity verifiable.

Proof. After the searcher submits the results, the smart contract will implement
the result integrity verification algorithm (Sect.4.2). If the result is correct and
there is no omission, the smart contract will pass verification. If the submitted
result is correct but missing, it cannot pass the result integrity verification of
the smart contract. O
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6.2 Performance Analysis

Here, we analyze the efficiency and security of the proposed scheme and compare
it to related schemes.

For users, search time determines the practicability and feasibility of the SSE
scheme; thus, we primarily consider calculation and communication costs during
the search stage. Table 2 shows how the proposed scheme performs in the search
phase compared to related schemes. As shown in Table 2, the search time of the
scheme proposed Kamara et al. [5] is the fastest because this scheme is designed
to run parallel. However, this scheme does not satisfy fairness does not provide
an integrity proof of the result. Thus, if the searcher returns incorrect results
or if the searcher disappears after receiving a commission from the user, the
user will lose both money and the search results. Therein lies the unfairness.
To achieve fairness, another scheme [7] requires at least six transactions and
three communications, which may prolong the time required for users to obtain
results. The proposed scheme only requires two transactions and two rounds
communication.

Table 2. Comparison of results of different schemes

Different Search time | Communication | Verifiable | Attacker Fairness | Result
scheme complexity |complexity integrity
verifiable
Parallel [5] O(mlog(n)) |1 Yes Server is No No
honest-but-curious
Uc-secure [6] |O(n) m Yes Server is malicious No No
BC [7] O(n) 6 Yes Server is malicious | Yes No
and user is malicious
Our scheme | O(n) 2 Yes Server is malicious Yes Yes
and user is malicious

6.3 Experimental Analysis

We develop an encrypted file search system. Here, we conduct relevant experi-
ments on the number of different files and number of keywords, and we compare
the time of completeness of the generated results and search time. The experi-
mental data are shown in Table 3.
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Table 3. Time required to search for encrypted files and obtain the result integrity
verification

Number of | Number of | Search time(s) | Result integrity
documents | keywords verification(s)
2000 4 3.745 3.747
4000 4 3.912 3.902
6000 4 4.049 4.053
8000 4 4.282 4.286
10000 4 4.459 4.467
12000 4 4.576 4.571
2000 6 3.754 3.736
4000 6 3.909 3.913
6000 6 4.045 4.049
8000 6 4.283 4.287
10000 6 4.461 4.468
12000 6 4.567 4.573
2000 8 3.761 3.765
4000 8 3.908 3.917
6000 8 4.054 4.053
8000 8 4.291 4.292
10000 8 4.473 4.474
12000 8 4.577 4.581
2000 10 3.777 3.781
4000 10 3.931 3.928
6000 10 4.074 4.069
8000 10 4.296 4.293
10000 10 4.485 4.481
12000 10 4.596 4.594

From the experimental data, we conclude that, after adding the result
integrity verification, the overall time is doubled, which is still within the accept-
able range; thus, we consider that the proposed system provides sufficient avail-
ability.

We run our smart contract on the test network of Ethereum. Running our
smart contract will burn 72000 gas per time on average, while the normal transfer
on Ethereum test network will burn 20000 gas; therefore, our scheme is practical.
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7 Conclusion

In this paper, we have proposed smart contract based SSE. Existing SSE pro-
tocols can resist malicious servers using MAC algorithms, but only if the server
is actively running. If the server receives a user’s money but does not provide
service to the user or the server is closed after receiving the user’s money, the
user cannot withdraw the money. In addition, if the server wants to reduce com-
putational costs and bandwidth, it will reduce the number of documents to be
searched and omit a part of the search results; thus, there is no guarantee that all
files will be searched. The proposed scheme solves this problem effectively using
an integrity proof of search results and a smart contract. The proposed scheme
guarantees the authenticity and integrity of the search results, and through the
signature of the Merkle tree root that the searcher who searches the results will
not be tampering by the miners after the submission of the results.
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