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Abstract. Auction mechanisms for exchanging divisible resources (e.g.,
electricity, cloud resources, and network bandwidth) among distributed
agents have been extensively studied. In particular, divisible double auc-
tion allows both buyers and sellers to dynamically submit their prices
until convergence. However, severe privacy concerns may arise in the
double auctions since all the agents may have to disclose their sensitive
data such as the bid profiles (i.e., bid amounts and prices in different
iterations) to other agents for resource allocation. To address such con-
cerns, we propose an efficient and private auction system ETA by co-
designing the divisible double auction mechanism with the Intel SGX,
which executes the computation for auction while ensuring confidential-
ity and integrity for the buyers/sellers’ sensitive data. Furthermore, ETA
seals the bid profiles to achieve a Progressive Second Price (PSP) auction
for optimally allocating divisible resources while ensuring truthfulness
with a Nash Equilibrium. Finally, we conduct experiments to validate
the performance of private auction system ETA.

Keywords: Secure computation + Auction mechanism design - TEE

1 Introduction

In the past decade, divisible resources (e.g., electricity, computation and stor-
age resources in the cloud, stock shares, and network bandwidth) have been
frequently exchanged or allocated in a peer-to-peer mode. All the buyers and
sellers can trade any amount of the resources in such markets. In such mar-
kets, all the buyers/sellers generally compete with each other to maximize their
payoffs. Then, divisible double auction mechanisms [48] have been extensively
studied to allow both buyers and sellers to dynamically submit their prices until
convergence. For instance, all the participants will converge to achieve a Nash
Equilibrium (NE) [23,31] in a game.

However, severe privacy concerns may arise in double auctions [4]. For
instance, if the bid profiles (i.e., amounts and prices) are disclosed, rival agents
may be able to win more payoffs by reporting untruthful bids. Such violation of
truthfulness would explicitly deviate the market of exchanging divisible resources
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[27]. Even worse, agents (aka. buyers or sellers) may collect such information
from their competitors, and misuse such private data, e.g., reselling the data
[4]. Thus, it is desirable to explore a divisible double auction mechanism while
preserving all the agents’ privacy (e.g., sealing all the bid profiles).

To this end, we propose an efficient and truthful auction system ETA by co-
designing the divisible double auction mechanism with the Intel SGX, which is a
Trusted Execution Environment (TEE) supported by an architecture extension
of Intel [16]. Then, ETA is designed in two folds. On one hand, the divisible dou-
ble auction mechanism will be designed based on the Progressive Second Price
(PSP) [28] auction, which is extended from the Vickrey-Clarke-Groves (VCG)
[38] auction and ensures truthfulness for all the buyers/sellers. No buyers or
sellers can gain any additional payoff by changing their strategies since the best
responses result in an equilibrium. On the other hand, Intel SGX allows appli-
cations to execute within a protected environment called an enclave [37] that
ensures the confidentiality and integrity for all the buyers and sellers’ sensitive
data. In summary, we make the following major contributions in this paper:

— We propose an efficient and private auction mechanism ETA that executes
truthful divisible double auction without disclosing private information.

— The auction mechanism (based on the PSP auction) in ETA ensures Individual
Rationality, Incentive Compatibility and Pareto Efficiency. The privacy of all
the buyers and sellers (i.e., bid profiles, and valuation function) can also be
guaranteed in ETA. We formally analyze such properties for ETA.

— We design and implement the system prototype for ETA with the Intel SGX,
and conduct experiments to validate the performance using real datasets.

2 Divisible Double Auction

In the divisible double auction, we denote the sets of buyers and sellers as B
and S, respectively. b, and s,, are defined as two-dimensional bid profiles (bid
price, and the maximum amount to buy or sell) as follows: (1) buyer m € B:
b, = (m, di) With bid price «,, and amount d,, to buy, and (2) seller n € S:
S$n = (Bn, hn) with bid price §,, and amount h, to sell. Each buyer or seller
is required to submit bid b, or s, before the auction starts. b = (b,,,m € B)
represents the bid profiles of all the buyers while s = (s,,,n € S) denotes the bid
profiles of all the sellers. = (b, s) is defined as the bid profiles for all the agents.
These are private information, supposed to be sealed among all the participants.

2.1 Models

We represent the strategy of each agent with a non-negative valuation function
Vi (+) for buyers and negative cost function C,, () for sellers. These functions are
also considered as private information, which quantifies the value or cost of the
resources by each buyer or seller.

In the mechanism design, we adopt generic assumptions [28,38] for the val-
uation function V,(-): (1) V,, is differentiable and Vj,(0) = 0, and (2) A,;L() is
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non-increasing and continuous. A,, and A,, represent the allocation of buyer m
and seller n, respectively. In the k-th iteration of the double auction, A,(qli), A%k)
represent the allocation of buyer m and seller n, respectively. For all agents,
we assume that V,(A%) > V,,(AF+1) where Ym € B and AF, < AF+l while
Ch(AF) < €, (AR+1) where Vn € S and Ak < AF+1_since buyers have diminish-
ing marginal utility while sellers have increasing marginal cost.

We also denote the payoff function for buyer m and seller n as f,,(r) and
fn(r), respectively, for representing their payoffs w.r.t. the bid profiles of all the
buyers/sellers r. In addition, p,, is the payment made by buyer m while p,, is the
payment received by seller n. Also, p(r;,r_;) is defined as the difference between
all the buyers’ aggregated valuation if any buyer 7 is not in the auction minus
the aggregated valuation if ¢ is in the auction [25,28,48]. Similarly, p(r;,r_;) is
defined as the difference between all the sellers’ aggregated cost if any seller j
is not in the auction minus the aggregated cost if j is in the auction. Thus, we

have:
Tu z Z am z) - Am(rw r—i)]
m#i
p(rjsr—3) =Y BulAn(0;7—5) — An(rjir—;)] (1)
n#j

Then, given the optimal allocation profile for buyer m € B and seller n € S
as A¥, and A, we can define the payoff of the buyer m and seller n as:

fn(r) = Vi (AZ) = p(rs,r—i),Ym € B
Fa(r) = p(rj,r—;) — Cu(A}),¥n € S (2)

Definition 1 (Incentive Compatibility). The divisible double auction is
incentive compatible [25] if the following conditions hold:

Z‘A/m( meZV plri,r—;),Ym € B

meB m¢B
pn—za()>prj,r] ZC’ ),VneS (3)
nes n¢S

Incentive compatibility guarantees that every buyer/seller cannot make bet-
ter payoff with untruthful bid if other buyers/sellers report the true bids.

Definition 2 (Feasible). The divisible double auction mechanism is feasible,

we have:
D dn< > ha (4)

VmeB Vnes

This mechanism is feasible requires that the amount of resources that sold
by sellers is weakly larger than the amount that buyers intend to purchase. In
other words, it ensures that the overall supply satisfies the demand.
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Definition 3 (Clearing Price). If there exists a feasible and efficient allo-
cation, such that, A*(-) at the price 0, the social welfare (defined as F(-) =
Yomen Vm(Am) — D 2,cs Cn(An)) is maximized to achieve the best response.
Then, price 0 is defined as the clearing price.

We say that the clearing price 6 [5] supports the optimal allocation A*(:)
with the maximum social welfare.

Definition 4 (Nash Equilibrium). Given the bid profiles r*, a Nash Equilib-
rium (NE) holds for double auction such that:

fm(b:n7/r*7m) Z fm(b’m7rtm)avm € B

Tn(snrZy) > fa(sn,72,),Yn €S (5)

where _, =1\ by, is a bid profile for all the buyers except buyer m and r_,, =
r\ $n 1s a bid profile for all the sellers except seller n.

ETA aims at achieving the best response (approximate allocation efficiency)
to maximize social welfare of allocation to all the buyers and sellers. It also
guarantees that the truthfulness of bid profiles is the best response for all the
agents. More importantly, each buyer or seller’s submitted bid profiles (amounts,
prices) and its valuation/cost function are protected in ETA.

2.2 Auction Properties

Recall that ETA will be designed based on the Progressive Second Price (PSP)
[28] auction. Thus, it has the following properties.

Weakly dominant strategy [28]. Each buyer/seller truthfully participates
in the auction would gain more payoff than the untruthful response. The
auction mechanism in ETA pursues weakly dominant strategies since it is
extended from the PSP auction mechanism (second price).

— Budget balanced. We assume “no budget deficit”, the total budget of the
buyers is no less than the total payment requested by the sellers: » . - z(tm -
dm) 2 Zvneg(ﬁn : hn)

— Individual rationality. All the buyers and sellers will have non-negative
payoffs in the auction.

— Pareto efficiency [9,43]. The divisible resources are supposed to be sold to
buyers with the highest valuation.

— Privacy. Buyers/sellers’ bid profiles (bid prices and amounts) and valua-

tion/cost functions are kept private; every pair of potential buyer and seller

only know their transaction amount and the clearing price.
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3 Mechanism Design

In this section, we design the divisible double auction mechanism and its program
Prog, in Intel SGX. The program ensures that all the bid profiles achieve the
best response in multiple iterations for the Nash Equilibrium and eventually
converge with a termination condition.

Initialization. While executing Progy, the bid profiles of all the buyers and
sellers will be checked to guarantee that (c;)max > (8;)min. Otherwise, it requests
them to update the bid profiles. Meanwhile, it ensures that the potential amount
of the resources in the auction C' is smaller than the overall demand and supply.
The auction will start once the above conditions are satisfied.

Divisible Double Auction Prog, (B, S, r)
Input: Vm € B,¥n € S,r = (b, s)
Output: by, sy, Vm € B,¥Yn € S

1: setiteration k := 1

2:  initialize () max > (B;)min and C < min{» _di, > hy}

i€B  jES

3: while true do

4 A5 (b,C) = min{dm, {[C — > di],0}max}

1€Bm (b)

5 A5 (s,C) == min{hn, {[C = > hy],0}bmax}

€8 (s)
6:  Q(r,0):=min{d_Ai(r,C), Y Aj(r,C)}
i€B jes
po(r, C) — ps(r,C)
Wmax t Omax

8 : 6(7‘,0) = Q(T,C)+7/D\

7: P =

9: by, = arg max{ fm (bm,b—m)}, m € B
10 : sy, = argmax{ fn(sn,5-n)},n €S

11 : terminate until convergence

12: iteration k :=k + 1

13: endwhile

Fig. 1. Divisible double auction

Iteration. Given the total amount for the auction (potential amount) C, it will
be updated as below:

G(r,C) = Q(r,C) + 21 C) — (. O) "

max + Jmax
where Q(r,¢) = min{}_ s A%, > cs An}, po(r, C) = min{a;, A; > 0} and
ps(r,C) = max{f;, A; > 0}. And P = plrC=p(nC) gacifically, Q(r, c) is the

Wmax+0max
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smaller one of the total demand and total supply; P is a coefficient for the gradi-
ents of marginal valuations (costs); py(r, C') and p,(r, C') are two variables defined
to help converge much faster in iterations via updating the potential amount;
Wmax 1s an upper bound for buyers’ valuations wpyax > maxsup Am{|Vn/1 (Am)|}

while opax is a upper bound for sellers’ costs omax > maxsupy {IC. (A}
Using the gradients of marginal valuations/costs, the potential amount can effi-
ciently reach a Nash Equilibrium.

In each iteration, A}, and A} are the optimal allocation of buyers and sellers,
respectively. Each agent updates its best response. Given (r,C), we derive the

optimal allocation for each buyer A}, = min{d,,,{[C — > di],0}max} and
1€Bm (b)
seller AY, = min{h,,{0,[C— > hj]}max}, where By, (b) = {i € Bla; > ap} U
JESK(s)
{a; = a, and i < m} and S,(s) = {j € S|B; > B} U{B:i = B and j < n}.
Given the potential amount C' obtained from initialization, the updated potential
amount C(r, C) can be iteratively derived.

Best Response. We denote the best response of any buyer m as b}, and any
seller n as and s},. After updating the potential amount, we have the bid profiles
r = (b,s) and a pair of potential amount (C, @) Then, we define the best
response as follows.

by, (r,C, 6’) = argmax{ fm (bm, b—m)}

st (r,C,C) = argmax{ fn(sn, 5_n)} (7)

The auction program Prog, will find the best responses in each iteration
and finally converges to a Nash Equilibrium. Note that the valuation and cost
functions might be different. In this dynamic auction game, all the buyers/sellers
recompute their best response to the current strategy (bid profiles) of other
agents. We now study the game of the divisible double auction mechanism as
follows (all of them are proven in the Appendix).

Theorem 1. The divisible double auction in ETA ensures (1) Weakly dominant
strategy, (2) Individual rationality, (3) Pareto efficiency, (4) Incentive compati-
bility, and (5) Feasibility.

4 ETA System Design

In this section, we design the ETA system for deploying divisible double auction
with the Intel SGX [16], which guarantees the confidentiality and integrity for
all the computation.

4.1 SGX Formalization

Intel SGX provides a solution to run programs in a secure container, which is
referred as an enclave, on an untrusted OS. Sensitive data and codes within the
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protected memory regions can be isolated by the enclave, and can be protected
against powerful attackers (e.g., controlling the OS). We use relay R to represent
the physical SGX host, which is the interface of the enclave. Other components
cannot directly access to the enclave, unless it relies on R.

Our program Prog, (shown in Fig. 1) will be executed in the enclave, which
is trusted by all the buyers and sellers. In this paper, we design the ETA system
with the formalization of Intel SGX in [33].

SGX Functions Fs¢x [Progy, R

Initialize() :
1: upon receiving (Init) from R :
2: output := Progy.initialize()
/ generate an output with attestation
3: Vsga 1= Z -Sig(sk, g » (Progx, output))
sgx
4: return (output, ¥sga)
Resume() :
5: upon receiving Auth(meg) from R :
6: output := Prog,.resume()
7: return output

Fig. 2. SGX functions

In order to model the ideal functionality channel with some proprieties such
as confidentiality and authenticity, we use a global universal composability (UC)
functionality [6] to instantiate the SGX Functions as Fsgx (3, )[Progs, B
parameterized by a group signature scheme ) gz Our program Prog, is loaded
into enclave via the “init” call. When it calls “resume”, the program is executed
based on the given incoming requests (or inputs, denoted as inp), and generates
the output with an attestation g := ngx -Sig(sksga, (Progy, output)). The
signature under TEE hardware key sksz. and pkg,, could be obtained from the

SGX Functions (Fsgx). The details are given in Fig. 2.

4.2 ETA System

As shown in Fig. 3, there are four main components in ETA: (1) Enclave is used
for protecting program codes and data, which guarantees the confidentiality and
integrity of computations. Remote attestation allows remote users to establish
encrypted and authenticated channels to enclave; (2) Relay R is the interface
of Intel SGX. It can be used as a physical SGX host, and other components
cannot directly access to the enclave without connecting with the R; (3) Key
Management Committee generates key pairs (pk, sk) for buyers/sellers’ input
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Sellers | = Manager <+— | Buyers
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b TEE Components H
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Fig. 3. ETA system (Intel SGX-based)

encryption (encrypted by the public key pk). Private key sk is used inside the
TEE components for decryption and preparing for the further computation; (4)
All the Agents (Vm € B, Vn € § and manager P). All the agents participates
in the auction while the manager handles all the incoming requests and delivers
results as the administrator. Also, TEE components will be triggered by the
manager.

Note that the manager is not a trusted third party (TTP). All the all the
buyers/sellers’ inputs loaded via a secure channel are not visible to the manager.
Moreover, it can even deviate arbitrarily from program or collude with other
agents. However, manager cannot affect the correct computation/execution of
the program and will be penalized for program interrupts or aborts.

4.3 ETA Execution Program

ETA is executed in 3 phases: (1) Setup, (2) Compute, and (3) Delivery, as illus-
trated in Fig.4. Assume that secure channels are established between the TEE
components and all the buyers and sellers.

(1) Setup. The TEE initializes the system with the “init” call and prepares for
loading our auction program Prog,. Once it receives the “init” request, the key
pair (pkg,,Sksgz) is created, and then pkg,, which is bound to the TEE code
(Program) by the initial attestation will be distributed. Meanwhile, the TEE
will obtain the key pairs (pk,sk) from the Key Management Committee and
distribute the public key pk to buyers and sellers for encrypting their inputs.
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ETA Execution Program (B, S, R, E)

InitEnclave() :
1: receive(init(), request) to load Progy inside E

boost enclave with Prog_ .initialize()
call Prog, .resume() to handle(Encyk(inp), liq)

EE S S

distribute (pk, 1sg<) for attestation
/ generate key pairs for inputs encryption
5:  (pk,sk) +sKGen(1"™)
InitAgents() :
6 : upon receiving init() to obtain pk for encryption
7: buyers/sellers make deposits &, or &5,
8 : P make deposits {p
Compute() :
9: boost enclave with Prog, .resume()
10:  decrypt (Encpk(inp), liq) with sk
11: execute and compute Prog,,
Delivery() :
12: fetch(output, ¥sga, lid)
13 :  forward output to the honest buyers/sellers by P

Fig. 4. ETA execution program

Next, all the buyers and sellers encrypt their input data (denoted as inp
overall) with pk, prepare the deposits &, or {;,) and send meg := (Encpk(inp),
lLid, &b, €s, ) to manager P where inp denotes the inputs of all the buyers/sellers.
Note that ;4 represents a fresh and unique identifier (ID). In practice, it will use
128-bit MAC of the AES-GCM encryptions as ID.

Note that all the buyers and sellers send the messages through secure authen-
ticated channels. The manager is responsible for batching transactions of all the
inputs from all the buyers and sellers. Also, validation of messages will be checked
by the manager. If it is valid, manager will forward all the requests to the TEE
Components. Otherwise, once malicious behaviors are detected, the deposits will
be stored into the TEE for next computation instead of refund.

(2) Compute. TEE components handle the incoming requests (inputs) in parallel.
TEE components retrieve the program Prog, with the “resume” call and decrypt
the inputs with the private key sk. The execution of the auction program Progy
is conducted in a sandboxed environment (enclave). Then, a software adversary
and/or a physical adversary cannot interrupt the execution or inspect (monitor)
data that lives inside the enclave. The result of the Prog, is a secret output which
will be securely returned to the manager with a black-box program execution.

(3) Delivery. Once the execution has been completed inside the TEE, the
output (of all the buyers/sellers in the divisible double auction) is generated and
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signature is provided to prove the computation correctness. As a result, the out-
put message (output, sz, lid, &b, s, ) Will be delivered to the corresponding
honest buyers/sellers by the manager.

4.4 Threat Model

To ensure confidentiality and integrity for computation, we use the TEE’s attes-
tation [44]. In particular, the computation is executed correctly inside the Intel
SGX (all the agents trust the enclave). However, the remaining software stack
outside the enclave and the hardware is not trusted. The adversary may corrupt
any number of agents, assuming that honest agents will trust their own codes
and platform (leakage resulted from its software bugs are out of the scope).

Furthermore, we assume that multiple agents do not trust each other mutu-
ally. They can be potentially malicious such as stealing the bid profiles informa-
tion and modifying the execution flow. During the execution, each buyer or seller
may send, drop, modify and record arbitrary messages. Even worse, any buyer or
seller may crash and stop responding. Note that the side-channel attacks against
enclave and DoS attacks are not considered in this paper.

4.5 Security Analysis

Enclave Isolation. Intel SGX enables the program (data) to be executed
inside the secure container (enclave) for confidentiality and integrity. The adver-
sary cannot interrupt the computation executed in a sandboxed environment
(enclave). Note that enclave is created in its virtual address space by an
untrusted hosting application with OS support. Once enclave starts initializa-
tion, data and codes inside it will be isolated from the rest of the system and
secured.

Also, the encrypted data are sent from buyers/sellers to enclave through
secure channels. However, other malicious servers cannot eavesdrop on the
encrypted data, and cannot interrupt the communication.

Data Sealing. Intel SGX reads the encrypted data as inputs and decrypts the
data with its private key inside the enclave. Once the computation is completed
within the enclave, the results output will be encrypted again before distribution.
Due to the data sealing, the vulnerability of data leakage can be addressed.

Malicious Manager. The manager handles all the incoming requests and deliv-
ers the results as the administrator. If the untrusted manager interrupts the
delivery rule, delays or tampers with the communication among all the compo-
nents, he/she will be punished by losing all the initial deposits.
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5 Experiments

In this section, we evaluate the performance for ETA in Graphene! on the
Microsoft Azure.? Specifically, considering energy trading as an experimental
application, we conduct experiments on real power consumption and generation
data (available at the UMASS Trace Repository [2]) which can be used for the
application of energy trading in a peer-to-peer mode amongst up to 200 agents,
each of which is either a buyer or seller in the divisible double auction.

The auction mechanisms have been designed for many different divisible
resources, such as electricity [18,39], cloud resources [13,22], and wireless spec-
trum [24]. Note that different valuation/cost functions are defined in different
applications. We take energy trading application [17,41] as an example. Entities
on the power grid may trade their excessive locally generated energy, e.g., the
renewable energy resources [1,11]. Since electricity is divisible, ETA can establish
a privacy preserving divisible double auction for energy trading. The valuation/-
cost functions are defined as Vy,, (2,) = Cm 10g(2+1) and Cp, (yn) = any2 +bnyn
[3], where (,, is a parameter determined by the behavior preference of buyer,
a, and b, are the parameters for measuring how much the sellers incline to sell.
The valuation/cost functions follow the general assumption in Sect.2. Finally,
ETA only outputs the clearing price for the auction to all the agents, and each
pair of buyer and seller only receive the amount traded between them.

We conduct experiments using the energy trading application [41], and set
¢m = 50, a,, = 30 and b,, = 0 in the valuation function V,, () = G log(xm +1)
and cost function Cy, (yn)=a,y2 + bny, (adopting the same parameters as [48]).

5.1 ETA Performance Evaluation

We evaluate the system performance (up to 200 agents) for ETA and demonstrate
the results for both auction performance and system efficiency.

Figure 5(a) shows the total runtime on a varying number of agents (from 50 to
200) in an auction. The auction includes both secure computation for the optimal
allocation and the peer-to-peer trading in the TEE. It takes up to only 10-15 min
for 200 agents even if the 2048-bit key size is adopted for very strong security.
Moreover, Fig.5(b) illustrates the relationship between the number of agents
and the throughput (bits/sec). As the number of agents increases, throughput
increases linearly as shown in Fig. 5(b).

For evaluating the efficiency in multiple auctions, we use the key size as 1024
bit and 20 agents in ETA for continuously executing 720 auctions. Figure 5(c)
shows that the runtime for each auction lies close to 60 s, which would not result
in much latency if we execute multiple auctions in real time.

! Graphene [36] is a lightweight guest OS, designed for minimal host requirements.
Applications can be protected in a hardware-encrypted memory region.
2 https:/ /azure.microsoft.com /en-us/solutions/confidential-compute// .
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Fig. 5. ETA performance evaluation

Table 1. Executing ETA for divisible double auction among 12 buyers and 8 sellers;
allocation (MWh), potential amount (MWh); social welfare (3)

Criteria Iterations

Allocation (A;,—1(b,C))|0.23]0.24|0.24 | 0.44 | 0.57
Allocation (4;,—2(b,C))  0.16|0.55 | 0.57 | 0.57 | 0.59
Allocation (A},—3(b,C)) | 0.14|0.14 1 0.24 | 0.55 | 0.55
Allocation (A,

_1(s,C)) 010 0.55 0.74 0.90  0.90
Allocation (A;—2(s,C)) | 0.41]0.430.64 |0.64 | 0.90
Potential amount (C) | 4.38|4.37|2.64|2.64 2.64
Social welfare (F(-)) | 62.9|68.2 70.7 | 74.0 | 74.0

5.2 Case Study

Furthermore, we perform a case study by applying ETA for energy trading, and
present more detailed results in a divisible double auction. Specifically, 20 agents
include 12 buyers and 8 sellers. We will present the fine-grained results in multi-
ple iterations of the auction with respect to the following criteria: (1) allocation,
(2) potential amount, and (3) social welfare.

Table 1 shows the detailed results. First, it presents that 5 groups of the allo-
cation for both buyers and sellers (A%, (b,C) or A% (s,C)), which are generated
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from multiple iterations (finally converged to the Nash Equilibrium). Due to
space limit, we illustrate the results of 5 representative agents (3 buyers and 2
sellers). The allocation of all the participants will increase, and finally they all
converge to the final allocated amounts after several iterations. Second, potential
amount (C) decreases until convergence. 2.64 MWh will be the total selling/buy-
ing amount in the auction. Third, the social welfare (F(-)) is derived based on
the equation F(-) = > Vin(Am) = ,cs Cn(An). It has an increasing trend
in multiple iterations and converges to the maximized social welfare $74.

6 Related Work

Auction mechanisms for divisible resources were widely studied for spectrum
allocation [10,40,42]. Spectrum allocation problem was discussed in cognitive
radio networks with the combinatorial auctions [10]. Wu and Vaidya [40] mod-
eled the radio spectrum allocation problem as a sealed-bid reserve auction, and
investigated strategy-proof mechanism for multi-radio spectrum buyers. Hoefer
et al. [15] proposed an approximation algorithm (LP formulation) for combi-
natorial auctions with a conflict graph. Other similar studies with respect to
divisible auctions focused on the revenue maximization [21] or social efficiency
maximization [10]. Yu et al. [45] proposed the auction model to handle the
uncertain demand conditions. In order to promote high efficiency for the auc-
tions, Lorenzo et al. [30] designed the matching game mechanism in the auction
based on the game theory.

The privacy concerns have been raised in auctions for divisible resources
[7,19]. To address them, cryptographic techniques [29,32,34] were proposed to
achieve both privacy preservation and incentive compatibility for the auctions.
Huang et al. [20] proposed a cryptographic scheme for one-side strategy-proof
auctions. Some other existing works [8,35] apply the homomorphic encryption to
address privacy issues in the auctions. Furthermore, some deployed systems can
also be utilized to address the privacy concerns for auctions. In [14], the involved
third-party auction platform was designed to preserve privacy for all the par-
ticipants. The HAWK system [26] was deployed as a decentralized smart contract
that privately processes transactions with the private and public portions for the
sealed-bid auctions.

However, such techniques are not directly applicable to privacy preserving
double auction for divisible resources. Besides, they may require high computa-
tional overheads due to heavy cryptographic primitives. Instead, our ETA can
efficiently perform secure computation for divisible double auction while ensur-
ing truthfulness.

7 Conclusion

We design an efficient and private system ETA which securely execute double
auction for allocating divisible resources among distributed agents within the
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Intel SGX. The auction mechanism in ETA ensures individual rationality, incen-
tive compatibility and Pareto efficiency. The input data of both buyers and sell-
ers in the auction can also be protected in ETA. The experimental results have
demonstrated a high efficiency for ETA to privately execute the divisible double
auction. In the future, blockchain-based auction mechanisms will be investigated
by executing the secure computation inside the Intel SGX for trading divisible
resources among distributed agents with the cryptocurrencies (e.g., bitcoins).
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dation (NSF) under Grant No. CNS-1745894. The authors would like to thank the
anonymous reviewers for their constructive comments.

Appendix

Proof of Theorem 1

Proof. (1) Per the payment rule of ETA (extended from the VCG auction) in
Eq. 1, buyer m € B will change its own strategies based on other buyers’ strate-
gies (so does seller n € S). As defined in Sect. 2.1, p,, is the payment made by
buyer m while p,, is the payment received by seller n. Also, p(r;,r_;) is defined
as the difference between all the buyers’ aggregated valuation if any other buyer
i is not in the auction and the aggregated valuation if buyer i is in the auc-
tion. Then, p(r;,r_;) can be transformed into the difference between two payoff
functions:

p(risr—i) = > [ A (057—5) = A (rizr )]

= (max Y fu(r) =D fum(r?) (8)
without m with m

_In addition, as defined in Sect.2.1, the payoff function for buyer m is
Vi (A%, (1)) — p(ri,7—;). The payoff function is supposed to be maximized if
there exists the optimal bid profile r*, including the optimal allocation profiles
for buyers and sellers: A% (r) and A} (r). After integrating Eq.8, we have the
payoff function w.r.t. the buyer m as below:

~

Vin (A5, (r)) = plrisT—3)

= | V(AL ) + Y ™) | = [(max Y fin(r)) (9)

m#£i m#£i

In Eq.9, the |(max}:, , fm(r))} is the same for all the buyers (Ym € B).

Then, the problem of maximizing buyer m’s payoff is reduced to the problem of
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maximizing [?m(A:n(T*)) + D i fm(r*)] Intuitively, buyer m would choose
the strategy to maximize [‘A/m(Afn(r*)) + D i fm(r*)] Per Definition 4 and

incentive compatibility proven in (4), if each agent responds untruthfully, it
would not obtain a higher payoff than truthful response. If buyer m bids truth-
fully and the objective (to maximize) for double auction mechanism becomes
identical to the {\A/m(A;‘n(r*)) + 2 i [ (T*)] The payoff will be maximized if
buyer m bids truthfully. Therefore, the truthful responses in the double auction
mechanism are the best strategies for all the buyer Ym € B. R

Similarly, for any seller n € S, its payoff function f,,(r) = p(rj,r—;) —Cp(A%)
as defined in Sect.2.1 can also be proven in the same way. Thus, the divisible
double auction mechanism in ETA ensures weakly dominant strategy.

(2) If buyer m € B provides truthful bid profile, then it has a non-negative
payoff function fy,(r) = V,,(4%,) — p(ri,7—i), ¥m € B. Similarly, seller n € S can
also obtain a non-negative payoff function: f,(r) = p(r;,r_;) — Cn(A2),¥nesS
with truthful bid profile. Thus, the double auction satisfies individual rationality,
which indicates that all the agents have non-negative payoffs by participating in
the double auction of ETA.

(3) Allocation (A, pm) satisfies Pareto efficiency within the budget ¢, (om <
©m) in the divisible double auction ETA if there does not exist a better allo-
cation (A, pn): fmn(Am, pm) > fm(A,,, D). Suppose that buyer m € B is
allocated with amount A, in bid profile r (satisfying individual rationality as
above and incentive compatibility as proven in (4)). We now prove the Pareto effi-
ciency (optimality). Given f\, = maxa,, fm(Am, p(Am, (r—m)), buyer m’s payoff
is upper bounded by f; . If m would like to gain more payoff, then it needs to
pay p(Am, (Tm,7—m)). Thus, the payoff is supposed to be lowered bounded by
fr . Thus, buyer m’s payoff is exactly fy for the optimality. Similarly, f =
max, fn(An,p(An, (r_,)) can be proven for sellers. Therefore, the Pareto effi-
ciency is verified in ETA.

(4) Denote the allocation of buyer m € B as the A,,, and also denote the
allocation in the k-th iteration as A¥ . To show the incentive compatibility for
any buyer m € B, we verify that for any bid profile b = (b,,,m € B). Given r_,,,
there exists a truthful bid profile by, = (v, d*,) where oy, = V., (d",), such that
fm(bfnar—m) Z f?n(bmyr—m)avm S B:

— Case l:if a;, < V#(dm) Consider a bid b%,, such that d¥, = A,,, < d,,. Based
on the dimigishing marginal utility of the valuation function for buyers, we
have af, >V, (dyn) > . Since we get the maximum social welfare, we have
Ak > Am. Thus, we have f,,, (b5, 7_1n) > fn (b, 7—m), Vm € B.

~ Case 2: if ap, > V), (d ). Conbldermg bid b% . such that d*, = d,,, we have
Q> ‘A/,;I(dm) Vo (dF) = oF . Also, AF § A, holds for the maximum

social welfare. When Ak = Am, we have f, (b5 . 7)) = fon (b, 7—m),Vm €
B. When AF < A,,, we have:
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fm(bmar—m) - fm(bfmr—m)

= Vi(Am) = Vin(AE) + p(A%, 7 _0n) = (A, 7—1m)
< aﬁ@(Am — Aﬁq) +F(r) — amAm — F(Tk) + a’anfn
< o (A — AY) — b (A — AL) =0 (10)

Given Case 1 and 2, we have f,,,(b%, . r_.) > fin(bms7—m), ¥m € B. Similarly,
incentive compatibility can also be proven for all the sellers Vn € S.

(5) Assuming that )z dm >3, s hy holds for the initialization, then the
potential amount for all divisible resources C'= min{)  zdm,>_,cshn} holds
for the iterative computation in the ETA. Thus, we have ) pdm = cshn-
Furthermore, compared with the other case: Y d,, < h,, the divisible double
auction mechanism in ETA satisfies the feasibility. In summary, these complete
the proof. O
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