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Abstract. With the development of attack technology, attackers prefer
to exploit multiple vulnerabilities with a combination of several attacks
instead of simply using violent cracking and botnets. In addition, enter-
prises tend to adopt microservices architectures and multi-cloud envi-
ronments to obtain high efficiency, high reliability and high scalability.
It makes modeling attack scenarios and mapping the actions of potential
adversaries an urgent and difficult task. There have been many improve-
ments that can automatically generate attack graphs for complex net-
works. However, extracting enough effective information from such com-
plex attack graphs is still a problem to be solved. Traditional algorithms
can’t always accomplish this task because of variable and complex attack
graph inputs. In contrast, heuristic algorithms have the advantages of
adaptability, self-learning ability, robustness and high efficiency. In this
paper, we present heuristic algorithms to complete the analysis of attack
graphs, including fusion algorithm of particle swarm optimization (PSO)
algorithm and grey wolf optimization (GWO) algorithm for finding the
spanning arborescence of maximum weight and improved genetic sim-
ulated annealing (GA-SA) algorithm for finding attack path with the
biggest risk. Also, we present a method for node importance evaluation
based on the interpretive structural modeling (ISM) method. We test
our methods on a multi-cloud enterprise network, and the result shows
that our methods perform well.

Keywords: Attack graph - Attack paths - Heuristic algorithm -
CVE - Cyber security

1 Introduction

The report on major global cyber attacks and data breaches in the first half of
2021 pointed out that cyber attacks, hacking organizations, and data breaches
have always existed in the cyber world. For example, 30 TB data in a Brazilian
database was destroyed in January, 220 million people were affected. In February,
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the user data of Clubhouse was stolen by malicious hackers or spies and pub-
lished on the third-party website. In March, 8 million COVID-19 nucleic acid
test results leaked in India, and the information contained sensitive personal
information such as name, age, marital status, test time, residential address,
etc. Therefore, grasping the current network security situation in real-time in a
complex and changeable network environment, providing early warning and pro-
tection against the security situation, and reducing the harm of network attacks
is the primary task of network security work.

Attack graph technology displays possible attack paths in the network in a
graphical form, helping defenders to understand the relationship between vul-
nerabilities in the target network intuitively so that the defenders can take cor-
responding defensive measures. Phillips and Swiler [16] proposed the concept of
attack graph and applied it to network vulnerability analysis. With the devel-
opment of attack graph technology, it is used in alert information correlation
analysis, network security risk assessment, network intrusion intent identifica-
tion, etc. Unlike traditional passive defense technology, attack graph models
attack scenarios from attackers’ perspective, showing the relationship between
the exploitation of vulnerabilities. By analyzing the attack graph, defenders can
prepare for possible cyber attacks in advance and reduce security risks.

In recent decades, many heuristic algorithms have been proposed to solve
complex optimization problems in engineering technology. Swarm intelligence
algorithm is a new bionic evolutionary algorithm, mainly including ACO and
PSO algorithms. Swarm intelligence algorithm has strong robustness and is easy
to implement. Distributed computer system makes it effective enough to be
applied to many fields, such as function optimization, multi-objective optimiza-
tion, solving integer constraints and mixed integer constraint optimization, neu-
ral network training, signal processing, routing algorithms, etc. The practical
results have proved the feasibility and efficiency of these algorithms [7]. Genetic
algorithm is also a classic heuristic algorithm used in many fields. However, it
is easy to fall into local optimization and precocity. In advantages of the sim-
ulated annealing algorithm complement the shortcomings of the genetic algo-
rithm [9]. Different heuristic algorithms perform great differently when facing
the same problem, so it is necessary to choose the proper algorithm and improve
it according to the actual situation.

2 Related Work

After Phillips and Swiler [16] proposed the concept of attack graph, attack graph
generation technology has always been a hot research topic. Sheyner et al. [13]
created state enumeration attack graphs. Each node of the state enumeration
attack graph represents one state of the entire system, and edges mean attacks
lead to state transitions. They used finite automata to get the attack path in
the graph, but it didn’t play well when the graph size became bigger. Ammann
et al. [1] made each node a system condition instead of the entire system state
and made edges the relationships between nodes. This type of attack graph can
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reflect the dependencies between system conditions. In their analysis method,
attackers will always hold the permissions that have been obtained, which is
closer to the real situation.

Ou et al. [11] groundbreakingly proposed the MulVal framework. MulVal is an
end-to-end framework and reasoning system that can perform multi-host, multi-
stage vulnerability analysis on the network. MulVal has two different nodes:
derivation nodes and fact nodes. Ingols et al. [6] developed a system called
NetSPA to build multiple-prerequisite graphs from massive source data, and this
kind of attack graph has greater expressive power. Ibrahim et al. [5] presented
a method to generate attack graphs for microservice architecture by relating
microservices to network nodes. Liu et al. [8] combined the attack graph and
evidence graph. This combination of refined attack graphs and evidence graphs
can help defenders compute or refine potential attack success probabilities.

As important as generating attack graphs, many scholars are also concerned
about how to analyze attack graphs. Dai et al. [2] used the fuzzy comprehen-
sive evaluation method to quantify the number and the length of attack paths,
combined with attack paths to discover threats to the network and analyze the
riskiest attack paths in the network system to predict the risks of potential
attacks to network security. Abraham et al. [14] judged the value of the network
security situation by analyzing the variation of the vulnerability life cycle with
the release event and the relationship between the attack path and the vulner-
ability life cycle. Musa et al. [10] presented an effective model of depicting the
devices and the data flow that efficiently identifies the weakest nodes along with
the concerned vulnerability’s origin, making attack graphs easier for the users to
interpret and reducing the time taken to identify the attack paths. Stergiopoulos
et al. [15] split the analysis of complex attack graphs into multiple steps. The
core idea was to use Edmonds’ algorithm, graph centrality metrics and clus-
tering on attack graphs weighted with risk assessment calculations. It provided
automated prioritization of systems and detected vulnerabilities.

3 Heuristic Network Security Risk Assessment Based
on Attack Graph

3.1 Attack Graph

Common Vulnerabilities and Exposures (CVE) is like a dictionary table, giving
a common name for widely recognized vulnerabilities or vulnerabilities that have
been exposed. Using a common name can help users share data in various inde-
pendent vulnerability databases and vulnerability assessment tools. Suppose a
vulnerability is specified in a vulnerability report and has a CVE name. In that
case, you can quickly find the corresponding patch information in any other
CVE-compatible database to solve the security problem. Common Vulnerability
Scoring System (CVSS) is an industry open standard designed to measure the
severity of vulnerabilities and help determine the urgency and importance of
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the required response. CVE and CVSS are both published and updated by the
U.S. government repository of standards based vulnerability management data
(NVD).

This paper utilizes tools and methods from [5,8] to generate attack graphs.
This kind of attack graph is similar to the attack graph introduced in [6], whose
nodes correspond to states and edges to vulnerability instances. CVSS provides
a way to score vulnerability instances [12] so that we can determine the weight
of each edge.

Between two nodes in our attack graph, there could be several edges that
indicate different vulnerabilities. To simplify the initial attack graph, We only
keep one edge with the most prominent weight between two nodes, in which case
we can get the worst scenario of the target network. When conducting network
security risk assessments, it is critical to consider the worst scenario.

o ado by 6
5

P = [5] P =[5,5] P =[5,5,2] P=1[5,5,2,2] P=1[5,5,2,2,4]

Fig. 1. An example of the encoding process of a directed tree.

P=1[55,2,2,4] P=1[52,24] P=[224] P =12,4] P =[4]
P=16,31] P=1[31] P =[51] P=[1] P=[2]
Fig. 2. An example of the encoding process of the code string P.

3.2 Heuristic Graph Arborescences of Maximum Weight
Generation Algorithm

Attack graphs are directed acyclic graphs, and it is applicable to utilize Edmonds’
algorithm to find spanning arborescence of minimum weight. After a simple
adjustment, it can be used to find spanning arborescence of maximum weight.
Edmonds’ algorithm is based on the idea of greed and shrinkage, and it can
deal with directed graphs with an actual minimum spanning tree, which means
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Edmonds’ algorithm requires input that meets certain conditions. The prob-
lem of finding minimum weight arborescence is similar to the degree-constrained
minimum spanning tree problem for undirected graphs. Usually, we employ algo-
rithms to find approximate solutions. Heuristic algorithms have an excellent
performance in solving such issues [3].

Coding Design of Directed Graph Spanning Tree. As the root node in
our attack graph indicates the end goal of attacks, the spanning arborescence
T of maximum weight can reveal the potential attack surfaces. T has several
characteristics: 1) The in-degree of all nodes in T" except the root is 1. 2) There
is only one directed path from the root to any other node. According to those
characteristics, we learn from the Priifer coding. There are n"~2 different span-
ning trees in an undirected graph complete graph with n nodes. Priifer coding
can uniquely express every tree by using the arrangement of n — 2 numbers
between 1 and n. Learned from Priifer, we encode the directed graph spanning
tree. Suppose that T is a directed tree that has n nodes, and u is its root. We
need n — 1 numbers between 1 and n to express it.
There are four steps when we encode a directed tree:

Stepl: Let j be the biggest label among leaves’ labels, if 7 is the starting node
of the directed edge <i,j> adjacent to j, add i to the rightmost side of the
code string P.

Step2: Delete j and edge <3, j>.

Step3: When the number of nodes left in the tree T is greater than 1, go to
the first step and repeat the above steps; when there is only one node left in
the tree T', go to step 4.

Step4: Output the code string P with n — 1 numbers.

When decoding code string P, we need three steps:

Stepl: Let P contain node labels do not appear in P, and arrange the labels
in P in descending order from left to right.

Step2: Suppose that i is the leftmost label in P and j is the leftmost label
in P, add edge <i,j> to the tree T and then delete the chosen labels from
P and P. If i no longer appears in the remaining part of p, then add i to P
(keep in descending order).

Step3: Repeat the above steps until there are no labels in P and P.

Figure 1 shows an example of the encoding process of a directed tree, and Fig. 2
shows an example of the decoding process of the code string obtained in Fig. 1.

Fusion Algorithm of PSO Algorithm and GWO Algorithm. Suppose we
have a processed attack graph G = {V, E}, V = {v1,vq,...,v,} is a set of nodes,
E={wi2,...,;Wij,...,wn_1,} is a set of edges. If it exists a directed edge from
i to j, w;; represents the weight of the edge. Otherwise, we make w;; = —1.
When finding the spanning arborescence 7' of maximum weight, we select n — 1
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edges each time. In this case, the encoding and decoding algorithms are used
to verify whether the selected edges can form a tree. If the selected edges meet
the requirements, the encoding algorithm can output a code string with n — 1
numbers, and the decoding algorithm uses the code string to rebuild the tree
while the tree may not exist in G at the very beginning. With the iteration of
the fusion algorithm, the tree will meet the requirements more and more, and
the algorithm will do its best to find the spanning arborescence 1" of maximum
weight. Suppose that X = {z12, 213, ..., Zi j, ..., Tn—1, } indicates the tree rebuilt
by decoding algorithm, z; ; = 1 means edge w; ; is selected, otherwise x; ; = 0.
The mathematical model of the maximum spanning tree problem for weighted
directed graphs is as follows, and it can be the fitness function of our fusion
algorithm:

max  f(w) =325 Xien wi

op JOS w1, j=12..m, (1)
o z e X,

The fusion algorithm has the advantages of both PSO algorithm and GWO
algorithm. GWO algorithm simulates grey wolf social class and grey wolf hunting
process. The leadership levels of wolves are divided into four categories: «;, G, 4,
w wolves, among which «, 3 wolves are responsible for leading the entire wolf
pack. a wolf has the largest fitness value, wolves have the second and third fitness
values are marked as 3 and d. The optimization process of GWO algorithm is
mainly guided by the «, 3, §. Assuming that the number of wolves is NV and the
search area is d-dimensional, the position of the i-th wolf can be represented as
X; = {1, X2, ..., Tia}. When the grey wolves search for prey, they will gradually
approach the prey and surround it. The mathematical model of this behavior is
as follows:

D=CoXp(t)—X(t)
X(t+1)=X,(t)—AoD
A=2a0r1 —a (2)
C= 27"2

— t
a=2 (1 - Tmax)

Where ¢ represents the current iteration number, o is hadamard product, A
and C are the vector of synergy coefficients, X,, indicates the position of prey, X;
is the current position of the wolf. a is the convergence factor, which decreases
linearly from 2 to 0 as ¢ increases. 71 and ry are two random numbers in [0,1).

Grey wolves have the ability to identify the position of potential prey (optimal
solution). The search process is mainly completed by the guidance of «, 3, and ¢.
In each iteration, keep the positions of «, 3 and , and then update the positions
of other search agent wolves (including w) based on their position information.
The mathematical model of this process is as follows:

DQZ‘Cl OXQ—X|,D62|CQOXB—X|,D5:|C3OX5—X|
Xy =Xy — A1 0Dy, Xo=Xg— AyoDg, X3 = X5 — Az 0 Ds (3)
X(t+1) _ X1+X32+X3
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Where X,, Xg, X;s represent the positions of «, 3, and ¢ grey wolves, D,
Dg, Ds are the distances from the position of the agent wolf X, to «, 8 and 4.

However, when finding the spanning arborescence 71" of maximum weight,
GWO algorithm doesn’t play well because the GWO algorithm only considers the
position information of o, 8 and ¢, and ignores the information exchange between
grey wolf individuals and their own experience. So the idea of PSO algorithm
is introduced to improve the position update process. The new mathematical
model is as follows:

Xi(t+1) = crrs (w1 X1 (1) + w2 Xo(t) + w3 X5(t))
+ cory (Xibest - Xl(t>)
| X |

W = ——-——-—11=123
| X7 + Xo + X5

(4)

Where c; is the social learning factor that controls the influence of the optimal
value of population, ¢ is the cognitive learning factor that controls the influence
of the optimal value of the individual. wq, ws and ws are inertia weights that
affect the strength of global optimization capability. r3 and r4 are two random
numbers in [0, 1).

The process of the fusion algorithm is divided into six steps:

Stepl: Set the size of the population N, the dimension d, which equals the
number of edges, and initialize the values of A, C, and a.

Step2: Randomly generate population individuals {X;,i =1,2,3... N}.
Step3: Use Eq. 1 to calculate the fitness of each individual, and then choose
top-3 individuals as a, # and 6. Use Eq. 3 to get X, Xg and Xs.

Step4: Use Eq. 2 to calculate the parameter a, and then update the values of
A and C.

Stepb: Use Eq. 4 to update the position of each individual, and then calculate
the fitness again to update «, 8 and §.

Step6: If the number of iterations reaches the maximum, output «; else go
back to step3.

Table 1. Node ID and description of the corresponding system state

ID | Discription of state ID | Discription of state

S1 | Start S10 | VMGroupsATL (root access privilege)

S2 | Admin (root access privilege) S11 | VMGroupsC lib (root access privilege)

S3 | DBServer (execCode [user]) S12 | VMGroupsLICQ (user access privilege)

S4 | DBServer (netAccess [tcp, 1434]) S13 | WebServer (execCode)

S5 | MailServerACLs (root access privilege) S14 | WebServer (netaccess [tcp, 80])

S6 | MailServerSMTP (root access privilege) S15 | WebServer (user access privilege)

S7 | NatServerOpenSSH1 (user access privilege) S16 | WorkStation (execCode)

S8 | NatServerOpenSSH2 (root access privilege) S17 | WorkStation (access Malicious input
[secretary, ‘IE’])

S9 | Root access to VMs S18 | End
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3.3 Heuristic Attack Path Finding Algorithm for Maximum Risk

Coding Design of Path in Directed Graph. The most significant improve-
ment of our method is the choice of coding method. When looking for paths
between two nodes, the conventional coding method may use a binary code
string of length IV, and the value of 1 indicates that the node is selected. Set the
value at the position of the start node and the end node as 1, then take other
points at random. However, there are too many possibilities for the method,
and most of them are useless because the attack graph is directed. Under these
circumstances, we designed a new coding method that codes nodes with priority.
To obtain a feasible path, the adjacent nodes connected by directed edges need
to be put into the alternative list L from the start node to the end node. Each
time along the path, there may be multiple nodes as the next choice. The pri-
ority of nodes determines which next node to choose to put into the alternative
list L. The steps of the method are as follows:

Stepl: Generate sets of adjacent nodes for each node.

Step2: Select the next node from the set of adjacent nodes of the current node
as the next current node.

Step3: Until the selected current node is the end node, otherwise repeat Step2.

GA-SA Algorithm. Genetic algorithm is an iterative process. Its global search
capability is better than local search capability, while simulated annealing algo-
rithm’s local search capability is better than global search capability. GA-SA
algorithm gets the advantages of both GA and SA, and becomes a comprehen-
sive algorithm. In this algorithm, the fitness function is set as follows:

max f(z) = Z Wnode; node; 1 (node;,node;+1) € L (5)

To ensure the diversity of the population, the crossover probability P, is set
to a relatively large value in the early evolution and a relatively small value in
the later evolution. It makes the algorithm converge to the optimal result faster.
The mathematical model is as follows:

[ ePeax(=t/T) - Pox (1 —t/T) > P (6)
¢ el Payx(1—t/T)< P

Where ¢ represents the current iteration number, T is the max iteration
number. P,y and P,y are two numbers in (0, 1).

In the mutation operation, in order to ensure the optimization of alternative
list L, the principle adopted is: robust individuals try to reduce the mutation
rate, and inferior individuals increase the mutation rate, which can be reflected
in the following equation:

P =

k1 (Fmax—F)
{ Flmax_Favg ’ F > Fan (7)

ko, F<Favg-
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Where Fiax indicates the maximum fitness of the population, F,,, indicates
the average fitness of the population. k; and k, are adjustment constants and
k1 < ko.

The process of the GA-SA algorithm is divided into six steps:

Stepl: Initialize the population. Set the simulated annealing temperature as
to.

Step2: Calculate fitness function f(z).

Step3: Use the roulette wheel selection algorithm for selection operation.
Step4: Select the crossover method, and perform crossover operation on the
selected two individuals according to the probability P..

Steps: Evaluate each individual after the crossover operation and perform
mutation operation with probability P,,. In the mutation operation, the prob-
ability of child generation varies according to the temperature Tg.

Step6: If the number of iterations reaches the maximum, output the optimal
result; else go back to step2.

Table 2. Edge ID and CVE reference

ID | CVE reference Risk | ID | CVE reference | Risk
El1 | Browse malicious websites | 8 E14 | CVE-2018-7841 | 6
E2 |- 0 E15 | CVE-2004-0840 | 10
E3 | CVE-2010-3847 7 | E16 | CVE-2009-1918 | 8
E4 | CVE-2010-3847 7 | E17 | CVE-2008-5416 | 4.8
E5 | CVE-2003-0693 10 E18 | CVE-2018-7841 | 6
E6 | CVE-2003-0693 10 E19 | CVE-2008-5416 | 6
E7 | CVE-2007-4752 6 E20 | CVE-2010-3847 | 7
E8 | CVE-2001-0439 8 E21 | CVE-2008-0015 | 9
E9 | CVE-2008-4050 9 E22 | CVE-2008-0015 | 9
E10 | CVE-2008-4050 9 E23 | CVE-2008-0015 | 9
E11 | CVE-2008-0015 9 E24 | CVE-2001-1030 | 8
E12 | CVE-2008-0015 9 E25 | CVE-2009-1535 | 8
E13 | CVE-2009-1918 8

3.4 Node Importance Evaluation Based on ISM

The importance of state nodes is one of the core indicators we can extract from
attack graphs. Before calculating the importance, we should reverse the direction
of each edge because the root node is the target of attackers, and ISM needs
to get the reachability of the graph. The simple method of node importance
evaluation is to use the degree value of the node to express the importance of
the node. This method is easy to operate, but it is one-sided. The interpretive
structure model (ISM) is widely used in various fields. It is used for attribute
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recognition, analysis, and investigation in the software development process. We
can use ISM methods to identify the superior-subordinate relationship between
attributes and establish a structural hierarchy model [4].

Using ISM can divide the attack graph into layers. Nodes at a higher level
are more important in the attack graph. Also, the results of ISM and graph
arborescences of maximum weight generation can confirm each other. Then, we
assign weight information to each layer. The formula to define the weight is as
follows:

1 / L;
> (/L)

In the process of analyzing the importance of attack graph nodes, it is neces-
sary to consider not only the level of the node to be evaluated but also the level
of other nodes connected to the node. Suppose the coefficient of the in-degree
node is I, and the coefficient of the out-degree node is O. I is always greater
than O. Using an example to illustrate the reason, the importance of the paper
is reflected in the number of citations by others. Finally, the formula for node
importance evaluation is as follows:

Qi = (8)

T = Qi IZ Qr—iWi—i + O Z Qi—jWi; (9)
k J

Where Q; represents the layer weight of node i, Qk_,; represents the layer
weight of node k which points to node i, Q);—; represents the layer weight of

Cloudl

Wil Bver  DNS Sarer  Web S Private network Public network

\_ AN

Fig. 3. Web application framework.

= DB Sever
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node j which is pointed by node ¢. Wj_,; is the weight of <k,i> and W;_,; is
the weight of <i,j>. Weset I+ O =1, and I = 0.75, O = 0.25 (Fig. 3).

4 Experimental Settings and Results

4.1 Experimental Environment

To verify our method, we built a client-server web application that contains two
cloud infrastructures connected to the Internet through an external firewall [15].
The framework is shown in Fig.2. After scoring the edges and making edge
reduction, we got the attack graph given in Fig. 4(a). It reveals attackers’ attack
ways aimed at VMs in the private network and the DB server in the public
network. The details of the attack graph are contained in Table 1 and Table 2.

Fig. 4. (a) Attack graph of the framework. (b) The spanning arborescence of maximum
weight. (Color figure online)

4.2 Experimental Results

Firstly, for the purpose of assessing the overall risk of the network, we use the
fusion algorithm of PSO and GWO to find the spanning arborescence 1" of
maximum weight. We set the size of the population as 30 and set the maximum
number of iterations as 300. In the limited number of iterations, it can always
find the target spanning arborescence T', which is shown in Fig. 4(b). In addition,
the change of its fitness function value can be seen in Fig. 5(a), which shows the
process of the algorithm to obtain the optimal result.
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Fig. 5. (a) Fitness for PSOGWP. (b) Fitness for GA-SA.

Then, to find the path with maximum risk, we set the size of the population
as 15 and set the max number of iterations as 100. The path found in the attack
graph is marked red in Fig. 4(a). Its best and average fitness function values are
shown in Fig. 5(b).

Finally, measuring the importance of each state node in the attack graph is
also a significant job. The result of ISM shows that the graph is divided into four
layers. From the first layer to the fourth layer are {S1, 56,57, 514, 515,517},
{55, 512,513,516}, {54, 58,510,511}, {52,53,59,518}. This result can be
mutually confirmed by the spanning arborescence T'. Table 3 shows the ranking
list of node importance.

Table 3. Statistical table of importance degree of each node

ID 1 Q Importance | ID | Q Importance
S1 10.48|4.320 S8 10.1610.418
S1410.48 | 1.958 S10|0.16 | 0.389
S7 10.48|1.843 S13]0.24 | 0.346
S6 10.48|1.267 S11/0.16 | 0.302
S1510.48 | 1.520 S2 0.12]0.205
S1710.48 | 1.520 S4 |0.16 | 0.204
S1210.24 | 0.979 S9 0.12]0.174
S1610.24 | 0.461 S3 10.12/0.088
S5 10.24|0.425 S1810.12|0.086

5 Conclusion

This paper proposes two heuristic algorithms and a node importance evalua-
tion method for extracting messages from attack graphs, and they get excellent
performance in the test environment. Compared to traditional algorithms, their
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advantage is not obvious when the input scale is small, and the input is specific.
However, the attack graph scale is growing with the development of network
technology, and the attack graph situation becomes variable. Traditional algo-
rithms are no longer applicable. Heuristic algorithms have natural advantages
in dealing with such complex problems. No matter what the input attack graph
looks like, heuristic algorithms can always find the optimal result within a fixed
time to complete the iteration.

This paper analyzes the attack graph from three levels: entire attack graph,
single attack path, single state node and extracts as much information as possible
that may be contained in the attack graph. The results generated by algorithms
are related to each other, and they can be used to complete a comprehensive
network risk assessment.
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