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Abstract. With the development of IoT technology, a significant
amount of time series data is continuously generated, and anomaly detec-
tion of this data is crucial. However, time series data in IoT is dynamic
and heterogeneous, and most centralized learning also suffers from secu-
rity and privacy issues. To address these issues, we propose a multi-task
anomaly detection approach based on federated learning (MTAD-FL)
to address these problems. First, we propose a distributed framework
based on Multi-Task Federated Learning (MT-FL), which aims to solve
multiple tasks simultaneously while exploiting similarities and differences
between tasks; second, to identify complex anomaly patterns and features
in the IoT environment, we construct a Squeeze Excitation (SE) based
and External Attention (EA) based Enhance Dual Network (SE-EA-
EDN) feature extractor to monitor real-time data features from IoT sys-
tems efficiently; finally, we design a Local-Global Feature-based Parallel
Knowledge Transfer (LGF-PKT) to parallelize the updating of weights of
local and global features. To validate the effectiveness of our approach, we
conducted comparative experiments on three publicly available datasets,
SMD, SWaT, and SKAB, and MTAD-FL improved F1 by 11%, 67.8%,
and 27.5%, respectively, over the other methods.

Keywords: Internet of Things - Multi-Task Federated Learning -
Anomaly Detection + Feature Extractor + Knowledge Transfer

1 Introduction

With the development of Internet of Things (IoT) technology, an increasing
number of devices and sensors are being deployed, leading to a massive influx
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of heterogeneous time series data, and the urgency for extracting critical infor-
mation from such data has become imperative [1]. Analyzing the quantitative
performance plays an important role in understanding and improving the quality
of cloud computing systems and cloud-based applications [2,7,9,10]. Anomaly
Detection is a data analysis method used to identify behaviors or events that
deviate from the expected pattern within the data. It has wide applications in
many real-world domains, such as industrial manufacturing, network security,
and financial fraud detection. Enhancing Quality of Service (QoS) in IoT cloud
environments through anomaly detection techniques. However, the complexity
and heterogeneity of multi-dimensional time series data pose challenges for tra-
ditional anomaly detection methods.

Federated Learning (FL) [3] effectively utilizes distributed resources to train
machine learning models collaboratively. FL is a distributed machine learning
approach where multiple edge devices co-train a model while keeping the original
data dispersed and not moved to a single server or data center. FL efficiently
trains a machine learning model using distributed resources and promises secure
and privacy-preserving access to dispersed original data. In Federated Learning,
the original data or data generated from the original data after secure handling
is used as the training data. Federated Learning only allows intermediate data to
be transmitted between distributed computing resources, avoiding data trans-
mission of training data. Distributed computing resources refer to the mobile
devices of terminal edge devices or servers of multiple organizations. Federated
Learning brings the code to the data instead of bringing data to the code, resolv-
ing fundamental issues such as data privacy, ownership, and locality [4]. There-
fore, Federated Learning allows multiple edge devices to train a model without
leaking personal data.

Time series anomaly detection in IoT is to detect anomalies in the mas-
sive high-dimensional data collected, ensuring that the monitored objects are
in a normal state and reducing unnecessary expenses in the future. Quantita-
tive performance analysis is not easy because of the complexity of cloud pro-
visioning control flows and the increasing scale and complexity of real-world
cloud infrastructures [5]. There are many challenges in conducting time series
anomaly detection in the IoT, one of which is how to jointly model data from
different devices and locations. This has led to federated learning becoming a
popular research direction to solve this problem [6]. Federated learning enables
model training without exposing the raw data and can propagate updates from
the global model to local models, thereby improving the accuracy and robust-
ness of the model. Each time series dataset has specific characteristics, such
as length and variance, which may be significantly different from other time
series datasets, requiring multi-task anomaly detection methods [6]. Anomalous
data in time series data is usually rare and overwhelmed by a large number of
standard points. Therefore, in multi-task learning, it is generally believed that
knowledge sharing between different tasks is helpful in improving the efficiency
and accuracy of each task [8].
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Therefore, we propose a multi-task anomaly detection method based on fed-
erated learning (MTAD-FL) to solve these problems. The approach consists of
multiple edge nodes, each corresponding to an IoT edge device; the weight aggre-
gation task is also a distributed node whose role is to process and compute the
weights received from each node and then send them back to each edge node
for the model update. Due to the highly heterogeneous nature of IoT time-
series data, this poses a challenge for monitoring and performance modeling,
so we first propose a distributed learning framework based on Multi-task Fed-
erated Learning to build anomaly detection models in different environments
through the massive amount of data in the IoT environment; to identify com-
plex anomaly patterns and features in the IoT environment To identify complex
anomaly patterns and features in the IoT environment, we build a dual network
feature extractor (SE-EA-EDN) based on Squeeze excitation (SE) and external
attention (EA) to efficiently extract anomaly data features; anomalies in the IoT
may have different definitions and diversity, different services may report differ-
ent types of anomalies, and the definition of anomalies may vary depending on
the business logic of the system. Therefore, designing a generic anomaly detec-
tion and diagnosis system becomes complex, and we design a parallel knowledge
migration framework (LGF-PKT) based on local-global features to parallelize
the weight update of local and global features.

Our main contributions are summarized as follows:

— To address the highly heterogeneous nature of time-series data in IoT systems,
we propose a distributed learning framework based on Multi-task Federated
Learning (MFL) to construct anomaly detection models in different environ-
ments through massive data in IoT environments;

— To identify complex anomaly patterns and features under IoT systems, we
construct a dual network feature extractor (SE-EA-EDN) based on Squeeze
Activation (SE) and External Attention (EA) to efficiently extract anomaly
data features;

— To address the diversity of anomalies in the IoT environment. We designed a
Local-Global Feature-based Parallel Knowledge Transfer Framework (LGF-
PKT) parallelizing the implementation of local and global feature weight
updates.

The rest of the paper is organized as follows. Section 2 briefly describes
the algorithms related to time series anomaly detection; Sect.3 describes our
model architecture and the details of each component. Section 4 provides Sect. 4
provides detailed comparison results and experimental analysis. Section 5 sum-
marises the main Sect. 5 summarises the main work of this paper and provides
an outlook for future work.

2 Related Work

As mentioned earlier, the essence of anomaly detection in the IoT environment
is to use time series anomaly detection techniques to analyze the time series
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data of individual system monitoring performance indicators collected by system
monitoring. In this chapter, we first introduce classical methods for time series
anomaly detection. We then give a brief overview of deep learning-based methods
and models. Finally, we briefly describe federated learning-based methods.

2.1 Classical Methods

The general idea of the statistical-based anomaly detection algorithm is to deter-
mine a reasonable range of fluctuations in the current data from the data dis-
tribution over a historical period. The model assumes that the statistical model
generates ordinary data objects and that data that do not fit the model are
outliers. However, the validity of the statistical method is very dependent on the
validity of the statistical model assumptions for the given data. The most com-
mon methods for detecting time series anomalies using statistical methods are
based on the K-sigma algorithm and the ARIMA [11] moving average autoregres-
sive data prediction model. The basic idea of clustering-based anomaly detection
algorithms determines whether the current data is anomalous by classifying the
data, such as OCSVM [12]. However, there is a significant difference between
clustering and anomaly detection, as the goal of anomaly detection is to find
abnormal data, while the goal of clustering is to determine the class to which
the data belongs. PCA [13], or principal component analysis, is a technique that
aims to use the idea of dimensionality reduction to eliminate redundant features
from high-dimensional data and retain good features. The deviation of each data
point from the rest of the data. In 2014, Twitter also released a seasonal anomaly
detection method using a seasonal mixed extreme research bias test (S-H-ESD)
[14]. This method is also a practical method based on a robust statistical method.

2.2 Deep Learning Methods

Classical methods cannot meet the requirements of complex, dynamic cloud
computing systems, and deep learning approaches benefit from the powerful
learning capabilities of neural networks. VAE [15] is an unsupervised anomaly
detection algorithm where the algorithm determines anomalous data by recon-
structing the error. DeepSVDD [16] learns a spherical boundary by mapping the
data into a spherical hyperspace and using support vector machines to separate
average data from anomalous data. CGNN-MHSA-AR [17] is a new method for
detecting performance anomalies in fluctuating cloud environments that uses an
interpretable approach based on neural graph networks (GNNs) and correlation
analysis. HTA-GAN [18] is a predictive model based on generative adversarial
networks (GANSs) that can effectively detect operational anomalies in large-scale
IoT. USAD [19] uses an auto-encoder with two decoders and an adversarial game-
like training framework to classify normal and abnormal data. CausalRCA [20]
enables fine-grained, automated, and real-time root cause localization. TranAD
[21] is an anomaly detection and diagnosis model based on deep Transformer
networks that use an attention-based sequence encoder to quickly infer infor-
mation about temporal trends.GDN [22] combines structural learning methods
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with neural graph networks, using attention weights to explain detected anoma-
lies. MSCRED [23] is a multi-scale convolutional recursive encoder-decoder for
anomaly detection and diagnosis on multivariate time series data. ELBD [24] is a
new framework based on integrated learning for robust and accurate performance
anomaly detection and prediction. The framework combines machine learning
algorithms and models to improve detection and prediction performance.

These detection algorithms implement multivariate anomaly detection
through advanced deep-learning methods to improve detection accuracy. How-
ever, almost all of these algorithms are centralized single-task anomaly detection,
and the training process for single-task centralized methods is bandwidth inten-
sive and has significant privacy implications. The large amount of data generated
in IoT systems at any given time would be catastrophic in the event of a data
breach.

2.3 Federated Learning Methods

Recently, federated learning has emerged as a viable and compelling alternative
to centralized learning methods. Rather than aggregating an increasing amount
and type of data into a central location, federated learning distributes the global
model training process so that the data from each participating distributed node
can be used in situ to train local models [25]. DIoT [26] is an anomaly detection
system that uses federated learning to detect compromised IoT by aggregat-
ing anomaly detection profiles for intrusion detection devices. A self-encoder-
based anomaly detection method is proposed on the server side [27] for detect-
ing anomalous local weight updates from clients in federated learning systems.
PFNM [28] is a probabilistic federated learning framework with a particular
emphasis on training and aggregating neural network models by decoupling the
learning of local models from their aggregation to global federated models. MT-
DNN-FL [6] is a multi-task federated learning approach for anomaly detection in
computer networks, traffic recognition, and classification tasks. FATHOM [29] is
a federated multi-task hierarchical attention model for activity recognition and
environmental monitoring using multiple sensors. Because detecting anomalies
in centralized systems is often plagued by significant delays in response times,
FSLSTM [25] is a novel privacy design federated learning model using stacked
long short-term memory (LSTM) models, which is more than twice as fast during
training convergence as centralized LSTMs. It is also essential for model updates
in federated learning that FedAvg [30] calculates the average weights of all node
models and shares the weights with each node in the federated learning system.
The convergence of FedAvg on Non-IID Data (non-linear data) was analyzed
by multiple nodes learning a model together [31]. FedTL introduces learning
techniques to facilitate knowledge migration between nodes and improve system
accuracy. Yang et al. [32] developed FedTL [33], a framework FedSteg for secure
image privacy analysis. Unlike FedAvg and FedTL, FedKD takes the average
of all node weights as the weights of all teachers and transfers each teacher’s
knowledge to the corresponding students through Knowledge Distillation (KD)
[34]. A population knowledge migration training algorithm was used to train
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small convolutional neural networks (CNNs) and transfer their knowledge to
a prominent server-side CNN [35]. By finding that existing federated learning
methods typically employ a single global model to capture the shared knowledge
of all users by aggregating their gradients, regardless of the differences between
their data distributions. However, due to the diversity of user behavior, assign-
ing users’ gradients to different global models (i.e., centers) can better capture
the heterogeneity of data distribution among users, and a multi-center federated
learning FeSEM was proposed [36].

The more dynamic and volatile nature of the IoT environment poses chal-
lenges for monitoring and performance modeling; and the fact that anomalies
in the IoT may have different definitions and diversity; as well as the need for
efficient anomaly detection and diagnosis in the IoT environment, and the fact
that rapid detection and response to anomalies is critical for system stability
and reliability. The above federated learning approach brings us new ideas and
directions. Therefore, we propose a Multi-Task Anomaly Detection Based on
Federated Learning (MTAD-FL).

3 Method

This chapter first introduces the overall architecture of Multi-Task Anomaly
Detection Based on Federated Learning (MTAD-FL), followed by a detailed
description of each part.

3.1 Overview

In MTAD-FL, we assume there are t distributed nodes, where ¢ = 1,2,...,
Ieon(Icon denotes the number of connected distributed nodes), each micro-
distributed node has local system monitoring real-time data Dy, D; is not shared
with other nodes, the weight distance calculation is also a distributed node, the
detailed system structure is shown in Fig. 1.

First, each running distributed node sends the local system monitoring real-
time data as input to a dual network feature extractor (SE-EA-EDN) composed
of Local and Transfer models based on Squeeze Excitation and External Atten-
tion, where the Local model starts the first round of training. The trained feature
weights are sent to the distributed node for weight distance calculation. After all
the connected nodes have After all connected nodes have uploaded the feature
weights, the weight distance calculation decision is initiated for parallel knowl-
edge migration based on local-global features; after all connected nodes receive
the sent-back feature weights, they are loaded onto the Transfer model for the
model update, local anomaly detection and diagnosis is performed, and then
anomaly categories are output, after which a new round of training is initiated.

3.2 Multi-task Federated Learning Framework(MT-FL)

Suppose we have t tasks, where t = 1,2,..., I.on(Icon denotes the number of
connected distributed nodes), (X, y*) denotes the training data for the task,
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Fig. 1. MTAD-FL overall architecture. (a) denotes the Multi-Task Federated Learn-
ing framework; (b) denotes the Double Network Feature Extractor based on Squeeze
Excitation and External Attention; (c¢) denotes the Local-Global Feature-based Parallel
Knowledge Transfer.

the local system monitoring system generates X* in real-time, and y* denotes
the truth label or output vector. Multi-task federated learning aims to minimize
the objective function on all nodes to learn the feature weights.

Anomaly detection can be seen as a dichotomous task model where only
“normal” and “abnormal” data are judged. For the anomaly detection task, we
use the minimized cross-entropy as the loss function, which can be defined as:

L(y',3") =—*Zytlog (1)

where m is the number of input vectors, where are the truth labels and prediction
probabilities for the ¢-th task.

3.3 Dual Network Feature Extractor Based on Equeeze Excitation
and External Attention(SE-EA-EDN)

For complex system anomaly patterns and features under IoT, and the fast
discovery and response of anomalies is crucial for the stability and reliability
of the system, we, therefore, propose a dual network feature extractor. The
dual network feature extractor consists of a Local model and a Transfer model
deployed on each node; the model is shown in Fig.2. Firstly, the Local model
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Fig. 2. Structure of a dual network feature extractor based on Squeeze Activation and
External Attention.

trains the data of the current node, sends the weights with the characteristics of
the node to the weight aggregation node to initiate weight distance calculation
for weight update, and then performs parallel knowledge migration to send the
matched feature weights back to the Transfer model for further training Squeeze
Activation (SE) module and External Attention (EA) module are added to the
Transfer model on top of the Local model.

Local Model. The Local model consists of a convolutional layer, an adaptive
maximum pooling layer, and a fully connected layer. Each convolutional layer
consists of a 1ID-CNN module, a batch normalization module, and a ReLU acti-
vation function, defined as:

fconv( ) fTelu (fbn ( conv QT + bconv)) (2)

In the formula, Wy, and beop, are the weight and bias matrices of the CNN,
respectively. ® denote the convolution operation. fy, and f,.;, denote the batch
normalization layer and the ReLU activation function, respectively.

Let Xy, = 1,29, ..., 2, be denoted as the input to the batch normalization
layer, where x; and m denote the i-th instance and batch size, respectively,
defined as :

fbn(le):fbn(xlal'?,"'axm):( 4 H+ﬂa x2 H+6, e xm__slu+ﬂ)
(3)

b= %Zx (4)

> (wi—p)’ (5)

where a € R+ and 8 € R are the parameters to be learned in training.
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Transfer Model. The Transfer model consists of a convolutional layer, an
adaptive mean pooling layer, a Squeeze Excitation (SE) module, and an External
Attention (EA) module, which enhances the feature extraction capability of
the Transfer model by selectively focusing on the contextual features of other
external nodes.

Hu et al. [37] proposed a Squeeze Excitation module as a computational
unit for arbitrary transformations. Fy, : X — U, where X € RW'*H'xC" [ ¢
RWXHXC "and Fy, is represented as U = [ug, ug, - - - ,u,], where:

u=V,.®X (6)

In the given expression, ® denotes a convolution operation.

The squeezing operation utilizes contextual information beyond the local
receptive field by using global average pooling to generate channel-wise statistical
information. The transformed output U undergoes contraction along the spatial
dimensions x H to compute the channel-wise statistics z € R¢. The c-th element
of z is calculated by computing Fs,(uc), where Fyq(uc) is the channel-wise
global average value over the spatial dimensions W x H, defined as:

. W
Zc =Fy (uc) = mzzuc (4,7) (7)

i=1 j=1

The excitation operation follows the aggregated information obtained from
the squeeze operation, with the goal of capturing channel dependencies. To
achieve this, a simple gating mechanism is applied with the Sigmoid activation,
as shown below:

s =Feo (2, W) =0 (g9(2,W)) =0 (W20 (W12)) (8)

where F., is parameterized as a neural network, ¢ is the Sigmoid activation
function, § is the ReLU activation function, W7 € R5*C and Wy € RE*C are
the learnable parameters of F.,, and r is the reduction ratio. W7 and W5 are
used to constrain the complexity of the model and aid in generalization. Wi is
the parameter of the dimensionality reduction layer, while W5 is the parameter
of the dimensionality expansion layer.

Finally, the output of the Squeeze Excitation module is rescaled as follows:

Yc = L'scale (um sc) = Sc ® Uc (9)

In the equation, X = [T1,73,. .., and Ficqre(Ue, Sc) represents the multipli-
cation operation of feature map u, € R¢ and scale s, across channels. That is,
each channel in u, is multiplied by the corresponding value in s. to obtain a new
feature map.

External Attention [38] is a mechanism in machine learning models that
improves performance on a given task by selectively focusing on certain parts of
the input data or features. This mechanism allows the model to focus on relevant



Efficiently Detecting Anomalies in IoT: MTAD-FL 109

information while ignoring irrelevant or redundant information. The formula for
the external attention mechanism can be expressed as follows:

KT

A = softmaz (Q ) Vv (10)
Vg

In the formula, @, K, and V respectively represent the Query, Key, and Value

matrices, and dy, is the dimension size of the Key matrix.

3.4 Local-Global Feature-Based Parallel Knowledge
Transfer (LGF-PKT)

Most existing approaches in federated learning frameworks [25-27,30,32, 34] use
average weight decisions to aggregate weights and thus update models without
considering the differences between data distributions on nodes, which is more
evident in the IoT environment, while anomalies in the IoT environment have
different definitions and diversity. Therefore, we propose a parallel knowledge
migration framework based on local-global features to perform local-to-global
model updates using weight distance calculation decisions.

Weighted Distance Calculation Scheme. Let F'L;; ., denote the maximum
number of cycles of federated learning. LetW**"* and W m*"s/¢F pe the k-
th previously trained weight uploaded to the server and the weight sent from
the server after weight matching, ¥ = 1,2,..., F L. The weights of their
hidden layers are denoted by VVZ-LOCQZ’”"”e"”C C Wl-Local”“,WZ-T"mSfe”"*”’”’’]C C
W_T'r‘ansfer, k

i respectively.

Specifically, Wlowniddenk congists of Convl, Conv2 and Conv3, i.e.

Localy k1, Locals,k Locals k Localniagen k Localy k
W, ocalik W, ocal2,k o4 W, ocals;k Phon we have W, ocalpidden,k _ W, ocali,k
Locala,k 1y, Locals,k . ‘
Wocat Wees  In the k-th federated learning phase, nodes Tj,i =

1,2,...,I.0n upload T/I/'iLocal”’i‘“""’]C to the weight distance calculation node. The
node then stores the uploaded weights in the set of weights defined in Eq. (11).

W — [WlLocalhidden,k’ WQLocalMdden,k’ i Wijsalmdemk} (11)
The server then computes the set of weight distances d, d defined by W:
dy dip -+ dig,,
d— da _ day -+ dag,,, (12)
A1y, At =" Al Iepn—1

where d; j (i,j € 1, ..., Ieon,i # j) is the weight distance between W 0ctnidden:k

and Wfocalhidde’“k obtained by the combination of Euclidean and Cosine dis-
tances, as defined in Eq. (15):

3

2

eu __ Localy, k Localy, k

as =\ > |ws — W | (13)
n=1
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Localpidden k Localpidden k
W oWV,

Me

Il
-

cCOS __ n
di’j B 3 Local k2 3 Local k2 (14)
hidden s hidden s
Vi w; V3w
de
_ %y
divj - dcos (15)
1,J

Euclidean distances focus on the differences between feature vectors in each
dimension. In contrast, Cosine distances focus on the angles between vectors,
and we can better express the similarity between feature vectors by using the
two together.

Parallelization of Knowledge Transfer. Parallelization of Knowledge Trans-
fer aims to solve the problem of abnormal data scarcity. Through paral-
lelized knowledge migration, data and knowledge accumulated can be used and
migrated to other tasks where data is scarce, thus compensating for the lack of
data and improving the model’s learning efficiency and generalization ability.

We obtain the ID list by weight distance calculation. The ID is a ranked list
of the most similar feature weights to the current node; the higher the similarity,
the highest-ranked index is returned each time, and the most similar feature
weights are returned through the index. ID is defined in Eq. (16).

ID = [IDy,ID,, ..., ID; (16)

CO’VL]
where ID; is the index of the T; distance.

According to the ID, it is easy to obtain the set of weights based on the union
equation WX from W, W is defined in Eq. (17):

WL:[WlL’k,WQL’k,...,Wi’D’i =[W(IDy),W(IDy),...,W(IDy,,)] (17)

where mLk are the weights matching T; at the k-th federated learning cycle.

Once I; has received WiL’IC from the server, T; loads these weights into
WiTmnsf ThiddenF ot the beginning of the following federated learning cycle. As
defined in Eq. (18).

WTransferhiddeTL,kJrl - WiL,k (18)

3

The feature weights extracted from the Local model are migrated to the
Transfer model to perform a local-global parallel weight update. Specifically, we
first upload the feature weights from the Local model of all connected nodes to
the node where the weight distance is calculated. After uploading the feature
weights of all connected nodes, the Weight Distance Computation Scheme is
launched, and the matching feature weights are passed back to the nodes for the
Local-Global model update, which can be expressed as:

Local

WT'r'cmsfer W (19)

J 7
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4 Experiments and Analysis

Here is a description of three open experimental datasets, as shown in Table 1.

4.1 Dataset

Table 1. Settings and anomaly rates for the three datasets.

Dataset SWaT | SMD | SKAB
Dimension 51 38 8
Train 7000 | 70843 | 12712
Test 3000 | 30361 | 5448
Abnormality Rate | 29.2% | 4.21% | 35.1%

— SMD (Server Machine Dataset): It is a public data set for monitoring the
performance and operation of servers in the data center. The SMD consists
of data from 28 different machines.

— SWaT (Secure Water Treatment): It is a security testing platform for a sim-
ulated water treatment plant. Developed by the National University of Sin-
gapore, it is used to test and evaluate the network security performance of
water treatment plants.

— SKAB (Skoltech Anomaly Benchmark): It consists of a water circulation
system, its control system, and a data processing and storage system. The
anomalies it generates include a partially closed valve, an unbalanced con-
necting shaft, re-duced motor power, cavitation, and flow disturbance.

4.2 Evaluation Metrics

For the anomaly detection experiments we used Precision(Pre), Recall(Rec),
F1 Score(F1), and Matthews Correlation Coefficient (MCC) as the evaluation
metrics.

Precision (Pre) indicates the proportion of samples that are actually abnor-
mal to those that are detected as abnormal and is calculated as:

Pre x 100% (20)

B TP
TP+ FP

Recall (Rec) represents the proportion of correctly detected anomalies to
anomalous samples and is calculated as:

TP

Rec= Tp T FN

x 100% (21)
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F1 Score (F1) is the reconciled average of precision and recall, which is used
to evaluate the overall performance of the model:

_2><Pre><Rec

Fl= 22
Pre + Rec (22)

Matthews Correlation Coefficient (MCC) [39] is a correlation coefficient that
describes the correlation between the actual classification and the predicted clas-
sification, which can take values ranging from, a value of 1 indicates perfect pre-
diction of the subject, a value of 0 indicates that the predicted result is not as
good as the result of the random prediction, and —1 means that the predicted
classification does not coincide at all with the actual classification:

TP xTN —FP x FN

MCC = (23)
V(TP + FP)(TP + FN)(TN + FP)(TN + FN)

Where: TP+ F P is the number of abnormal samples; T'N 4+ F Nis the number
of normal samples; TP is the number of samples correctly detected as abnor-
mal; TN indicates the number of samples correctly detected as normal; FP
indicates the number of samples incorrectly detected as abnormal; F'N indicates
the number of samples incorrectly detected as normal.

4.3 Experiment Setup

Dataset Preprocessing: We performed MinMax normalization on each
dataset and compressed it to [0,1].

Parameter Settings: We set the parameters for batch normalization layers
and attention mechanisms to their default values and set the decay value of the
Squeeze Excitation (SE) module to 16. At the same time, we used AdamW with
PyTorch as the optimizer, with an initial learning rate of 0.02, a batch size of
128, and an epoch of 80. The simulation of multi-task learning is implemented
on a virtual edge device based on Python3.9.

Baseline Methods: We modified the following three baseline federated learning
frameworks to some extent for anomaly detection in the IoT environment. FedTL
[33] used a multi-task federated learning framework with the Local model as a
pre-trained model, modified to FedTL-AD for multi-task anomaly detection;
FedAVG [30] used a multi-task federated learning framework with the Local
model as the local model, weight aggregation using weight averaging decisions,
modified to FedAVG-AD for multi-task anomaly detection; FedKD [32] used
the Local model as the Student model and Teacher model, respectively, and
updated the model using weight averaging decisions, modified to FedKD-AD for
multi-task anomaly detection. The classical methods are PCA [13] and OCSVM
[13] used as anomaly detection; the deep learning methods are VAE [15] and
DeepSVDD [16] used as anomaly detection. The specific experimental groupings
are as follows:
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— Single-Task Anomaly Detection: Comparison of Local and Transfer, PCA,
OC-SVM, VAE, DeepSVDD anomaly detection performance on SMD, SWaT,
and SKAB using accuracy, recall, F1 score, and MCC as evaluation metrics.

— Multi-Task Anomaly Detection: Comparison of MTAD-FL and FedTL-AD,
FedKD-AD, and FedAVG-AD methods for anomaly detection performance
on SMD, SWaT, and SKAB using accuracy, recall, F1 score, and MCC as
evaluation metrics.

We extracted 10,000 samples from SWaT; for SMD, we chose the first four
subsets for the experiment; for SKAB, we used all data under the valvel file. We
took 70% of the samples from the three datasets as the training set and 30% as
the test set. For multi-task, the simulation is based on virtual nodes implemented
in Pytorch 1.13 and Python 3.9. All experiments were conducted on a PC with
an NVIDIA 3070 (8G) graphics card, an Intel(R) Core(TM) i5-12600KF CPU
@ 3.69 GHz, and 16 GB RAM.

4.4 Results

Table 2. SWaT, SMD, and SKAB results

Dataset SWaT SMD SKAB

Metric Pre |Rec |F1 Pre Rec |F1 Pre Rec |F1
PCA 0.706 | 0.747 | 0.726 |0.138 |0.829 1 0.19 |0.363 |0.986 |0.531
OCSVM 0.715/0.766 |0.74 0.3 0.401 | 0.264 | 0.465 |0.713 | 0.558
VAE 0.706 | 0.742 | 0.724 |0.04 1 0.91 |0.138 1 0.363 |0.985 | 0.53
DeepSVDD | 0.112]0.115 |{0.113 |0.092 1 0.615 | 0.133 | 0.354 |0.974 | 0.519
Local 0.9920.59 |0.74 [0.943 0.73 |0.815 | 0.906 |0.787 |0.842

Transfer 0.967 | 0.864|0.913 | 0.999 0.997  0.998 0.923 | 0.786 | 0.849
FedTL-AD | 0.985|0.619 |0.761 |0.706 |0.230 | 0.324 | 0.556 |0.254 |0.345
FedKD-AD |0.994|0.554 | 0.711 |0.509 |0.291 | 0.343 | 0.626 |0.417 |0.569
FedAVG-AD [0.994 | 0.554 | 0.711 |0.491 |0.191 |0.238 |0.738 |0.39 | 0.454
MTAD-FL | 0.902|0.848|0.871|0.999 | 0.997  0.998 0.911 | 0.786 | 0.844

Two experiments were conducted to demonstrate Single-Task and Multi-Task
Anomaly Detection, respectively. We split the experiments into a Single-Task
and Multi-Task to demonstrate the robustness and generalization of the two
models in SE-AE-EDN for deployment in nodes and a Multi-Task to demonstrate
that MTAD-FL is more suitable for deployment in IoT cloud environments than
other baseline methods. The results of the anomaly detection experiments are
shown in Table 2.
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Single-Task Anomaly Detection. SWaT: The Transfer model is not as good
as the other baseline models regarding the recall, but F1 is 17.3% higher than
the best baseline model. Accuracy is slightly lower than the Local model but
higher than the other baseline models.

SMD: The Transfer model outperformed the other three methods in all met-
rics overall, with an accuracy rate 5.6% higher than the best baseline method,
a recall rate 16.8% higher than the best baseline task, and an F1 18.3% higher
than the best baseline task.

The SKAB: Transfer model was inferior to the other baseline models (except
the Local model) regarding the recall but was 1.7% and 0.7% higher than the
best-performing baseline model in precision and F1, respectively.

Multi-Task Anomaly Detection. In the Multi-Task case, we all trained the
experiments for four federated cycles, and the results were obtained as averages.

SWaT: Our method was inferior to the other three baseline tasks in terms of
accuracy but was 22.9% better than the best baseline method in terms of recall
and 11% better than the best baseline method in terms of F1.

SMD: Our method outperformed the other three methods in all metrics over-
all, with a 29.3% higher recall than the best baseline method, a 70.6% higher
recall than the best baseline task, and a 65.5% higher F1 than the best baseline
task.

SKAB: Our method was more consistent in overall performance than the
best overall performance of all the baseline methods.

4.5 Matthews Correlation Coefficient(MCC)
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Fig. 3. The right panel shows the multitasking anomaly detection MCC results; the
left panel shows the single-tasking anomaly detection MCC results. MTAD-FL and
Transfer both outperform all the baseline methods.

When the MCC value is 1, the prediction of the test subject is perfect. When the
MCC value is 0, the prediction is worse than the random prediction. -1 indicates
that the predicted classification is entirely different from the actual classification.
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The MCC values of four Multi-Task Federated Learning methods based on
three different datasets are given in Fig. 3. Compared to the other three bench-
mark methods, our models achieve better performance, further demonstrating
the effectiveness of our proposed models.

The Transfer model also performs optimally in the Single-Task Anomaly
Detection experiments shown in Fig. 3, with PCA, VAE, and DeepSVDD achiev-
ing MCC results of 0 for the SWaT dataset indicating poorer prediction results
than random predictions.

5 Conclusion and Future Work

In this article, we propose a multi-task anomaly detection approach based on
federated learning (MTAD-FL). According to our experimental results, MTAD-
FL outperforms all multi-task federated learning methods in anomaly detection
of IoT cloud systems. In addition, we have also found that the model’s perfor-
mance is affected in the distributed case. The overall performance is better in
the single-tasking case than in the multi-tasking case. The LGF-PKT framework
in the experiments effectively improves specific models that perform poorly in
the average weight updating. The average weight is better in an environment
with fewer distributed nodes. The data variability is not too significant, yet the
performance is still to be improved in the IoT-distributed cloud environment
where the dynamics are high and the data variability is significant.

Future work can also be done in the following two areas. First, optimizing the
performance of LGF-PKT and finding the commonality between edge nodes can
improve the impact on model performance in a distributed environment. Second,
our model can be improved to perform root cause localization when anomalies
are detected, accurately and quickly locate anomalies in distributed IoT cloud
environments, and generate responses immediately. In distributed cloud environ-
ments and generate immediate responses.
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