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Internet of Thing is an emergent concept of connected devices that is applicable

Survey on IoT Device Authentication
Protocols from Hash Based Schemes
to Blockchain Based Schemes

Sana Elaoudi®™) Marouane Sebgui, and Slimane Bah

Ecole Mohammadia d’Ingénieur, University Mohammed V, Av. Ibn Sina,
Rabat, Morocco
sana-elaoudi@umb.ac.ma, {sebgui,slimane.bah}@emi.ac.ma

Abstract. The use of IoT devices especially sensors and actuators con-
tinue to emerge across many domains: Smart city, Smart vehicle, Smart
healthcare, Smart Factory. . . and influences the way we live and act nowa-
days. Nevertheless, IoT networks are subject to many security concerns
related to privacy, data integrity, traceability, reliability and more. Device
authentication is the key stone to prevent security attacks, guarantee the
efficiency of the IoT network and ensure a reliable information exchange.
Many works have been done around device-to-device and user-to-device
authentication protocols and different factors have been considered: RFI
tags, MAC address, PUF, Unique ID, . . . all aiming to provide an efficient
and secure authentication scheme that suits the heterogeneous resource
constrained IoT devices. In this paper we discuss several ways of device-
to-device authentication for IoT applications presented by researchers to
ensure enhanced authentication protocols and key exchange mechanisms.
We also highlight common challenges for these mechanisms in relation
with timestamp accuracy and time synchronization which seems to be a
green field for scientific researches related to IoT.
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Introduction

in every domain involving healthcare, agriculture and industry.

Indeed, IoT devices (sensors, actuators, ..
distribute the real time information to facilitate, automate and accelerate the
decisions making. E.g, by sensing the patient blood pressure, temperature and
glycemic variants, the Internet of Medical Thing assists medical staff to prevent

unexpected health troubles. [1]
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Same approach is experienced when Industrial Internet of Thing devices serve
manufacturers to automate the procurement and the products inventory. [2]
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Furthermore, special types of sensors are used in agriculture to monitor
temperature, irrigation and sun radiation for plants. [3] IoT devices may be
connected through different network technologies: Zigbee, WIFI, Bluetooth, ...
depending on the purpose and usage conditions. IoT Networks contain usually
heterogenous and resource constrained entities in terms of computation capa-
bility, internal storage and battery lifetime. This induces IoT network to use
different communication and authentication protocols. [4]

To cope with the challenging issues related to the heterogeneity and resource
constraints of IoT networks, scientists are involved in a continuous research pro-
cess to standardize the communication and authentication processes.

Interesting works have been conducted around IoT devices and applications
with authentication as a dominant subject when talking about facing IoT Secu-
rity challenges. Providing network access to a compromised IoT device can lead
to severe security attack and compromise the entire network.

Since IoT devices have usually access to sensitive data related to one’s health
parameters, identity credentials, habits and environment variants, prohibition of
unauthorized access to a device becomes a priority. [5]

Indeed, authentication is an imminent need for IoT network to cope with
critical security aspects:

— Authentication ensures data integrity by tightening rights to data processing
and delivery only to legitimate devices.

— Authentication enhances data confidentiality where only authenticated
devices can access the network and get data.

— Non-repudiation is another advantage of authentication by making possible to
retrieve device identity or pseudoidentity after authentication and link each
action to its actor.

— Authentication guarantees the Data integrity while denying access to unau-
thenticated devices. [6]

These are not the only benefits of IoT device authentication. Referring to its
standard definition, the authentication process consists of allowing access based
on unique identity validation using a set of parameters securely allocated to
a device. Therefore, authentication itself is an imperative part of Access Con-
trol and Management Systems. [7]

Over years, many authentication schemes have shown interest using different
techniques.

One of these techniques is digital signatures and hash functions that have
been widely used and consisted of exchanging Public/Private keys among devices
to authenticate each other. [8] Considering these techniques, usually the authen-
tication requires a central third-party entity like certificate server, network oper-
ator, a base station or an authentication server. The central entity stores device
credentials and verifies the identity and access rights of the device submitting
the authentication request. [13,14]

This is a centralized architecture that proved a high level of security but
showed drawbacks like single point of failure when the central entity is compro-
mised or fails to function. [17]
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Digital signature-based authentication model can also be independent of any
third-party entity and permit authentication among devices only with no need
for a central entity. In this case, the architecture is decentralized avoiding single
point of failure but induce additional costs for communication over a secure
channel and moreover requirements for high level of computation and storage
capabilities from the devices. [12]

Based on smart contracts, Blockchain has gained interest facing these weak-
nesses by automating and simplifying the authentication computation complex-
ity and communication overhead. [9]

Initially, Blockchain has been introduced for cryptocurrency afterwards the
use of Ethereum as an operational environment for developers and software
designers incited a big convergence to Blockchain. Ethereum simplifies the cre-
ation and compilation of smart contract to automate action under triggers.

In respect to authentication schemes, Blockchain is used to build a decen-
tralized model. Decentralization enables direct authentication requests among
devices while the request validation or rejection is automatized through smart
contract according to various parameters (identity, pseudo-identity, rights, roles,
keys...etc.). [10]

Blockchain based authentication schemes are secured against Denial-of-
Service attack and prevent malicious nodes from launching an attack due to
Blockchain transactions expensive fees. [16]

Therefore, either it’s an authentication using cryptography and hash function
or an authentication through blockchain platform, timestamp of authentication
request or transaction is a crucial parameter to verify the freshness of the demand
and preserve the scheme from security attacks like Replay. [11]

Timestamp is also used in concatenation with other parameters (unique iden-
tifier, PKI, passwords. . .etc.) as a part of the authentication request messages
and requires high attention concerning time synchronization, time retrieve and
time variation. [16,17]

In this paper, we analyze several existing authentication protocols for IoT
devices authentication. We compare schemes employing simple operations and
techniques like hash function, XOR operation and concatenation to schemes
using blockchain as the authentication environment for the IoT devices.

Main criteria to consider an article in this study are recent publication (2018
to 2024), article relevance to scientific advancement (conference type and number
of cites), IoT device mutual authentication schemes only (user authentication
schemes are excluded) and finally proposed scheme based only on hash function,
XOR operation and blockchain (other techniques like PUF, finger print, ... are
excluded).

The remainder of this article is organized as follows. Section 2 presents related
work. Section 3 introduces the Cryptography and hash functions. Section 4. intro-
duces Blockchain Technology and main principle. Section 5. Presents a compar-
ison among authentication schemes and the result analysis. And Sect. 6. Con-
cludes the article and gives a preview of the future work.
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2 Related Works

Public/Private Key mechanism combined to Hash functions are widely used for
authentication schemes to store and verify devices identities and sign digitally
every data exchange session. [12] proposes a scheme based on a network topol-
ogy including central entity that provide system parameter for further partial
private keys and session keys computation. Each network entity authenticates
to every other entity before data transmission using several hash function values
and partial private and public keys combinations. [13] presents a simpler scheme
based on devices MAC Addresses published by the Base Station and the Clus-
ter Heads to local and public chain after an offline registration of any device
that joins the Network. [14] introduces an authentication scheme using elliptic
curve cryptography and device’s Physical Unclonable Function. The device needs
to perform data computation to respond to a challenge. To be authenticated,
the device’s challenge result mut be validated by the authentication server. In
the scheme presented by [15], each device registers to a remote server using
pre-shared PKIs. The authentication is accepted by validating authentication
messages created using some hashing value of pre-shared keys combined with
device identifies. In [16], a remote server stores credential for every device and
gateway after an offline registration. The credentials consist of a pseudoidentity
and a private key. A pairing phase is conducted between the remote server and
the device before each authentication request to ensure the device is already
registered to the remote server and the authentication request is accepted. After
that, the pseudoidentity is refreshed and the new pseudoidentity is used for
authentication.

Almost all the presented works are based on central remote server that stores,
delivers and shares credentials through a secure channel. An offline registration
phase to the remote server is a must to provide the credentials and ensure devices
are recognized as legitimate to ask for authentication. In [17] blockchain is used
as the authentication system for IoT devices to avoid network architecture cen-
tralization around one entity and dismiss the use of a separate secure channel to
communicate credentials. Indeed, a smart contract is deployed on the blockchain
to automate the access control through an access control list of legitimate users
with permissions. The smart contract uses hash function, Ethereum address,
public keys and devices ID to validate an authentication request. Another device
authentication scheme that combines cloud, fog and blockchain technologies was
proposed in [18]. The scheme considers three layers. First, the device layer for
ToT devices that generate a pair of Private/Public key and request authentica-
tion to Access Managing Nodes (AMN) in the Fog layer. AMN are responsible for
registering device by providing a device license that contains crucial information
about the device: device unique identity, device public key, device’s correspond-
ing AMN unique identity and a signature using the corresponding AMN private
key. The AMN forwards the device’s details to the Blockchain which verifies the
uniqueness of the device identity and stores the device’s information for further
use by the corresponding AMN. The cloud layer is solicited when IoT devices
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from different domains need to communicate. Manager Nodes are designated to
handle this communication among different AMN domains.

Either it’s an authentication using cryptography and hash function or
an authentication through blockchain platform, timestamp of authentication
request or transaction is a crucial parameter to verify the freshness of the demand
and preserve the scheme from security attacks like Replay. One essential entity
for the timestamp is the time source. If this component is corrupted the whole
authentication process is under fault. Consequently, a mechanism to ensure the
time precision is a must for authentication.

Precision Time Protocol is an IEEE standardized protocol developed to syn-
chronize clocks over a network or a network segment. The protocol architecture
considers a Master-Slave model and three clock types. The ordinary clock also
called the Grandmaster Clock is the time source while the Boundary Clock is
connected to many network segments and has the role to synchronize these seg-
ments to each other. Finaly, the Transparent Clock, adds more precision to the
synchronization messages by compensating the time spent for network traver-
sal. As mentioned in [19], Precision Time Protocol succeeded to unify the time
source among loT devices but showed weakness against security attacks like
modification, masquerading, delay, replay, and denial of service.

Many studies have been conducted around time synchronization for IoT
devices, where blockchain [20] is used to ensure the time synchronization and
prevent the tampering of the time broadcasted by the time source. Each time
an IoT device needs to refresh the local time and ensure the synchronization
with other network entity a transaction is initiated in the blockchain network.
The transaction involves time source, which is the main time provider, consensus
nodes that accept or refuse the transaction depending on the initiator authenti-
cation and the consensus protocol and time nodes that broadcast updated time
to IoT devices at a special frequency.

3 Cryptography and Hash Functions

A significant number of IoT devices authentication schemes rely on a combi-
nation of cryptographic digital signatures and hashing algorithms to identify
devices and authenticate their messages.

3.1 Cryptography

As its wide definition, [21] cryptography is the coding of an information in the
form of a cipher text so only the intended receiver can decode it and read it
clearly (encryption/decryption mechanism). This ensures enhanced data privacy
and integrity.

Encryption and decryption require cryptographic keys that are strings of
characters. When the same key is used for encryption and decryption, the cryp-
tosystem is defined as symmetric e.g. Advanced Encryption Standard (AES) and
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Data Encryption Standard (DES). While the algorithm is classified as asymmet-
ric when different keys are used for encryption and decryption such as Elliptic
Curve Cryptography. [22] Fig. 1
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Fig. 1. Cryptography Process [23]

Symmetric algorithms are secure and fast but require pre-share of keys. The
encrypted messages can be compromised if a malicious entity gets the keys.

On the other hand, asymmetric cryptosystems avoid the key sharing threats
but require large key length which implies more convergence time and more
difficulty. [24] In fact, asymmetric algorithms use different keys for encryp-
tion/decryption and generate heavy computation and communication overheads.
This is the major drawback for the use of asymmetric cryptography for resource
constrained IoT device authentication. [25]

Hence, authentication models based on cryptography mostly focus on sym-
metric algorithms to suit the limited resources of IoT devices using a unique
key for encryption and decryption. [26] Nonetheless, introducing Elliptic Curve
Cryptography made a great success employing a short key length that optimizes
the requirement for computing capabilities and power consumption. [27]

Elliptic Curve Cryptography is, mathematically, a polynomial equation with
a modulo reduction. The equation is represented in the binary field by an XOR
operation. [27] gives a detailed description of the Elliptic Curve Cryptography
operations.

3.2 Hash Function

Basically, Hash function are auxiliary functions in cryptography that are used
for different purposes like digital signature, key derivation, Random Number
Generation and Message Authentication Code (MAC). [2§]

Hash functions are characterized by several properties:

— Arbitrary input length: Hash function accepts input from different sizes,
— Fixed output length: Hash function gives output in a specific predefined
length,
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— Pre-image Resistance also called one-way: given a hash value, it’s almost
impossible to find the corresponding input,

— Second Preimage Resistance or weak collision resistance: given an input, it’s
very difficult to find another input that corresponds to the same hash value.

— Collision Resistance: it’s very hard to obtain two inputs that correspond to
the same hash value. [29]

A hash function that satisfies these criteria is classified secure but if one of
these properties shows a weakness, the hash function is faulty. [29]

Many hashing function were developed such as BLAKE, KECCAK, SHA,
.... but only some of them have been standardized. Thus, a worldwide common
principles among cryptography specialists is that secure hash functions have
been standardized. New conceptions are not a focus, just existing standardized
hash functions should be used or enhanced. [29] The most used hash function is
the Secure Hashing Algorithm (SHA) that accepts a maximum input size of a
28 bits and gives an output of size 512 bits. SHA has been enhanced to SHA-1,
SHA-2 and SHA-3 (KECCAK) to handle some vulnerabilities. [28]

SHA-3 represents a family of four cryptographic functions depending on the
output size: SHA-224, SHA-256, SHA-384 and SHA-512. [30] Fig. 2

Hence, Hash function is an efficient way to sign a message in any size by
a predefined size short signature. It’s used to verify the integrity of an initial
message. If any tampering happens during the transmission the hash value of
the message changes consequently. [28]

Furthermore, hash function has been used to derive a set of several cryp-
tographic keys from one initial key called the seed. This application of hash
function is known as one-way-hash-function-chain that is very strong and can-
not be inverted. [31]

Hash function represents also a vital concept for the Blockchain technology.
Each blockchain block contains the hash value of the precedent block, therefore
all the blocks are linked together to form a chain and any change even miniscule
affect the whole chain. [32]

Arbitrary input size

Fixed output size (n=224/256/384/512)

Fig. 2. SHA-3 cryptographic functions [30]
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3.3 Digital Signature

Digital signature is a mathematical function that signs digitally a message by the
sender’s identity represented as a pair of Public/Private keys. [33] With Digital
signature mechanism the message is signed by the sender’s private key before
transmitting and verified through sender’s public key after its reception. This
ensures the sender authentication and non-repudiation. On the other hand, digi-
tal signature guarantees the message integrity. In fact, in case the signed message
has been altered by a malicious entity, the verification using public key process
returns an error. [33] Fig.3

When received, the signed message passes through a verification process.
Using the sender’s public key, the hash value of the initial message Mh’ is
retrieved. Then the cleartext initial message received is hashed by the same
Hash function Mh.

The verification process consists of comparing Mh’ and Mh: Fig. 4

— If Mh’ and Mh are equal, the message is valid.
— If Mh’ and Mh are differents, the message is invalid.

Authentication schemes can be classified over several domains including Pub-
lic Key Cryptography and Digital Signature. [34]

Within the schemes based on digital signature, each device needs to choose a
pair of public and private keys that uniquely identify it. Using this pair, devices
can authenticate each other in two ways:

— Through a central third party that stores devices credentials. The central
entity is solicited in every authentication request and has the role to verify
devices credentials and authenticate them. This architecture is secured and
efficient but presents the drawback of Single Point of Failure.

— Independently of any third-party entity by direct mutual authentication. This
architecture avoids the single point of failure but requires computation and
storage capabilities from devices [35]

After the authentication, the keys are used to secure the communication and
are called the session keys. [26]

4 Blockchain Technology

Blockchain is a distributed ledger introduced initially by Nakamoto for financial
transactions called cryptocurrency in bitcoin systems. Transactions are stored
in a secure shared database over blocks. A block is a data structure of minimum
5 components: Fig. 5

— Hash of precedent block: the result of applying a specific hash function to the
precedent block entire data,

— Timestamp: the current time of the block creation,

— Nonce: a unique value used once to generate the hash value of the block,
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— Transactions: financial operations,
— MerkleRoot: concatenating the hash values of all the transactions in the block.
Figure 6

The main principle of blockchain is that all the participants, also called nodes,
must agree on a challenge (consensus) for a transaction to be accepted and stored
into a block.

The consensus is an algorithm that incites blockchain nodes to proof their
trustworthiness in a trustless environment.

There are numerous consensus algorithms: Proof of Work (PoW), Proof of
Stake (PoS), practical byzantine fault tolerance (PBFT) ... but PoW is the
commonly used consensus algorithm.

Under the PoW algorithm, the system imposes the complexity level criteria
as a challenge. Participating nodes also called miners compete by computing
a suitable nonce value. The challenge ends if a nonce value hashed with other
block content conforms to the target value imposed by the system.

If no hash value meets the difficulty conditions, a new nonce is added and
the calculation is reiterated.
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The first node to generate a hash value that conforms to the challenge criteria
is selected to add the transaction to a block. The elected node forwards the new
block to other peers for verification.

Other nodes recalculate the block hash value and verifies if it agrees with the
system criteria. [37]

Hash value of Block i-2 Hash value of Block i-1 Hash value of Block i

MerkleRoot MerkleRoot MerkleRoot

Txy | Txz TXor | T2 ot 02 B || Bra

Block i-1 Block & Block i+1

Fig. 5. Blockchain Block structure. [36]

To make it simple, blockchain is a chain of blocks each one containing an
information part of the precedent blocks.

The immutability of the blocks is ensured by the hash value of the precedent
block into the new block. Hence, all the blocks are linked together in a chain back
to the first block (genesis) and the tampering of a single miniscule information
in block data result in a completely different hash value. [38]

Nodes form a Blockchain Network by participating in the consensus algorithm
and sharing Blockchain data. Therefore, nodes also called participant do not have
the same role in the BC Network. In fact, a participant can be a full node or a
light node:

— Full node: stores the entire blockchain data and verifies new blocks. A full
node can be a miner that runs a computing software, to mine new transactions
and satisfy the consensus if it owns very powerful computing capabilities.

— Light or partial node runs a light software client to enable access to the
blockchain and issues transactions to the BC Network. Light node may only
store a copy of block headers to verify transactions, relying on full nodes to
provide any other necessary data. [38]

To be part of a BC Network, nodes must respect different operating rules
and access modes depending on the blockchain type. There are many ways to
classify Blockchain:

— Private Blockchain is considered if the devices need to be in a closed network
(private) that can be only joined by preselected entities. E.g a private BC
Network for a company only accessible to this organization departments in a
isolated area.
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— Public blockchain is used if the devices can operate in an open network (pub-
lic) where anyone can access the network. E.g, Bitcoin Network characterized
by a publicly open access.

— Permissioned blockchain: devices control is given to specific entities with a
predefined permission,

— Permissionless blockchain, devices can be controlled by anyone in the network
with no obligation for a permission. [39]

Besides, many blockchain platforms are available in the market and the
choice to use one of these platforms is related to the purpose of the blockchain
Network. Application designed for currency and transactions use transaction-
oriented blockchains (bitcoin) whereas application designed to run a logic (smart
contract) use logic-oriented blockchains [40].

Transaction-oriented Blockchain like bitcoin is mainly used to record perma-
nently transactions performed by members. All bitcoin values transferred among
participants are mined, verified and stored. [10]

Logic-oriented Blockchain like Ethereum is principally solicited by developers
considered as a large distributed virtual machine for coding and running software
programs. [40]

Several blockchain platforms exist like Ethereum, Hyperledger Fabric, and
Corda although Ethereum is the most popular that provides a virtual machine
space where smart contracts can be developed, tested and deployed as EVM
bytecodes [41].

EVM bytecodes or simply Smart Contracts are stored software programs
that run when special conditions are met. Smart Contract are time efficient and
automate the execution of actions with no need for a third party. Smart contract
transactions are transparent and shared among different nodes for traceability
and immutability. [40]

Developers may use several developing languages like LLL (Low-level Lisp-
like Language), Serpent (a Python-like language), Viper (a Python-like lan-
guage), or Solidity (a Javascript-like language) but Solidity remains the key
language for Ethereum [40]. As authentication protocols consist of software
applications organizing and automizing the authentication process among IoT
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devices/entities, blockchain has gain interest for securing and decentralizing
authentication schemes. [42]

Various studies and schemes have been achieved around authentication pro-
tocols for ToT devices using blockchain platforms but requires more implemen-
tation costs, service fees and high capabilities for computation and storage. [43—
45] Some works will be considered in Sect.5 when comparing protocols for IoT
device-to-device authentication.

5 Authentication Schemes Comparison
5.1 Comparison Results

In this study, we aim at highlighting the crucial key parameters to take in con-
sideration while designing an authentication protocol for IoT devices.

On one hand, we have focused on schemes employing simple operations and
techniques like hash function, XOR operation, concatenation...

On the other hand, we considered schemes using blockchain as the authenti-
cation environment for the IoT devices. Hence, we chose some existing schemes
such as references [12,15,16,27,32,44,45] for comparison based on a list of com-
mon parameters.

Actually, the main criteria for evaluating an authentication protocol are:

— Computation cost that represents the computational size of operations to
be performed to establish a successful authentication. In this paper, we con-
sider hash function and XOR calculation as operations. We compare protocols
based on the number of operations required to achieve a successful mutual
authentication between two entities.

— Communication overhead that consists of the volume of message exchange
to establish a successful authentication. Here, every communication between
two entities while authenticating each other is counted as a message (Msg).
We compare protocols based on the required information exchange for every
authentication request/validation.

— Efficiency in terms of time and latency that ensure a fast protocol
convergence. In our study, time is calculated based on the total duration
required by all operations during the mutual authentication process:

— TH is the time required for a Hash function,

— TXOR is the time consumed for an XOR calculation,

— TKeyGen is the time taken to generate a session Key,

— Tsign is the time required for signing a message by a digital signature,
— Twverif is the time needed to verify the sender’s digital signature,
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Protocol architecture that can be centralized presenting the drawback of

single-point-of-failure or distributed requiring advanced resources.

An architecture is classified as centralized when a central unit is the bridge

for every mutual authentication between two entities.

the architecture is identified as decentralized when the units can reach each

other and authenticate mutually with no need for a third party.

All involved works for the comparison contain phases for registration, paring,
session-key generation, data transmission... Phases may be different for each
single protocol, but the authentication phase is a common concern. Although
in our comparison, we focus only on the authentication phase of each protocol.
Table1 and Table 2 represent a comparison of several existing authentication

schemes based on the above parameters.

Table 1. Comparison of authentication schemes. Part 1

C.Cost C.Overhead| Efficiency
Reference [12]| 8Hash + 4XOR | 2Msg 8TH+4TXOR+2TKeyGen
Reference [15]| 7THash + 5XOR | 2Msg TTH+5TXOR+1TKeyGen
Reference [16]| 12Hash + 3XOR/| 4Msg 12TH4+3TXOR+3TKeyGen
Reference [27] 4XOR 3Msg 4TXOR+1TKeyGen
Reference [32]| 1 Sign 1 Msg 1TSIGN+1Tverif
Reference [44]| 1Sign 1Msg 1TSIGN + 1Tverif
Reference [45] THash + 2Sign | 3Msg TTH+Tsign+2Tverif+2TKeyGen

C.Cost = Computation Cost, C.Overhead = Communication overhead, Sign
= Digital Signature mechanism.

Table 2. Comparison of authentication schemes. Part 2

Architecture Type|Reg.mode/Reg.method
Reference [12] Decentralized Offline | Secure channel
Reference [15]| Centralized Offline | Secure channel
Reference [16]| Centralized Offline | Open channel
Reference [27]| Centralized Offline | Open channel
Reference [32] Decentralized Offline | Secure channel
Reference [44]| Centralized Offline | Secure channel
Reference [45] Decentralized Offline | Secure channel
Reg.Mode=Registration Mode, Reg.Method = Regis-

tration Method
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5.2 Analysis and Discussion

References [12,32,45] offer a decentralized architecture scheme to avoid single
point of failure and accelerate authentication among devices. Thus, require an
offline registration phase before any device can join the network. Offline regis-
tration limits the IoT network extensibility and delays devices authentication
till the registration is completed.

References [15,44], in contrast, propose a centralized architecture that per-
mits to any IoT device to join the network and initiate an authentication request
at any time but requires a secure channel to exchange credentials. Extra costs
are to be considered in this kind of architecture.

Furthermore, if the central unit is compromised, the whole authentication
process fails.

Referring to references [16,27], when registration is conducted over an open
channel, computation cost and communication overhead rise. This is due to
the use of an important number of hash functions and XOR operations to
secure the authentication phase from a malicious entity. On the other hand,
IoT devices have limited resources, whereas the elevated computation and com-
munication costs harden the authentication process.

Reference [27] represents the Lowest combination of computation cost and
communication overhead but this doesn’t mean that the proposed protocol is
ideal. The protocol representing the best choice for authentication must have the
best combination of all the criteria meaning that the protocol is fast converg-
ing, secured against common security attacks and least consuming of resources
linked to computation and communication.

References [32,44] use blockchain as the authentication environment which
reduce communication overhead and computation cost and fasten the authenti-
cation process. In contrast, [45] uses blockchain only for data storage. Authen-
tication process is conducted directly between IoT devices which rises the com-
munication overhead and computation cost and slows the authentication process
compared to schemes proposed in [32,44].

Based on the comparison result we have noticed that a combination of several
points should be taken in consideration to design a successful IoT authentica-
tion protocol. In summary, these are the most relevant aspect to respect when
designing an authentication protocol:

— A secure communication is required when exchanging authentication
details among IoT devices. Thus, two main methods can be used:

— e Exchange over a secure channel that prevents from the intrusion of a
malicious entity,
e Exchange over an open channel but with encrypted messages so malicious
nodes cannot access authentication messages in plaintext.

e A light computation capability is imposed by the limited resources of
IoT devices. So, the authentication process must be either:
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— e Simple by using common calculation operations like XOR and Hash Func-
tion,
e The heavy calculation should be ensured by a central unit like blockchain
nodes.

— A fast-converging authentication process is a crucial parameter for the
protocol efficiency. To fasten the protocol phases three main points should be
ensured:

— o Use fast calculation operations,
e Use the minimum number of calculation operations,

e Minimize the messages exchanged between devices during authentication,

e Choosing the authentication environment influences the above criteria.
Indeed, performing an authentication by involving IoT Network entities may
imposes limitations concerning communication security, computation vol-
ume and time consumption. Although, operating an authentication over
Blockchain Network changes the overall reasoning about security, limitations
and constraints.

6 Conclusion

In this paper we looked at the main authentication methods for IoT devices;
principally cryptographic based schemes and Blockchain based schemes. We also
introduced the main principles and main components of each method. Further-
more, we evaluated several authentication schemes with respect to architecture
type, computation cost and communication overhead parameters. We concluded
that many research have been conducted around IoT authentication and achieved
good results by giving birth to lightweight, secured and efficient authentication
protocols. However, enhanced authentication protocol are a must in respect to
secure communication, light computation cost, fast convergence and authentica-
tion environment.

On the other hand, since IoT networks are still growing, and IoT device
resource constraints are appearing every single day more investigation in this
field is a must.

We gave some tips based on our study to be used by other researches focusing

in designing authentication protocols.
Our next work will focus on designing a lightweight authentication protocol that
minimizes the IoT device effort and optimizes the authentication process. The
main aspects highlighted in the result analysis paragraph represents our basis to
conduct the future steps toward a successful completion.
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