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Abstract. As a distributed machine learning framework, federated
learning addresses the challenges of data isolation and privacy concerns,
ensuring that user data remains private during the model training pro-
cess. However, the privacy-preserving nature of federated learning also
makes it has vulnerability to security attacks, particularly in the form of
backdoor attacks. These attacks aim to compromise the integrity of the
model by embedding a malicious behavior that can be triggered under
specific conditions. In our study, aiming to counteract backdoor threats
in federated learning, we introduce a new protective mechanism termed
zero-knowledge with robust learning (ZKRL). The ZKRL scheme intro-
duces the robust learning rate and non-interactive zero-knowledge proof
techniques to filter out malicious model updates and preserve the pri-
vacy of the global model parameters of the federated learning process.
The extensive experiments conduct on real-world data demonstrate its
effectiveness in improving the accuracy on the verification set by 2%
and significantly reducing the accuracy of backdoor attacks compared
to existing state-of-the-art defense schemes. In summary, the proposed
ZKRL defense scheme provides a robust solution for protecting federated
learning models against backdoor attacks, ensuring the integrity of the
trained models while preserving user privacy.

Keywords: Federated learning · Backdoor attack · Zero-knowledge
proof

1 Introduction

Federated learning(FL) [16] is a distributed machine learning paradigm where
multiple clients, such as mobile edge devices or corporate organizations, collabo-
rate to train a shared global model under the coordination of a central server. The
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emergence of FL addresses the challenges posed by data dispersion and privacy
concerns in traditional centralized machine learning. FL has gained significant
interest in both academia and industry. For example, a variety of world-leading
companies have introduced various FL application frameworks, such as Google’s
TensorFlow Federated (TFF) [6] and Webank’s FATE [14].

In FL, the privacy of user data is preserved as it remains stored locally on
client devices. Instead of sharing raw data, clients only upload encrypted model
updates to the central server during the training process. This decentralized
approach offers several benefits, including improved model performance com-
pared to traditional local training and full utilization of computing resources
of multiple devices, which speeds up model training, etc. However, the nature
of FL, where model updates are hidden, also brings a significant security con-
cern: backdoor attacks [3,5]. Backdoor attacks aim to manipulate the global
model’s behavior by injecting specific inputs (e.g., images with backdoor trig-
gers) that are misclassified into a targeted false label while appearing normal for
regular inputs [10,15,21]. Since the server receives only the aggregated results
without the prior knowledge of how the local model updates are generated, it
becomes challenging to detect whether the local model parameters contain mali-
cious backdoor modifications through direct parameter analysis. Consequently,
FL is more susceptible to backdoor attacks, and conventional detection methods
prove ineffective in this scenario.

To mitigate the risks of backdoor attacks in FL, researchers have been actively
investigating and developing a variety of defense mechanisms and detection tech-
niques specifically tailored for this setting. Several defense methods have been
proposed to enhance the security of FL system, including integrity verification,
dimension filtering, and robust aggregation algorithms [1,2,24,25]. However,
some existing defense methods have certain limitations. The lightweight defense
proposed by [17] that adjusts the learning rate may introduce exposure of sensi-
tive user information as it requires processing model updates in plaintext. Addi-
tionally, reversing the learning rate for a specific dimension, regardless of the
update’s origin, can potentially lead to a decrease in the accuracy of the global
model. EIFFel introduced by [19] is the verifiably updated security aggregation
algorithm. This method involves joint verification by the remaining clients under
the supervision of the central server. While it enhances the security of FL by
ensuring the integrity of the model updates, it comes at the cost of significant
communication overhead and computational burdens. The need for joint verifi-
cation among clients can result in increased communication and computational
costs, which may limit the scalability and efficiency of the FL system.

In this paper, our main task is to address the challenge of backdoor attacks
targeting deep neural networks in FL. To achieve this, we propose a scheme
named zero-knowledge with robust learning (ZKRL), which filters out malicious
model updates during the training process. In ZKRL, we introduce a more refined
mechanism for handling model updates at each dimension. Instead of simply mul-
tiplying a certain dimension of the model update by a negative learning rate, with
the help of zero-knowledge proof, without exposing user sensitive information,
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the server checks whether the value of each model update is within the specified
range and then judges whether it is a malicious model update. And the data
that requires zero-knowledge proof is a certain dimension of the model update
rather than the entire model update or even more complex L2−norm calcula-
tions. To evaluate the effectiveness of our defense mechanism, we conduct a series
of empirical experiments. The results of these experiments demonstrate that our
proposed approach effectively minimizes the loss of model accuracy while suc-
cessfully deterring backdoor attacks. Moreover, we also provide empirical evi-
dence that supports the effectiveness of our defense mechanism. In addition to
the empirical evaluation, we also provide a theoretical analysis that explains how
our defense mechanism improves model accuracy. By providing a solid theoreti-
cal foundation, we offer insights into the underlying mechanisms that contribute
to the effectiveness of our approach.

The structure of this paper is as follows: Sect. 2 covers foundational topics
like FL, zero-knowledge proof, and strategies for both backdoor attacks and their
defenses. An overview of the solution is sketched in Sect. 3. Section 4 delves into
the methods and algorithms underpinning ZKRL. Section 6 elaborates on the
empirical testing of ZKRL. The paper wraps up in Sect. 7 with our conclusions.

2 Preliminaries

2.1 Notation

Let Zp denote the ring of integers modulo p, where p is a large prime. Gq

represents the unique subgroup of Zp of order q, where q divides p − 1. Let
G

n
q and Z

n
p be vector spaces of dimension n over Gq and Zp respectively, and

α = (g1, · · · , gn), β = (h1, · · · , hn) ∈ G
n
q be a vector of generators. For a scalar

c ∈ Zp and a vector a ∈ Z
n
p , we denote by b = c·a ∈ Z

n
p the vector where bi = c·ai.

Furthermore, let 〈a, b〉 =
∑n

i=1 ai · bi denote the inner product between two vec-
tors a, b ∈ Z

n
p , and a

⊙
b = (a1 · b1, · · · , an · bn) ∈ Z

n
p denote the Hadamard

product or entry wise multiplication of two vectors.

2.2 Federated Learning

FL was first proposed by Google, which is a distributed machine learning frame-
work that enables a central server to collaboratively train a model with a large
number of decentralized clients. The process begins by initializing the global
model parameters WG on the central server. Prior to each round of FL, a sub-
set of m clients (where m < n) is randomly chosen from a total of n clients to
participate in the training. In the tth round, the central server broadcasts the
current global model W t

G to the selected clients. Each client then performs local
training on its own dataset using stochastic gradient descent(SGD). This local
training yields a new local model W t+1

i for the ith client. Subsequently, the ith

client uploads its model update Δwt+1
i = W t+1

i − W t
G to the central server.

The central server employs a secure aggregation algorithm to merge the received
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model updates to update the global model. Here, the aggregation rule of the
Federated Averaging (FedAvg) algorithm, one of the commonly used aggrega-
tion algorithms in FL, is as follows:

W t+1
G = W t

G + η
⊙ 1

m

∑

i∈m

Δwt+1
i . (1)

This iterative process of model distribution, local training, and secure aggre-
gation allows the central server and clients to collaboratively train a robust
global model while preserving data privacy and security.

2.3 Zero-Knowledge Proof

Zero-knowledge proof [13], initially proposed by Goldwasser et al., is a cryp-
tographic protocol that involves two parties: the prover P and the verifier V.
It is commonly used for proof of membership attribution or proof of knowl-
edge. Zero-knowledge proof possesses three essential properties: completeness,
soundness, and zero-knowledge. Completeness guarantees the correctness of the
protocol itself. If the prover P provides a valid proof of a statement, and both P
and V execute the protocol honestly, then P can convince V of the statement’s
correctness. Soundness ensures that the honest verifier V cannot be deceived by
a malicious prover P

′
. It protects V from being misled or convinced of a false

statement. Zero-knowledge property means that the prover P can prove the cor-
rectness of a statement to the verifier V without revealing any information other
than the statement’s validity. This property ensures privacy and confidentiality.
The three properties of zero-knowledge proof make it suitable for establishing
trust and protecting privacy in FL, especially for checking model updates. How-
ever, interactive proofs require P and V to be continuously online, which can
be challenging to achieve due to network delays, denial of service attacks, and
other factors. Non-interactive proofs, on the other hand, require the prover to
send only one round of messages to complete the proof. Interactive proofs can
be transformed into non-interactive proofs using the Fiat-Shamir heuristic [11],
which helps to overcome the limitations of interactivity.

2.4 Backdoor Attacks and Defense Solutions

Backdoor Attacks in Federated Learning. A backdoor attack involves
embedding a hidden trigger in a model that can be activated to produce spe-
cific misclassifications without affecting the model’s inference on normal data. In
this attack, the adversary aims to manipulate the model’s behavior to perform
targeted misclassifications based on the presence of the trigger. For instance, in
the case of a self-driving model, the backdoor may cause the model to correctly
recognize a regular stop sign but misclassify a stop sign with a yellow square
as a speed limit sign, with the yellow square acting as the trigger. In a unified
environment, a malicious actor might manipulate the training to instill targeted
misclassification traits for a backdoor assault. But in FL, given its decentralized
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data nature, gaining access to the complete training dataset poses challenges
for the adversary. That said, backdoor attacks often revolve around formulat-
ing harmful modifications. Essentially, the attacker aims to craft a modification
embedding the backdoor such that, upon aggregation with other alterations, the
merged model manifests the undesired backdoor trait. This assault mode is often
termed model poisoning attack [3,5,23]. In such a scenario, the opponent might
control several agents involved in the FL process, training their local models
using tainted or compromised datasets to produce harmful updates.

Defense Solutions. Several studies have explored the application of robust
statistics techniques to enhance the resilience of FL against attacks. In a notable
work by [12], Fung et al. proposed a novel approach to improve the robustness
of FL by introducing a per-client learning rate, deviating from the conventional
practice of employing a uniform learning rate at the server side. This novel
approach results in the following update rule:

W t+1
G = W t

G +
1
m

∑

i∈m

ηt
i · Δwt+1

i , (2)

where ηt
i ∈ [0, 1] is the ith client’s learning rate for the tth round.

CRFL, proposed by [24], is a protective strategy that employs trimming and
refining processes on parameters to ensure the global model’s consistency. This
method facilitates individual sample resilience assurance against backdoor incur-
sions. In contrast, Ozdayi et al. [17] addressed backdoor attacks by adjusting the
learning rate of the aggregation server in a per-dimension and per-round manner,
utilizing the sign information of the client’s updates.

3 Problem Overview

3.1 Security Goals

Input Privacy (Client’s Goal). The first security goal is to safeguard user
data privacy in FL. In this decentralized approach, the raw user data remains
on the local device, with only model updates being transmitted to the central
server. However, it is possible for an honest but curious server to infer information
about the original data by analyzing the model updates. To address this concern,
clients need to employ cryptographic primitives to guarantee that no party can
gain knowledge about the raw input (update) Δwi of a client Ci, beyond what
can be deduced from the final aggregated result Wagg.

Input Integrity (Server’s Goal). The second security goal is to safeguard the
security of the global model. As model updates are concealed, the server lacks
the ability to verify the integrity of these updates, consequently raising the risk
of potential backdoor attacks initiated by malicious clients. Hence, it becomes
imperative for the server to implement measures to filter out any malicious model
updates while ensuring the preservation of input privacy, ultimately fortifying
the global model against backdoor attacks.
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3.2 Threat Model

Semi-honest Server. In this paper, we assume that the server is semi-honest,
meaning that it will adhere to the protocol rules but may attempt to infer
secret information by observing its own perspective during the execution process.
Furthermore, we also take into account that the server possesses a portion of the
dateset on its local device for training purposes.

Malicious Clients. We assume the presence of e malicious clients, who have
the ability to take arbitrary actions during the protocol execution. However, for
the purpose of conducting a backdoor attack in FL, these e malicious clients can
only train a malicious model locally and subsequently upload a malicious model
update to introduce a backdoor into the global model.

3.3 Solution Overview

Previous research has made attempts to address the issue of backdoor attacks in
FL by implementing robust aggregation algorithms or verifiable algorithms in the
ciphertext state. However, these methods have not fully met our security objec-
tives. Taking into account our analysis of the threat model, we propose a novel
FL scheme called ZKRL, which effectively filters out malicious model updates.
To ensure input privacy, we employ Pedersen commitments [18], and we enhance
input integrity by integrating non-interactive Bulletproof range proofs [8] into
the robust learning rate (RLR) technique proposed by [17]. The ZKRL scheme
selectively aggregates model updates that conform to predefined criteria of well-
formedness, thereby preserving the integrity of the global model and protecting it
against potential backdoor attacks. The overview of our proposed ZKRL scheme
is shown in Fig. 1.

4 ZKRL Design

4.1 Secure Aggregation with Commitments

To ensure the privacy of the model updates in FL, it is essential to employ effec-
tive encryption techniques. In our proposed approach, we utilize the Pedersen
commitment [18] as our cryptographic primitive of choice. The Pedersen commit-
ment provides a secure and efficient approach of encrypting the model updates
while preserving the privacy of the underlying data. The Pedersen commitment
possesses two important properties: unconditionally hiding and computation-
ally binding. The unconditionally hiding property ensures that the committed
value remains hidden and cannot be determined by any party, even if they pos-
sess unlimited computational power. On the other hand, the computationally
binding property guarantees that once a commitment is made, it is computa-
tionally infeasible to change the committed value without detection. One of the
notable advantages of using Pedersen commitments is their homomorphic prop-
erty. This property allows for the computation of operations on the commitments
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Fig. 1. Overview of ZKRL.

themselves, such as addition and subtraction, without the need to decrypt the
underlying values. This enables efficient and secure aggregation of the encrypted
model updates without compromising the privacy of the individual updates. Fur-
thermore, Pedersen commitments facilitate the construction of zero-knowledge
range proofs. These proofs enable verification of the committed values’ validity
within a specified range without revealing any information about the actual val-
ues. This property ensures the integrity and correctness of the encrypted model
updates without disclosing any sensitive information.

To achieve unconditional hiding, a random number s ∈ Zp is selected as the
blinding factor. We select a generator g and a random group element h ∈ Gq,
such that nobody knows logg h. In the protocol, the ith client commits to each
element uj of the model update Δwt+1

i , and subsequently sends the resulting
commitment cj , which is calculated as follows:

cj = gujhsj , (3)

where sj represents the blinding factor specific to that client. To ensure accurate
aggregation of model updates, we adopt the masking approach [7] using blinding
factors in the commitment-based setting. This approach allows for the cancel-
lation of blinding factors during aggregation, enabling the server to obtain the
aggregated output accurately. In our protocol, each of m participating clients
selects a blinding factor, denoted as si, such that the sum of all the blinding
factors is equal to zero:

∑m
i=1 si = 0. This ensures that blinding factors cancel

out during the aggregation phase. Given two Pedersen commitments c1 and c2
for values u1 and u2 respectively, the product of these commitments, c1 · c2,
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corresponds to a commitment for the sum of u1 and u2 (u1 + u2). By applying
this property to each dimension of the model updates, we can aggregate the
commitments efficiently. Specifically, the aggregation is computed as follows:

m∏

i=1

cj,i = g
∑m

i=1 uj,ih
∑m

i=1 sj,i = g
∑m

i=1 uj,i . (4)

Finally, the server can derive the sum of all the model updates by calculating
the discrete logarithm to the base g. While calculating the discrete logarithm of
y = gx is generally a computationally hard problem, in our domain, the space of
the aggregated result is small, allowing for efficient computation of the discrete
logarithm [20,22]. It is important to note that in the FL scenario, we often need
to encrypt negative numbers. To handle this, we encode negative numbers before
encryption. For a negative number A, we compute A

′
= A mod p, where p is set

to twice the value range of the model updates. This ensures that negative num-
bers do not overlap with positive numbers after encoding. Algorithm1 formally
describes the process for secure aggregation with commitments.

Algorithm 1: Secure Aggregation with Commitments.
Input: uj,i is the jth dimension of the model update Δwt+1

i of the ith client Ci,
l is the dimension of the model updates, generator g ∈ Gq, random
group element h ∈ Gq.

Output: The aggregated model update Δwt+1
G .

1 Client Ci jointly decides the choice of blinding factor sj,i;
2 for i=1 → m do
3 for j=1 → l do
4 Ci computes the commitment cj,i = guj,ihsj,i , and sends cj,i to the

central server;

5 for j=1 → l do

6 The server S computes aggj = g
∑m

i=1 uj,ih
∑m

i=1 sj,i = g
∑m

i=1 uj,i , and
uj,G = logg aggj ;

7 Δwt+1
G = (u1,G, u2,G, · · · , ul,G);

8 Return Δwt+1
G .

4.2 Zero-Knowledge Range Proof

Bulletproofs [8] is a zero-knowledge proof protocol proposed by Bootle et al. that
offers several advantages, including short proofs and the absence of a trusted
setup phase. It is notably adept for proficient range proofs on committed values.
It enables the confirmation of a value’s presence within a range with just 2 log n+
9 group and field elements, with n being the bit length of the range. Additionally,
Bulletproofs natively supports the Pedersen commitments. In our approach, we
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leverage the Bulletproofs protocol to enable the server to verify model update
uploaded by clients. Specifically, in certain cases (as elaborated in the subsequent
analysis section), the server may request clients to provide a range proof for a
specific dimension updated by its own model, ensuring that the value falls within
a specified range. To transform this proof process into a non-interactive one, we
apply the Fiat-Shamir heuristic [11].

Formally, let uj,i be a number in [0, · · · , 2n − 1], and cj,i be a Pedersen
commitment to uj,i using randomness sj,i, 2n − 1 is the specific range that the
server requires the client to prove. The proof system uses the homomorphic
property of the Vector Pedersen commitments to construct commitments to two
polynomials l(X) and r(X) in Z

n
p [X]. With these vector-polynomial pledges, the

server and clients participate in an inner product dialogue to reliably determine
the inner product between l(X) and r(X). The structure of these polynomials
ensures that the zero coefficient of 〈l(X), r(X)〉 ∈ Zp[X] takes a distinct shape
solely when uj,i is within the specified range. Let aL = (a1, · · · , an) be the vector
containing the bits of uj,i, the client Ci commits to aL as well as blinding vectors
sL, sR using constant sized vector commitments, and constructs the polynomial
t(X) ∈ Zp[X] as a function of uj,i, t(X) is exactly the inner product of l(X) and
r(X):

t(X) = 〈l(X), r(X)〉 ∈ Zp[X]. (5)

Here, sL, sR whose zero coefficient is independent of uj,i if and only if uj,i indeed
contains only bits. The client executes Algorithm 2 to generate a proof of its own
model update.

The server receives the zero-knowledge range proof sent by the clients and
executes Algorithm 3 for verification.

4.3 ZKRL Workflow

Ozdayi et al. proposed a method where the malicious model update aims to
minimize the loss function of both the main task and the backdoor attack task,
while the honest model update only focuses on minimizing the loss function of the
main task. As a result, these two types of model updates may have different or
even opposite directions in certain dimensions. Building upon this observation,
the RLR was introduced to involve multiply the learning rate by a negative
value to maximize the loss function of the backdoor attack task. However, this
method has its limitations. While it successfully maximizes the loss function
of the backdoor attack task, it may also impact dimensions related to honest
model updates, resulting in a decrease in the accuracy of the global model.
Additionally, the method still is performed in plaintext, which does not align
with our objective of ensuring input privacy.

Therefore, we propose ZKRL, a novel approach based on the aforementioned
method. When the sum of signs of the model updates at a certain dimension
j is less than the learning threshold θ, we employ a different treatment instead
of simply inverting the learning rate. The server analyzes its own local model
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Algorithm 2: Zero-Knowledge Range Proof.
Input: 2n − 1 is the specific range that the server requires the clients to prove,

cj,i = guj,ihsj,i is the commitment corresponding to a certain dimension
of the model update that needs to give a range proof, H is a hash
function, g, h ∈ Gq, α, β ∈ G

n
q .

Output: zero-knowledge range proof RP.

1 aL ∈ {0, 1}n s.t. 〈aL, 2n〉 = uj,i;
2 aR = aL − 1n;

3 γ
$←− Zp;

4 A = hγαaLβaR ;

5 sL, sR
$←− Z

n
p ;

6 ρ
$←− Zp;

7 S = hραsLβsR ;
8 y = H(A, S);
9 z = H(A, S, y);

10 l(X) = aL − z · 1n + sL · X;
11 r(X) = yn ◦ (aR + z · 1n + sR · X) + z2 · 2n;

12 t(X) = 〈l(X), r(X)〉 =
∑2

d=0 td · Xd;

13 τ1, τ2
$←− Zp;

14 Td = gtdhτd , d = {1, 2};
15 x = H(T1, T2);
16 τx = τ1 · x + τ2 · x2 + z2 · sj,i;
17 δ = γ + ρ · x;
18 l = l(x), r = r(x), t = 〈l, r〉;
19 RP = (A, S, y, z, T1, T2, x, τx, δ, t, l, r);
20 Return RP .

update and determines the value wj,s corresponding to dimension j. Based on
the value of wj,s, we handle the model updates as follows:

If wj,s is not equal to 0, the server publishes wj,s and requires all clients to
provide proof that the value wj,c corresponding to the dimension of their local
model update is less than wj,s. If wj,s is negative, indicating a malicious model
update, the server removes it from the aggregation process. If wj,s is positive,
indicating an honest model update, the server proceeds with aggregation.

If wj,s is equal to 0, we apply the method proposed by [17] to directly invert
the learning rate.

Compared to the method proposed by [17], our ZKRL scheme retains honest
model updates to a greater extent when abnormal sign detection occurs, result-
ing in higher accuracy of the final global model. For instance, in our proposed
scheme, we categorize model updates into two groups based on the value of wj,s

and the outcome of the inspection process. This categorization allows us to filter
out the malicious updates and apply a normal learning rate for updating the hon-
est models during the aggregation process. In contrast, the method introduced
by [17] does not differentiate the quality of the model updates. Instead, it directly
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Algorithm 3: Check Zero-Knowledge Range Proof.
Input: RP = (A, S, y, z, T1, T2, x, τx, δ, t, l, r) is the range proof that the client

sends to the server, cj,i = guj,ihsj,i is the commitment corresponding to
a certain dimension of the model update that needs to give a range
proof, g, h ∈ Gq, α, β ∈ G

n
q .

Output: True or False.

1 Server computes t
′
= 〈l, r〉;

2 if t
′
= t then

3 Continue;

4 else
5 Return False;

6 k(y,z) = -z2 · 〈1n, yn〉 − z3 · 〈1n, 2n〉;
7 Server computes gk(y,z)+z·〈1n,yn〉 · cz2

j,i · T x
1 · T x2

2 and gthτx ;

8 if gk(y,z)+z·〈1n,yn〉 · cz2

j,i · T x
1 · T x2

2 = gthτx then
9 Continue;

10 else
11 Return False;

12 for d=1→n do

13 h
′
d = hy−d+1

d ;

14 Server computes P = ASx · α−z·1n · β
′z·yn+z2·2n ;

15 if P = hδαlh
′r then

16 Continue;

17 else
18 Return False;

19 Return True.

employs the opposite learning rate to update the models in all dimensions. By
subdividing the model updates based on their quality, our approach enables a
more fine-grained evaluation and filtering process, resulting in improved defense
against malicious updates. This distinction allows us to selectively update the
models with a more appropriate learning rate, thus enhancing the overall robust-
ness and integrity of the FL system. The execution flow of protocol ZKRL is
shown in Algorithm4.

5 Security Analysis

In this section, we formally analyze the security of ZKRL.

Theorem 1. ZKRL scheme satisfies the security goals of privacy protection and
integrity verification at the same time.
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Algorithm 4: ZKRL.
Input: m is the number of clients selected in one iteration, W t

G is the global
model parameters for thr tth iteration, l is the dimension of the model
updates, θ is the learning threshold, η is the learning rate.

Output: global model paramaters for the (t + 1)th iteration W t+1
G .

1 Server S distributes the global model W t
G to clients;

2 for i=1→m do
3 Client Ci trains W t

G using it’s data Di locally to achieve local model W t+1
i ,

Δwt+1
i = W t+1

i − W t
G. Ci commits to Δwt+1

i using Pedersen commitment,
and send it to the server along with the sign of Δwt+1

i ;

4 Server S also trains W t
G using its data Ds locally to achieve local model W t+1

s ,
Δwt+1

s = W t+1
s − W t

G;
5 for j=1→l do
6 Server S computes sgnj =

∑m
i=1 sgn(uj,i);

7 if sgnj ≥ θ then
8 ηθ,j = η;

9 else if sgnj < θ then
10 if Δwt+1

j,s = 0 then

11 ηθ,j = −η;

12 else
13 Server S publishes the value Δwt+1

j,s and requires m clients to use

Algorithm 2 to generate a proof that Δwt+1
j,i is less than Δwt+1

j,s ;

14 for i=1→m do
15 Client Ci uses Algorithm 2 to generate a proof RPi, and sends it to

the server;
16 Server S uses Algorithm 3 to check RPi and get verification result

Vi;
17 if Vi = True and Δwt+1

j,s > 0 then

18 Δwt+1
j,i is honest;

19 if Vi = True and Δwt+1
j,s < 0 then

20 Δwt+1
j,i is malicious;

21 if Vi = False and Δwt+1
j,s > 0 then

22 Δwt+1
j,i is malicious;

23 if Vi = False and Δwt+1
j,s < 0 then

24 Δwt+1
j,i is honest;

25 Server S filters out malicious model updates and uses Algorithm 1 to obtain

aggregated model update Δwt+1
G ;

26 W t+1
G = W t

G + ηθ

⊙
agg(Δwt+1

G );

27 Return W t+1
G .
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Proof. ZKRL utilizes the Pedersen commitment to ensure the privacy of model
updates, this scheme relies on the properties of the Pedersen commitment, where
for any element u ∈ Zp and for randomly uniformly chosen s ∈ Zp and g, h ∈ Gq,
guhs is uniformly distributed in Gq. Formally, if u, u

′ ∈ Zp satisfies u �= u
′

and

guhs = gu
′
hs

′
, then it must hold that s �= s

′
mod p and logg h = u−u

′

s′−s
mod p.

However, it is not feasible to directly calculate the value of logg h. And ZKRL
achieves the integrity verification of the model through the use of range proofs.
In ZKRL, range proofs are utilized due to their beneficial attributes, such as
perfect completeness, perfect honest verifier zero-knowledge, and computational
special soundness.

6 Experimental Evaluation

In this section, we conduct a comprehensive performance analysis of our proposed
defense mechanism and provide empirical evidence to support its effectiveness.
To evaluate the performance, we implemented a FL prototype system using the
PyTorch framework. The hardware setup includes an AMD Ryzen 7 (2.90 GHz)
CPU, an RTX2080 (8 GB) GPU, and 64 GB of memory. The software environ-
ment consists of the Ubuntu 20 operating system, Python 3.7, and PyTorch 1.13
with Cudn 10.1.

In our experiments, we created a FL scenario with a total of 100 partici-
pants, including both honest participants and malicious participants. The orig-
inal dataset was divided into 100 subsets, with each participant receiving one
subset. It is important to note that the distribution of samples across different
categories was kept uniform, ensuring that all participants had independently
and identically distributed (IID) data. Furthermore, we also carried out tests
with the Federated EMNIST dataset sourced from the LEAF benchmark [9],
specifically examining the performance under the Non-IID setting.

6.1 Experimental Setup

Datasets. To evaluate the efficiency of our introduced ZKRL method within
FL, various classification exercises are designed using these three datasets:

MNIST Dataset: This collection comprises 70,000 hand-drawn numeric images
spanning 10 categories (0–9), with 60,000 designated for training and 10,000 for
testing. To ensure consistency, we normalized all samples in the MNIST dataset
to a standardized size of 28 × 28 pixels.

CIFAR-10 Dataset: The CIFAR-10 collection encompasses 60,000 colored pic-
tures across 10 categories (like airplanes, vehicles, birds, and so on), partitioned
into 50,000 training instances and 10,000 for testing. During data preparation,
pictures from the CIFAR-10 set are adjusted to a 32 × 32 three-layer format.
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Federated EMNIST Dataset: The Federated EMNIST dataset is a variant of the
Extended MNIST (EMNIST) dataset specifically designed for federated learn-
ing scenarios. EMNIST is an extension of the MNIST dataset, which consists of
handwritten digits from 0 to 9. This dataset distribution simulates the decentral-
ized nature of federated learning, where each participant holds their own local
data without sharing it directly with the central server or other participants.

Model Settings. In this experiment, we employ the same model architecture
as described in [23]. The model is a 5-layer convolutional neural network with
approximately 1.2 million parameters. It consists of two convolutional layers, fol-
lowed by a max-pooling layer, and then two fully-connected layers with dropout.
This architecture has been previously demonstrated to be effective in various
tasks and serves as a baseline for our experiments.

Evaluation Metrics. We evaluate ZKRL’s performance using three criteria:
validation precision, primary class precision, and backdoor precision. The first
two, validation and primary class precision, are calculated based on the datasets’
validation data used in our tests. Backdoor precision, on the other hand, is deter-
mined using an altered validation set, where all entries from the primary class
undergo a trojan transformation and are re-categorized as the target class. Our
analysis juxtaposes ZKRL’s outcomes with those of four different aggregation
approaches: FedAvg [16], FedAvg with RLR [17], FoolsGold [12], and sign aggre-
gation [4]. These methods are widely used in FL research and provide a basis
for comparison with our proposed ZKRL scheme.

6.2 ZKRL Defense Performance Analysis

IID Setting. We performed tests with the MNIST and CIFAR-10 datasets, dis-
tributing the data evenly among agents following an i.i.d. approach. We equally
allocated training samples to every agent via consistent sampling. Figure 2 show-
cases the learning trajectories of three techniques: FedAvg, FedAvg incorporated
with RLR, and FedAvg paired with ZKRL. Sequentially from left to right, the
trajectories highlight validation precision, primary class precision, and backdoor
precision. As can be seen, it is evident that the FedAvg method alone is vulner-
able to the backdoor attack. However, when using the RLR and ZKRL defense
mechanisms, the backdoor attack is effectively prevented. Moreover, in com-
parison to RLR, ZKRL not only successfully mitigates the backdoor attack but
also leads to improvements in accuracy rates on both the training and validation
sets. The base class accuracy shows an increase of 1.2% to 1.5%, indicating better
performance on the original classes, and the validation accuracy demonstrates a
notable improvement of 0.8%. Additionally, Table 1 summarizes the final accu-
racy achieved by these methods. The lowest backdoor precision and the high-
est validation and primary class precision are emphasized in bold. The results
clearly demonstrate the effectiveness of our proposed ZKRL scheme in provid-
ing significant protection against backdoor attacks compared to the baselines.
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Table 1. Final validation, primary class and backdoor precision for different aggrega-
tions in i.i.d. setting.

Aggregation Validation (%) Base (%) Backdoor (%)

FedAvg (MNIST) 93.2 99.1 100

FedAvg (CIFAR-10) 93.4 98.9 100

FoolsGold (MNIST) 93.3 98.5 100

FoolsGold (CIFAR-10) 93.1 98.6 100

Sign (MNIST) 93.1 98.6 99.7

Sign (CIFAR-10) 92.9 98.7 99.8

FedAvg with RLR (MNIST) 92.2 97.4 0.5

FedAvg with RLR (CIFAR-10) 92.0 97.3 0.1

FedAvg with ZKRL (MNIST) 93.0 98.9 0.4

FedAvg with ZKRL (CIFAR-10) 92.8 98.5 0

These findings validate the superiority of our proposed approach in mitigating
the impact of backdoor attacks, thereby enhancing the overall performance and
security of FL systems.

Fig. 2. Training curves for FedAvg, FedAvg with the ZKRL and FedAvg with the RLR
on MNIST dataset.

Non-IID Setting. We shift our focus to a scenario in FL that mirrors a more
practical data distribution: non-i.i.d. For this evaluation, we employ the Feder-
ated EMNIST dataset sourced from the LEAF benchmark. In a manner anal-
ogous to the i.i.d. setup, we study the learning trajectories of FedAvg, FedAvg
paired with ZKRL, and FedAvg combined with RLR, as depicted in Fig. 3. The
final accuracy outcomes for each aggregation methods are summarized in Table 2.
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The lowest backdoor precision and the highest validation and primary class pre-
cision are emphasized in bold. The experimental results demonstrate that ZKRL
is effective in resisting backdoor attacks even in the non-i.i.d. environment. Fur-
thermore, ZKRL achieves improved accuracy rates compared to RLR. Specifi-
cally, the validation accuracy improved by 2% and the base accuracy increased
by 0.9%. These findings highlight the robustness and effectiveness of ZKRL in
the presence of data heterogeneity among agents.

Fig. 3. Training curves for FedAvg, FedAvg with the ZKRL and FedAvg with the RLR
on Federated EMNIST dataset.

Table 2. Final validation, primary class and backdoor precision for different aggrega-
tions in non-i.i.d. setting.

Aggregation Validation (%) Base (%) Backdoor (%)

FedAvg 98.0 98.7 99.2

FoolsGold 97.9 98.6 99.1

Sign 97.8 98.5 99.7

FedAvg with RLR 93.2 97.7 0.4

FedAvg with ZKRL 95.2 98.6 0.2

7 Conclusion

In this work, we conducted a comprehensive investigation into FL with a specific
emphasis on countering adversarial attacks, particularly backdoor attacks. Our
defense mechanism is centered around analyzing the relationship between the
model update and the value announced by the server, enabling us to dynam-
ically adjust the fine-tuning learning rate. This adjustment is performed on a
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per-dimension and per-round basis, leveraging the sign information of clients’
updates and the outcome of the inspection process. Through extensive experi-
mentation, we demonstrated the effectiveness of our defense mechanism in sig-
nificantly reducing backdoor accuracy while maintaining minimal impact on the
overall validation accuracy. In fact, our defense outperformed several state-of-
the-art defense techniques reported in the existing literature. As part of our
future work, we plan to explore avenues for accelerating the cryptographic primi-
tives utilized in our defense mechanism by leveraging GPU hardware. By enhanc-
ing the efficiency of our defense, we aim to make it more applicable and adaptable
to real-world scenarios.
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