®

Check for
updates

Analyzing Implementation-Based
SSL/TLS Vulnerabilities with Binary
Semantics Analysis

Li Wang'® | Yi Yang?, and Goutham Reddy Alavalapati’

! Fontbonne University, Clayton 63105, USA
{lwang,gralavalapati}@fontbonne.edu
2 Northeastern Illinois University, Chicago 60625, USA
yyang@neiu.edu

Abstract. SSL/TLS are cryptographic protocols created to protect the
security and privacy over computer network communication. As a crit-
ical security infrastructure on the internet, it has been widely used for
decades in various network related applications, such as HT'TPs, SMTPs,
FTPs, and so on. Although it is designed to “protect” the network com-
munication, it also has some security concerns. In this paper, we present
the feasibility of analyzing implementation-based SSL/TLS vulnerabili-
ties with binary semantics analysis. We use a basic-blocks-sequence based
binary semantics comparison method to conduct vulnerability analysis
on SSL/TLS vulnerabilities. We abstract a vulnerability execution trace
as a “signature”. By comparing the semantic similarity of a target pro-
gram’s execution trace and a vulnerability’s “signature”, we are able to
detect whether the target program contains the vulnerability or not. We
analyzed the well-known Heartbleed vulnerability and other implemen-
tation based vulnerabilities in representative network applications which
use two popular SSL/TLS libraries, OpenSSL and mbedTLS. The eval-
uation result shows that our basic-blocks-sequence based binary seman-
tics comparison method is effective on analyzing the existence of various
implementation based SSL/TLS vulnerabilities.

Keywords: SSL/TLS vulnerability - Program vulnerability analysis -
Binary semantics analysis - Binary similarity comparison + Symbolic
execution - Dynamic analysis

1 Introduction

Secure Sockets Layer (SSL) and Transportation Layer Security (TLS) are cryp-
tographic protocols created to protect the security and privacy over computer
network communication. SSL and TLS are two different names of the crypto-
graphic protocols during the different development phases. As a critical security
infrastructure on the internet, SSL/TLS has been widely used for decades to
protect various network related applications, such as HTTPs, SMTPs, FTPs,
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Fig. 1. SSL protocol structure

and so on. SSL/TLS protocols are integrated with four parts, Handshake proto-
col, Record protocol, Alert protocol, and Change Cipher Spec protocol, which
work together to provide confidentiality, integrity, authenticity, and other related
security services to the network communication. Figure 1 shows the SSL protocol
structure. Among the four parts, the most important two parts are Handshake
protocol and Record protocol. The Handshake protocol is in charge of negotiating
the cryptographic parameters, such as cryptography algorithm suite, compres-
sion methods, random numbers, and so on. Through Handshake protocol, the
client and server validate each other and prepare a secure communication channel
for the later communications. Record protocol is located underneath the other
three protocols, which is responsible for encrypting and decrypting the actual
network traffic using the negotiated keys and cryptography algorithms prepared
by Handshake protocol. It is the Record protocol to provide confidentiality and
integrity security services to the protected network communication.

Although SSL/TLS is designed to “protect” the network communication,
it also has some security concerns. Various security flaws have been accompa-
nied with SSL/TLS protocols since it was developed from the first day. There
are mainly two categories of vulnerabilities in SSL/TLS protocols. One is design
based vulnerabilities, and the other is implementation-based vulnerabilities. The
design based vulnerabilities are mainly caused due to the vulnerable design of
SSL/TLS protocols. In 1998, Bleichenbacher et al. [4] discovered an adaptive
chosen-ciphertext attack on SSL 3.0 protocol. This attack is rooted in RSA PKCS
#1 encryption standard. By observing a large number of different error messages
returned from an SSL server, an attacker is able to detect ciphertext where
the plaintext started with 0x0020 through padding oracle attack. After trying
300 thousand to 2 million chosen ciphertexts choices, the attacker is able to
guess the key information. Aviram et al. [1] continue Bleichenbacher’s previous
work and found the Decrypting RSA using Obsolete and Weakened eNcryption
(DROWN) attack in 2016. DROWN attack still makes use of downgrade weak-
ness of SSL protocol. With the help of DROWN attack, an attacker can manage
to decrypt the session key even without the RSA private key. Unlike previous
Bleichenbacher’s attack, DROWN attack is able to finish the break with only
one thousand times of guess, and it optimizes the chosen ciphertexts content to
greatly improve the attacking efficiency. DROWN attack makes use of the weak
cryptography algorithms supported in SSL 2.0. Although SSL 2.0 has been dep-
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recated for many years, there are still millions of servers providing support of
SSL 2.0. Consequently, over tens of millions of servers are affected by DROWN
attack.

Besides, SSL/TLS protocols also contain implementation-based vulnerabil-
ities. The implementation-based vulnerabilities, just as its name implies, is
caused by the implementation of SSL/TLS protocols. The most well-known
and influential implementation-based SSL/TLS vulnerability is OpenSSL Heart-
bleed [10]. Due to the heartbeat service exists in both communication sides,
either server or client side using OpenSSL is subject to Heartbleed vulnerability.
The vulnerable heartbeat extension implementation enables an unwanted mem-
ory leak because of failing to verify a user given payload length in a heartbeat
request. Consider the payload length is two bytes, Heartbleed vulnerability allows
a forged heartbeat request to ask up to 64K bytes content from the vulnerable
side. The leak information may include email address, cryptographic secret keys,
user credentials, and other secrets. We present the detail of Heartbeat vulnera-
bility analysis in the evaluation section. There are many other implementation-
based SSL/TLS vulnerabilities [35], which may cause typical SSL/TLS attacks,
such as denial-of-service attack and man-in-the-middle attack. Besides, with the
development of new vulnerability discovery technologies, such as dynamic taint
analysis [8,43,51] and fuzzing [45,54], more and more implementation-based vul-
nerabilities are detected. In this work, we will focus on analyzing implementation
based SSL/TLS vulnerabilities.

There are a lot of source code level vulnerability detection research [53,60,61].
However, source code is typical unavailable in many vulnerability detection sce-
narios. For example, when we are dealing with most commercial software or
legacy systems, binary code is the only available code. Besides, the binary code
may be stripped and does not contain symbol information, such as function
names and data type. A vulnerability detection solution in stripped binary code
is needed. We use basic-blocks-sequence based binary semantics comparison (for
short, we use “basic-blocks-sequence semantics comparison” in the rest of the
paper) to identify the semantics similarity of binaries. By comparing the execu-
tion traces of programs, basic-blocks-sequence semantics comparison can identify
whether the programs are semantically equal or not. It can be used in vari-
ous binary similarity research scenarios, such as patch detection [59], malware
analysis and detection [38,57], software plagiarism detection [32,33], and so on.
Consider basic-blocks-sequence semantics comparison only requires binary code
(either stripped or unstriped), it could be a promising candidate solution on
vulnerability detection in stripped binaries.

In this paper, we present the feasibility of analyzing implementation-based
SSL/TLS vulnerabilities with basic-blocks-sequence semantics comparison. We
abstract a vulnerability execution trace as a “signature” from vulnerable
libraries. By comparing the semantics of a target program’s execution trace and
a vulnerability’s “signature”, we are able to detect whether the target program
contains the vulnerability or not. To compare the semantics of program execu-
tion traces, basic-blocks-sequence semantics comparison models the similarity
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comparison unit with basic blocks sequences instead of individual basic blocks.
Compared with traditional binary semantics comparison schemes, basic-blocks-
sequence semantics comparison is able to catch the code semantics beyond the
boundary of a single basic block. Besides, it has an advantage of detecting code
similarity over several obfuscation schemes, like loop unrolling, control-flow flat-
tening, and so on. We analyzed the well-known Heartbleed vulnerability and
other implementation-based vulnerabilities in two popular SSL/TLS libraries,
OpenSSL [46] and mbedTLS [34]. For each library, we evaluated the repre-
sentative network applications. The evaluation result shows that our scheme is
effective on analyzing the existence of various implementation-based SSL/TLS
vulnerabilities.

The rest of the paper is organized as follows. Section 2 introduces the back-
ground and motivation of our work. Section3 and 4 give the design and imple-
mentation details on how we can use basic-blocks-sequence semantics compari-
son to analyze and evaluate the implementation-based SSL/TLS vulnerabilities.
The evaluation of vulnerability analysis work is presented in Sect.5, and Sect. 6
discusses some limitations of our work, such as our method may fall in the lim-
itations of the dynamic analysis method. Last, the related work and conclusion
are given in Sect. 7 and 8.

2 Background

In this section, we first give the current security situation of software industry.
Then, we introduce the existing vulnerabilities analysis work of SSL/TLS pro-
tocols. Last, we present the basis of program semantics comparison and bring
up our basic-blocks-sequence semantics comparison method.

Software vulnerability is an inevitable threat to modern computer systems.
According to National Vulnerability Database [44], there are total of 20171 vul-
nerabilities reported in 2021. However, this number has increased to 25227 in
2022, which is about 25% increase over 2021. There are 3691 Common Vulner-
abilities and Exposures (CVE) records related to “SSL” keyword in National
Vulnerability Database. The high number of published CVE records show the
necessity of security analysis over SSL/TLS design and implementation. A lot
of work has been done on SSL/TLS security analysis [2,11,19,22,35]. In 1996,
Wagner et al. [56] brought the first systematic security analysis work on SSL
3.0. The authors analyzed the confidentiality and authenticity over SSL 3.0 and
presented several security flaws. In 2014, Meyer et al. [35] presented an overview
of SSL/TLS attacks over the past 17 years. He summarized both theoretical and
practical attacks on all four SSL/TLS protocol components and gave lessons
learned for each type of SSL/TLS protocol attacks. Although the existing work
provides security evidence on evaluating SSL/TLS security properties, most of
them are explanatory and prone to design based SSL/TLS vulnerabilities. In
this paper, we use basic-blocks-sequence semantics comparison method to ana-
lyze the implementation-based SSL/TLS vulnerabilities.

Binary semantics comparison compares the semantics difference of programs
at binary level. It has been widely used in many security research scenarios, such
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Fig. 2. Semantics equivalence caught with basic-blocks-sequence semantics in loop
unrolling.

as malware detection, code clone detection, software plagiarism detection, and
so on. Due to the significance of binary semantics comparison, a lot of research
has been done. BinHunt series work [13,37] first leverages symbolic execution
and constraint solving to match the binary semantics in basic blocks. CoP [32]
is a binary semantics based software plagiarism detection tool, which applies the
longest common subsequence algorithm in block-centric binary semantics com-
parison. Similarly, malware analysts also utilize semantics-based [38,57] binary
comparison to identify malware lineage and analyze malware behaviors. However,
most of the existing semantics comparison methods are “block-centric”, which
models the similarity comparison unit with individual basic blocks. The block-
centric methods are effective in catching code semantics and able to deal with
obfuscation schemes within individual basic blocks, but they suffer a common
limitation that they cannot detect the program semantics beyond the boundary
of a single basic block.

As a result, basic-blocks-sequence semantics comparison method is proposed
to address the limitation of “block-centric” binary semantics comparison in most
existing binary semantics comparison methods. Basic-blocks-sequence semantics
comparison is capable of capturing the semantics cross individual basic blocks.
Figure 2 gives an example of how basic-blocks-sequence semantics comparison is
able to capture the semantics cross individual basic blocks. Control flow graphs
are given for two functions, array_sum() and array_sum_unrolling(). In the figure,
each node marked with a capitalized letter represents a basic block. We can see
both functions are executing a for loop to calculate a sum of integer range [0, 50).
Compared with array_sum(), the for loop in array_sum_unrolling() is optimized
with loop unrolling. As a result, the block C’ of array_sum_unrolling() does not
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equal to block C in array_sum() for C’ has a different number of add operations.
If we use “block-centric” semantics comparison method to compare the two
functions’ semantics, we will probably draw a conclusion that these two functions
are not semantically equal because block C and block C’ are not equal. However,
the fact is the function array_sum() and array_sum_unrolling() are semantically
equal. If we use basic-blocks-sequence semantics comparison, which is able to
identify the block sequence CBC is equal to C’, we may conclude that these two
functions are equal. The example in Fig.2 shows the strength of basic-blocks-
sequence semantics comparison. More details about our basic-blocks-sequence
semantics comparison method will be given in the next section.

3 Methodology

In this section, we introduce the design details of vulnerability analysis with
basic-blocks-sequence based semantics comparison. We first give an outline of
our method. Then, we introduce how we retrieve a vulnerability’s signature
trace from a vulnerable program’s execution trace. Last, we present semantics
comparison basis and bring details of basic-blocks-sequence semantics compari-
SOm.

3.1 Outline

Figure 3 gives an overview of our method. As can be seen in the figure, the dash
area represents the vulnerable part in source code and binary code. Following the
figure, the vulnerable source code will be first compiled into vulnerable binary
code. Then, the vulnerable binary code will be executed, and its execution trace
will be collected during runtime. The execution trace is collected with Pin [30],
an Intel dynamic instrumentation tool. Then, we retrieve a “signature” trace
from the collected execution trace, and the “signature” trace contains the trace
of the vulnerable part of the program. Last, we compare the semantics of the
“signature” trace with a target program’s execution trace (we call it target trace)
using basic-blocks-sequence semantics comparison. Based on the semantics com-
parison result, we are able to conclude whether the target program contains the
vulnerability or not. In the next subsections, we introduce how we retrieve a
vulnerability’s signature trace from an execution trace.

3.2 Signature Trace Retrieval

As Fig. 3 shows, a “signature” trace is retrieved from the execution trace of the
vulnerable program. Given the source code of a vulnerable program, we first
find out the vulnerability site, which usually resides in a vulnerable function.
The vulnerability may cover multiple lines of code in that function. We choose a
part of the vulnerability as a signature and record its source code line numbers.
Since the minimal comparison unit of basic-blocks-sequence semantics compari-
son is basic block, we will make sure the signature will not brake a basic block’s
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Fig. 3. Overview: Vulnerability analysis with basic-blocks-sequence semantics compar-
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Fig. 4. Basic block semantics comparison.

boundary. Then we compile the vulnerable source code with debug option. The
debug option will keep the code line number information in the compiled binary
code, which can help us to locate the signature’s corresponding instructions in
the binary. Then, we locate the instructions of the signature in the binary code
by using debug information. The signature instructions’ position will be recorded
as the offset of the vulnerable function. Then, we execute the vulnerable binary
code and use Intel Pin [30] to collect an execution trace based on the offset of
the vulnerable function. When executing the vulnerable program, we use proper
input to activate the vulnerability in the program, which makes sure the vul-
nerability will be executed during running. As a result, the collected trace will
be the execution trace of the vulnerable part we choose from the vulnerable
function. We use the collected trace as the “signature” trace of the vulnerability.
The “signature” trace will be used to compare with a target trace in the later
basic-blocks-sequence semantics comparison phase.

3.3 Basic-Blocks-Sequence Based Semantics Comparison

Existing binary semantics comparison schemes compares the semantics difference
of programs at binary level. The basic idea behind binary semantics comparison
is a binary’s semantics is interpreted by symbolically executing its instructions.
In a typical binary semantics comparison scenario, a binary will be first divided
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into basic blocks [13,32]. Each basic block will be symbolically executed with its
input variables, such as registers or memory cells, and produce a set of symbol
formulas as output. The generated symbol formulas include the arithmetic rela-
tions of the involved input variables and represent the semantics of that basic
block. The similarity of two basic blocks is decided by the equivalence of their
formula sets. To decide the equivalence of two formula sets, a pair-wise formula
comparison is calculated by a theorem prover. The theorem prover conducts a
constraint solving on two symbolic formulas and decides whether they are equiva-
lent or not. If there is a pair-wise match between two symbol formula sets, the two
basic blocks are regarded as semantically equivalent. Figure 4 shows the compari-
son process of two basic blocks. A limitation of the exiting binary semantics com-
parison methods is they are all “block-centric”, which means the semantics sim-
ilarity is calculated based on individual basic block’s semantics similarity result.
As a result, the “block-centric” binary semantics comparison methods may fail
to catch the semantics cross the boundary of a single basic block (see Fig. 2). To
address the limitations of “block-centric” binary semantics comparison methods,
basic-blocks-sequence semantics comparison was proposed to extend the minimal
semantics comparison unit to basic blocks sequences.

Basic blocks based binary semantics comparison is a binary semantics com-
parison method based on single or multiple basic blocks. This idea is originally
comes from computational linguistics area [5]. Compared with existing binary
semantics comparison methods, it is proposed to provide a fine-grained seman-
tics comparison for all semantics-based binary semantics comparison research.
By modeling the comparison unit with multiple basic blocks instead of a sin-
gle basic block, basic-blocks-sequence based semantics comparison extends the
semantics comparison unit to multiple basic blocks. Our method uses dynamic
analysis to generate execution traces of a binary. To collect multiple basic blocks,
it cuts an execution trace into different sizes of basic blocks sequences with a
sliding window, and the length of the sliding window is by the number of basic
blocks. By setting the sliding window length to 1, 2, 3, ..., N, the basic blocks
sequences are collected. The collected basic block sequences will be transformed
to formulas with symbolic execution, and the semantics comparison result is
calculated similarly.

We apply basic-blocks-sequence based semantics comparison method to vul-
nerability analysis. To measure the vulnerability analysis result, we define a
match score for the compared “signature” trace and the target trace. The match
score indicates whether the vulnerability exists in the target trace, and it is
defined as follows (bb stands for basic block):

MatchScore — Number of matched signature bb elements

Number of total signature bb elements

For example, we have a signature trace sl: 12345 and t1: 123467. Each num-
ber position represents one basic block, and the number value represents
the content of the basic block. s1’s basic block set s1_bb_set: {1,2,3,4,5} has
five elements, while t1’s basic block set t1_bb_set: {1,2,3,4,6,7} has six ele-
ments. We collect basic-blocks-sequence (n = 1, each basic block sequence
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BBs sequences

Fig. 5. Signature trace matching.

has 1 basic block) basic block sequences set s1_seqs_set: {1,2,3,4,5} for s1 and
t1_seqgsset: {1,2,3,4,6,7} for t1 and make a pair-wise comparison of s1_seqs_set
and t1_seqgs_set. We can find pair-wise matches on 1-1, 2-2, 3-3, and 4-4, and the
unmatched basic block sequences are 5, 6, and 7. Then we calculate the number
of matched basic block elements in sl’s basic block set s1_bb_set, which is 4.
Give the fact that s1_bb_set has five elements, the match score for sl and t1
is 4/5 = 0.8. Figure 5 shows an example of signature trace matching. As Fig. 5
shows, each rectangle represents one basic blocks sequence. The capitalized letter
stands for the sequence content, and the connected rectangles in the same color
mean the matched equivalent basic-blocks sequences. Our definition measures
the ratio of the number of matched basic block elements to the total number
of basic block elements in a signature trace, which indicates the semantics rela-
tionship between the signature trace and the target trace. When comparing a
vulnerability’s signature trace with a program’s execution trace, if the calculated
match score is 1, we can conclude the program contains the vulnerability. Oth-
erwise, we are unable to know whether the program contains the vulnerability
or not.

4 Implementation

We developed a basic-blocks-sequence semantic comparison vulnerability anal-
ysis prototype with a 5k lines of code (C/C++ and Python). The prototype
is composed of three parts, trace collection tools (Pin tool), symbolic execution
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engine, and semantics comparison engine. We implemented different Pin tools to
collect signature traces and target traces. The signature trace is collected with
the vulnerable function name and signature offsets, while the target trace is col-
lected by a target program’s socket system call sequence. All the trace collection
tools are implemented with Intel Pin [30]. More details about trace collection
will be discussed in the next section.

5 Analyzing SSL/TLS Vulnerabilities with Basic-Blocks-
Sequence Semantics Comparison

In this section, we analyze implementation-based SSL/TLS vulnerabilities with
basic-blocks-sequence semantics comparison. We first give a detailed analysis on
the OpenSSL Heartbleed vulnerability, for it is the most well-known and con-
sequential implementation-based SSL/TLS vulnerability in the past ten years.
Then, we evaluate some other typical implementation-based SSL/TLS vulnera-
bilities (OpenSSL) and the latest TLS side channel vulnerabilities (mbedTLS).
Our evaluation covers various network applications on both the client side
and server side, and the evaluation result shows that our basic-blocks-sequence
semantics comparison method is effective on analyzing the existence of various
implementation-based SSL/TLS vulnerabilities.

5.1 Testbed

We conduct the vulnerability analysis work on an Ubuntu 14.01 virtual machine.
Our vulnerability security analysis work is based on two popular SSL/TLS imple-
mentations, OpenSSL and mbedTLS. We use OpenSSL-1.0.1f and MbedTLS-
2.2.1, MbedLTS-2.13.0, MbedTLS-2.14.1, and MbedTLS-2.16.0 as vulnerable
libraries. To evaluate the false positive of our method, we use OpenSSL-1.0.1u
and MbedTLS-2.16.4 as patched libraries for the invulnerable applications. The
evaluated OpenSSL applications cover curl-7.36.0, wget-1.15, mini_httpd-1.30,
and nginx-1.4.7, and the MbedTLS applications include monkey-1.6.9, hiawatha-
10.8.3, hiawatha-10.9, hiawatha-10.10, and openvpn-2.4.7. We collect the corre-
sponding target traces and compare them with the “signature” traces. More
details will be given in the following content.

5.2 Trace Collection

The collected trace includes instruction content, register values, CPU flag infor-
mation, and memory cell information. We collect two kinds of traces, “signature”
traces and target traces. For “signature” traces, we use the vulnerable function
name and instruction offsets to collect it directly from the vulnerable libraries.
The “signature” trace is only part of the vulnerability, which usually contains
several basic blocks. For target traces, we use socket system calls instead of func-
tion names to identify which part of the application we want to record. Consider
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unsigned int payload;
unsigned int padding = 16;

hbtype = *p++;
n2s(p, payload);
pl = p;

...1

buffer = OPENSSL_malloc(l + 2 + payload + padding);
bp = buffer;
[...1

memcpy (bp, pl, payload);

Fig. 6. OpenSSL Heartbleed Vulnerability

if (1 + 2 + 16 > s->s3->rrec.length)
return O;

hbtype = *p++;

n2s (p, payload);

if (1 + 2 + payload + 16 > s->s3->rrec.length)
return O;

pl = p;

Fig. 7. OpenSSL Heartbleed Patch

different applications may use different socket system calls to send/receive pack-
ages, we wrote different pin tools for different network applications. For a server
application, the SSL/TLS related execution usually happens after an accept()
system call (cases may vary). For a client application, the SSL/TLS related exe-
cution probably happened after a connect() system call (cases may vary). Our
pin tools follow the socket system call sequence to collect traces. Because we use
system call sequence to collect target traces, the target traces may contain a lot
of unrelated instructions, such as unrelated libraries. We use pin tool to find out
the range of the unrelated libraries, and those library instructions will be filtered
out before the target trace is compared with signature traces.

5.3 Heartbleed Analysis

The Heartbleed vulnerability CVE-2014-0160 was first published on April 7th,
2014. There was an estimate that about 22-55% HTTPs services on top 100 web-
sites and over 40 mainstream server products were affected [10]. Besides, Android
devices, Bitcoin client, Tor network, and wireless network were also impacted by
the Heartbleed vulnerability. We analyze the Heartbleed vulnerability on both
server and client side respectively.

Figures6 and 7 show the Heartbleed vulnerability and the patch code. We
analyze the vulnerability and patch code to explain how the Heartbleed mem-
ory leak happens in real communication. As Fig. 6 shows, the vulnerable code
first reads the heartbeat type and payload length information (here the pay-
load length is given directly by user). Then, a buffer is allocated with a length
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Fig. 8. Client side Heartbleed memory leak

of 1 + 2 + payload + padding. Notice the buffer length is allocated using the
user provided payload length, which is unverified and could be illegal. When
the memory copy happens in memcpy(bp, pl, payload) function, the vulnerable
code will copy the memory content to the buffer with user provided (possibly
illegal) payload length. As a result, a malicious user can indicate any payload
length value of two bytes to request memory content from the vulnerable server.
Comparatively, Fig. 7 shows the patch code. We can see in the patch code, the
patched code first checks whether the actual payload length is 0 (1 + 2 + 16
> 8-> 83 -> rrec.length). If the payload length is 0, the function just returns.
Before allocating the buffer, the patched code identifies whether the given pay-
load length is larger than the actual payload length. If yes, no response happens
and the function returns. In the patch code, if the given payload length is 0 or
larger the actual payload length, the function just returns and no memory leak
happens. As we can see in the analysis, the Heartbleed vulnerability is caused
by failing to verify user inputs, which leads to an unexpected memory leak.
We first analyze the Heartbleed vulnerability at the client side. Figure 8 shows
the client side Heartbleed memory leak. The malicious server is configured to
wait at 4433 port for the coming TLS connections. We control the malicious
server to send a “forged” heartbeat request to the connected client and retrieve
arbitrary length of memory content (up to 64KB) from the client side. As can
be seen in the Fig. 8, the malicious server successfully retrieves 65517 bytes of
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Fig. 9. Server side Heartbleed memory leak

memory content from the client. We use curl-7.36 and wget-1.15 with vulner-
able OpenSSL-1.0.1f as vulnerable clients to collect target traces. Since client
uses connect() system call to start an SSL/TLS connection, our pin tool starts
collecting the execution traces after connect() system call. We compare the col-
lected target traces with the heartbleed signature trace and the match score is
1, which shows the target traces are vulnerable to Heartbleed vulnerability [18].
To measure false positive, we compare the heartbleed signature trace with the
target traces of curl and wget using patched version OpenSSIL-1.0.1u, and the
result is 0. The result 0 means the patched target traces are not vulnerable to
Heartbleed vulnerability.

We also analyze server side Heartbleed vulnerability. Figure9 shows the
server side Heartbleed memory leak. We use mini_httpd-1.30 [47] with vulner-
able OpenSSL-1.0.1f as vulnerable server. We set up a malicious client to send
a “forged” heartbeat request to activate the memory leak. As can be seen in
Fig. 9, the malicious user successfully received 65535 bytes of response including
memory leak from mini_http server. In this example, the memory leak includes
the service name, certificate information, and other sensitive information. Com-
pared with the client side memory leak, we can see the server side Heartbleed
vulnerability may lead to a higher chance of exposing sensitive data or secrets.
We collect the target traces for mini_httpd and nginx using vulnerable OpenSSL-
1.0.1f and compare it with the heartbleed signature trace. The match score is 1
showing both applications are subject to Heartbleed attack. Comparatively, we
evaluate the mini_httpd and nginx programs using patched version OpenSSL-
1.0.1u. The result score is 0, which means the two applications using a patched
library does not have a heartbleed vulnerability.
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Fig. 10. Match scores for vulnerable server target traces

5.4 Other Typical SSL/TLS Vulnerabilities

We conduct the vulnerability analysis on other typical implementation-based
SSL/TLS vulnerabilities, which are CVE-2014-0224, CVE-2014-3511, CVE-
2016-2177, and CVE-2016-6304. These vulnerabilities are all at server side and
caused by improper implementations, such as null pointer dereference, inte-
ger overflow, and so on. They may result in typical SSL/TLS attacks, such
as denial-of-service attack, downgrade encryption algorithm, and man-in-the-
middle attack. We evaluate two applications, mini_httpd-1.30 and nginx-1.4.7.
For each application, we compile it with vulnerable SSL/TLS library and invul-
nerable (patched) SSL/TLS library and collect their running traces. As a result,
we collect 8 target traces for each application, and each vulnerability per appli-
cation has two target traces. We compare the signature and target trace pairs
and calculate the match scores S, S = Feomp (Signature trace, target trace, n), n
is the size of basic-blocks-sequence. We have n = 1, 2, 3, 4 for calculating match
scores. Consequently, for each vulnerability, we calculate 8 match scores. Fig-
ures 10 and Fig. 11 demonstrate the evaluation results for the two applications
with and without SSL/TLS vulnerable library.

In the two figures, the y-axis stands for the match scores ranging from 0
to 1, and the x-axis stands for the possible number of different match score
values (Note we calculate 8 match scores for each vulnerability. But there may
have duplicates values among the 8 scores. E.g., when having n = 2, 3, the
same signature and target trace pair may generate same match score. That
explains why CVE-2014-0224 only has four score values in Fig. 10). We can see
the scores distribution in two figures. In Fig. 10, the max match scores is 1, which
means the vulnerabilities are detected in vulnerable target traces. Compared
with Fig.10, we can see the max match score in Fig. 11 is around 0.5, which
means the vulnerabilities are not detected in invulnerable target traces. The
vulnerability information and more explanation are as follows:

CVE-2014-0224: This vulnerability can be used to force the client and server
to use vulnerable key material in SSL/TLS. As a result, the communication
two sides may suffer a man-in-the-middle attack. Taking advantage of this vul-
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Fig. 11. Match scores for invulnerable server target traces

nerability, an attacker is able to decrypt and modify the network traffic during
the communication. We compare the target traces with the signature trace,
and the match scores result is 1, which shows these two server applications can
be attacked with this vulnerability. For the target traces using patched library
OpenSSL-1.0.1u, our evaluation scores (from 0 to 0.31) show there is no signature
match.

CVE-2014-3511: By making use of it, an attacker is able to initialize a man-
in-the-middle attack by downgrading both communication sides to use TLS
1.0, even if the client and server support a later TLS version. This vulnerabil-
ity is caused by an improper implementation of the protocol. The target traces
are compared with the signature traces and the result match score is 1. Both
servers are subject to this man-in-the-middle attack. Similarly, the match score
on target traces with patched library OpenSSL-1.0.1u is below 0.32.

CVE-2016-2177: An attacker can take advantage of this vulnerability to start
a remote attack to cause a denial-of-service attack. The vulnerability is caused
by an integer overflow, which makes the application crashed with a trigger input.
We compare the target traces with the signature trace, and the match score shows
this vulnerability exists in the two server applications. For the target traces using
patched library OpenSSIL-1.0.1u, there is no match score equal to 1.0.

CVE-2016-6304: With this vulnerability, a malicious client is able to send
multiple illegal OCSP status request extensions. By keep sending large OCSP
status request extensions, the client is able to cause the server an unbounded
memory growth. As a result, the server will exhaust its memory and ends with
a denial-of-service attack. Similarly, the comparison result of the target traces
and the signature trace shows both two servers are vulnerable, and the match
score is 1. Comparatively, the match score for target traces with patched library
OpenSSL-1.0.1u is below 0.2.

The above result demonstrates analyzing typical SSL/TLS implementation
based vulnerabilities with basic-blocks-sequence semantics comparison. However,
with the development of vulnerability discovery and new attacking technologies,
more and more new SSL/TLS vulnerabilities are reported, such as various side
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channel based vulnerabilities. In the next subsection, we will analyze the recent
side channel based SSL/TLS vulnerabilities.

5.5 Side Channel SSL/TLS Vulnerabilities

We also analyze the side channel SSL/TLS attack, which makes use of the
information based on the implementation of computer systems to complete an
attack. A lot of researchers have reported new side channel attacks on SSL/TLS
[7,12,36,41,49,64]. Using side channel attacks, researchers [36,49] are able to
realize the previously “solved” Bleichenbacher attack [4] based on the current
SSL/TLS implementations. We use basic-blocks-sequence semantics compari-
son to analyze the side channel based SSL/TLS vulnerabilities. We evaluate
monkey-1.6.9, hiawatha-10.8.3, hiawatha-10.9, and openvpn-2.4.7 with vulnera-
ble libraries for the recent side channel vulnerabilities. Comparatively, we collect
target traces of hiawatha-10.10 with patched library MbedTLS-2.16.4 for false
positive tests. The collected target traces with vulnerable and patched libraries
are compared with signature traces and the match scores are calculated. The
vulnerability information and evaluation results are as follows:

CVE-2018-19608: Although the previous Bleichenbacher attack has been
“solved” with padding oracle countermeasures, an attacker can still utilize timing
variation and memory access variation to realize a Bleichenbacher attack. This
vulnerability allows the attacker to make use of the timing side channel. The
attacker can manage to downgrade the affected servers and recover all the 2048
bits of RSA plaintext in under 30s [49], and the attacked servers lose the protec-
tion of RSA encryption. We evaluate this vulnerability with monkey-1.6.9 and
hiawatha-10.8.3. The match scores of comparing the target traces and the signa-
ture trace are 1, which shows both servers are vulnerable. To measure the false
positive, we measure the target trace of hiawatha-10.10 with patched library
MbedTLS-2.16.4, and the result match score is 0.

CVE-2019-16910: This vulnerability is not caused by a timing side chan-
nel. Instead, It is caused by using a random number generator with insufficient
entropy for blinding. The deterministic ECDSA calculation reuses the HMAC-
DRBG to implement blinding. An attacker can make use of it and ask a victim to
sign the same message many times. As a result, the private key may be recovered
via a side channel attack. We evaluate this vulnerability on hiawatha-10.9 and
openvpn-2.4.7 with an ECDSA certificate. The calculated match scores for both
servers are 1, and the result shows the vulnerability exists in the collected target
traces. For the target trace of hiawatha-10.10 with patched library MbedTLS-
2.16.4, the evaluation result is 0.

CVE-2019-18222: This vulnerability is rooted in ECDSA. Due to the vulner-
able bignum implementation is not with constant time and constant trace, it
can be utilized to start a side channel attack. A local attacker is able to retrieve
the blinded value, factor it, and recover the private key by brute force. The
target traces are on hiawatha-10.9 and openvpn-2.4.7 with an ECDSA certifi-
cate. The match scores of comparing the target traces and the signature trace
are 1, which shows this vulnerability exists in the two servers. Similarly, match
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score 0 is reported for the target trace of hiawatha-10.10 with patched library
MbedTLS-2.16.4.

Given the analysis result of the latest side channel vulnerabilities, we can
see basic-blocks-sequence semantics comparison is able to analyze and iden-
tify the latest side channel vulnerabilities in popular SSL/TLS implementations
(MbedTLS library). Combining the evaluation result of above two subsections,
we can see our basic-blocks-sequence semantics comparison method is effective
in identifying the vulnerability execution trace in the target traces. The perfor-
mance of basic-blocks-sequence semantics comparison is discussed as follows.

5.6 Performance

Basic-blocks-sequence semantics comparison relies on comparing the basic blocks
sequences of an execution trace. Usually, a longer execution trace will contain
more basic blocks sequences and need more time to finish semantics comparison.
Besides, the length of the symbolic formula will also affect the semantics compar-
ison time. A formula with more input variables and calculations requires more
comparison time. Consider the sizes of the collected target traces are quite dif-
ferent (from megabytes to gigabytes), we cut the target traces into small chunks
to assist the following semantics comparing. By utilizing system call sequence
information, we locate the possible position of the vulnerability trace and start
the semantics comparison with nearby chunks. If there is a chunk in the target
trace whose match score is 1, we conclude the vulnerability exists in the target
trace. Also, another factor that may affect the performance of our method is the
functions with complicated input-output dependencies [6]. These functions (like
pseudo-random functions) will generate long symbolic formulas and make the
semantics comparing time-consuming. We identify these functions with exist-
ing heuristics [15] and filter them out before conducting semantics comparison.
Table 1 shows the statistic comparison time of target and signature traces used
in our experiment, and the comparison is conducted on a 64bit Ubuntu 16.04
with Intel i7-11850 processor (2.5 GHz x 8) and 64 GB memory. The first row
shows the number of instructions in the signature traces of different sizes (range
from 16 to 47). For each signature trace, we use the number of target traces
and total instruction numbers of target traces to calculate an average instruc-
tion number of the target traces. The second row in Table 1 shows the number
of instructions of the target traces. In the second row, we can see the number
of instructions of target traces is from 2812 to 3333. There is no ready answer
to decide the size of the trace for different scenarios may have different require-
ments. We choose the size of target trace around 3000 instructions (from 2800 to
3400) heuristically based on a performance consideration. The comparison time
of the signature trace and the target traces are accumulated, in order to calculate
an average comparison time for that signature trace. The average comparison
time for each signature trace is shown in the third row. We can see the average
comparison time for different signature traces and target traces are different. The
average comparison time for a signature of 16 instructions is 1.976s (with target
traces of 3079 instructions). When the signature trace has 39 instructions, the
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average comparison time increase to 2.071s with target traces of 2812 instruc-
tions. As can be seen in the table, both signature and target trace sizes affect
the average comparison time. When the average target trace size is equal (3130
instructions), the longer signature trace usually requires more comparison time.
Table 1 shows the data of this work, and it is for a reference purpose. Consider
different vulnerabilities may generate different traces, and different traces may
require different semantics comparison time. The semantic comparison time for
target and signature traces in different vulnerabilities could be different.

Table 1. Target/Signature trace comparison time

Signature-trace size (# inst.) (16 30 |37 |39 |43 |47
Avg. target-trace size (# inst.)3079 13333 3239 2812 3130 3130
Avg. comparison time (s) 1.976/3.876/3.16012.071/2.108|2.449

6 Discussion

In this section, we discuss some potential limitations of our method. Basic-blocks-
sequence semantics comparison makes use of dynamic execution traces to retrieve
the programs’ semantics information. As a result, it falls into the limitations of
the dynamic analysis methods. Dynamic analysis methods take advantage of
analysis accuracy because it is based on a program’s running behavior. The
dynamic analysis result only exists when the analyzed behavior happens during
the program running time. However, dynamic analysis methods cannot guaran-
tee the code coverage and require specialized input to activate a certain part of
the program. Therefore, the collected execution traces may not be the same from
different executions (our method utilizes proper input to ensure the vulnerabil-
ity is executed during runtime). Besides, our method relies on the foreknowledge
of a vulnerability. In some productive scenarios, it is complicated to activate a
vulnerability with proper input. If a vulnerability can seldom be activated dur-
ing runtime, it can hardly be analyzed with our method. Also, our method is
limited to the program semantics based vulnerability analysis. If a vulnerability
cannot be identified with program semantics signatures, our methods may not
fit. There are many types of vulnerabilities that may not be identified with such
signatures [3,29], such as configuration based vulnerabilities [48], code injection
vulnerabilities, and cross-site scripting vulnerabilities. For example, SQL injec-
tion [16] vulnerability is caused by failing to verify user inputs, As a result,
the basic-blocks-sequence semantics comparison cannot be used to analyze SQL
injection vulnerabilities. For those vulnerabilities that cannot be identified with
program semantics, our method may not be applied.
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7 Related Work

SSL/TLS protocols are created to protect internet communications. As an essen-
tial security infrastructure, a lot of research has been done on analyzing SSL/TLS
security [2,11,19,22,35,56]. An example of SSL/TLS vulnerabilities analysis is
given by Satapathy et al. [50]. The authors give a detailed analysis of the different
components of SSL/TLS. On each detailed layer, both the protocol design vul-
nerabilities and implementation-based vulnerabilities and attacks are analyzed.
Although existing work provides an evaluation basis on SSL/TLS security prop-
erties, most of them are either explanatory or prone to design based SSL/TLS
vulnerabilities. Comparatively, our work is using binary semantics comparison
to analyze the semantics of implementation-based SSL/TLS vulnerabilities.
Software vulnerability has been an inevitable threat to the safety of mod-
ern computer systems. The existing software vulnerability analysis methods can
be divided into two categories, static analysis methods and dynamic analysis
methods. Static analysis methods are capable of locating the vulnerable code by
analyzing the content or structure of the program without executing it. Static
analysis process usually involves manual inspection work by experienced security
engineers (although many static analysis tools are claimed as “automatic”, they
still require users to have certain software “analysis” foreknowledge to oper-
ate the tools and verify the detection result). By employing the characteris-
tics information of the program, such as abstract syntax tree [53], function call
graph [26,52,58], and information flow [17], it is easy to locate vulnerable places
or bad coding practices. For example, Pixy [25] makes use of static analysis to
detect specific web application vulnerabilities. Zhang et al. [65] propose to utilize
the path sensitive information to prevent web applications from being attached
by remote code execution vulnerabilities. Similarly, static analysis technologies
are also used to protect the low level code. Marco et al. [9] enhance the binary
code safety by employing security-related flaws with static analysis methods.
However, static analysis vulnerability detection suffers accuracy problems. Since
all the static detection activities are relying on heuristic analysis rather than code
running behavior, static analysis methods often generate inaccurate results.
Dynamic analysis methods detect software vulnerabilities based on their
behavior. There are many dynamic analysis technologies, including code instru-
mentation, dynamic taint analysis, and so on. Code instrumentation [14,30,42]
technologies dynamically insert the “analysis code” into a target program at
runtime, and the target program is actually running with the inserted “analysis
code”. Through “analysis code”, users can easily monitor or analyze the target
program to finish various tasks, like program profiling, performance monitoring,
vulnerability detection, and so on. Our method is making use of code instrumen-
tation technology. Dynamic taint analysis [8,43,51] is another dynamic analysis
scheme, which is used to trace runtime information flow. It marks taint source
(usually user input) in a program and traces the “flow” of taint source within
the program. By observing which part of computations is affected by the pre-
defined taint sources, dynamic taint analysis is able to detect when and how
the taint source triggers a possible software vulnerability. Unlike dynamic taint
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analysis, we make use of the instrumentation tool to collect the vulnerability
execution traces. We abstract a vulnerability execution trace as a “signature”
trace and use basic-blocks-sequence semantics comparison to compare it with a
target trace. With semantics comparison result, we are able to detect whether
the target program contains the vulnerability or not.

Code similarity detection aims to detect whether a given code component
is similar to an component in another program. It has been applied in various
research scenarios. Software plagiarism detection [39,63]is an important appli-
cation of code similarity technique. Jhi et al. [23,24] introduce to use value-
based program characterization to identify software plagiarism. By making use
of invariant critical runtime values, value-based program characterization can
be used to detect pharisaism among softwares with various obfuscation meth-
ods. Similarly, third-party library detection can also be solve with code similar-
ity schemes. LibD [27,28] is designed to identify third-party Android libraries
with code similarity techniques. By making use of internal code dependencies
of an Android app, LibD is able to handle the Android code whose package
and method names are obfuscated. Besides, the similar research methods can be
used on mobile app repackaging detection. Mobile apps can be easily repackaged
by an attacker for various purposes. Zhang et at. [62] provides ViewDroid, an
obfuscation-resilient method to detect mobile app repackaging. It makes use of
user interfaces (views) as a new birthmark for Android apps. Through high level
abstraction, ViewDroid is able to handle different code obfuscation schemes and
detect repackaged apps at a large scale. Compared with ViewDroid, repackage-
proofing [31] is another technique which is used on mobile app repackaging prob-
lems. Unlike ViewDroid, repackage-proofing inserts a large number of detection
nodes into Android apps without introducing much overhead. Our work is related
with code similarity detection and is based on the semantics of binary code.
Compared with the above methods, we identify the vulnerabilities by comparing
signature traces and target traces in terms of code semantics.

8 Conclusion

In this paper, we present the feasibility of analyzing implementation-based
SSL/TLS vulnerabilities with basic-blocks-sequence semantics comparison. We
abstract a vulnerability execution trace as a “signature”. By comparing the
semantics of a target program’s execution trace and a vulnerability’s “signa-
ture”, we are able to detect whether the target program contains the vul-
nerability or not. We analyzed the well-known Heartbleed vulnerability and
other implementation-based vulnerabilities in two popular SSL/TLS libraries,
OpenSSL and MbedTLS. The evaluation result shows that our basic-blocks-
sequence semantics comparison method is effective on analyzing the existence
of implementation-based SSL/TLS vulnerabilities. In the future, we consider
integrating basic-blocks-sequence semantics comparison with deep learning tech-
nologies to explore the possibility of increasing binary semantics comparison
efficiency.
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