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Abstract. Artificial intelligence (AI) has the potential to revolution-
ize healthcare in the EU by addressing challenges, such as shortages of
healthcare personnel and more effective diagnosis and care. However, the
safety concerns surrounding Al-based medical devices have been a major
roadblock to the technology’s wider adoption. This study aims to fur-
ther investigate these concerns in the European context by analysing the
Al-enabled Medical devices currently available in the European Union
market along with their potential safety risks. We do this by applying a
combination of three research methods: (1) a survey of the safety risks
of Al-enabled Medical Devices published between 2012 and 2023, (2) an
analysis of Al-based medical devices in the EUDAMED database, and
(3) a survey on the perceptions of the EU Medical AI ecosystem stake-
holders. Our study analyzed the state-of-the-art with a literature body
of 29 papers and summarized a number of risks related to the use of Al in
medical devices along with the reported mitigation strategies. Further-
more, we analyzed the approved medical devices (71 devices) that use
AT in the EUDAMED database and found that there is a lack of trans-
parency in whether the devices use AI along with the lack of crucial
information necessary to asses the devices’ safety risks, such information
on training data. Finally, when we survey a number of medical device
stakeholders (7 out of 130 respondents) we find that there is a disconnect
between the industry and regulators: the medical device representatives
emphasize the need for better guidance on post-market surveillance while
the regulation representatives feel that they lack expertise in Al
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1 Introduction

Artificial intelligence (AI) solutions, like ChatGPT are increasingly entering var-
ious aspects of our lives. This tendency is arguably also occurring in the medical
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device area [32]. Al-based medical device software holds great promise in address-
ing the challenges faced by healthcare systems in the European Union, such as
the aging population, inefficient medical systems, and lack of healthcare workers.
However, these Al-enabled solutions also come with risks, from inaccurate pre-
dictions to incorporating various biases. These issues raise concerns about safety
risks, which can consequently lead to a lack of trust and pose a barrier to the
wide-scale adoption of Al into clinical practices. Lack of information about these
devices and mitigation of various risks further decreases trust. In the EU con-
text various aspects of Al- enabled medical devices, such as their characteristics,
are unexplored. This paper aims to provide an overview of risks associated with
Al-based medical devices and describing the Al-based medical software devices
currently on the EU market, with focus on factors affecting their safety. The
core questions explored in this paper are:

1. What are the safety risks of Al-enabled medical Devices, and what strategies
exist to mitigate them?
Extensive focus has been put into creating frameworks for evaluating Al-
based Medical Devices [5]. However, to the best of the author’s knowledge,
no survey of the safety risk of such devices has so far been conducted.

2. What kind of Al-based Medical Devices can be currently found on the EU
market?
There has been a lot of discussions and work put into regulating Al in the
European Union. However, in comparison to the USA regulatory body (FDA),
EU is lagging behind in terms of providing information about Al-enabled
Medical Devices. Indeed, until the launch of EUDAMED there lacked a central
database of Medical Devices on the EU market.

3. How do the stakeholders of the Al-enabled Medical Device ecosystem perceive
the use, risks and regulation of Al-enabled Medical Devices?
Analysis on stakeholders’ perception of Medical Al is so far largely focused
on healthcare specialists and their views on AI [40,43]. However, little is
known how companies, researchers and regulators perceive the current use of
AT various safety risks of Al-enabled Medical Devices and the regulation on
Medical-Al in EU.

The rest of the paper is structured as follows: in Sect.2, we analyze the
background and related works; in Sect.3, we provide a brief overview of the
regulation of medical devices in EU; in Sect. 4, we explain the methodologies
used in various research steps; in Sect. 5, we present the findings of the research
and in Sect. 6, we provide an analysis of the research findings. Following that, we
provide a discussion section, where we delve into the implications of our findings.

This paper aims to contribute to the current discussions of legislative and
regulatory reforms intended to regulate AI/ML-based medical devices.

2 Background and Related Work

Most studies on Al-based medical devices focus on the US market and on devices
approved by the FDA. For example, Wu et al. [41] published a comprehensive
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overview of medical Al devices approved by the US Food and Drug Administra-
tion, that indicated that evaluation process can mask vulnerabilities of devices
when they are deployed on patients. Muehlematter et al. [28] report on a com-
parative study of Medical Devices approved by FDA and CE-marked in EU
between years 2015-2020.

While many papers have investigated the safety risks of Al-based medical
devices [15,29,36], we were not able to find a dedicated literature survey of the
safety risks of Al-based medical devices.

3 Methodological Approach

In this study we apply a combination of quantitative and qualitative approaches
to present multiple findings about Al-based Medical Devices. This mixed app-
roach is chosen to enable triangulation in order to examine the current use
and potential safety risks of Al-enabled Software as a Medical Device and from
research literature, devices on the EU market and practitioner’s viewpoint. The
approach applied is: (a) we review the literature of safety risks associated with
Al-enabled medical devices; (b) we analyze the current Al-enabled Medical
Devices on the EU market achieved by the collection and manual labelling of
data from the European Database of Medical Devices EUDAMED; and (c) we
survey the stakeholders of the ecosystem of the European medical devices.

3.1 Literature Survey of Risks of AI-Enabled SaMD

We conduct a literature survey on the risk of Al-enabled software as a medical
device (SaMD)!. We define a protocol based on the PRISMA methodology [30]
and by leveraging our previous experience on literature surveys and systematic
literature reviews [22-24,39]. Our survey protocol includes:

Sources. The defined literature sources are: (i) Google Scholar, (ii) PubMed,
and (iil) Scopus.

Search string. ((safety) OR (risks)) AND (healthcare) AND (((machine learn-
ing)) OR (deep learning)) OR (artificial intelligence)?.

Inclusion/exclusion criteria. In order for the paper to be included in the
Literature Review the following criteria has to be met: 1) Paper discusses the
safety risks of AI enabled devices in medicine; 2) The paper is from the time
period 2012-2023; 3) The paper is in English;

! SaMD is defined by the International Medical Device Regulators Forum (IMDRF)
as “software intended to be used for one or more medical purposes that perform
these purposes without being part of a hardware medical device.”.

2 Further variation of search keywords were tested that included, among other, “Al
ML & Safety & Medical Device & Medicine”; “ML & Safety Risks & Medical Device
& Healthcare”.
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The papers are screened by title, abstract, and full text against the inclusion
and exclusions criteria defined. After the papers were selected for inclusion,
backwards and forward snowballing is used to find further relevant papers and
gather a comprehensive and diverse set of studies that are relevant to the research
question being addressed.

For all of the papers reviewed, the following information are extracted:
(1)Type of article: journal, conference article or book; (2) Bibliographic data
such as publication year; (3) Safety risks listed/discussed; (4) Ways of mitigat-
ing the safety risks if they were listed/discussed; (5) Reviewer notes, comments,
and recommendations from surveying the article.

Although the current study focuses on medical devices limited in the EU
region, geographical limitations were intentionally excluded from the literature
survey to ensure an adequate literature body and variability in results.

3.2 EU AI-Based Medical Device Survey Protocol

We survey the approved software medical devices in EU and identify the devices
with Al-supported functions. To do so, we survey the European database on
medical devices (EUDAMED). We extract® all software medical devices and
collect (a) Trade name, (b) Manufacturer and (c) Classification (risk class).

Having collected the initial device body, validated and cleaned the data, we
process it as following. In this study we focus on medium to high risk devices,
thus we exclude the low risk devices (class I and Class A) from the dataset. This
group is chosen for exclusion, since the devices are subjected to a different, less
rigorous approval process.

Furthermore, EUDAMED does not currently provide information on the
description of the device, including whether a device is using Al or not. Thus,
the resulting data are manually annotated as either Al and non-Al for filter-
ing out non-Al devices. To validate the device data, we follow a three-source
approach: FDA list of AI/ML devices, Al for Radiology database, and device
publicly available data. As the first step of annotation the devices are cross-
referenced with our first two sources: the FDA list of Artificial Intelligence and
Machine Learning (AT/ML)-Enabled Medical Devices and the Al for Radiology
database. Al for Radiology database is a database of CE-marked Al software
products for clinical radiology based on vendor-supplied product specifications
[18]. The FDA list of Al-enabled Medical Devices is a non-exhaustive list peri-
odically updated by FDA based on publicly available information [6]. The rest
of the devices are then manually labeled based on the publicly available data on
Google. In this step, we use the device manufactures websites and press releases
as primary data sources.

The resulting dataset is categorized by medical specialties using a modified
version of the European Union of Medical Specialists’ list, created in collabo-
ration with two medical experts. The modified list aims to include all relevant

3 We apply the Python library BeautifulSoup with extraction date 2022.09.29.
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specialties while avoiding excessive granularity for the paper’s purpose. Further-
more, the devices are categorized based on the risk categorization principles of
the International Medical Device Regulators Forum (IMDRF) set out in Possible
Framework for Risk Categorization and Corresponding Considerations [11].

Therefore the devices are further manually labeled across following dimen-
sion: the point of healthcare situation or condition the software is intended to
be used in; the body part targeted and the medical speciality the device belongs
to.

Furthermore, from the point of healthcare situation or condition the software
is intended to be used in, the devices were classified in the following categories:
critical situation or condition; serious situation or condition; Non-serious sit-
uation or condition [11]. Classifying the devices from the point of healthcare
situation or condition is done by two labellers - one working in the healthcare
sector and another in IT.

3.3 Medical Device Stakeholder Survey

In order to get a more complete view on the area, we conduct a survey of the
EU stakeholders in Al-based medical device area. The main focus areas are the
current use of Al-based medical devices in EU, potential risk factors and EU
legislation regarding Medical Devices. In this survey we intend to validate the
findings from the literature survey and rate the risks of using Al-based medical
devices. The survey is conducted online with the survey link being sent out to
the potential participants. Before launching, the survey is piloted it using a pre-
screening [17]. The survey is pre-screened by four researchers with knowledge
of both medical and IT field. All lists of options for multiple-choice questions,
with the exception of the question about participants role, are randomized to
decrease potential measurement errors [17].

The survey has four sections: Background information aimed at defining
the role of the participant (Expert, Working in SAMD company, Regulator or
Other); AT in the EU market aimed at defining areas with Al-enabled devices
and possible overuse of them; Safety risks of Al-enabled medical devices focusing
on rating and prioritizing the risks that are noted in the literature; and Regula-
tion of Al-enabled devices in EU focusing on the largest technical challenge for
ensuring the safety of AI/ML based Medical Devices in EU.

Furthermore the survey collects input in whether the participants felt that
the current medical device regulation in EU is sufficient in terms of ensuring the
safety of AI/ML based Medical Devices and what changes they would like to see
in the medical device regulation in the EU. In this analysis we categorized the
participant roles as following: regulator, a person working in a Al- enabled SaMD
company or an expert in the area. Expert, a person who had published research
in Al enabled Medical Devices in EU or was or had been part of an expert group
or think tank such as the EU expert group on Al. Regulator, included in Notified
Bodies in the European Union found by looking through the NANDO database
for Notified Bodies. SAMD using Al companies were companies which in publicly
declared using Al in their devices. Such companies were found firstly by the list
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of companies found on the EUDAMED database and manually labeled as AT and
secondly using various online databases for companies, such as Danish startup
ecosystem database or EIT health database. Experts were found by looking at
speakers at relevant conferences, authors of relevant papers or looking at interest
groups representing Medical-Device manufacturers. The survey was sent to 130
individuals, including 31 experts, 50 regulators, and 49 individuals from SaMD
companies.

4 Findings

4.1 Literature Survey

When applying the literature survey protocol we retrieve a total of 27.073 results.
24 of the originally resulted papers are included in the final literature body. An
additional five papers are added by snowballing. The literature survey process
can be summarized in Fig.1. The complete reference list can be found in the
Appendix 7. Details of the included papers are also summarised in Fig. 1. The
papers covered the time period 2016-2022; they came from the European Union
(EU), United Kingdom (UK), United States of America (USA), and Canada;
and they were primarily journal articles. Journals published in 2022 were most
common.

[ Identification of studies via databases J
'S
§ Records identified from databases (Google Scholar, Additional records identified through snowballing
‘5 Scopus, PubMed): (n=5)
= (n=28073)
g | T
p—
Records screened based on title > Records excluded
(n=28078) (n =27 999)
_g Reports screened based on abstract and fite | — 3| Records excluded
E (n=74) (n=28)
i
2 !
Full text assessed for eligibility Not relevant to research questions aims and objectives
(n = 46) —> (=17
— :
§ Records included in the final review
(n=29)
E Year of publication and nr of papers: 2022:12; 2021:5; 2020:7; 2019: 4, 2016: 1
Type of paper and nr of papers: Journal Article: 25; Report: 1; Book: 3

Fig. 1. Process for defining the literature body.

The risks identified in the literature survey can be classified into four cat-
egories: data-centric risks, transparency-related risks, cyber-security risks, and
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risks stemming from user-machine interaction. Summary of various risks and
their mitigation strategies can be found in Table 1 at the end of the chapter.

Results of the survey show that data-related risks are most prevalent in
the literature. These include aspects such as data drift, distributional shift or
calibration drift.

Data-Centric Risks [1,3,12,13,19,21,25,34,38]. Many risks mentioned in the
literature stem from the data used for the Artificial Intelligence.

Bias is a prominent topic in literature and mainly stems from disparities
between training and operational data. Bias errors occur, since machine learning
models do not generalize well beyond the data they were trained on [21]. Bias has
different forms such as distributional shift, which arises when the underlying data
distribution used for model development differs from the data where the model is
deployed [34]. For instance, a skin cancer prediction model may perform poorly
on dark-skinned patients [3], revealing a distributional shift due to selection bias,
which can occur when marginalized populations are not adequately represented
in the training data.

If not effectively implemented, evaluated, and regulated, AI solutions in the
future may perpetuate and amplify systemic disparities and human biases, con-
tributing to healthcare inequities [19].

Distributional shift can also occur due to minor difference in the radiol-
ogy equipment in different hospitals [21] resulting in medical images, such as
X-rays with slightly different characteristics. Another sub-type of bias is calibra-
tion drift, which can occur due to unanticipated changes in clinical practices or
patient behaviour [38].

However, bias can also stem from factors beyond the shortcomings of inad-
equate training data. Such as measurement bias - omitting critical data-fields
during model training. For example an algorithm predicting survival of post-
menopausal women, that did not perform well, partly because it lacked relevant
blood test results [38]. Another source for bias can be incorrect data. This is espe-
cially true in cases where data from consumer-facing health apps are merged with
clinical data to create predictions. An instance is the Fitbit PurePulse Trackers’
unreliable heart rate measurements [13].

Bias is further worsened by the characteristics of data-sets available. Health-
care data is often sparse and imbalanced, for example contain more samples of
patients with a mild condition, due to naturally occurring distribution. This is
especially prominent in fields such as pathology and mental health [1].

Further data related risks include noise and artefacts in model inputs and
hidden confounders. Noise and artefacts in model inputs - Noise in data refers
to meaningless or irrelevant data, that the model can pick up on [12]. Noisy
data is often caused by the differences in or issues with medical equipment used.
For example, scanning errors or differences in hospital imagining protocols [25].
Noise can also come from Imaging artifacts and poor imaging quality [25].

Hidden Confounders. are factors unmeasured in the observational data affecting
both treatment and outcome. An example of hidden confounders in a clinical
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setting are physicians prescribing medication based on indicators not present in
the health record [16]. They can reduce both model generalizability and inter-
pretation [42].

Transparency-Related Risks [14,19-21,34,37,42]. Risks related to the
explainablility or interpretability also referred to as transparency of Al based
devices were also a common topic in the literature.

Lack of Transparency: i.e. the ‘black box’ nature of many Al systems, like deep
learning models, makes their decision-making process unclear [20,21,42]. This
lack of transparency can make it difficult to determine the accuracy or relia-
bility of the AIl’s output, may erode trust of patients and healthcare specialists
and may make it more difficult to identify and correct errors [14,34,37]. A well-
known example of a difficultly identifiable error is a case of Al models predicting
pneumonia mortality risk mistakenly labeled asthma patients as lower risk of
mortality, since they were treated more aggressively and quickly according to
hospital protocol, which reduced their risk of death [42]. Transparency can be
split into [19]: Traceability (clarity of Al development and usage) and Explain-
ability (clarity of AI decisions).

User and System Interaction Related Risks [7,19-21,26,31,38]. The least
discussed aspect influencing the safety of the devices was User and System Inter-
action related risks. Examples of such risks are input errors, automation com-
placency, and cognitive bias of the user. Input errors can occur as a result of
the user misspelling, confusing clinical terms, users employing local definitions
or misrepresenting findings. This issue is further exacerbated by quickly chang-
ing medical definitions [7]. Automation complacency refers to when specialists
rely too heavily on the models predictions. Research has shown that specialists
tend to over-rely and delegate full responsibility to systems and lose vigilance or
become deskilled [21,31]. Evidence suggests that when a clinician is uncertain,
they may defer to models predictions [26]. The black box nature of many modern
Al-systems will likely contribute to the worsening of this phenomenon [21,38].
Over time, automation complacency might lead to misdiagnoses and inappro-
priate interventions, as algorithms may lean towards overdiagnosis by detecting
subclinical findings [38].

Cognitive bias of the user includes errors that are closely related to automa-
tion complacency of the users. Cognitive biases have many forms and can include
to misunderstandings of statistics and mathematical rationality or be one of
many forms of human cognitive biases, such as Search satisfying: Ceasing to
look for further information or alternative answers when the first plausible solu-
tion is found [7].

Various User and System Interaction risks are exacerbated by healthcare spe-
cialists limited knowledge of Al. Varied studies have showed that, that health-
care specialists have received little education regarding Al and do not rate their
knowledge of AT highly hidden [19].
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Cybersecurity Risks [2,38]. Al-enabled medical devices largely share common
cybersecurity risks with non-AI healthcare systems, but the use of Al in health-
care increases exposure to data privacy and integrity risks, due to creating an
increased need between the interconnectivity between systems and dataset [2].
Resulting attacks can compromise model accuracy, lead to harmful predictions,
re-identify de-identified data, or result in data loss. Various cybersecurity risks
are discussed below.

Al increases reidentification opportunities in anonymized patient datasets,
exemplified by Liangyuan’s research [2], which demonstrated that over 90% of
adults’ physical activity data could be reidentified using ML models.

Adversarial Attacks on Al, categorized into white-box attacks that employ sub-
version, such as gradient-based techniques, and black-box attacks that poison
datasets [2] leading to harmful or incorrect predictions or undetectable software
corruption, are not easily detectable [38].

The risks discussed can also interplay and mutually amplify each other, such
as the interaction between sampling and diagnostic bias or automation com-
placency and lack of transparency, with the latter making it more difficult to
identify bias in the training data.

Mitigation Strategies. Most papers included in the survey presented potential
mitigation strategies for the risks. In this chapter mitigation strategies from the
summary table warranting additional clarification are described.

Transparency. Visualization tools for increased transparency.

Visualization tools for ML predictions, like Local Interpretable Algorithm-
Agnostic Explanations (LIME) and Shapley Values (SHAP), help visualize the
key features influencing the algorithm’s predictions However, a challenge remains
in clinicians understanding the language of these explanations. To address this,
a platform connecting medical experts with ML researchers could help establish
standardized representations of explanations [35].

Cybersecurity. Encryption various encryption measures are usually employed
for data in transfer [2].

Adversarial Training - machine learning technique, which improves models
robustness and generalization ability by training it to learn data samples that
are designed to be have small and often human-imperceptible differences from
the original data, but, which a model misclassifies [9]. For example images, with
added pixels. This technique helps the model becomes more resistant to errors
and to better handle real-world inputs that may be similarly ambiguous [8].

Masking Measures. Masking techniques, such as adding random statistical noise,
collapsing variables, creating synthetic data, or using ML models to generate
statistically similar datasets, are commonly employed when sharing data with
external stakeholders to protect sensitive information [2].
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GAN-Generative Adversarial Network (GAN) is a type of machine learning
model, that can be used to generate adversarial data for a model to classify
to bolster a model’s robustness against attacks [33].

Statistical Approaches - using statistical tests, adversarial inputs from the oper-
ational data can be detected. Statistical tests rely on the fact that adversarial
examples are statistically different from other inputs [10].

Federated Learning. This technique allows the training of an algorithm on sensi-
tive data, present at multiple decentralized sites, without the exchange of data.
For example, a number of hospitals can contribute toward the training of a
model, without the data itself ever leaving each hospital’s data center [42].

4.2 EU AI-Based Medical Device Survey

At the time of the gathering the data of this paper?, the EUDAMED database
lists 955 medical software items, which are reduced to 765 unique devices after
eliminating duplicates. Excluding lower risk devices left 327, with 5 listed in
the AI Radiology database, 13 in the FDAs database for AI based medical
devices The other devices are manually labeled following the protocol outlined
in Chap. 3. This results in 71 AI devices. These are labeled as serious (10), non-
serious (20), or critical (41). More AI devices are classified as class ITa (low to
moderate risk) than non-Al devices (72% versus 68%). The most common target
body parts are the heart (13 devices) and lungs (10 devices), with 13 devices
targeting multiple parts. Some devices belong to two specialities. The most com-
mon speciality the device are aimed at was radiology with 28 devices, followed
by cardiology with 14 devices.

4.3 Survey of Stakeholder Perceptions

The survey is send out to 130 potential respondents. Seven provided a valid
response. Four of the respondents are experts and three are working in a SaMD
company. The responses do not include any regulators. However, one of the
regulators reports that they feel that they do not have sufficient information to
fill out the survey.

The respondents report that pathology and emergency medicine are areas
that Al can be used while radiology and nuclear medicine are areas where Al is
underused.

Participants are requested to evaluate various aspects of Al-enabled medical
devices for their potential impact on device safety. The selected characteristics
are based on prominent elements from the literature survey and guidelines from
the International Medical Device Regulators Forum [11].

In this question, the participant assess that whether the devices are: (a)
informing of options for treatment/diagnosing, or (b) for aiding in treatment or
in diagnoses. (b) had the most influence. This element received a score of 4,6

4 Extraction date: 2022.09.29.
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Table 1. Risks and mitigation strategies identified in the literature

Risks and Mitigation Strategies

Risk

Mitigation Strategy

Bias [3,21]

1. Pooling of data from various countries and organisa-
tions to create large and diverse data sets,across various
areas, such as race and ethnicity [3,42]

2. Verify Al technology product claims on local data set [3]
3. Comprehensive multi-location evaluation studies to
identify instabilities [19]

4. Reporting performance of models across relevant
subgroups [26]

Hidden Confounders

No Mitigation Strategy Suggested

Noise and artefacts in
model inputs [12]

Polishing, such as relabeling of data, or filtering out the
noise [12]

Adversarial
Attacks

. Adversarial training
. Generative Adversarial Network (GAN)
. Statistical approaches [2]

Data Privacy Attacks [2]

. De-identification algorithms [2]

. Full disk encryption [2]
. Masking measures [2]

Lack of Tranparency
(Blackbox nature of AI)
[20,21]

1
2
3
1
2. Federated approaches for decentralised Al [19]
3
4
1

. An ‘Al passport’ for standardised description and trace-
ability of medical Al tools [19]
2. Auditing [21]
3. For some models, visualization software, i.e. as SHAP
and LIME [27,38]

Input errors [7]

Providing the user with background information and a
glossary of clinical terms used in the model [7]

Cognitive biases

Training healthcare specialists to not lose vigilance [21]

Automation
Complacency [21]

1. Improving the interpretability of AI systems [21]

2. Curriculum combining medicine and engineering to
allow for better understanding of the workings of mod-
els [4]

3. Training healthcare specialists to not lose vigilance
21)

(in a scale from 1-5). The aspect receiving the lowest score in terms of influence
was the medical specialisation the device is deployed in with an average of 3.
Whether it is used for critical, serious or non critical, illness/condition received
an average rating of 4.1 The remaining scores were: Testing the Al algorithm on
data from the hospital where it is deployed in the launch phase - 3.28. How much
data has been used to train the device - 4.14. Interaction between the user and

the device - 4.14. The users understanding of AI/ML - 3.28.
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When examining the current regulation of AI enabled devices three partic-
ipants did not feel that the current system in EU was sufficient in terms of
ensuring the safety of AI/ML based Medical Devices, while two participants
were unfamiliar with the system and two felt that the current system was suf-
ficient. Reasons noted for feeling that the system was insufficient were: (i) No
guidance had been published by the European authorities on surveillance fol-
lowing implementation; (ii) Notified Body scrutinises for safety, clinical experts
review Clinical Evaluation Report; (iii) Does not sufficiently account for poten-
tial biases or oversights in the training and validation data; (iv) Re-certification
of data-centric AT and learning algorithms are not fully incorporated; (v) Lack
of life-cycle understanding;

Lastly, the changes the participants would like to see in the medical device
regulation were: (a) more focus on post market surveillance; (b) more streamlined
process, that are less dependant on the availability of notified bodies or their
specific interpretations; (c) Better guidelines for post-market surveillance; (d)
Better guidelines on ensuring sufficiency of data.

5 Analysis

5.1 Literature Survey

It is evident from the literature survey that the main risks stem from the Al-
enabled devices reliance and interaction with data - not only during the pre-
launch phase, but also during production.

This is due to the fact, that unlike traditional medical devices that function
in a rather predictable, deterministic way, Al-enabled devices can evolve and
change their behavior based on the data they interact with.

This means that for Al-enabled devices, post-market surveillance and real-
world performance monitoring are as, if not more, important. This requires a
change in regulatory frameworks, which have traditionally focused heavily on the
pre-market phase where devices are tested extensively in controlled lab settings.

Second aspect, unique to Al-enabled medical devices, is risks related to the
interpretability of Al-enabled Devices. Dangerous or unhelpful patterns learned
by the model can be difficult to detect, as for many AI- models it is difficult and
at times impossible to understand why they have reached a certain conclusion.
Furthermore, the lack of transparency can exacerbate risks related to user-system
interaction. To address this, regulatory frameworks need to include requirements
on the level of transparency and interpretability of Al systems. A very promising
direction is the use of explainable AI (XAI) techniques, that aim to make the
decision-making process of Al systems more interpretable to humans.

In conclusion, the dynamic nature of Al-enabled medical devices, as well as
their complexity, calls for a significant shift in thinking when designing regulatory
frameworks.
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5.2 AI-Based Medical Devices in EU

The current data fields available in EUDAMED point to a possible regulatory
issue, as they do not contain a lot of information that would be needed to assess
the safety of Al-based devices, such as information about the data - for example
potential biases in the training data or amount of data used for training. As
the review of the safety risks showed, having clear documentation about the
design of the system, including the data used, helps mitigate risks associated
with Al-enabled devices, such as the black-box nature of such devices.

Analysis of the distribution of risk classes revealed that the medical Al
devices in the EUDAMED dataset had a higher proportion of “class 1Ia” and
“class IIb” risk classes and a lower proportion of “IVD general” risk classes
compared to the non-Al devices.

“Class ITa” risk classes are considered to be of low to moderate risk, while
“class IIb” risk classes are considered to be of moderate risk. “IVD general” risk
classes are not included in class IIa or IIb, and their risk level is not specified.

This suggests that the medical Al devices in EUDAMED are often lower
to moderate risk compared to the non-Al devices. It is worth noting that this
comparison is based on the proportion of devices in each risk class, and it is not
necessarily indicative of the overall risk level of the medical and non-Al devices.

The second finding of the analysis of EUDAEMD is that most Al-enabled
devices are dealing with critical or serious illnesses and conditions, such as stroke
or cancer. Analysis of the correlation between the severity of the condition or
illness targeted and the risk class of the device showed that devices targeting
serious illnesses and conditions doe not necessarily get a higher risk class. This
is not surprising as, the severity of the targeted condition or illness is just one
factor among many considered when assigning a risk class to a medical device,
with the intervention of the device carrying the most significant weight.

5.3 Survey of Stakeholder Perceptions

The low number of survey participants means that the results are not suitable for
representing the medical device ecosystem as a whole, since such a small sample
size can lead to sampling bias. However, the results are still useful for supple-
menting the literature review and for providing insights into potential safety
concerns form the stakeholders perspective. Furthermore, the finding points out
potential pain-points in the EU regulation of medical devices from the stake-
holders perspective. Additionally, the results could potentially be used to inform
future research or to identify areas for improvement in the distribution process.
The fact that none of the regulators filled out the survey coupled with the fact
that one of the regulators reported that he feels that they do not have sufficient
information to fill out the survey, points to possible gap in regulators knowledge
of Al- enabled devices. While it must be noted that since we only have one
datapoint we currently have weak evidence. None the less, this is an interesting
finding that could point to a future research direction. It is possible that the
regulator who wrote back indicating that they did not have sufficient knowledge
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to fill out the survey represents a broader trend among regulators. This could
point to a serious issue in the EU legislation of Al-enabled medical devices.

The concerns and pain-points pointed out by the participants show that many
risks in Al -enabled medical devices are data-centric, such better guidelines on
sufficient amounts of data. This feedback from actors currently active in the
ecosystem indicates that EU regulators have not sufficiently addressed several
data-centric risks of Al-enabled medical devices.

Furthermore the survey participants also underlined the need for better post-
market guidance. This highlights another unique feature of AI that the EU
might not have tackled sufficiently. Namely the changing nature of AI models
and algorithms and the large amounts of risks stemming of it that can manifest
in the post-market phase. Unlike many traditional medical devices such as con-
tact lenses or pumps, Al performance can vary widely in different locations, for
example in different hospitals and can also dangerously degrade when coming in
contact with new data while in productions. These unique aspects would need
to be clearly addressed by the EU regulators.

6 Discussion

The majority of Al devices are identified in the survey on EUDAMED were
within the field of radiology or cardiology and most commonly dealt with critical
conditions or illnesses, such as cancer or stroke. The fact that devices on the
EU market commonly deal with critical illnesses highlights the potential severe
outcomes of various risks not being properly mitigated. It was challenging for
this study to identify Al in devices as the current information in EUDAMED
is inadequate. EUDAMED does not contain information on whether a device is
utilising AI and lacks information that would be needed to assess the safety of
Al-based devices, e.g. information on the data used for the device.

In the literature survey of the risks and mitigation strategies of Al-enabled
Medical Devices most papers discussed data-centric risks in various detail. Other
risk categories identified were cybersecurity risks, transparency related risks
and lastly user and system interaction related risks. The amount and nature of
risks identified in combination with the domain mission criticality of the devices
underline the importance of good praxis in the adaptation of Al and the high
risks in improper adaptation.

The analysis of stakeholder perceptions found that several post-market data-
related risks presented in the academic literature, such as bias, were also a con-
cern for the stakeholders, who emphasised the need for better testing and reg-
ulatory guidance to address such risks. Some stakeholders felt that the current
EU regulation on Medical-Al is inadequate, citing a lack of post-implementation
guidance and guidelines on data sufficiency as examples. This points to a need
for regulatory guidelines that in a larger degree take into account the dynamic
and data-centric properties of Al enabled medical devices. However, there was
indication that regulators feel a lack of expertise about Al

The findings of this paper highlight lack of regulation and establishment
of common understanding of safety risks of Al-enabled Medical Devices. This
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can be attributed in part to the immaturity of the field, however, the potential
impact of risks in the medical domain are severe. The dynamic nature of Al
models compared to traditional medical devices requires a stronger focus on the
post-market phase from the regulators. Therefore, the study underscores the
need for a more comprehensive understanding, and clear and robust regulatory
guidelines to navigate through these potential hazards.

7 Conclusion

In this paper we investigate the adoption of Al in medical devices. Currently,
concerns regarding the safety risks surrounding Al-based medical devices cur-
rently stand in the way of their wider adoption. In this study we conduct: (1)
a survey of the safety risks of Al-enabled Medical Devices published between
2012 and 2023, (2) an analysis of Al-based medical devices in the EUDAMED
database. and (3) a survey on the perceptions of Medical Al ecosystem stake-
holders. Our analysis body includes 29 reviewed papers, 71 Al-based medical
devices and seven responded questionnaires out of an original 130 participants.
Our findings show that the presence of unique risks, such as bias or lack of trans-
parency, in Al-enabled Medical Devices is undeniable. Looking at data available
at EUDAMED we can see that it is currently hard to even pinpoint which devices
in EU use AT and we have to look at company websites, press statements or pub-
lished papers to discover that. We also uncovered that many Al enabled devices
in EU deal with severe conditions such as arrhythmia or stroke, which further
underlines the severity of potential risks manifesting. Experts and companies
in the Medical Al ecosystem feel a need for guidance and regulation that cov-
ers the whole life-cycle of Al products, with more emphasis on the post-market
phase, and incorporates aspects related to data-centric risks of the products.
This demonstrates an openness to more structured guidelines from the industry.
However, our research suggests that regulators feel that do not have expertise in
Al indicating that a gap exists between the complexities of Al technology and
the understanding of those responsible for its oversight. Based on the findings
we propose, that more clear and encompassing regulatory guidelines would be
needed to mitigate the risks of Al-enabled Medical Devices in EU.
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