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Abstract. Recently, the Internet of Things (IoT) technology has made
tremendous progress, and it is beginning to enter many areas of social
life, such as autonomous driving, medical care, etc. Due to the mas-
sive data in IoT, deep neural networks (DNN) are often involved in
helping process and analyzing data, but DNNs still face many security
threats. Adversarial example attack is a common attack against DNN
models, which interferes with model decisions through processed sam-
ples. It will undoubtedly threaten DNN-based IoT systems. This paper
presents the possible attack scenarios of adversarial example attacks in
IoT systems and extensively studies the defense methods of adversarial
example attacks in IoT systems.
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1 Introduction

In the past few years, the field of IoT is developing well, and the number of
IoT devices has also exploded. According to statistics, by 2025, the number of
IoT devices connected to the global network will increase to more than 7.544
billion units [6,46]. At the same time, the IoT is gradually covering all areas of
social life, such as automation, health, transportation, energy, manufacturing,
and other industries [9,10,22,24,25,29,42–44]. It also has produced practical
applications such as autonomous driving and smart cities [41]. Obviously, for
the IoT, which is already closely related to life, it is very important to ensure
its security. However, the current IoT system still faces many security threats.
Among them, the security threat caused by the vulnerability of deep neural
networks is an important part that needs to be solved urgently.

In recent years, deep learning has played an important role in multiple fields,
including pattern recognition [13], face recognition [36], speech recognition [2],
and autonomous driving [21,32]. Of course, because of its ability to analyze a
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large amount of data, it is also used in IoT field, where abundant data is gen-
erated every day. Nevertheless, many works have verified the vulnerability of
DNN in handling adversarial operations [7,11,15–19,30,31,33,38], for example,
adversarial examples have the ability to confuse DNN models by slightly chang-
ing the network input data [38]. Therefore, the DNN in the current IoT scenario
urgently needs high robustness to efficiently and accurately process IoT data of
different accuracy [8].

In this paper, we describe the attack scenarios of adversarial example attacks
in IoT. And we study the current representative works on improving the reli-
ability of DNN to adversarial example attacks. Those works can well handle
adversarial example attacks in IoT scenarios.

2 Background

2.1 Internet of Things (IoT)

IoT is a network infrastructure consisting of various sensing, communication, net-
working, and information processing devices [39]. Its main structure consists of
infrared sensors, radio frequency identifiers, laser scanners, GPS, and other infor-
mation equipment. Nowadays, IoT is widely used in smart cities, autonomous
driving, health care, and other fields [1,23,28,35,37].

In the IoT system, all kinds of devices can access the IoT according to the
protocols and standards formulated by the industry and realize the exchange
and communication of information in the network system. Because the system
is too large, a lot of data is generated and waiting to be processed every day, so
DNN is often incorporated into IoT decision-making, which also gives attackers
opportunities. The entire IoT roughly consists of three parts: a perception layer
such as receiving data, a network layer that exchanges data, and an application
layer that processes data. The adversarial example attack discussed in this paper
mainly uses carefully designed sample input from the perception layer to achieve
the effect of misjudging the DNN at the application layer.

2.2 Adversarial Example

The adversarial example is the original sample with invisible perturbation added,
which misleads the deep neural network model to make a wrong judgment [38].
In the experiments of [20], for the original sample of the panda, after adding
the adversarial perturbation, the judgment of the model changed from a high
confidence “panda” to a “gibbon”.

The high complexity of DNN models has resulted in a variety of differ-
ent hypotheses for adversarial examples at present. [20] argues that the high-
dimensional linearity of neural networks is the leading cause of adversarial exam-
ples and that the small changes in the input data can lead to decision errors after
being amplified by multiple layers of the network; [34] argues that there exists
a low-dimensional subspace containing a large number of normal vectors at the
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decision boundary, and perturbations within this subspace have an important
impact on the model decisions. Multiple hypotheses have their focus, advantages,
and disadvantages, which provide room for adversarial example attacks.

Recently, adversarial sample attacks have been successful in scopes such as
CV and NLP [4,20,45]. Meanwhile, more attack scenarios have emerged in the
real world [26]. In the era of IoT, a large number of perceptrons are collecting
and generating data involving various domains daily. The involvement of DNN
can help analyze and process a large amount of data in the IoT domain, but this
also brings security analysis that may be subject to adversarial sample attacks.

3 Adversarial Example Attacks Scenario in IoT

In IoT system, DNNs use data gathered from IoT devices (perception layer),
trained in a supervised or unsupervised manner, and apply the results to spe-
cific applications (application layer) to guide their decision-making behaviors
[5]. However, in real-world scenarios, IoT devices may be attacked, destroyed,
and tampered with, which in turn affects the data they collect and generate.
As described in Sect. 2, adversarial example attacks fool the DNN model by
modifying the input data to make wrong judgments, which will greatly affect
the reliability of the DNN model. In some IoT application scenarios, there are
extremely high requirements for the reliability of DNN models, such as pedes-
trian detection in autonomous driving [12], diagnostic opinion judgment of med-
ical auxiliary detection equipment, process control in industrial production, etc.
Adversarial example attacks will pose a great threat to these IoT application
scenarios.

4 Adversarial Example Attack Countermeasures

In this section, we discuss some state-of-the-art studies which focus on improving
the reliability of DNN-based IoT systems. For the convenience of introduction,
the following discussion will not overemphasize the specific deployment and use
of these methods in IoT systems but will focus on improving the robustness of
the DNN model.

4.1 Learning with Reject Option

Learning with reject option (LRO) [3] is a special training method that can
make the reliability of DNN achieve a better effect when the performance of
standard models cannot be guaranteed. Different from the traditional optimiza-
tion method that optimizes the general accuracy of all examples, LRO selects
the subset with better performance from the example set and leaves the rest to
judgments such as manual processing to make the average prediction accuracy
high enough. For example, for a medical detection system whose prediction accu-
racy is not high enough, only the items it is good at will be detected, and other
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items will be handled by doctors, which can effectively improve the reliability
and robustness of the system. The most important step in this is to determine
which samples in the test data set are selected, n other words, to determine a
reliable sample region.

Gao et al. [14] proposed generative adversarial learning with variance expan-
sion (GALVE), in which the sample generator is obtained through a generative
adversarial network (GAN), and in the discriminator part of the GAN, high-
variance adversarial samples are used for fine-tuning to ensure the performance
of the discriminator.

4.2 Model Understanding Through Subspace Explanation

As mentioned in [20], the reason why adversarial sample attacks are valid and
difficult to defend is because of the high-dimensional linearity of neural networks,
which causes small perturbations to be amplified and behaviors that are often
difficult to explain. If a method can be found that allows we to understand
the learning process of neural networks and can understand the behavior of the
model within different feature subspaces, we can know when to trust a DNN
model based on observations. This has important implications for defending
against adversarial attacks and improving the reliability of the model.

Lakkaraju et al. [27] proposed a method for model interpretation through
subspaces (MUSE). This interpretation framework quantifies the authenticity,
reliability, and interpretability of the model. In MUSE, a new objective func-
tion will be constructed to explain the original model, which will be helpful in
improving the robustness of the model.

4.3 Software Testing

To improve the interpretability of the model, in addition to observing the vari-
ous behaviors and characteristics of the model during the training process, the
method of sotfware testing can also be used.

Tian et al. [40] proposed a software testing method named DeepTest, an auto-
matic testing tool that can automatically detect the wrong behavior of DNN. By
generating test inputs that maximize the number of activated neurons, DeepTest
can maximize the understanding of different logics in various parts of the DNN.

The tool can find various model decision errors in different real-world condi-
tions, which will be of great help to the IoT system defense against adversarial
example attacks. More importantly, the authors conducted this study in the
context of autonomous vehicles using DNN decision-making, which fully demon-
strates the feasibility of the method in the IoT system.

5 Conclusion

We believe that the use of deep neural networks in IoT systems may be subject to
adversarial example attacks, which will pose security risks in many application
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scenarios. In this paper, not only do we introduce adversarial example attack
scenarios in IoT, but we also summarize the state-of-the-art works to improve
the reliability of DNN in IoT systems. In general, adversarial example attacks
in IoT scenarios are still a promising research direction. More aggressive attack
schemes can be further proposed to find potential security risks in IoT systems
and to design more powerful defense methods to ensure the reliability of IoT
services.
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