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Abstract. The quantitative analysis of Attack Tree models brings
insights on the underlying security-critical systems. Having information
on temporal behaviours of such systems lets us check whether at a given
time, the probability that the system is compromised is less than a crit-
ical threshold or not. Moreover the evaluation of the countermeasure
efficiency and the determination of eventual reinforcements of security-
critical systems are very important. In this paper, we extend the app-
roach proposed in [11] for numerical analysis of the Attack Tree models
to the Attack Defense Tree analysis. The completion times of attacks and
countermeasures are defined by finite discrete random variables. The out-
put distribution of the root of an Attack Defense Tree is computed by
a bottom-up approach. However the size of the output distribution can
become quickly very large. We prove that the method which consists in
deriving bounding distributions of reduced sizes by means of the stochas-
tic comparison method can be used in the presence of counter-measure
gates.

Keywords: Attack defense tree · Discrete probability distribution ·
Stochastic bounds

1 Introduction

The graphical formalisms such as Fault Trees (FT) [14] and Attack Trees(AT)
are commonly used models for safety and security analysis. In Attack Trees the
leaves are the actions taken intentionally by attackers called basic attacks. A leaf
turns out True when the underlying attack is successful. The complex attack
scenarios may be specified by combining basic attacks with logical gates. The
output of a gate is True if the subsystem having this gate as root is compromised.
Thus the root of the AT turns out True when the whole system is compromised.

The Attack Trees were first proposed in [15]. Recently, several works have
been done in the literature (see [8,17] and the references therein). These works
can be classified as semantical approaches to give a rigorous, mathematical def-
inition of AT trees and their extensions; generation approaches to study the
construction of such models; quantitative approaches to propose efficient algo-
rithms and techniques for the quantitative analysis.
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In the first AT models the logical connectors were limited to the AND and
OR gates, but they have been extended by including some dynamical gates
to the Attack-Fault Trees [10], and by adding countermeasures [13,17] to the
Attack-Defense Trees. For the static quantitative evaluation of such models, the
leaves (basic events) are specified by the success probability of the underlying
event. By applying the standard bottom-up algorithm, the success probability of
attack scenarios specified by an AT can be computed [13]. Temporal behaviours
of safety-security critical systems are primordial. For instance, the time for an
attack to be successful is an important indicator of the safety properties. Thus,
it is important to check whether at a given time the probability that the system
is compromised is not greater than a critical threshold.

In [2], the authors propose to specify the time to success of an attack by
Acyclic Phase Type(APH) distributions. The distributions associated with
leaves may be any continuous distribution since fitting algorithms exist in the
literature to approximate a continuous distribution by a APH distribution. By
considering independence of basic attacks, the random variables of the gate out-
puts can be computed as the maximum (AND gate), the minimum (OR gate)
and convolution of (SEQ gate) of the underlying input distributions. However
the successive applications of these operators may lead to a state space explosion
of the output distributions. To overcome this problem, the output distributions
are compressed to construct approximate, smaller sizes APH distributions by
algorithms of cubic computational complexity.

In [11] we have proposed an approach to quantitatively analyze AT based
on ideas similar to those exposed in [2] but with radically different techniques.
The temporal behaviors of basic events are specified by discrete probability dis-
tributions. We prevent the size explosion problem by replacing the output dis-
tribution with reduced-size bounding distributions in the sense of the strong
stochastic ordering (≤st). Intuitively speaking, if two distributions are ordered
in the sense of this order: d1 ≤st d2, then the cumulative probability distribution
of d1 is always greater or equal to the cumulative probability distribution of d2
(d2 takes larger values than d1). In other words given a time (t), in the upper
bounding distribution the probability that the time to success is greater or equal
to t is greater or equal to the probability computed by the original distribution.

The lower and upper reduced-size bounding distributions can be derived due
to the monotonicity properties of gates (AND, OR, SEQ). Roughly speaking,
monotonicity can be explained with the following property: if the input distri-
butions are replaced by upper (resp. lower) bounding distributions the output
distribution is also a upper (resp. lower) bounding distribution. Indeed these
gates satisfy the monotonicity in the sense of the ≤st ordering since the related
operations are non decreasing functions on the inputs.

The size reduction can be performed with several compressing algorithms
having different computational complexities. The naive algorithm has linear com-
plexity. It consists in merging the successive atoms and in putting the sum of
corresponding probabilities to the largest value for the upper bound and to the
smallest one for the lower bound. In this framework, it is possible to consider
continuous distributions for the times of events and then to apply bounding
discretization In [1], the algorithms to construct a bounding distribution in the



Quantitative Analysis of Attack Defense Trees 209

sense of the ≤st ordering of size K for an input distribution of size N , with
K ≤ N are given. The optimal algorithm with respect to a given non decreasing
reward has O(KN2) computational complexity, but several greedy algorithms
with lower computational complexities have been also presented.

In this paper, we propose to extend this approach to evaluate the counter-
measures associated with AND gates as proposed in [7,13]. We first explain how
the countermeasure nodes which are included in AT models to counter attacks
can be considered in our framework. The times for the attack and the counter-
measure to succeed have contrary impacts on the whole temporal behaviours
of the underlying Attack Defense Tree. Roughly speaking if the time needed to
complete a countermeasure decreases, the attack takes longer to succeed. Thus
the underlying operation does not have non decreasing monotonicity property
and its analysis needs some attention. We first show that adding a countermea-
sure input to an AND gate does not increase the size of the output distribution.
We propose not to compress the countermeasure node (leaf) and show that it is
still possible to compress other distributions.

These last years, many works to enhance the design and analysis of attack-
defense trees with formal methods such as model checking, automata theory, con-
straint solving, Bayesian networks have been done. The stochastic game inter-
pretation of Attack-Defense trees and its analysis with PRISM-Games model
checker is given in [3]. The priced-timed automata modelling of ATs and analysis
with UPPAAL model checker can be found in [5,9]. The extended asynchronous
multi-agent systems formalism has been proposed in [12]. These works show the
increasing interest of the community for the quantitative analysis of such models.

The paper is organized as follows. In Sect. 2 we present the analysis of ATs
with the countermeasure nodes. We illustrate this approach with an example of
the literature in Sect. 3. Finally we conclude and give perspectives.

2 Quantitative Evaluation of Attack Defense Trees

2.1 Bounding Distributions for Attack Trees

We have proposed in [11], the quantitative evaluation of Attack Trees with con-
junction (AND), disjunction (OR) and sequential conjunction (noted as SEQ
or SAND). A finite discrete probability distribution is associated with each
Basic Attack (BA). This random variable is indeed the time at which the corre-
sponding BA occurs. The input of a gate associated with this distribution turns
out (True) at this time. Similarly, the output distribution of a gate corresponds
to the time at which the subsystem having this gate as root is compromised.
Therefore the output distribution of the root of an Attack Tree denotes the time
when the whole system is compromised. The model is observed during time inter-
val 0 ≤ t < MT . The time value MT represents indeed the infinity such that
events which occur at this date do not indeed happen. The output distribution
of the formerly stated gates can be defined as a function of input distributions
[2,11]. Let I1 I2 be the input distributions. Under independent basic attacks and
discrete distributions, the output distributions are numerically computed as:
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– P(OOR(I1, I2) = a)
= P(I1 = a).P(I2 > a) + P(I2 = a).P(I1 > a) + P(I1 = a) × P(I2 = a)

– P(OAND(I1, I2) = a)
= P(I1 = a).P(I2 < a) + P(I2 = a).P(I1 < a) + P(I1 = a) × P(I2 = a)

– P(OSEQ(I1, I2) = a) =
∑

k P(I1 = k) × P(I2 = (a − k))

Thanks to the tree structure of the model, the output distributions of the
gates and finally the output distribution of the root (the time for the system to
be compromised) is computed by the bottom-up approach.

The sizes of distributions (the number of atoms) can increase rapidly due to
the successive applications of the operations associated with the gates. For AND,
OR gates, the size of the output distribution may be the sum of the input dis-
tribution sizes, O(l1 + l2). However for the convolution operation, the number of
atoms may be the product of the input distribution sizes, (O(l1 × l2)). The main
drawback of this approach is the explosion of the number of atoms after succes-
sive computations. We have proposed to reduce the number of atoms and con-
struct bounding distributions by compressing [11]. The computation complexity
of the output distribution depends on the sizes of the input distributions. Let
l1, l2 be two input distributions sizes and l = max(l1, l2). The output distribu-
tions of the above gates can be computed by a naive algorithm with complexity
Θ(l1 × l2). The computation complexities are indeed bounded by Θ(l × log l)
(Discrete Fast Fourier transform for convolution and sorting for other gates).
Obviously, the size reduction will be favoring for computation complexities and
also for the numerical stability since we consider probability vectors.

The ability to control the distribution sizes during the bottom-up analysis of
an AT is of great importance for the point of view of the algorithmic complexity.
In [4,11], we have shown that the reduced-size bounding output distributions
can be derived by considering bounding input distributions for AND, OR, SEQ
gates. These bounding distributions are in the sense of the stochastic strong order
(≤st) associated with non decreasing functions. Thus if two random variables are
ordered in the ≤st order then their non decreasing rewards are also ordered:

A ≤st Au ⇔ E[f(A)] ≤ E[f(Au)] (1)

for all non decreasing function f , when the expectations E exist. For instance,
if A ≤st Au, then E[A] ≤ E[Au].

The monotonicity properties of AND, OR, SEQ are proved in [4,11]. Let
I1, I2 be the input distributions and GATE(I1, I2) be the output distribution
of a AND,OR, SEQ gate. The output of the the gate is upper (resp. lower)
bounded if it is subjected to upper (resp. lower) bounded input distributions:

Property 1.

I1 ≤st Iup1 , I2 ≤st Iup2 ⇒ GATE(I1, I2) ≤st GATE(Iup1 , Iup2 )

The monotonicity results from the fact that the output of these gates are non
decreasing functions of their inputs. This monotonicity property lets us construct
the reduced-size distributions and diminish the algorithmic complexity.
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The reduced-size bounding distributions in the sense of the ≤st ordering can
be constructed in several manners. The naive approach to construct an upper
bounding (resp. lower) distribution to divide the size by m is to take m successive
values, to delete the smallest (resp. greatest) one and to include its probability
to the greatest (resp. smallest) value [16]. In [1], an algorithm to construct for
an arbitrary distribution of size N bounding distributions of size K < N is
proposed. This algorithm is optimal such that it is the smallest (resp. greatest)
≤st (Eq. (1)) upper (resp. lower) bound respect to a non decreasing reward (for
example expectation). is given: and any positive non decreasing reward function
, This optimal algorithm is based on a graph optimization problem and can
be computed by a dynamical programming approach with Θ(KN2). Greedy
algorithms with less computational complexities have been also proposed. The
sizes of the bounding distributions K can be reduced decrementally by taking
care of the accuracy and the computational complexity trade-off.

2.2 SI-AND Gate with Countermeasure

Attack Trees are extended to Attack-Defense Trees (ADT) with two actors:
attacker and defender. The goal of each actor is to counter the other one. We
consider the semantic defined in [7,13] for the countermeasure nodes (defenders).
Let A and D be respectively discrete distributions representing the time for an
attack to be successful and the time to a countermeasure to be operational.
The output of this gate turns out True if the input of the attack A is True
and the input of the countermeasure is not yet operational thus False. Let
O be the output distribution of a SI-AND(A,D) gate having attack A and
countermeasure D as inputs. The output distribution of this gate with mutually
independent inputs is computed as:

Fig. 1. SI-AND gate with a single inverter on countermeasure input

P(O = i) = P(A = i).P(D > i), i �= MT (2)

P(O = MT ) = 1 −
∑

j|j �=MT

P(O = j) (3)

Eq. (2) means that attack at time i is successful, if the countermeasure is not
operational at time i. The probability of this event is the product of the proba-
bility to have an attack at time i and the probability that the countermeasure is
not operational at time i which means that the countermeasure becomes opera-
tional at a time later than i. Equation (3) is derived since the probabilities are
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summed up to 1. This is the probability that the output does not turn out True
(the probability that the attack will not happen) during the observation time
interval [0 − MT [.

The temporal properties of this gate with discrete random inputs A,D spec-
ified by their state space, V and the probability vectors, P are given in Table 1.
The state space of the output, VO will be the same as the state space of the
attack, VA. The probability that A is successful at time 2 is always 0.25, since
the earliest time the countermeasure is operational is time 4. Thus the attack
at time 2 can not be countered. The probability that A is successful at time
5 is the product of the probability that attack is successful at time 5 and the
probability that the countermeasure is operational later than time 5, so it is
0.2.(1 − 0.15) = 0.17.

Table 1. Input and output distributions for the gate given in Fig. 1

Attack Dist.

VA 2 5 8.5 10 15

PA 0.25 0.2 0.3 0.15 0.1

Bound on Attack Dist.

VAu 4 10 15

PAu 0.25 0.65 0.1

Defense Dist.

VD 4 7 15

PD 0.15 0.4 0.45

Output Dist.

VO 2 5 8.5 10 15

PO 0.25 0.17 0.135 0.0675 0.3775

Bound on Output Dist.

VOu 4 10 15

POu 0.2125 0.2925 0.495

2.3 Monotonicity Properties

Taking benefice of the monotonicity of a SI-AND gate with countermeasure D is
more subtle since the two inputs of this gate have contrary roles. We assume that
the leaves which are countermeasure nodes are not compressed. Notice that we
do not need to compress the output of such gates since the output distribution
has the same state space as its attack input whatever the state space of the
countermeasure input is. Therefore there is no explosion of the state space of
the output due to the countermeasure input. However the attack input may be a
bounding distribution of a subsystem. We must show that if the attack input is a
bounding distribution, the output distribution of the SI-AND gate will remain
a bounding distribution.

We first illustrate this property with an example. First let us write ≤st

inequalities (Eq. (1)) for A ≤st Au where nA denotes the size of the vectors
and the indices of vectors are 1 ≤ i ≤ nA:

i ∈ {nA − 1, nA − 2, · · · , 2, 1},
∑

{k|k>i}
PA[k] ≤

∑

{j|VAu [j]>VA[i]}
PAu [j].

Since the sum of probabilities is equal to 1, these inequalities can be written as
follows:

i ∈ {1, 2, · · · , nA − 2, nA − 1},
∑

{k|k≤i}
PA[k] ≥

∑

{j|VAu [j]≤VA[i]}
PAu [j].
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The inequalities for A and the reduced size upper bound, Au are

0.1 ≤ 0.1; 0.25 ≤ 0.75; 0.55 ≤ 0.75; 0.75 ≤ 0.75

The output distributions can be computed by Eqs. (2), (3) with MT = 15. The
inequalities for O ≤st Ou are

0.3775 ≤ 0.495; 0.0675+0.3775 ≤ 0.2925 + 0.495;

0.135+0.0675 + 0.3775 ≤ 0.2925 + 0.495; 0.17 + 0.135 + 0.0675 + 0.3775 ≤
0.2925 + 0.495.

Therefore we conclude that O ≤st Ou.

Proposition 1. We consider the output distributions for a SI-AND gate with
countermeasure D. We note the output of the gate with attack input A and Au

as follows:
O = SI-AND(A,D), Ou = SI-AND(Au,D)

We have the following property:

If A ≤st Au then O ≤st Ou.

Proof. For the sake of simplicity, we assume that A and Au take values in the
same set which is the union set of their respective state spaces: VA ∪ VAu . This
is indeed the case if we put null probabilities when the random variable does not
take the corresponding value. Let N be the size of the union set. The vectors
corresponding to A and Au are indexed by 1 ≤ i ≤ N .

VA[i] = VAu [i], 1 ≤ i ≤ N and VA[N ] = VAu [N ] = MT.

With these notations, the inequalities for A ≤st Au as :

i = 1, PA[1] ≥ PAu [1]
i = 2, PA[1] + PA[2] ≥ PAu [1] + PAu [2]
...
...
...

i = N − 1,
∑N−1

j=1
PA[j] ≥

∑N−1

j=1
PAu [j]

i = N,
∑N

j=1
PA[j] =

∑N

j=1
PAu [j] = 1

The O ≤st Ou inequalities that must be satisfied for the ≤st comparison on
the output distributions of the SI-AND gate (Eq. (2) and (3)).

The first inequality, i = 1 :

PA[1]

⎛

⎜
⎜
⎝

∑

k|
VD[k]>VA[1]

PD[k]

⎞

⎟
⎟
⎠ ≥ PAu [1]

⎛

⎜
⎜
⎝

∑

k|
VD[k]>VA[1]

PD[k]

⎞

⎟
⎟
⎠



214 N. Pekergin and S. Tan

This is indeed the first inequality for A ≤st Au but multiplied in both parts
by the same positive value (

∑
k|VD[k]>VA[1]). Thus the first inequality is satisfied.

The second inequality, i = 2 :

PA[1]

⎛

⎜
⎜
⎝

∑

k|
VD[k]>VA[1]

PD[k]

⎞

⎟
⎟
⎠ + PA[2]

⎛

⎜
⎜
⎝

∑

k|
VD[k]>VA[2]

PD[k]

⎞

⎟
⎟
⎠

≥ PAu [1]

⎛

⎜
⎜
⎝

∑

k|
VD[k]>VA[1]

PD[k]

⎞

⎟
⎟
⎠ + PAu [2]

⎛

⎜
⎜
⎝

∑

k|
VD[k]>VA[2]

PD[k]

⎞

⎟
⎟
⎠

This can be written as follows:

(PA[1] + PA[2)])

⎛

⎜
⎜
⎝

∑

k|
VD[k]>VA[2]

PD[k]

⎞

⎟
⎟
⎠ + PA[1]

⎛

⎜
⎜
⎜
⎜
⎜
⎝

∑

k|
VD[k]≤VA[2]
VD[k]>VA[1]

PD[k]

⎞

⎟
⎟
⎟
⎟
⎟
⎠

≥ (PAu [1] + PAu [2)])

⎛

⎜
⎜
⎝

∑

k|
VD[k]>VA[2]

PD[k]

⎞

⎟
⎟
⎠ + PAu [1]

⎛

⎜
⎜
⎜
⎜
⎜
⎝

∑

k|
VD[k]≤VA[2]
VD[k]>VA[1]

PD[k]

⎞

⎟
⎟
⎟
⎟
⎟
⎠

Similarly to the above case, this inequality can be derived from the two first
inequalities for A ≤st Au by multiplying both parts by the same values.

The inequality for i = m:

m∑

j=1

PA[j]

⎛

⎜
⎜
⎝

∑

k|
VD[k]>VA[j]

PD[k]

⎞

⎟
⎟
⎠ ≥

m∑

j=1

PAu [j]

⎛

⎜
⎜
⎝

∑

k|
VD[k]>VA[j]

PD[k]

⎞

⎟
⎟
⎠

This inequality can be organized as follows:

m∑

j=1

PA[j]

⎛

⎜
⎜
⎝

∑

k|
VD[k]>VA[m]

PD[k]

⎞

⎟
⎟
⎠ +

m−1∑

j=1

PA[j]

⎛

⎜
⎜
⎜
⎜
⎜
⎝

∑

k|
VD[k]≤VA[m]

VD[k]>VA[m−1]

PD[k]

⎞

⎟
⎟
⎟
⎟
⎟
⎠

+ · · ·
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· · · +
2∑

j=1

PA[j]

⎛

⎜
⎜
⎜
⎜
⎜
⎝

∑

k|
VD[k]≤VA[3]
VD[k]>VA[2]

PD[k]

⎞

⎟
⎟
⎟
⎟
⎟
⎠

+ PA[1]

⎛

⎜
⎜
⎜
⎜
⎜
⎝

∑

k|
VD[k]≤VA[2]
VD[k]>VA[1]

PD[k]

⎞

⎟
⎟
⎟
⎟
⎟
⎠

≥
m∑

j=1

PAu [j]

⎛

⎜
⎜
⎝

∑

k|
VD[k]>VA[m]

PD[k]

⎞

⎟
⎟
⎠ +

m−1∑

j=1

PAu [j]

⎛

⎜
⎜
⎜
⎜
⎜
⎝

∑

k|
VD[k]≤VA[m]

VD[k]>VA[m−1]

PD[k]

⎞

⎟
⎟
⎟
⎟
⎟
⎠

+

· · · +
2∑

j=1

PAu [j]

⎛

⎜
⎜
⎜
⎜
⎜
⎝

∑

k|
VD[k]≤VA[3]
VD[k]>VA[2]

PD[k]

⎞

⎟
⎟
⎟
⎟
⎟
⎠

+ PAu [1]

⎛

⎜
⎜
⎜
⎜
⎜
⎝

∑

k|
VD[k]≤VA[2]
VD[k]>VA[1]

PD[k]

⎞

⎟
⎟
⎟
⎟
⎟
⎠

It can be seen that the inequality for i = m can be derived from the m first
inequalities for A ≤st Au by multiplying both part by the same positive values.
This completes the proof. 	


This proposition shows that the monotonicity properties are satisfied to con-
struct bounding output distributions, if the distributions at leaves associated
with countermeasures are not compressed. Therefore it is possible to compress
distributions to construct reduced-size output distributions of Attack-Defence
models to overcome state space explosion problem. Remind that the counter-
measures do not increase the size of the output distribution, thus there is no
need apriori to compress discrete countermeasure distributions.

The presented gate specifications and the above algebraic proof are rather
implementation oriented. Notice that these can be given with means of opera-
tions on input random variables, I1, I2 and the observation time MT :

AND(I1, I2) = min(MT,max(I1, I2))
OR((I1, I2) = min(MT,min(I1, I2))
SEQ(I1, I2) = min(MT, I1 + I2)

As stated before, the monotonicity of these gates results from the generic defi-
nition of ≤st order (Eq. (1)) since the corresponding functions are non decreasing
with respect to input parameters. The SI-AND(A,D) gate with the observation
time fixed to a constant value MT can be defined as:

SI-AND(A,D) = A 1A<min(D,MT ) + MT 1A>=min(D,MT )

The left-side of the equation represents the case when the attack can take place
while the right-side corresponds to the case when either the countermeasure
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(defense) prevents the attacks or the observation time is over. The above mono-
tonicity proof of this gate can be also directly established since this gate is
defined as a non decreasing function with respect to A. The opposite impacts of
attack and defense inputs can be seen in the above equation, since the output
is a non increasing function with respect to D while it is non decreasing with
respect to A.

In the case where distributions are continuous, the proposed methodology can
be started with constructing bounding discrete distributions. In such cases, since
attacks and defenses have contrary roles, if one aims to construct upper (resp.
lower) bounds on the overall Attack Defense trees, upper bounds (lower) must
be considered for the attacks while lower (upper) bounds must be considered for
the defenses.

3 Case Studies

In this section we consider a case study from [6] in which temporal behaviours
of attack defense trees are studied through the underlying Markov chain. The
attack tree is given in Fig. 2. This example has three sequential steps. An attacker
wants to compromise a server by running malicious scripts on it. To do so, they
must first identify the target network address by scanning the network. Then
they have to gain root access to run the malicious scripts. Thus the root of the
attack tree is a SEQ gate. To prevent network address discovery, a mutable net-
work with a dynamic topology reconfiguration is used as a countermeasure. This
is represented with a SI-AND gate (target identified). There is an alternative
to perform the second step, the privilege escalation : either to use a security

Fig. 2. Attack Tree Compromise Server.
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vulnerability of the target or to guess its root password. It is represented with
an OR gate. To do the target exploitation, the attacker must scan the target vul-
nerabilities. Frequent security patch development and frequent updates are used
as countermeasure. This is materialized by a SI-AND gate. Once a vulnerabil-
ity has been discovered, the ability to use it, called use vulnerability exploit on
the AT, is needed. This is represented by AND gate. Another countermeasure,
a password changing policy is used to prevent the password brute force attack
represented with a third SI-AND gate. In [6], completion times of basic attacks
and countermeasures have been taken as truncated exponential and Erlang dis-
tributions. The network scanning basic attack is an exponential of rate 1. The
mutable network defence is an exponential of rate 2. The vulnerability scanning
attack is an exponential of rate 2. The frequent patch development defence is an
exponential of rate 1. The use vulnerability exploit is an exponential of rate 1.
The password brute force attack is an Erlang distribution with shape 2 and rate
3. The password changing policy defence is an exponential of rate 1. The execute
malicious scripts basic attack is an exponential of rate 5. We consider truncated
exponential distributions taking values in time interval [0 − 10/rate], and then
discretize them. The discrete input distributions are constructed in this manner.

Fig. 3. Countermeasures effects

First we describe the behavior of the system according to the number of
countermeasures applied. This corresponds to sub trees of the tree drawn on
Fig. 2 with less SI-AND gates. On Fig. 3, one can see how the countermeasures
modify the system behaviour during time interval [0 − 16[. Thus time 16 rep-
resents the infinity, and the events happening at time 16 indeed do not occur.
The red curve shows the system behaviour when no countermeasure is applied.
It corresponds to the attack tree with no SI-AND gate. At time t = 3 time unit,
the probability that the attack succeeds is 0.89. If we consider the system, with
only the password changing policy during the second step of the attack. The
tree has now a single SI-AND gate. The computation results are shown on the
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Fig. 4. Countermeasure distribution influence

Fig. 5. Compression

orange curve. The probability at t = 3 time unit diminishes slightly to 0.84. On
the green curve for the tree with only one countermeasure mutable network, the
probability is only 0.37. This countermeasure is very efficient. The blue curve
represents the system behaviour of the whole tree with three countermeasures.
The probability at t = 3 time unit that the attack succeed is then only 0.30.
Notice that for the green and the blue curves the cumulative distributions sum
up to 1 at time 16 (∞). Therefore the probability that an attack occurs in the
green curve is 0.37 while it is 0.30 in the blue curve. There is no jump at time
16 for the orange curve since the considered countermeasure is an input of an
OR gate. Thus, the effect of the countermeasure is neutralized when the target
exploitation happens in the other input.

Secondly we study the influence of a countermeasure distribution. We con-
sider the tree with only one countermeasure mutable network. The other coun-
termeasures are deleted (the operational time is defined as ∞). The Fig. 4 shows
that the probability p that the attack succeeds increases when the rate λ of the
countermeasure exponential distribution decreases. For λ = 0.5, p = 0.67, for
λ = 1, p = 0.52, for λ = 1.5, p = 0.41 and for λ = 2, p = 0.37. Notice that the
discrete input distributions are constructed as explained above.
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Finally, we illustrate how compression influences the calculations on the full
tree of Fig. 2. We apply the naive approach with linear complexity to construct
bounding distributions. In the SEQ gate computations, the size of the results are
bounded with different values. In each case a lower bound and an upper bound
of the cumulative function are given. All the input distributions are discretized
with 100 bins. If we do not bound the size of the results, the final result has
about 8000 values. The results are shown in Fig. 5. The blue curve represents
the cumulative function without any compression. We see that if we bound the
result size to 600, the lower bound given by the red curve and the upper bound
given by the orange curve still give usable values even for the small time values.
The computations are less accurate when we bound the result size to 200. That
is illustrated by the green curves.

4 Conclusion

In this paper, we extend the framework to analyze Attack Trees given in [11]
to Attack Defense Trees with countermeasures. The completion times of attacks
and countermeasures are defined by finite discrete random variables. The output
distributions of the gates and finally the root of the tree are computed by a
bottom-up approach. However the sizes of the output distributions can become
quickly very large. We propose to derive bounding distributions with reduced
sizes by means of the stochastic comparison method. In practise, we obtain
fairly accurate bounds by compressing the output distribution even with linear
computational complexity algorithms. Therefore the quantitative evaluation of
Attack Trees with the presence of countermeasure can be efficiently provided by
the proposed methodology.

We consider to extend this approach to the other extensions of Attack Trees
and to the case when the basic events are not mutually independent.
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