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Abstract. Wireless sensor networks (WSN) have received wide atten-
tion in many fields of applications. Secure localization is a critical issue
in WSN. In the presence of malicious anchors, the traditional solution
is to detect the malicious anchors, use the information collected from
the normal anchors and then estimate the target location. The way of
thinking and operating is reformed by modeling the behavior of the mali-
cious anchors as perturbations. The secure localization is formulated as
a sparse reconstruction problem. A gradient projection algorithm with
variable step sizes is proposed to solve the sparse reconstruction. The pro-
posed algorithm utilizes sparse reconstruction formulation for obtaining
anchors information and identifying the malicious anchors by exploit-
ing the sparsity of malicious anchors. The proposed algorithm is further
modified to enhance the accuracy. The simulation results demonstrate
that the proposed algorithm can effectively identify the cheating anchors
and achieve great target anchors localization accuracy. The proposed
algorithm performs better than any other algorithms of interest.

Keywords: Wireless Sensor Networks (WSN) - Malicious anchor
detection - Sparse recovery - Gradient projection * Secure localization

1 Introduction

In the scenario of wireless sensor networks (WSN), a large quantities of wireless
sensor nodes are anchored and deployed to collect information and process data
[1]. In the coverage, WSN monitor the objects effectively and send considerable
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information to the observer [2]. WSN have been applied in various fields such
as underwater exploration, environment monitoring, fire surveillance [3]. Due to
the key roles of WSN and fragility of nodes anchored in the environment, node
secure location is a significant issue [4].

Limited by the function of WSN and the vulnerability of the nodes anchored
in the wild environment, the node secure localization significantly matters. The
current node localization formulation in WSN is usually classified into two cate-
gories: range-based and range-free mechanisms [5]. The range-based algorithms
adopt ranging technology to gather the distance information among nodes and
unknown nodes, by means of Radio Signal Strength Indicator(RSSI) [6], Time-
Difference of Arrival (TDoA), Angle of Arrival (AoA) [7]. The range-free algo-
rithms make use of the connectivity of networks to gather information of the
target anchors, by means of Distance Vector Hop(DV-Hop) [8], Approximate
Point-in-Triangulation Test(APIT) [9] and so on.

Localization systems are vulnerable to attackers, who wish to invalidate the
WSN’ functionality. Therefore, it is of significance to focus on the accuracy and
robustness of the localization. Secure localization algorithms proposed before are
straightforward: the first step is to filter out cheating anchors based on the con-
sistency of the anchors signal data set, the second one is to locate the target. An
algorithm implementing Isolation Forest is proposed to filter out the malicious
anchors [10]. MNDC and EMDC algorithms exploit cluster and evaluation of the
consistency of RSSI and ToA measurement to detect the cheating anchors [11].
Gradient Descent (GD) method with a selective pruning stage for inconsistent
measurements is used to achieve localization [12].

In this paper, we propose a detection algorithm by modeling malicious
anchors’ misbehavior into perturbations and reconstructing the sparse vector
to detect the malicious anchors and then locating the target. The paper is orga-
nized as follows: Section 2 presents the network model and formulation. The
proposed algorithm is developed in Sect. 3. The comparative experiments and
simulation results are demonstrated in Sect. 4. The summary and conclusion are
drawn in Sect. 5.

2 Network Model and Problem Formulations

2.1 Network Model

The network localization and the algorithm are considered in two-dimensional
sensor networks where the measurement of distance is stable and available
through ranging technology of TDoA. Each node provides location reference,
including its location information and the measured distance. The notations
used in this paper are listed in Table 1.

2.2 Problem Formulation

Especially, there is a WSN including anchor set {A1, Aa,..., A, }. To describe
easily, we make one common node as the target anchor with the real location as
t=[t,,t,]7. And thus the true distance between target anchors and others can
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Table 1. Summary of notations

Notations | Meanings

n Number of anchors

m Number of malicious anchors

r Number of reference anchors

k Number of observations

A; Location of the i-th anchor

t Location of the target node

d; Measured distance of the i-th anchor
n; Noise components of the i-th anchor
p Sparse vector

U; Attack components of the i-th anchor
bi Positive part of u;

i Negative part of u;

o Step size of the k-th iteration

AE Positive Scalars of the k-th iteration
P Operation of projection

By Scalars for size election

o5 Strength of the attacks

be represented ||A; — t||,7 = 1,2,...,n. The cheating anchors report their fake
measurement results, which can be simulated in Eq. 1.

d; = ||A; —t]| +n; +ui=1,2,...,n. (1)

where d; is the distance in the presence of measurement errors and malicious
anchors. n; represents the random errors, which are given by n; ~ NV (0,02). u;
simulates these misbehaviors attributed by malicious anchors, which are bounded
by N (us,02). ps is the mean, o2 is the variance.

The component of u; is nonzero if i-th anchors is cheating, otherwise the
value of w; is zero or nearly zero. Since the set of u; and the target location
are unknown in advance, we arrange the set of w;, ¢, and ¢, to sparse vector
p = {u1,us, ...un, tz, t, }. The goal is converted to the recovery of p.

3 Proposed Algorithm

Based on the above assumption, malicious anchors detection and target anchors
localization are formulated into the sparse reconstruction problem. In this
section, we proposed the algorithm using Basic Gradient Projection [13] for
sparse reconstruction and sequential probability ratio testing to locate the target
anchors and identify the cheating anchors. The algorithm includes the following
steps:
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1. Determine the initial target localization by recursive weighted least squares.
2. Perform the sparse reconstruction by Basic Gradient Projection.

The flow chart of the proposed algorithm is presented in Fig. 1. More specific
description is presented as follows.

START

Establish the signal receiving
model and the attack model

v

Simulate misbehavior of the
malicious anchors into the
perturbations

v

Recovery the sparse vector

v

Identify the nonzero perturbation
and location item

v

Eliminate the malicious anchors
by the nonzero item

;

Extract location information from
sparse vector

End

Fig. 1. Flow chart of the proposed algorithm

3.1 Determine the Initial Location

The following steps of the proposed algorithm benefit from starting points with
an accurate value. Hence, we firstly proposed recursive weighted linear least
squares for locating the initial location. The recursive weighted least squares are
relatively independent.

In the received signal strength measurement, we can make use of the energy
loss of signal to measure the distance between transmitter and receivers. The
logarithmic distance path loss model [13] is Eq. 2.

d; .
PR:PTi—IOalogd——i—ei,z: 1,2,...,n. (2)
0

where Pr; presents the power of the i-th transmitter, and Pg represents the signal
of power from the target anchor. a denotes path loss exponent. d; denotes the
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distance between the i-th anchor and the target node, while dy is the referenced
distance. ¢; is the measurement noise, which is bounded with N(0,02). After
rewriting the above equal by dividing 10a, we can get Eq. 3.

z =10%,1=1,2,...,n. (3)
Pri—PRr

where z; = 107 10a , y; = lgd; + 5. After UT and mathematical transform,
we can get the mean and variance of z;, which is denoted as Eq. 4, Eq. 4.

Z ~ ai| A — t]?, (4)
o2, ~ fill Ai — t]|*. (5)
\/503 \/gcrl2 \/ga%
where o; = 2 + £1075a 4+ £107 5 and 3; = 2(1 — ;) 4+ (1075a — o;)? +

Vio?
£(10- e a;)? [13]. The formulate the linear system model is Eq. 6,

b= At+w. (6)

We select the r-th anchor node as the reference anchor node, b is the observed

vector,
Z— 2t (af+a]) — (al +ad)

% 5., .9 2., .2
z Zr

b= Otiz_ai,\_"(xr_er)_(xz"‘xg) . (7)
R G OB G Y

while A is coefficient matrix,

Ty —T1 Yr — Y1

Ty — T2 Yr — Y2
A=2 , . (8)

Ly —Tn Yr — Yn
We denoted the covariance matrix as c(t). The solution of the weighted linear
least squares for Eq.6 is reduced to the minimization objective function f(t),
with the solution as Eq. 10.

ft)=(b—At)T xc(t)"! * (b — At). (9)
t=[ATc(t)'A]7'ATc(t) 'b. (10)
In order to calculate accurately, the recursive formula can be obtained by

putting the solution into the covariance matrix as Eq. 11.
te = [ATc(t* ) LA At )b (11)

We terminate with the solution t¥ if the stopping criterion, ||tk —t<=1|| <,
is satisfied.
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3.2 Gradient Projection for Sparse Reconstruction

In this section, we assemble the unknown perturbation w,;, i=1, 2, ....n and
the target location t=[t,,t,]7 into unknown vector p=[uy,uz, ..., Up, t;, t,] with
sparse features. The goal is converted to the recovery of p. The problem can be
transformed to the optimization problem:

p = argminG(p) = argmin » (d; — [|A = t[2 — w)* + Aful;  (12)
P p

To recover this vector, the Basic Gradient Projection algorithm is proposed
to reconstruct the vector p. Two vectors with positive value, ¢p=[¢1, ¢a, ..., on]T
and ¥=[11,s, ..., x|, are introduced to split the p into positive and negative
part. G(p) can be split into loss function part and regularization function part.
Let the vector 7=[¢?, 1T, t7]7 be the entire unknown vector in this process.
Equation 12 can be rewritten as:

p = argminG(p) = N(di — [A —t]o — 6+ + X 15 +w).  (13)

The process of iteration is:
k k k k
v" = P(t" — a"VG(T
{ ( () ”

T = 7k L AR (oF — R

where o is the variable step size, A* is a positive scalar. P(z) denotes the
operation of projecting z, specially projecting onto the corresponding positive
orthant along the negative gradient direction. Before the initial estimation, we
can get the start point t=[t,,t,].

There are several step selection schemes. In our case, the iteration points
produced tend to locate the boundary of the set. We choose the Armijo rule [13]
along the projection arc, in which the value of A* is 1 for all k£ and o is the first
number in the sequence of {1, 3, 32,...} until the inequality. 15 meets,

G(P(7F — o*VG(T%)))

15

< G(TF) = VG (M T (7% — P(r* — oFVG(7H))), (15)
where 3 € (1,2) and p € (0,0.5). After fixing the value of of, we set TF =
P(t% — a*VG(7F)). The iteration is terminated with the solution 75! by the
stopping criterion.

4 Simulation Results

To evaluate the proposed algorithm, the mean localization Error(MLE) and the
metrics set are introduced [14], including True Positive Rate(TPR) referring the
proportion of correctly identifying malicious anchors; False Negative Rate(FNR)
referring the possibility falsely identifying the cheating node as an honest node;
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False Positive Rate (FPR) referring the possibility falsely identifying an honest
node as a malicious one.

The evaluation of the proposed algorithms also includes comparison with
other algorithms, Malicious Anchor Node Detection based on Isolation For-
est(MANDIF) [10], using isolation forest and sequential probability ratio testing
to detecting the malicious nodes; Malicious Nodes Detection using Clustering
and Consistency (MNDC) and Enhanced Malicious Nodes Detection using Clus-
tering and Consistency (EMDC) [11]; GD algorithm with fixed steps and variable
steps [12]. Two kinds of GD algorithms are proposed, one is the fixed step size
algorithm GD, the other is the variable step size algorithm GD. For better per-
formance, we took the variable step size algorithm into the experiment. The rule
of the change of the step size is v(i) = 15 — %, in which «(7) represents the
step size of the i-th iteration, and M is the maximum number of iterations.

Table 2. Setting of Experiment I

nm B |p |a NI|K
3011 /0.5/0.1/1 |1 |1000

14 L) L) L) L) L} L} L} L}
—a— GPB(proposed)
12 —e—GD =
EMDC
— —*— MANDIF
E 10} B
S
w
S 8
©
N
S ef
s
=
=
3
= 4
2 > * —» —.— —T
a < < < < 9 < 1]
o N N L N N N N N
5 10 15 20 25 30 35 40 45 50

7 5(m)

Fig. 2. Mean Localization Error (MLE) curves with o5
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In the simulation experiment, we deploy m anchors containing n malicious
anchors randomly in the square field of 100m x 100m. The experiments below
were repeated over 1000 times to obtain accurate and stable results. In Exper-
iment I, we set the relatively simple environment where the malicious anchors
are in a small scale. The corresponding parameters are summarized in Table 2.
05 is the stength of the attacks. The Mean Localization Error (MLE) with vary-
ing o5 from 5 to 50 is manifested as Fig. 2. It is can be depicted that while the
EMDC and GD performance degrades as oy increases, the MANDIF and GPB
algorithms perform with stable and excellent features. Within the value range
of o, the average value of MLE of EMDC, GD, MANDIF and GPB are 6.623,
3.948, 1.914 and 1.308 respectively. The proposed algorithm can decrease the
localization error remarkably: by 80.3%, 66.9%, 31.7% compared to EMDC, GD
and MANDIF respectively.

1 T T T T T T 1 !

—&— GPB(proposed)
0.9 —e—GD n
EMDC
—#— MANDIF
0.8 .
0.7F 1

o

)
I
1

False Positive Rate
o =]
£ (¢}
1
L 1

o© o©

[N w

/
|

©

Ol e -— - 3
/44'—*’_4\4\4_/——4—\,. < h

4 < <

O 1 1 1 1 1 1 1 1
5 10 15 20 25 30 35 40 45 50

o5(m)

Fig. 3. FPR curves with o5

The False Negative Ratio(FNR), True Positive Ratio(TPR), and False Neg-
ative Ratio(FNR) curves of comparison algorithms and the proposed algorithm
with varying o are shown in Fig. 3, Fig. 4, Fig. 5 respectively. MNDC is proposed
to achieve malicious anchors detection and secure localization. There is a very
important premise condition to implement the method in EMDC: to guarantee
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the measurements of RSSI are not attacked while the measurements of ToA are
under attack. This precondition can be difficult to guarantee in the practical
scenario. The more violent the attack is, the larger the detection interval will
be. As a result there will be a lower false detection rate. However, the FPR of
GPB remains below 0.0699, The TPR remains above 0.9200, performing well
in a violent-attack environment and soft-attack environment. The stable and
excellent capability of the proposed algorithm comes from the fact that sparse
recovering is not affected by the size of the value of a non-zero item.

0.9‘.;-\_‘_\ e ——

[
T
o
()
=
B
o
o
Soa4f .
g2 U —<&— GPB(proposed)
= —e—GD
03} EMDC .
—*— MANDIF
0.2F 1
0.1F _
0 1 1 1 1 1 1 1 1
5 10 15 20 25 30 35 40 45 50

7 5(m)

Fig. 4. TPR curves with o5

Then, we consider a situation where the attack is more violent and the mali-
cious anchor nodes occupy a larger proportion. Based on the theorem and the
fact that: as long as the number of the malicious nodes m < "2;2, the target
node localization and all malicious anchors identification can be achieved at the
same time. We set the number of the malicious nodes to take up 40% of the
total nodes. Like Experiment I, m anchors including n malicious anchors were
deployed randomly in the field of 100m x 100m. The corresponding parameters

are summarized in Table 3.



Detection and Localization Algorithm Based on Sparse Reconstruction 875

Table 3. Setting of experiment IT

n | m B |p |ao 2l K
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Fig.5. FNR curves with o5

The Mean Localization Error (MLE) manifested as Fig.6. It is worth of
denoting that, within the value range of o4, the average value of localization
error of EMDC, GD, MANDIF and GPB are 20.78, 18.84, 13.59 and 13.59. The
positioning accuracy of other algorithms has declined, while the proposed one
remains accurate, decreasing by 43.1%, 37.2%, 13.0% compared with EMDC,
GD and MANDIF respectively.

The FPR, TPR and FNR curves of the proposed algorithm and other algo-
rithms are shown in Fig. 7, Fig. 8, Fig.9. The FPR of GPB keeps below 0.0812,
The TPR remains above 0.9010, performing better than other algorithms.
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Fig. 7. FPR curves with o5



Detection and Localization Algorithm Based on Sparse Reconstruction 877
1 T T T T T T T T
) < < < < —a—1
0.9 < < L
0.8 E
0.7 b
o
Sosl .
o
=
% 0.5 .
o
o
Soal -
-
0.3 -
—<&— GPB(proposed)
—e—GD
0.2 EMDC .
—=— MANDIF
0.1f E
O 1 1 L 1 1 1 1 1
5 10 15 20 25 30 35 40 45 50
o5(m)
Fig. 8. TPR curves with o5
1 T T T I I I L} L}
—&@— GPB(proposed)
0.9f —e—aGD i
: EMDC
—=*— MANDIF
0.8 1
0.7 F .
K]
T
0.6 .
o
=
So05F 5
% q
Q04F .
©
(NN
0.3F P
0.2F -1
L g P P - a t
01y = < < < < < D — '
0 1 1 1 1 1 1 1 1
5 10 15 20 25 30 35 40 45 50
as(m)

Fig. 9. FNR curves with o5



878 Z. Tang and X. Liu

5 Conclusions

In this paper, the localization problem is formulated as the sparse vector recovery
problem. The Gradient Projection Basic algorithm(GPB) is proposed to identify
the non-zero item and detect the malicious anchors. In the early stage of the pro-
posed algorithm, the recursive weighted linear square is proposed to obtain the
initially estimated position. The comparative experiments and simulation results
demonstrate that the proposed algorithm can identify the malicious anchors and
achieve successful localization with the probability above 0.9, which outperforms
other algorithms of interest.
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