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Abstract. This paper investigates the physical-layer security (PLS)
for the Internet of Things (IoT) using nonorthogonal multiple access
(NOMA) with an unmanned aerial vehicle (UAV)-enabled relaying (UR)
cluster in an urban environment. Consider a scenario where two energy-
limited IoT device (ID) clusters can use radio frequency (RF) energy
harvesting (EH) to send messages to a destination with the help of a
UR cluster in the presence of a passive eavesdropper. We propose a UR
and ID selection scheme, as well as the usage of artificial noise (AN), to
increase the PLS performance of system. As a result, closed-form closed-
form secrecy outage probability (SOP) expressions are derived. The effects
of network parameters on secrecy performance are also investigated to bet-
ter understand the NOMA UR system with NOMA UR. Finally, the accu-
racy of our analysis is verified by Monte-Carlo simulation results.

Keywords: Internet of Things · Unmanned aerial vehicles · Radio
frequency energy harvesting · Nonorthogonal multiple access · Physical
layer security

1 Introduction

Unmanned aerial vehicles (UAVs) can provide advanced services for edge-enabled
Internet of Things (IoT) applications, such as communication relays for ubiqui-
tous connectivity to ground IDs, due to their advantages of controllable mobility,
flexible deployment, and strong Line-of-Sight (LoS) channels [1–3]. For example,
the authors of [2] proposed a UAV-enabled relaying (UR) network with a UAV
acting as a decode-and-forward (DF) relay. In [3], Liang et al. studied an amplify-
and-forward (AF) UR network with the channels between the UR and ground
devices modeled as LoS propagation.
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IDs often use rechargeable batteries to keep networks connected. Batteries
must be recharged regularly to ensure continuous operation. For energy-limited
devices, a new technology is known as radio frequency (RF) energy harvesting
[4,5] has emerged to extend and increase battery life [6]. Because of their mobility
and adaptability, UR provides wireless power transfer (WPT) to ID while also
collecting and transmitting data to the target [7,8]. In [7] investigated UR use
DF scheme in IoT network network, in which UR first power many IDs via WPT,
and then IDs harvest energy to transmit data to UR. Similar to the model in
[7,8] employed both DF and AF schemes to UR.

Recently, nonorthogonal multiple access (NOMA) has much potential to
improve IDs’ transmission efficiency and connectivity [9]. Through superposition
coding and successive interference cancellation (SIC), NOMA improves system
throughput and spectral efficiency by enabling multi-user spectrum sharing [10].
NOMA has been applied in several scenarios, with UAV-assisted NOMA being
a promising IoT solution [11]. Jiang et al. employ a NOMA DF UR to ferry
data from a remote base station (BS) to multiple ground IDs. Moreover, in [12]
analyzed the performance of a NOMA DF UR-assisted WPT network, where
the UR is used as RF power transmitter and as a communication relay between
EH IDs and a BS.

In addition, the communication between the UAV and IDs may be eaves-
dropped on by nearby eavesdroppers, and the communication links may be
attacked due to wireless signal propagation characteristics. Thus, the secrecy
of UAV-based communication is a significant aspect affecting system perfor-
mance [13]. In this context, PLS can protect wireless data transmissions without
requiring secret keys or sophisticated algorithms, making it more suited for low
cost IDs [14]. For example, Wang et al. suggested a mobile relaying strategy with
four nodes: source, destination, UR, and eavesdropper [15]. In [16], the secrecy
performance of simultaneous wireless information and power transfer UR system
was studied using both AF and DF schemes.

Motivated by the above discussion, the secrecy performance for IoT systems
deploying RF EH NOMA UR over Rayleigh fading channels is studied in this
paper. In addition, we consider the probability of LoS and non-LoS (NLoS) for
UR-ground device wireless channels. Furthermore, we consider the imperfect SIC
(iSIC) component to ensure that the model is as close to reality. The following
are our paper’s main contributions:

– We propose the UR-ID selection scheme to improve system secrecy perfor-
mance by using the (AN) generated by the selected UR to enhance the PLS.

– We derive closed-form expressions of SOP for each ID cluster and the entire
system.

– The system secrecy performance is examined by numerical results to verify
the efficiency of our system.

The remainder of this paper is organized as follows. In Section 2, the sys-
tem model, the communication protocol are introduced. In Sect. 3, the SOPs
are analyzed. In Sect. 4, numerical results are presented and discussed. Finally,
conclusions are presented in Sect. 5.
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2 System Model and Communication Protocol

2.1 System and Channel Model

Fig. 1. System model for an RF EH NOMA UR system.

As illustrated in Fig. 1, we consider an RF EH NOMA UR system in which
two clusters of energy-limited ID (i.e. cluster A has M high-priority devices,
denoted by Im, 1 ≤ m ≤ M and cluster B has N low-priority devices, denoted
by In, 1 ≤ n ≤ N) wish to send confidential information to a ground destination
D through a UR cluster of K elements, denoted by Uk, 1 ≤ k ≤ K, in the
presence of a passive eavesdropper E. There are no direct links between the IDs
and D because of the presence of barriers in the urban environment. We assume
that all devices with a single antenna operate in half-duplex mode and that the
URs use the DF scheme [17]. The Rayleigh distribution is used to characterize
the small-scale fading of the channel coefficient hab, i.e., the channel power gain
|hab|2 is a random variable (RV) that follows an exponential distribution with
parameter λab, where ab is the link a → b, ab ∈ {ImUk, InUk, UkD,UkE}. For
clarity, we define the notations adopted throughout the remainder of this paper
in Table 1.

Without loss of generality, we use a three-dimensional Cartesian coordinate
system where D, E, and Ii, i ∈ (m,n) are on the ground with coordinates
D (xD, yD, 0), E (xE , xE , 0), and Ii (xi, xi, 0), respectively. The Uk is fixed at
HUk

> 0 [13], and its location is Uk (xUk
, yUk

,HUk
). Assume that the large-scale

fading of the channel between the UAV and ground devices is based on the prob-
abilistic LoS and NLoS model [18], which is influenced by building density and
distance between the Uk and ground devices. The likelihood of devices seeing a
LoS link is expressed as [18]

⎧
⎨

⎩

PLoS (ab) =
1

1 + ν exp (−υ [θab − ν])
,

PNLoS (ab) = 1 − PLoS (ab) ,
(1)
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Table 1. Notation

Notation Meaning Notation Meaning

M Number of IDs in cluster A I∗
A The best ID in cluster A

N Number of IDs in cluster B I∗
B The best ID in cluster B

K Number of URs in cluster UR U∗ The best UR in cluster UR

T Transmission block time α Time switching ratio (TSR)

PU Transmit power of UR η Energy conversion efficiency

ρ0, 1 − ρ0 Power allocation coefficient for
transmitted signal from I∗

A
and I∗

B to U∗

ρA, ρB , ρJ Power allocation coefficient for
signal xA, signal xB , and AN
from U∗ to D

ε0 The cancellation error factor
with iSIC at UR

ε1 The cancellation error factor
with iSIC at D

γU , γE Average transmit SNR
at U∗ and E

L̄(.) The mean path loss

where ν and υ are constant values that vary according to the surrounding
environment (such as suburban, urban, dense-urban) [19], the elevation angle
θab = 180

π arcsin
(

HU

dab

)
, and the distance between the UR and the ground device

dab =
√

(xb − xa)2 + (yb − ya)2 + HU
2. We were using the path-loss model in

[18] to accurately present the air-to-ground channels of UR networks, which
takes LoS and NLoS of a → b channels into consideration. The expressions are
as follows [13]:

Ll (ab) = κ−1
l d−σ

ab , (2)

where l ∈ {LoS,NLoS}, κl is parameters depend on environment and carrier
frequency, which can be expressed as κl = ξl(4πfc/c )2. fc is the carrier fre-
quency, c is the speed of light, and ξl is the excessive path losses of the LoS and
NLoS propagation, and σ is the path-loss exponent. The mean path loss, taking
into account the probability of both LoS and NLoS linkages from the UAV to
the ground devices is thus calculated as [18]

L̄ab = PLoS (ab) LLoS (ab) + PNLoS (ab) LNLoS (ab) . (3)

In this work, the URs first send their pilot signals to the D simultaneously.
Once the signal-to-noise ratios (SNRs) of all Uk to D channels have been esti-
mated [11], the D selects the best UR, denoted by the symbol U∗, which is the
one with the highest received SNR at the D. Thus, the indices and channel power
gain of a selected UAV U∗ in a UR cluster are represented as follow:

U∗ = arg max
1≤k≤K

{
|hUkD|2

}
, (4)

|hD|2 = max
1≤k≤K

{
|hUkD|2

}
. (5)
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Next, the IDs concurrently transmit pilot signals to the selected UAV. U∗

estimates the SNRs of all transmission channels from two clusters and then
selects the best ID in cluster A, denoted I∗

A, and the best ID in cluster B,
denoted I∗

B , as the ones with the greatest received SNRs at the selected UAV
terminal. Therefore, the indices and channel power gains of the selected ID in
clusters A and B are as follows:

I∗
O = arg max

i∈(m,n)

{
|hIiU∗ |2

}
, (6)

|hO|2 = max
i∈(m,n)

{
|hIiU∗ |2

}
, (7)

where O ∈ (A,B).

2.2 Communication Protocol

Fig. 2. Time flowchart of the considered RF EH NOMA UR network.

In the considered system, we use a time switching (TS) communication protocol
as shown in Fig. 2. This communication protocol is described as follows:

– In the first phase, during the duration of αT , I∗
O harvests energy from U∗,

where α (0 < α < 1) indicates the TSR [20], and T represents transmission
block time. Thus, the energy harvested at I∗

O can be expressed as follows:

EO =
ηPUgOαT

L̄O
, (8)

where, η is the EH efficiency coefficient, which depends on the rectification
(0 < η < 1), PU is the transmit power of U∗, gO = |hO|2. Noted that all
harvested energies are used for their transmission.

– In the second phase, I∗
O sends their own messages to U∗ during the period of

(1 − α) T/2. Thus, the received signal at U∗ is written as

yU =

√
PA

L̄A
ρ0gAxA +

√
PB

L̄B
(1 − ρ0)gBxB + nU , (9)

where PA = EA

(1−α)T/2 = βPU gA

L̄A
, PB = EB

(1−α)T/2 = βPU gB

L̄B
, β = 2ηα

(1−α) ,
ρ0 denotes the power allocation coefficient for transmitted signal from I∗

A

to U∗ and nU ∼ CN (0, N0) is additive white Gaussian noise (AWGN) at
U∗ [11]. Because the UR uses the DF transmission scheme, U∗ must first
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decode both xA and xB before forwarding. U∗ decodes xA first by treating
the signal corresponding to xB as interference. After successfully decoding xA,
U∗ decodes xB by canceling the known xA using the SIC method [10]. The
signal-to-interference-plus-noise ratio (SINR) for detect xA at U∗ is given by

γxA

U =
βγUρ0gA

2L̄2
B[

(1 − ρ0) βγUgB
2 + L̄2

B

]
L̄2

A

, (10)

where γU = PU/N0 . The SIC principle states that xB is decoded by subtract-
ing xA from γxA

U ; the SIC is perfect when xA is totally deleted. Otherwise,
xB will be decoded in the presence of residual interference due to iSIC [21].
We investigate the scenario of iSIC in this paper, therefore SINR at U∗ to
detect xB is given by

γxB

U =
(1 − ρ0) βγUgB

2L̄2
A

L̄2
B

(
ε0βγUρ0gA

2 + L̄2
A

) , (11)

where ε0 represents the residual interference due to iSIC, 0 ≤ ε0 ≤ 1, and ε0
refer to perfect SIC (pSIC).

– In the third phase, U∗ uses the downlink NOMA technique to forward the
correctly decoded messages to destination D. Because the channel state infor-
mation (CSI) of E is unknown, the AN is used for relaying communication in
order to increase information security [22]. It is a strategy that permits the
usable signals and the AN to transmit at the same time in order to degrade
the received signal of E while without impairing that of D. As a result, the
message sent from U∗ takes the following form:

xU =
√

ρAxA +
√

ρBxB +
√

ρJxJ , (12)

where ρA, ρB , and ρJ (ρA+ρB+ρJ = 1 and ρA > ρB) are the power allocation
coefficient for messages xA, xB , and AN xJ , respectively. Thus, the received
signal at D is as follows:

yD =

√
ρAPU

L̄D
gDxA +

√
ρBPU

L̄D
gDxB +

√
ρJPU

L̄D
gDxJ + nD, (13)

where gD = |hD|2 and nD ∼ CN (0, N0) is AWGN at D. Assuming the AN
can be removed at D [23]. Thus, the SINR to detect xA and xB at D are
expressed as follows:

γxA

D =
ρAγUgD

ρBγUgD + L̄U
, (14)

γxB

D =
ρBγUgD

ε1ρAγUgD + L̄U
, (15)

where ε1 represents residual interference due to the iSIC at the D. Similarly,
the expression of signal received at E is as follows:

yE =

√
ρAPU

L̄E
gExA +

√
ρBPU

L̄E
gExB +

√
ρJPU

L̄E
gExJ + nE , (16)
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where gE = |hE |2 and nE ∼ CN (0, N0) is AWGN at E. We suppose E is a
low-capacity passive eavesdropping device, so E can only eavesdrop on the
communication from U∗ to D. Assuming the AN cannot be removed at E
[22]. The SINR to detect xA and xB at E is given by

γxA

E =
ρAγEgE

(ρB + ρJ ) γEgE + L̄E
, (17)

γxB

E =
ρBγEgE

(ρA + ρJ ) γEgE + L̄E
, (18)

where γE = PU/N0.

Under Rayleigh fading [14], the corresponding cumulative distribution func-
tion (CDF) and probability density function (PDF) of channel power gains, gX ,
(X ∈ {A,B,D}) are respectively given by

FgX
(x) =

(
1 − e

− x
λX

)Ψ

=
Ψ∑

ψ=0

(
Ψ
ψ

)

(−1)ψ
e
− ψx

λX , (19)

fgX
(x) =

Ψ∑

ψ=1

(
Ψ
ψ

)
(−1)ψ+1

ψ

λX
e
− ψx

λX , (20)

where Ψ ∈ {K,M,N}.
The CDF and PDF of channel power gains gE are respectively expressed as

FgE
(x) = 1 − e

− x
λE , (21)

fgE
(x) =

1
λE

e
− x

λE . (22)

According to the above results, the CDFs of γxA

D and γxB

D are determined as
follows:

Fγ
xA
D

(x) =

⎧
⎨

⎩

1, x ≥ ρA /ρB

K∑

l=0

(
K
l

)

(−1)l
e
− xlL̄U

λD(ρA−ρBx)γU , x < ρA /ρB

, (23)

Fγ
xB
D

(x) =

⎧
⎨

⎩

1, x ≥ ρB /ε1ρA

K∑

l=0

(
K
l

)

(−1)l
e
− xlL̄U

λDγU (ρB−ε1ρAx) , x < ρB /ε1ρA

. (24)
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The CDFs and PDFs of γxA

E and γxB

E are respectively given by:

Fγ
xA
E

(x) =

{
1, x ≥ ρA /ρB+ρJ

1 − e
− xL̄E

λE [ρA−(ρB+ρJ )x]γE , x < ρA /ρB+ρJ

, (25)

fγ
xA
E

(x) =

{
0, x ≥ ρA /ρB+ρJ

ρAL̄E

λEγE [ρA−(ρB+ρJ )x]2
e
− xL̄E

λEγE [ρA−(ρB+ρJ )x] , x < ρA /ρB+ρJ

, (26)

Fγ
xB
E

(x) =

{
1, x ≥ ρB /ρA+ρJ

1 − e
− xL̄E

λEγE [ρB−(ρA+ρJ )x] , x < ρB /ρA+ρJ

, (27)

fγ
xB
E

(x) =

{
0, x ≥ ρB /ρA+ρJ

ρBL̄E

λEγE [ρB−(ρA+ρJ )x]2
e
− xL̄E

λEγE [ρB−(ρA+ρJ )x] , x < ρB /ρA+ρJ

. (28)

3 Secrecy Performance Analysis

In this section, we derive the expressions for the SOPs to evaluate the secrecy
performance of the considered system. It is possible for the proposed system to
experience a security outage event if the instantaneous secrecy capacity, denoted
by CxO

S , falls below a preset secrecy rate threshold, denoted by CO
th, which is

expressed as

SO = Pr
(
CxO

S < CO
th

)
, (29)

where CxO

S is expressed as follows [14]:

CxO

S = [CxO

D − CxO

E ]+ =

{
(1−α)

2 W log2
(

1+γ
xO
D

1+γ
xO
E

)
, γxO

D > γxO

E

0, γxO

D ≤ γxO

E

, (30)

where W is the system bandwidth, CxO

D and CxO

E are the capacities of D and
E to detect xO. The following lemmas are provided to characterize the secrecy
performance of an RF EH NOMA UR system.

Lemma 1. The closed-form expression of the (OP) PA of the considered system
in the second phase to detect xA is provided by

PA =
π

2QλB

M∑

i=0

N∑

j=1

Q∑

q=1

(
M
i

)(
N
j

)

×
(−1)i+j+1

j
√

1 − ζq
2

ωqln2 (ωq)
e
− i

√
θ1ln−2(ωq)+θ2

λA ωq
− jln−2(ωq)

λB , (31)

where θ1 = γthL̄2
A(1−ρ0)

ρ0L̄2
B

, θ2 = γthL̄2
A

βγU ρ0
, ζq = cos

(
π(2q−1)

2Q

)
, ωq = (ζq+1)

2 , γA
th =

2
2RA

W (1−α) − 1, and RA denote the data rate threshold.
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Proof. See Appendix A.

Lemma 2. The closed-form expression of the OP PB of the considered system
in the second phase to detect xB is provided by

PB =
π

2QλA

M∑

i=1

N∑

j=0

Q∑

q=1

(
M
i

)(
N
j

)

×
(−1)i+j+1

i
√

1 − ζq
2

ωqln2 (ωq)
e
− j

√
θ1ln−2(ωq)+θ2

λB ωq

iln−2(ωq)
λA , (32)

where θ3 = γB
thε0ρ0L̄2

B

(1−ρ0)L̄2
A

, θ4 = γB
thL̄2

B

(1−ρ0)βγU
, γB

th = 2
2RB

W (1−α) − 1, and RB denote the
data rate threshold.

Proof. Similar to the proof of Lemma 1.

Lemma 3. The closed-form expression of the SOP SA to detect xA of the third
phase is given by

SA =

{
IA, b1 ≥ b2

IA + e
− b1L̄E

λEγE [ρA−(ρB+ρJ )b1] , b1 < b2
, (33)

where IA = πτρAL̄E

2QλEγE

K∑

l=0

Q∑

q=1

(
K
l

)
(−1)l

√
1−ζq

2

[ρA−(ρB+ρJ )bτωq ]
2 e

− [φA(1+τωq)−1]lL̄U

λDγU (ρA−ρB [φA(1+τωq)−1])

×e
− τωqL̄E

λEγE [ρA−(ρB+ρJ )τωq ] , φA = 2
2CA

th
W (1−α) , b1 = ρA−ρB(φA−1)

ρBCth
, b2 = ρA

ρB+ρJ
, and

τ = min (b1, b2).

Proof. See Appendix B.

Lemma 4. The closed-form expression of the SOP SB to detect xB of the third
phase is given by

SB =

{
IB, c1 ≥ c2

IB + e
− c1L̄E

λEγE [ρB−(ρA+ρJ )c1] , c1 < c2
,

where IB = πμρBL̄E

2QλEγE

K∑

l=0

Q∑

q=1

(
K
l

)
(−1)l

√
1−ζq

2

[ρB−(ρA+ρJ )μωq ]
2 e

− [φB(1+μωq)−1]lL̄U

λDγU (ρB−ε1ρA[φB(1+μωq)−1])

×e
− μωqL̄E

λEγE [ρB−(ρA+ρJ )μωq ] , φB = 2
2CB

th
W (1−α) , c1 = ρB−ε1ρA(Cth−1)

ε1ρACth
, c2 = ρB

ρA+ρJ
, and

μ = min (c1, c2).

Proof. Similar to the proof of Lemma 3.

According to the proposed RF EH NOMA UR system, the system experiences
a secrecy outage when the signal xA or xB is not successfully decoded at U∗ in
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phase 2, or when the secrecy rate falls below the predefined threshold. As a
result, the SOP for detecting xO, represented by ΘO, is derived as

ΘO = PO + (1 − PO)SO. (34)

And the SOP of considered system is as follow:

ΘS = 1 − (1 − ΘA) (1 − ΘB) . (35)

4 Numerical Result

In this section, we describe the numerical results used to validate the analytical
expression of the SOP described in Sect. 3 for the RF EH NOMA UR system.
Specifically, we consider the following system parameters in all simulations [18]:
transmit SNR γU ∈ (0, 20) (dB); fc = 2.108 (Hz), c = 3.108; α ∈ (0.1, 0.9);
η = 0.75; σ = 2; ρ0 = 0.75, ρA = 0.5, ρB = 0.3, ρE = 0.2; ε0 = ε1 = 0.3;
the coordinates D(0, 0, 0), IA(5, 2, 0), IB(4, 1, 0), E(1, 3, 0), U(2, 2,HU∗), where
HU∗ ∈ (0, 20) (m); W = 102 (Hz); CA

th = CB
th = 0.05, RA = RB = 0.05

(bit/s/Hz); ν = 0.1581, υ = 9.6177, ξlos = 1 and ξnlos = 20.
The impact of the average SNR γU and the number of UR (K) on the SOP

of the IDs and the entire system is depicted in Fig. 3a. We discover that as γU

increases, the SOP for each ID and the entire system decreases. In other words,
raising the UR’s’ transmit power can improve the SOP. Furthermore, the figure
demonstrates that when K increases, the SOP reduces dramatically. This mean
that the more URs that permit signal transfer, the more probable the system is
to find the best UR to participate in the communication process.

0 5 10 15 20
10-3

10-2

10-1

100

S
O
P

0 5 10 15 20
10-3

10-2

10-1

100
(a) (b)

Fig. 3. Impact of average transmit SNR on SOP with different number of UR (K) in
(a) and numbers of ID in two clusters (M, N) in (b).

Figure 3b depicts the impact of the number of IDs in two clusters (M,N) on
the SOP of the IDs and the entire system. The findings indicate that increasing
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the number of IDs can reduce the SOP of each cluster and the entire system.
The results show that increasing the number of IDs in clusters can improve the
secrecy performance of the selected IDs as well as the entire system. This is due
to the fact that the selected IDs have better channel conditions in this scenario.

The influence of height of U∗ on the SOP of the IDs and the entire system is
depicted in Fig. 4a. As we can see, there appears to be an optimum H∗

U∗ value
for which the SOP value is minimized. This is due to the fact that while the
height of U∗ is low, the LoS probability is low, whereas the NLoS probability is
large; nonetheless, a high HU∗ results in a high path loss. As a result, there is a
point where the optimum SOP is reached.

0 5 10 15 20
10-3

10-2

10-1

100

S
O
P

0 0.2 0.4 0.6 0.8 1
10-3

10-2

10-1

100
(a) (b)

Fig. 4. Impact of height of UR (HU∗) in (a) and time switching ratio (α) in (b) on
SOP.

Figure 4b shows the effect of TSR α on the SOP of the IDs and the entire
system. The SOP reduces when α increases from 0.5 to 0.8. Then, as α continues
to rise, the SOP rises again. Because α is small, less time is spent in the EH phase,
resulting in less energy harvested by IDs. When α is larger, IDs can gather more
energy, resulting in optimal secrecy performance. However, when α increases,
less time is available for phase 2 and phase 3, reducing system reliability and
increasing SOP. Based on these findings, we infer that α∗ is the ideal value for
minimizing SOP.

We investigating a residual interference in Fig. 5a for two cases pSIC and
iSIC. The pSIC case ε0 = ε1 = 0 and the iSIC case ε0 = ε1 = 0.3. It is clear
that ε0 and ε1 harm on system secrecy performance, i.e., when they increase,
the higher values of the SOP can be observed. Increasing the values of ε0 and ε1
reduces the SINR for decoding the xB signal at U∗ and D, hence increasing the
SOP.
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Fig. 5. Impact of the pSIC and iSIC (ε0, ε1) in (a) and the power allocation coefficient
for artificial noise in (b) on SOP.

Figure 5b depicts the impact of the AN on the SOP of the IDs and the entire
system. In this experiment, we set ρJ = 0.6 and investigate the effect of the AN.
We can see is that the SOP of the system tends to decrease gradually, reach a
minimum, and then grow as ρJ increases. Because when ρJ = 0, U∗ interacts
with D without using AN, the probability that E can decode the signal from
U∗ is high, leading to the high value of the SOP. As the AN power increases,
the interference at E increases, hence reducing the SOP. Increasing ρJ makes it
harder for E to eavesdrop, but it reduces the power available for useful signal
transmission, increasing the SOP. So, while ρJ can improve system SOP, it is
necessary to find the optimal ρ∗

J value for minimum SOP.

5 Conclusion

In this paper, we investigated the secrecy outage performance of an RF EH
NOMA UR system over Rayleigh fading channel. We propose a three-phase
system operating protocol based on UR-ID selection, focusing RF EH and AN
techniques to increase secrecy outage performance. As a result, we obtain closed-
form expressions of SOP for each ID cluster and the entire system. We provided
numerical results to verify the proposed system secrecy performance.
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A Proof of Lemma 1

Here, we derive the closed-form expression of PA as follows

PA = Pr
(
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=
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(
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)
, and ωq = (ζq+1)

2 .
Note that step (a) is obtained by applying the Gaussian-Chebyshev quadrature
method with Q is the complexity-vs-accuracy trade-off coefficient. This ends our
proof.

B Proof of Lemma 2

From Eq. (29) we derive closed-form expression of the SOP SA as follow
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where IA
(b)
= πτρAL̄E

2QλEγE

K∑

l=0
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ρBCth
, b2 = ρA

ρB+ρJ
, and τ =

min (b1, b2). Note that step (b) is obtained by applying the Gaussian-Chebyshev
quadrature method with Q is the complexity-vs-accuracy trade-off coefficient.
This ends our proof.
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