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Microservice architecture is a development model that has become more and
more popular in recent years. Microservice-based applications typically involve
the execution and interoperability of multiple microservices, each of which can
be implemented, deployed, and updated independently without compromising
application integrity [1,2]. In recent years, especially due to the proliferation
of cloud technologies, the focus has been on applying workflow techniques on
distributed environments. Motivated by this observation, we envision workflows
that are composed of microservices, i.e., services which move away from the more
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architectural style that uses containerization technology to deploy,
update, and scale independently and quickly. A complex microservice
flow that is composed of a set of microservices can be characterized by
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to provide overall QoS metrics for a complex microservice flow. Besides,
leveraging the cost and performance of a complex microservice flow to
find an optimal end-to-end container allocation solution with QoS guar-
antee is also a challenge. In this paper, we define an end-to-end QoS
aggregation model for the complex microservice flow, and formulate the
end-to-end container allocation problem of microservice flow as a non-
linear optimization problem, and propose an ONSGA2-DE algorithm to
solve this problem. We comprehensively evaluate our modeling method
and optimization algorithms on the open-source microservice benchmark
Sock Shop. The results of experiments show that our method can effec-
tively assist in the QoS management and container allocation of complex
microservice flow.
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traditional large monolithic back-end applications by splitting the functionality
into a set of smaller more manageable services [3]. Microservice flow, containing
a set of microservices with data dependency between each other, is processed by
multiple microservices that correspond to the tasks in the workflow. Microservice
flow is a new manifestation of application independence. This independence in
microservice flow management dramatically improves the scalability, portability,
renewability, and availability of applications. Nevertheless, the price is high-cost
overhead and complex resource usage dynamics [4]. Blindly allocating resources
to the application to meet increasing loads is not cost-effective. Cloud providers
would like to automatic elasticity management. Minimize the cloud resources
allocated to an application to reduce operational cost while ensuring that the
chosen cloud resources can support the service level agreement (SLA) agreed
by the client. Currently, there is a lack of research on microservice flow in the
field of microservices. Therefore, end-to-end quality of service (QoS) modeling [5]
and container allocation optimization are one of the most critical concerns for
complex microservice flows.

Different from traditional monolithic applications, end-to-end complex
microservice flows bring two new challenges to QoS aggregation and container
resource allocation. Firstly, the microservice flow is characterized by a complex
request execution path spanning multiple microservices [6], forming a directed
acyclic graph (DAG). Secondly, microservices run as containers hosted on virtual
machines (VMs) clusters in a cloud environment, and application performance is
often degraded in unpredictable ways, such as [8,9]. Traditional cloud providers
support simple and relatively fast resource allocation for applications. It is not a
simple task to run a specific application based on QoS requirements to determine
an optimal and cost-effective container allocation strategy. Container allocation
is a typical nonlinear optimization problem and has been proved to be an NP-
hard problem [7]. An effective container resource allocation method not only
satisfies the load requirements of the cluster but also ensures other QoS indi-
cators, such as the reliability of the cluster. So far, minimal efforts have been
directly devoted to QoS management and container allocation optimization for
microservice flows.

Aiming at the above challenges, we define an end-to-end QoS aggregation
model method for the complex microservice flow and represent the container allo-
cation problem of microservice flow as a nonlinear optimization problem which
minimizes the communication cost and the load balancing between containers
under a user-specified response time constraint, and propose an ONSGA2-DE
algorithm to solve this problem. In particular, we make the following contribu-
tions.

(a) End-to-end QoS aggregation can provide an overall QoS metric evaluation
method for complex microservice flows. To the best of our knowledge, this
is the first attempt at designing an end-to-end QoS aggregation model for
the complex microservice flow.

(b) End-to-end container allocation provides an overall configuration optimiza-
tion solution for complex microservice flows that meet SLAs. We represent
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the container allocation problem of microservice flow as a nonlinear optimiza-
tion problem and solve effectively by the proposed ONSGA2-DE algorithm.

(c) We demonstrate the feasibility of using the proposed QoS aggregation model
and container allocation strategy to make effective container scaling and
achieve container allocation optimization of microservice flow.

The rest of this paper is organized as follows. In Sect. 2, we introduce our
system model. In Sect. 3, we propose a heuristic algorithm for container alloca-
tion optimization. Next, in Sect. 4, performance evaluations of our solution are
presented, and Sect. 5 discusses related research. Section 6 concludes the article.
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Fig. 1. Microservice composition and deployment [10].

2 System Model

2.1 Microservice Flow

As shown in Fig. 1, the microservice architecture [10] defines a framework that
structures an application structure as a set of loosely coupled, collaborative, and
interconnected services, each implementing a set of related functions. A workflow
is defined as “the automation of a business process, in whole or part, during which
documents, information, or tasks are passed from one participant to another for
action, according to a set of procedural rules” by the workflow management
coalition (WFMC) [11]. In particular, each workflow is implemented as a tightly
coupled set of tasks and has its workflow execution plan that specifies how to
run the workflow on a distributed computation infrastructure [12].
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Fig. 2. Microservice flow with ten microservices.

Definition 1. Microservice Flow.

The microservice flow is the set of microservices and the interoperabil-
ity between them. These interoperability relationships are established when
microservices consume results generated by other microservices. According to
the definition of cloud workflow, a microservice flow W = (M, E) is modeled as
a DAG where the set of vertices M = {my, ma, -+ ,my} represents microservice
ms;, and F is a set of directed edges that represent data or control dependencies
between the microservices. A dependency e;; is a precedence constraint of the
form (m;, m;), where, m;,m; € M, and m; # m;. It implies that microservice
ms; (child microservice) can only be started after the microservice ms; (parent
microservice) has completed execution and transferred reliant data to ms;. Thus,
a child microservice cannot execute until all its parent microservices have finished
execution and satisfied the required dependencies. For a complex microservices
flow, we abstract it, as shown in Fig. 2. Each microservice ms; takes responsibil-
ity to complete a specific subfunction for requests to the microservice flow. Each
microservice is deployed and scaled independently without impacting the rest of
the application.

Each microservice is characterized as a tuple (msreq;, res;, QoS;, set;), where
msreq; is the number of microservice id 7 requests required to satisfy one applica-
tion workload; res; represents the computational resources consumed to satisfy
one request of the microservice id i; QoS; represents the QoS parameters for an
instance of the microservice id i; set; is the set of consumer microservices for
the microservice ms;. Each microservice is executed in the system encapsulated
in one or more containers conty. Similar to existing work, it is guaranteed that
each request for microservice ms; would be assigned to one container.

2.2 QoS Aggregation Model

In a workflow management environment, a modeller will create an abstract work-
flow description, which is used for the integration of available services into the
workflow. In the case of a workflow consisting of services only, the result of the
integration process can be seen as a service composition [13]. Since the motivation
for this work is to use the composition of microservice in the workflow domain,
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Table 1. QoS aggregation model for four composition modes.

Parameters Sequential Parallel Conditional | Loop

Response time|> " | grr|ms;| |maz(grr|msi|, grr|msa|, |> i, prix |hx

(Qrr) -+, qrT|MSn]) grr|ms;|  |qrr|ms;|
Reliability > qretlmsi| 'max(qret|msi|, qrei|msa|, |3 i, prix | hx
(Qrer) ++ , qRel|MSn]|) qret|msi|  |qret|ms;|

Availability |37 | gava|msi||maz(gavalmsi], qava|lmsz|, > 1 prix  |hx

(Qava) “*,qAva|msn]) qAva|msi|  |qava|msi]
sequential
= s mode

oop ——+

parallel mode

conditional
mode

Fig. 3. Different patterns of the composition model.

the composition patterns are based on structural elements as used in workflow
descriptions. Services in a microservice flow can be composed based on four
basic modes: sequential mode, loop mode, conditional mode, and parallel mode,
as shown in Fig. 3. A complete microservice flow can be easily decomposed into
these four modes. Applying this procedure, the aggregation can be performed on
the basis of each composition pattern. [13] has presented a composition model
that can serve as a basis for aggregation of service properties regarding QoS
dimensions. Inspired by it, this paper uses QoS aggregation to model the QoS of
the entire microservice flow. There are five aggregation operations for develop-
ing an aggregation formula, including summation, average, multiplication, min,
and max. Here, we choose QoS; as (qrr;, qRel;» GAva; ) These three indicators
are the most representative of QoS. Based on them, the aggregation method
of microservice flow is given. Table 1 presents the response time, the reliability,
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and the availability calculation formulas based on the four basic relations of
sequential, parallel, conditional, and loop, respectively, where n is the number
of microservice.

3 Solution: Container Allocation Optimization

3.1 Optimization Model

Container allocation mechanisms of microservice flow are based not only on the
resource capacity but also consider the nature of the workload. Each microservice
of the microservice flow has multiple running instances, and each microservice
instance is encapsulated in one container. The scalability of microservice flow
means that the container allocation can be appropriately scaled according to
the resource usage rate, ensuring that some microservice instances would not
become the performance bottleneck of system. In this paper, we focus on the
allocation of container with QoS guarantee, so the communication cost and load
balancing are formulated as optimization objectivities, and the QoS of response
time is modeled as the QoS constraint. If some microservice flow applications
have high QoS requirements for the availability and reliability, the optimization
model can also include the QoS of availability and reliability as constraints.
Table 2 presents the key notations.

The first optimization objective is the communication cost. The communica-
tion cost among microservices is related to two key factors: the network distance
between containers assigned to two interoperable microservices, and the number
of requests between the two microservices. Consider that consumer microservices
and provider microservices may run multiple container instances simultaneously.
This paper uses the average network distance of all the container pairs between
consumer microservice and provider microservice to calculate the communication
cost between two microservices. The communication cost for node j to commu-
nicate with other nodes is formalized in (1).

n . .
commCost; = Z iii}zz Z | dist(j,m) (1)
i=1 msyEset; Amelist(msy)

For the second optimization objective, we consider that the cluster needs to be
load balanced. The cluster is balanced when the use of the nodes is uniform
across the cluster, i.e., the consumption of computational resources is uniformly
distributed among the VMs [14]. A high scale; of a microservice is penalized
when the container is underused, and a low scale; is penalized when the num-
ber of microservice requests is very high. With scale; changes, we can achieve
automatic elasticity management. We use the standard deviation of computing
resource usage to evaluate the balance of the cluster. The resources consumed
by each node are formalized in (2).

m

nodeU sage; = Z

i=1

ureq X msreq; X res;

T T () e)
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Table 2. Summary of the system model.

Parameter | Description

ureq Number of user workloads

msreq; ms; requests number needed for each workload
res; Computational resources required for a ms; request
QoS; QoS parameters for a ms; instance

set; The set of consumer microservice for ms;

scale; Number of containers for ms;

dist(i,j) | Network distance between vm; and vm;
z(j,1) The number of container assigned on vm; for microservice ms;

list(ms;) | List of containers to which ms; is allocated

QRrT Response time for the entire microservice flow

QRel Reliability for the entire microservice flow

Q Ava Availability for the entire microservice flow

T The response time for the entire microservice flow specified in
the service level agreement

pri Conditional probability

h Loop times

ms; Microservice with id.i

conty Container with id.k

VM Virtual machine with id.j

To summarize, our aim can be defined as a multi-objective optimization prob-
lem, where the solution establishes the allocation of containers to the VMs,
by minimizing (i) the communication cost and (ii) the load imbalance between
containers. We formulate the optimization problem as follows: Given a microser-
vice flow instance and a set of available VMs, we wish to find an allocation
A(t) : ms;(conty) — vmj,vm; € VMs, by minimizing

Z commCost;, (3)
jEN
o(nodeUsage1, nodeUsages, - - - ,nodeUsage;), (4)
subject to the constraint
Qrr <T, (5)
Z z(j,1) = scale;. (6)
JEN

This optimization problem is NP-complete because all the possible container
allocation strategies should be evaluated to find the optimal solution. A meta-
heuristic method must be employed to address the problem [15].
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Table 3. ONSGA2-DE algorithm execution parameters.

Parameter Value

populationSize 200
generationNumber 200
Mutation probability | 0.25

Scale factor F 2
Control ratio k rand(0,1)
Pemax 1
Pemin 0

3.2 Proposed Container Allocation Algorithm

The container allocation problem is represented as a multi-objective optimization
problem. The Non-dominated Sorting Genetic Algorithm-IT (NSGA2), which
is considered a standard approach for multi-objective optimization problems
in resource management problem for container allocation. NSGA2 [16] has
high computational efficiency and high-quality solution set when processing the
low-dimensional multi-objective optimization problem. In Differential Evolution
(DE) Algorithm, the most novel feature is its mutation operation. In the ini-
tial stage of the algorithm iteration, the individual differences of the popula-
tion are considerable. Such a mutation operation will make the algorithm have
robust global search ability. By the end of the iteration, the population tends
to converge, and the differences between individuals decrease, which makes the
algorithm have strong local search capabilities. In order to further improve the
diversity of the population and prevent the algorithm from converging to a local
optimum, we propose a heuristic ONSGA2-DE algorithm in this paper. The
algorithm introduces opposition-based learning in the iterative process of the
population, and a crossover and mutation strategy of DE algorithm is applied
as the operator. The ONSGA2-DE algorithm increases the diversity of the pop-
ulation and prevents local convergence.

Opposition-Based Learning. Apply the opposition-based learning to the
evolution process, calculate the reverse individual X* for the individual X in
each generation of the evolution process. During opposition-based learning, the
population is evolved towards better fitness value by the specific evolutionary
strategy. And the better individuals are selected from both the original popu-
lation and the opposite population to produce the next generation. Similarly,
an opposite point in the multi-dimensional case can be defined as follows [17]:

Let P(x1, 22, -+ ,xp) be a point in D- dimensional space, where, x1,x2,-- ,zp
are real numbers and z; € [a;,b;],5 = 1,2--- , D. The opposite point of P* is
denoted by P*(z1*,z2*, - ,2p*) where

z;" = a; +b; — (7)
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Algorithm 1. ONSGA2-DE

1: INPUT: populationSize, generation Number,
2: mutationPro, Pemaz, Pemin, F) k
3: OUTPUT:Pareto optimal
4: Generate randomly P; of size populationSize, t =0
5: for t < generationNumber do
6:  if rand(0,1) > P. then
T for i < populationSize do
8: for child;, father:, fathersa, fathers are selected by Tournament
9: child;"*" = fatheri + F(fathers — fathers)
10: if random() < mutationPro then
11: mutation(child;"")
12: end if
13: Qt = Qt U Chlldlnew
14: end for
15:  else
16: for i < populationSize do
17: Childinew = k(al + bz) — Cthdz
18: Qt = Qt U Childinew
19: end for
20:  end if

21: Rt == Qt U Pt

22:  fitness = calculateFitness(Ry)

23:  fronts = fastNonDominatedSort(Ry, fitness)

24:  distances = calculateCrowdingDistances(Ry:, fronts)
25:  Py4q = SelectTopN (Ry, fronts, distances)

26: t=t+1

27: end for

28: Solution = fronts[1]

However, considering that in the later stage of the algorithm, the population P
has formed a certain rule and is close to the optimal solution region. It is of little
significance to solve the reverse population in the later stage of the algorithm
and the running speed of the algorithm is slowed down. In every generation
of evolution, its opposite individual X* is calculated by a certain probability
of opposition, and in the process of evolution, P.(probability) is linear decline.
Therefore, the following method is designed in this paper:

t

Pc - Pcmaa: populationSize (Pcmaa: Pcmzn) (8)
In each algorithm iteration, a set of new individuals, with the same size as the
population, is generated (lines 6 to 20 in Algorithm 1). Including the crossover
and mutation of the DE algorithm to generate a new population (lines 7 to
14). And generate a new population through opposition-based learning (lines
16 to 19). These new individuals are joined with the individuals in the parent
population (line 21), obtaining a set that is double the size of the population.
Only half of the individuals need to be selected for the offspring. The front
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levels and crowding distances of the new set are calculated and applied to order
the solution set (lines 22 to 25). The best half of the solutions are selected as
individuals of the offspring, and the remainder are rejected. The time complexity
of the algorithm is related to the population P and the number of optimization
objectives. The time complexity is O(M N?), N represents the population size,
and M represents the number of optimization objectives. Table 3 summarizes the
parameters for the execution of the ONSGA2-DE algorithm.

4 Experiment

For container allocation of microservice flows, we use Sock Shop. It is an
open-source microservices benchmark specifically for container platforms and
a microservices demo application. The Sock Shop simulates an e-commerce site,
with the specific goal of helping to demonstrate and test existing microservices
and cloud-native technologies. The parameter values for the microservices stack
was estimated from [7].

In order to study the results of our method under different experimental
conditions, we set up several different experimental configurations. Workload
changes |workloads| = [10, 20, 30, 40] reflect the flexible management of the
application. The capacity of the cluster is the number of available |[VMs| = [100,
200] and their computational capacities cap = 800. Network distance among
the nodes is dist(i,j) = [1.0, 4.0]. The simulation grr(ms;) = 0.458, 0.891,
0.514, 0.17, 0.523, 0.364, 0.683, 0.371, 0.236, 0.537. Using the QoS aggregation
formula, we calculate the Qg of the microservice flow instance. And it is less
than the response time specified in the service level agreement. The compar-
isons of the three algorithms are performed in two aspects: communication cost,
and load balancing of containers. Among them, we need to normalize two opti-
mization objectives. This Solution(x) was calculated as the weighted average of
the normalized values of the two objectives in (9). Maxcommcosts MiNcommCost
are the maximum and minimum values of the communication cost, respectively.
MAT nodeUsages MiMnodeUsage ar€ the maximum and minimum values of the stan-
dard deviation of the resource usages of the nodes.

. 1 commCost(x) — min Cost
Solution(x) = = x (2) _CommEoT 4+
2 MaxcommdCost — MiNcommCost (9)
1 nodeUsage(x) — MiNpodetsage
— X -
2 MAaTnodeUsage — MMNnodeU sage

As shown in Fig.4(a), (b), experiments with ten workloads, and 100 nodes are
performed. We can observe the change of the iterative process of two optimization
objectives under constraints. Figure 4(a) is an iterative process of communication
cost for the three algorithms. Communication cost is measured in terms of the
average network distance and request number between all interacting microser-
vices. We want two microservice instances with interaction to be distributed
on the same node or adjacent nodes. This can reduce communication cost. We
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clearly see that communication cost decreases as iteration progress. This also
means that the distribution of nodes is ideal. Figure4(b) shows the iterative
process of the standard deviation. The standard deviation value represents the
degree of balance of the cluster load. We can see that the standard deviation
value gradually decreases with the process of iteration, which also means that
the load between the containers is approaching equilibrium. From Fig. 4(a), (b),
we can see that the NSGA2 algorithm performs worst, and the ONSGA2-DE
algorithm performs best. Our proposed algorithm performs better than the con-
trasted algorithms in terms of convergence speed and optimal value. Because
the ONSGA2-DE algorithm uses reverse learning, it has optimized the diversity
and convergence of the population. The crossover and mutation stages of the
ONSGAZ2-DE algorithm are combined with the DE algorithm. Then adds DE
operator to generate new individuals, which improves the generation stage. So
it is better than NSGA2-DE.

Figure5 shows the comparative results of the two objective functions for
the three algorithms with 20 workloads and 100 nodes. Increased user requests
and the values of the two objective functions increased correspondingly. We
increase the number of workloads to 30 and 40, and the number of nodes to 200
and observe the changes in the two objective values again in Fig.6, Fig.7. In
general, we can see that the ONSGA2-DE algorithm works best. The ONSGA2-
DE algorithm can find an optimal solution, and the value of the optimization
objective is always better than the other two algorithms.

5 Related Work

QoS management for cloud applications has been an important research topic
for many years [18]. Due to many complex interactions and performance changes
caused by cloud computing, significant challenges are presented in model-
ing system performance, identifying key resource bottlenecks, and effective
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management [19,20]. From web services to cloud services, QoS management
research focuses on QoS requirements specification, and QoS service selection [21]
that is based on QoS aggregation technology [13]. End-to-end QoS aggrega-
tion model can provide an overall QoS metric evaluation method for complex
microservice flows. Cloud providers would like to minimize the cloud resources
allocated to an application to reduce operational cost while ensuring that the
chosen cloud resources can support the SLA.

Since entering the era of cloud computing, resource allocation methods in the
cloud have been widely studied. However, more research on cloud application
mainly focuses on resource allocation of VMs to achieve performance-oriented
load balancing or energy-oriented load integration [22]. With the development
of container technology, some practical container allocation solutions are pro-
posed, but there are still some important problems to be solved in container-
based microservice management. Container allocation will improve the overall
performance and resource utilization of the system. This characteristic of con-
tainer allocation helps to reduce energy consumption and achieve better system
improvements and user satisfaction. Some research focused on the optimization
of resource management in the field of microservice applications [9,23]. Accord-
ing to some of the surveys released, it included a wide range of techniques for
addressing resource management issues, such as scheduling [27], provisioning [24],
and distribution [25]. We can describe the container allocation problem as a
multi-objective optimization problem, which can be solved by evolutionary algo-
rithms [26]. Also, genetic algorithms are often used in resource management of
cloud environments. The adequacy of genetic algorithms, especially NSGA2, has
been widely proven [16]. Guerrero et al. [7] used genetic algorithms to optimize
container allocation in cloud structures, which enhanced system provisioning,
system performance, system failure, and network overhead. Bao et al. [5] pro-
posed a performance modeling and workflow scheduling method for microservice-
based applications in the cloud, and a heuristic scheduling scheme was used for
an application containing multiple microservices. Gribaudo et al. [9] proposed a
performance evaluation method for applications based on large-scale distributed
microservices.

To the best of our knowledge, the proposed method differs from the existing
efforts in three aspects: (i) Our work is oriented end-to-end complex microser-
vice flows. (ii) We propose an end-to-end QoS aggregation model and container
allocation method for the complex microservice flow. (iii) We prove that the
heuristic ONSGA2-DE algorithm implements a container allocation strategy and
automatic elasticity management.

6 Conclusion

Microservice architecture styles are becoming increasingly popular in both
academia and industry. QoS management and container allocation are two criti-
cal issues for microservice flows. In this paper, we have proposed a QoS aggrega-
tion model based on microservice flow, formulate a microservice flow container
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allocation problem to minimize communication cost and load imbalance between
containers, and solve the problem by using ONSGA2-DE algorithm. Our work on
QoS management and container resource optimization has been validated and
evaluated through experimental and simulation results. Experimental results
show that our model can find an optimal decision scheme to guarantee the QoS
of microservice flow.

Future work will be pursued in several directions. Firstly, we assumed that
VMs had the same capacity, but in reality, there were different types of VMs. In
future work, we will consider the effects of changes in the capacity and type of
VMs on the experimental results. Secondly, this paper focuses on the QoS man-
agement and container resource allocation of a single flow consisting of multiple
microservices. Therefore, microservices can be maintained separately, scaled, or
discarded as necessary. The problem of allocation for multiple complex microser-
vice flows is the direction of our future research.
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