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Abstract. Electronic health records data has the characteristics of massive, multi-
modal, heterogeneous, but electronic health records data is easy to be invaded,
leading to the disclosure of patient personal information. Health record manage-
ment systems often ignore the security problems when patients interact with other
roles, and the traditional encryptionmethods have been difficult to effectivelymeet
the security needs of modern privacy data. Therefore, a fast encryption method
of electronic health record data based on privacy protection is proposed. Mainly
through the combination of privacy protection and homomorphic encryption tech-
nology to achieve distributed user privacy data protection, the mining effect of
privacy protection is effectively improved, and the data security is guaranteed. The
effectiveness and practicability of this method in data privacy security protection
are verified by experiments.
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1 Introduction

Electronic health records began to be used as early as the end of the 1960s. It records
the occurrence, development and treatment outcome of individual diseases, and has high
medical value. Electronic health record data has the characteristics of massive, multi-
modal and heterogeneous, and its complexity and magnitude of data are far beyond the
scope of general data processing tasks. Computer theory, especially the development
of emerging technologies such as data storage, machine learning and cloud computing,
makes it possible to process massive electronic health archive data and extract useful
information such as rules and patterns, which can be used for pathological analysis
and disease early warning. However, the information security protection of the medical
industry started late, and medical data leakage accidents emerge in endlessly. Hospital
managers have absolute control over these electronic health records, which may be
maliciously deleted, modified or leaked by internal personnel. If the privacy protection
of individuals is not considered, the collection and applicationof electronic health records
data will be greatly hindered [1, 2].
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The traditional sub health archives data encryption method only uses a single data
encryption technology in the data encryption process, resulting in a small coverage
of data encryption, a decline in encryption quality, and difficult to meet the security
needs of modern privacy data. Therefore, a fast encryption method for electronic health
archives data based on privacy protection is proposed. Aiming at the problem of single
data encryption method, the distributed user privacy data protection is mainly real-
ized by combining privacy protection with homomorphic encryption technology, which
effectively improves the mining effect of privacy protection and ensures data security.

2 Related Work

The extraction and mining of valuable knowledge is realized through big data mining
technology in diverse data (with massive and irregular characteristics). The realiza-
tion methods of mining should be fully considered. The data mining methods based
on privacy protection mainly include association rules data mining methods, sequential
pattern data mining methods, encryption, and clustering data mining methods. In order
to ensure the smooth progress of big data mining, it is necessary to take corresponding
restraint measures for different sites to improve their self-restraint management capa-
bilities, and try to avoid the problem of privacy data leakage. In recent years, some
academic research results have been achieved, for example, using corresponding data
mining methods (based on privacy protection) to improve the execution efficiency and
privacy security of data mining based on semi-honest and malicious models; On the
basis of in-depth exploration of security protection), a data mining method (based on
the hiding of important sequence attributes) is designed, so that the data privacy protec-
tion function can be effectively realized; For the distributed environment, a data mining
method based on privacy protection is completed. The mining method can effectively
solve the problem of privacy leakage in the mining process [3, 4].

3 Methods

3.1 User Privacy Protection

Electronic health record datafilemanagement involves usermanagement, authentication,
data isolation and other aspects of design. Data isolation can protect individual data,
separate the data of different users, and ensure personal privacy, so as to build a user
privacy protection structure, as shown in Fig. 1 below:

According to Fig. 1, data sharing can be carried out if permitted. The basic architec-
ture pattern is that a single server is connected to its database and is separated from other
architectures. The shared architecture can allow different data information databases,
which can be applied to the same a server, users can be distinguished or communicated
by ID, with a large degree of freedom and a large capacity, which can effectively ensure
the safe communication between users.

The user management of electronic health records is set to the user mode of individ-
ual corresponding to their own account. During application, the account and password
login is required to ensure the operation safety of the system, and unified management
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Fig. 1. User privacy protection structure diagram

instructions can be executed. At the same time, the basic information and security of
users are guaranteed, and relevant security mechanisms are provided, so as to protect the
privacy and precision of users, separate data from the management system, and enhance
the information security of users.

3.2 Authority Assignment

The file agent system is mainly used to deal with matters between privacy protection and
multi type electronic health record management systems. Different roles have different
rights. Through key division, according to the permissions of different files, it can process
and retrieve files, write, store and other operations. If necessary, it can be provided to
users.

It mainly includes document archives sorting, document storage, information
retrieval, access rights design and so on [5].

The program in this paper adjusts the internal management personnel information
and system data. The management personnel and the system are divided according to
the content and authority scope of their files, and the files are organized to facilitate the
user’s invocation and rectification [6, 7].

Since the information storage of electronic files involves the access rights of the files,
the system design of this paper strengthens the design of the key, makes a reasonable
calculation and design for the confidentiality period, and forms a virtual electronic con-
tract to ensure the user’s use rights and key confidentiality. Period of security. Build a
permission assignment flowchart (Fig. 2):

When users use archives, they need to query and search through the Internet to get
the information of relevant archives. Therefore, the retrieval function is an extremely



258 T. Fu et al.

Feedback error message

Feedback error message

Start

End

Selected file

Permission
assignment

Assignment complete

Y

Y

Y

Y

N

N

Fig. 2. Permission allocation flow chart

important system design. The application unit puts forward the retrieval request of rele-
vant files to the browser according to the demand, and the request is sent to the processor.
Each retrieval unit provides various electronic health files according to the demand, and
judges whether to use the key according to the user’s role type for security [8].

When the electronic file data is illegally obtained or maliciously tampered, the file
agent system can upload the error information, and the administrator can track it through
the computer to restore the privacy protected data information file, so that its information
security is not infringed. At the same time, a firewall management system is set to protect
the integrity of the data. Its working diagram is as follows (Fig. 3):

Set up the encryption model of electronic health records. The application of this
model is that electronic health records can complete the information exchange between
privacy protection and multi type electronic health record systems, improve the effi-
ciency of information processing and expand the source of information. At the same
time, the design of isolation system enhances the security and stability, and ensures the
authenticity, reliability and effectiveness of electronic information. The application of
cloud computing and smart contract greatly improves the efficiency of datamanagement,
realizes the fine management of electronic health records, and has a certain degree of
automation ability, reduces the cost of human and material resources and other services,
and improves the utilization of resources.

At the same time, the failure of individual data cannot affect the operation of the entire
system, which improves the overall security of the system and reduces the possibility
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of illegal access and destruction. Thus, a more complete system software design is
constructed.

3.3 Logic Analysis of Electronic Information Resources

Electronic information is stored in the hard disk of the computer. The storage address of
each resource in the hard disk has an internal logical relationship. A complete storage
area is divided into thousands of storage modules, and each storage module is divided
into many levels for encrypted storage of resources. Electronic information includes
the basic attribute information, naming, construction time, and logical address of the
information. According to the above information, the electronic resources to be stored
are logically analyzed. The internal relationship of the same type of electronic resource
information has a logical relationship, and different types of resource information has
an inverse logical relationship. If different types of resources are stored together, the two
resources will consume each other, which is not conducive to the storage of information
resources.

Electronic information resources are distributed and stored in different folders of
computer hard disk. In order to balance the stability and integrity of information resources
in network storage space, this paper optimizes the distribution of electronic information
resources through distributed system method. The main working principle of the dis-
tributed system method is to convert and identify the format and content of information
resources through the signal strength of the information cluster, and finally encrypt the
resources according to the identification results. In the process of real-time information
storage, the storage location is reasonably distributed to ensure the integrity of resources
to the greatest extent. In the process of running, the distributed system converts the format
of resources. If the resource is formatted, the format code of information cannot be mon-
itored. When the conversion cannot be carried out, the electronic information resource
is directly discarded without content code conversion, which saves the storage space of
electronic information resources and improves the storage efficiency of resources. On
the other hand, in order to prevent errors in resource conversion, the distributed system
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will retain the attribute information of information resources in the process of content
conversion for electronic information resources with effective format. When resources
are extracted and converted incorrectly, it will use artificial intelligence technology and
information attributes to restore the original information resources [9, 10].

3.4 Encryption of Electronic Information Resources

Through the above analysis of the logical relationship between electronic resources and
the research on the reasonable distribution method of resources, this paper designs an
encryption method of electronic information resources based on artificial intelligence
technology.

The real-time encryption process of electronic resources studied in this paper is
divided into two parts: obtaining the basic information of electronic resources and
encrypting electronic resources into the effective encryption area of the computer. The
basic information of electronic resources includes attribute information, naming, time
information of resource receiving, receivingway and address information of information
resources [11]. When reading the basic information of electronic resources, you need to
obtain the authority authentication of the resource holder before reading. After reading
the resource information, in order to ensure the security of information resources, this
paper encrypts the information. Because the resource information is displayed in the
form of bytes, and each resource information is represented by a combination of multi-
ple bytes, the core of the encryption of electronic resources is to effectively number the
resources. An effective number consists of two 1024 bytes, and the two 1024 byte vari-
ables have the same meaning after exchange. Set the two byte read key and the overall
key. The specific process is summarized as the following formula:

Si = Si−1 + Ai−1 (1)

Ci = Si,Xi + Ci=1 (2)

Among them,A is a byte of 1024;Co = 0;X is the number of the electronic resource.
The above formula is to encrypt the encrypted electronic resource information, but

it does not avoid the interference of external signals, which will affect the encryption
efficiency of electronic information encryption. Therefore, the level of encryption should
be increased to ensure the confidentiality of electronic information encryption [12]. In
order to improve the level of information encryption, this paper sets a signal shielding
lock in the encryption area of the computer. Once the electronic information is encrypted,
the signal shielding lock automatically locks, and cannot receive scheduling information
signals other than the computer, and powers the two keys inside the electronic resources.
The power processing method without the key is the same, and it is processed by the
following formula:

r = s− ab − k (3)

where ab is the key group with two numbers; s is the code of electronic information
resources; r is the external interference signal source; k represents the number of power
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processing of electronic information. Calculate the data of k by substituting the above
formula, complete the secondary encryption, improve the real-time encryption method
of electronic information resources, and ensure the security of information resources
while ensuring the encryption efficiency.

The design of the software part of the hospital file encryption system design based
on privacy protection in this paper mainly includes the software program database, the
system login program, the web browser and the use of each module inside the system.
The specific file encryption process is shown in the following figure (Fig. 4):

User login

System
verification

Log out of the 
system or freeze 

account

User rights
Medical 

record file 
management

personal case 
management

Case Statistics 
Management
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Fig. 4. Encryption process of hospital file encryption system

Database is the core of the filemanagement system. Only with high database security
and large memory space, can we ensure the safety of patient information in the hospital.
The database is mainly responsible for encrypting the file data and establishing the
connection between the file information and various departments. The database E-R
diagram is designed.Thehospitalmanagers can change andverify the patient information
through the identity of the administrator. In the file encryption system, the specific
software area program database E-R diagram is as follows (Fig. 5):

The web browser is encrypted by a special code, which can ensure the security of
the encrypted data in the hospital file encryption system. The web browser is divided
into three browser channels, which are respectively oriented to patients, doctors, and
managers, so that the three parties can enter the system at the same time. The login
page of the file encryption system software part is registered and logged in through the
user’s registered mobile phone number, and the system browser is visible to the patient.
The hospital doctor also enters the doctor’s login browser through the same login page.
Through the mutual adjustment between the database of the software system and the
variousmodules in the hardware area, the operation of the browser is maintained, and the
stable operation of the file encryption system and the security of file data are guaranteed.
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Fig. 5. E-R diagram of the software program database of the hospital file encryption system

The ultimate purpose of designing the hardware area of the hospital file encryption
system is to ensure the security of the file encryption system and improve the operation
efficiency of the system. Therefore, in order to achieve the design purpose, this paper
proposes privacy protection to assist the operation of the encryption function of the
system. Privacy protection is an optimized integrated algorithm method of distributed
gradient computing. The idea of the algorithm method comes from the gradient lifting
iterative decision tree. On the basis of the gradient lifting iterative decision tree algorithm
method, the function of computing data encryption by second-order Taylor function is
added to improve the encryption speed and accuracy of privacy protection on data files.
Specifically, it is completed with the help of the following formula:

yi = θ(xi) =
k∑

k=1

fk(xi) (4)

Among them, k is the total number of data in the sub-model; yi is the predicted value
of the data sample; xi is the feature quantity of the input archive data; fk represents the
data encryption regression value of the k cycle of the method.

The above formula introduces the second-order Taylor function to normalize the
initial input data to avoid data confusion. In order to calculate the weight value of each
file data, this article will refer to the following objective function as follows.

0 = 1(y, yi) +
k∑

k=1

β(fk) (5)

Among them, (y, yi) integrates the normative model of data; 0 represents the differ-
ence between the predicted value of the previous formula and the recorded value of the
actual data; β represents the normalization processing coefficient, which is the positive
value after calculating the data weight to prevent confusion between data. Use the basic
data of deep learning to adjust the state of software encryption method, obtain the state
parameters, set the corresponding operation related values, and combine the parameters
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in deep learning with the operation related values to find the specific encryption address
source. Control the transmission direction of private data, guide the basic transmission
direction of data by the deep learning function, issue the transmission password to the
operation space, and adjust the transmission quantity according to the transmitted code
information to maximize the transmission quantity. Set the corresponding transmission
adjustment formula as follows:

N = c − t ·
√
Q5 (6)

In the above formula, N represents the transmission adjustment result data, c repre-
sents the data transmission direction data, t represents the transmission password issuing
parameter, and Q represents the operation space transmission password parameter.

When the server cannot respond to the transmission operation, it needs to modify its
software information, adjust the data status in time, and set the information modification
equation as follows:

P = v · w
K

+
∑

A+ c2 (7)

In the above formula, P represents the information modification parameter, v rep-
resents the transmission operation parameter, K represents the total number of data
transmissions, w represents the received data information, A represents the command
response parameter, and c represents the data condition adjustment value. In this way, the
real performance of the operating system is analyzed, and it is convenient to accurately
grasp the system data.

According to the information situation, install the system information device, build
the software conversion platform, improve the operability of the software system, and
set the corresponding system adjustment equation:

T =
√
u − l

d
+

∑
P · S0.5 (8)

In the above formula, T represents the response system adjustment parameter, d
represents the installation system information parameter, u represents the operation step
readability parameter, l represents the user information parameter, P represents the over-
all planning value, and S represents the platform construction parameter. According to
the obtained parameter information combinedwith the key operation content, centralized
data adjustment operation, improve the privacy data encryption audit method, strengthen
the audit strength, and effectively implement data control.

Through the superposition calculation of multiple data, the predicted value of the
iterative sample of the data is brought into the loss function, and the calculation result is
multiplied by the normalization coefficient, then the final simplified formula of privacy
protection is as follows:

ot =
N∑

i=1

1

(
yi, y

t−1 + gifi(xi) + 1

2
hiyi(xi)

)
+ β(fi) (9)
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Among them, N is the number of integration trees. Encrypt the data files to establish
a decision tree. Compare and calculate the input file data with the data in the system
database. If the same type of medical record information is retrieved, it will be encrypted
in the same encrypted space to facilitate the operation of information call. Integrate and
encrypt the redundant data of the decision tree, andfinally complete thefinalmanagement
encryption of the data.

4 Experiment

After the realization of the above method design and research, the system improvement
operation is carried out according to the designed structure and framework. In order
to verify the encryption performance of the encryption method design in this paper,
the encryption method design in this paper is compared with the traditional encryp-
tion method design, and a comparative experiment is constructed. The experimental
comparison indicators are as follows:

(1) Encryption rate
(2) Encryption accuracy

Carry out experimental research according to the above two indicators, build an
experimental environment, conduct experimental comparison operations on the basis of
software management, pay attention tomaintaining system service security when testing
the operation status of encryptionmethods, archive the encrypted electronic health record
information, and build a file encryption map (Fig. 6):
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Fig. 6. File encryption diagram

Adjust the final encryption position of the electronic health record data, and set
the encryption rate according to the encrypted data results. The comparison table is as
follows (Tables 1, 2 and 3):
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Table 1. Encryption method design encryption rate table in this paper

Encryption time/d Encryption rate percentage

10 89%

20 93%

30 96%

40 100%

Table 2. Encryption rate table of traditional encryption method based on SaaS technology

Encryption time/d Encryption rate percentage

10 77%

20 80%

30 85%

40 89%

Table 3. Traditional encryption method design encryption based on SOA architecture

Encryption time/d Encryption rate percentage

10 64%

20 72%

30 75%

40 82%

According to the above table, the encryption rate designed by the fast encryption
method of electronic health records based on privacy protection technology in this paper
is faster than that designed by the other two traditional encryption methods. Because this
method uses privacy protection to build a security system in the design process, so as to
ensure the security of electronic health records in the transmission process, and adjusts
the operation mode of the system according to the obtained security information, it has
complete situational operation strength, and can transmit files under different network
transmission systems.When the internal part is disturbed by external interference signals
in the encryption process, the system will automatically send an alarm signal, and send
the alarm signal from the file transmission source point to the file collection end point, so
as to prevent abnormal data from invading the encryption method, ensure the complete
and safe entry of electronic health file data information, thereby reducing unnecessary
system operation waste and improving the overall system encryption rate.

After the above experimental operation is realized, in order to further verify the
encryption effect of the systemdesign in this paper, the encryption accuracy of the system
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is studied.Based on the electronic health record data obtained by the experiment, the error
information sent by the system and the correct display information are distinguished,
and the information collection is set. Structure diagram (Fig. 7):
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Fig. 7. Information recording structure diagram

According to the experimental information obtained above, the encryption accuracy
comparison chart is constructed as follows (Fig. 8):
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Fig. 8. Encryption accuracy comparison chart

According to the above figure, the encryption accuracy of the fast encryption method
of electronic health records based on privacy protection technology in this paper is higher
than that of other traditional encryptionmethods. The reason for this difference is that the
software program designed in this paper selects the system encryption mode to manage
the electronic health records in transmission, optimizes the encryption structure of the
files, simulates the encryption process of the electronic health records, and constructs the
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encryption model to intuitively reflect the state and operation form of the model, further
speed up the overall file encryption operation process, and count the number of electronic
health records at any time, Specify the encryption standard of electronic health records
according to the passed quantity information. Set up software emergency procedures.
When the electronic health records approved by the software cannot be finally encrypted,
the emergency procedures can send protection signals, the main system receives signal
information, and issues the encryption instructions of electronic health records. There-
fore, these electronic health records can complete the final encryption operation. Further
realize the mechanism protection operation of electronic health records and improve the
accuracy of overall encryption.

To sum up, the design of the fast encryption method for electronic health records
based on privacy protection technology in this paper can greatly improve the speed and
accuracy of electronic health records encryption, and provide a large amount of data
support for the subsequent processing of electronic health records. Has a good operating
effect.

After completing the above experimental operations, in order to further test the
encryption performance of the encryption system in this paper, set up a secondary system
test experiment, first analyze and process the designed system requirements, and provide
certain data support for the processed analysis results. When testing the command,
place the command information receiver in time to avoid receiving errors caused by
poor receiving status. And build the system instruction transmission structure diagram
(Fig. 9):
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Fig. 9. Encrypted instruction instruction transmission structure diagram

At the same time, allocate the file transmission task at this time, transmit the files in a
centralized manner according to different transmission directions, compare the security
degree of the files after transmission, and build the encryption security rate comparison
table as follows (Tables 4, 5 and 6):
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Table 4. Encryption security rate result table of the method designed in this paper

Encryption time/s Encryption security rate

20 88%

40 94%

60 97%

80 99%

Table 5. Results of system design encryption security rate based on data analysis

Encryption time/s Encryption security rate

20 67%

40 78%

60 82%

80 86%

Table 6. The result of system design encryption security rate based on file encryption

Encryption time/s Encryption security rate

20 54%

40 60%

60 66%

80 75%

According to the table of the above experimental comparison results, the file encryp-
tion security rate of the hospital file encryption system designed based on privacy pro-
tection in this paper is higher than that of the traditional system design, which shows
that the system has strong execution and can safely encrypt files. The reason for this
difference is that the encryption system in thispaper strengthens the processing of the
system hardware structure and assigns different processing information when design-
ing the encryption space. When the external data interference signal is generated, the
encryption system will automatically transmit the blocking signal, block and eliminate
the interference signal, and ensure the security of the encrypted file. When the hospital
archives are in the transmission state, the transmission channel will encrypt and protect
the information of this channel, timely collect the security system information related
to the encrypted information, and re encrypt the transmitted documents, so as to finally
realize the safe transmission of the hospital archives and complete the overall system
design and architecture operation. Improve the encryption security rate of the encryption
system and enhance the independent protection performance of the system archives.
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To sum up, the design of the hospital file encryption system based on privacy protec-
tion in this paper has strong file encryption performance, can process complex hospital
file information to a certain extent, and query accurate individual files in the complex
information flow, which is sustainable. Providing file inspection services can better
provide a solid data operation foundation for subsequent research operations.

5 Conclusion

Through the above analysis and the implementation of resource encryption methods,
we get the real-time encryption method of electronic health records based on privacy
protection. The analysis of information resource logic improves the encryption efficiency
of resources, and the research on resource distribution optimization increases the density
of real-time encryption of resources to a certain extent. As a new real-time encryption
method of resources, it has a very superior application prospect. It is believed that
privacy protection technology is an important direction for the development of real-time
encryption methods of electronic information resources. In the future, it is necessary to
apply the fast encryption of electronic health records data based on privacy protection
proposed in this paper to other fields, so as to further expand the application scope
of this method, maximize the data security in multiple fields, and promote the further
improvement of network security technology.
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