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Abstract. Advanced Orbiting System (AOS) protocol is a link layer protocol
for space network communication specified by CCSDS. On the basis of the
proposed semi physical emulation platform in our previous work, this paper
implements the AOS gateway and further proposes the design of AOS scale
emulation. Corresponding experiment is conducted to validate the scale AOS
emulation in the proposed emulation platform. The experimental results show
that the large-scale AOS protocol emulation scheme is effective and any two
nodes can communicate with each other.
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1 Introduction

Space Information Networks (SIN) are network systems based on space platforms, such
as satellites, stratospheric balloons, and so on [1]. In recent years, with the continuous
improvement and development of inter satellite communication technology, its appli-
cation prospects and economic value are also increasing [2–4]. Those technologies
used in the terrestrial network may not be compatible with those technologies used in
SIN [5]. To solve the problem of the difference between the terrestrial network and the
space network, many new technologies have been developed. These technologies need
to be verified repeatedly before they can be put into used. We have proposed the semi
physical emulation platform for space networks to verify these technologies [6].

The general structure of the semi physical emulation platform for space networks is
shown in Fig. 1. According to the space network protocol standard specified by
CCSDS [7], the Advanced Orbiting System (AOS) protocol is widely used in the data
link layer of various space networks except similar parts of the terrestrial networks
[10]. Obviously, the emulation platform should support AOS emulation.

However, AOS frame cannot be transmitted in Ethernet. At present, the emulation
method of AOS protocol is to add AOS frame header for data packets and use channel
simulator such as the space network channel or cortex (CRT) to realize frame
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transmission [11–14]. Although these methods can truly restore the communication
process of AOS protocol, they are expensive and cannot be used for large-scale
emulation. Therefore, an AOS emulation method based on emulation platform is
urgently needed to realize AOS scale emulation.

This paper implements the AOS gateway and further proposes the method of AOS
scale emulation based on emulation platform, and the effectiveness of this method is
verified.

The rest of the paper is organized as follows. In Sect. 2, according to the
requirements of emulation platform, the design of AOS large-scale emulation is pro-
posed. In Sect. 3, we implement the design and tests the related functions. Finally, the
conclusion is made in Sect. 4.

2 Design for AOS Scale Emulation

2.1 Design of the AOS Gateway

In the emulation platform, AOS protocol emulation is mainly realized by AOS gate-
way, and the process is shown in Fig. 2. The gateway removes packet’s Ethernet
header and adds AOS frame header, IP header and Ethernet header. Packets reception is
a reverse process.

The structure of AOS gateway is shown in Fig. 3. In a point-to-point emulation
scenario, the packet of the sender is captured by the gateway. After removing its
Ethernet packet header, it is sent to the next program to encapsulate the AOS frame
header. In order to transmit AOS frame in Ethernet, it is necessary to add IP header and
Ethernet header to AOS frame. After completing the above steps, the packet can be sent
to the network.

Similarly, after receiving a packet with AOS frame, the gateway first removes the
external Ethernet header and IP header. The remaining AOS frame structure is sent to
the next program. The program sends the IP packets contained in the AOS frame to the
next program, encapsulates the Ethernet head and sends it to the host.
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Fig. 1. Architecture of emulation platform
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2.2 Method of AOS Scale Emulation

The implementation of AOS scale emulation is based on the multi links information
stored in the database, as shown in Fig. 4. In the figure, each link is determined by two
gateways. All links correspond to the data table.

The original Ethernet header was removed during packet processing. In order to
transmit packets in the network, we need to construct the Ethernet header again.
Therefore, the MAC address of the gateway should also be stored in the data table. The
process of automatically uploading MAC address by gateway is shown in Fig. 5. The
gateway reads the local MAC address and the corresponding network card name,

Ip packetEthernet header

Ip packet

Ip packetAOS header

AOS frameIP headerEthernet header

uncap

encap

Fig. 2. AOS emulation principle

Fig. 3. Architecture of gateway

A Large-Scale Emulation Method of AOS Protocol 239



uploads them to the corresponding location in the data table, and reads the MAC
address of the destination gateway.

3 Experiment and Discussion

3.1 Experimental Scenario

The AOS scale emulation design is verified by experiments. In order to be able to test
the function of AOS gateway in a comprehensive way, we use the network topology
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Fig. 4. Structure of AOS scale emulation.
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srcport destport srcmac destmac

node1_1 node2_1 00:02:ac:11:01:11 00:02:ac:11:01:12

node1_2 node3_1 00:02:ac:11:01:13 00:02:ac:11:01:14

node2_2 node3_2 00:02:ac:11:01:15 00:02:ac:11:01:16

Fig. 5. Format of data table
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shown in the Fig.6. Six nodes are interconnected, and host1 has 5 gateways corre-
sponding to other hosts. In this structure, host1 can communicate with other hosts.

Each network card of the gateway is listening by a program to capture the packets
that need to be processed. The network card of the gateway is monitored by the
program. The program captures and processes the packets passing through the network
card. Only the packets coming from outside the gateway need to be processed, so the
MAC address is used as the basis of whether to capture the packets.

3.2 Results

The communication between nodes can effectively verify the function of the design. To
prove this, host1 sends ICMP request messages to other five nodes. The result is shown
in Fig. 7(b). Obviously, the communication between two end nodes needs to go
through gateway and forwarding node. If ICMP reply message can be received, it
indicates that AOS gateway can normally perform encapsulation and uncapsulation
services. The packets structure through the gateway is shown in Fig. 7(a).

The experimental results show that two nodes can communicate with each other
and the packets contain the structure of AOS frame header.
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4 Conclusion

In this paper, combined with software emulation and database, the design of AOS scale
emulation based on the semi physical emulation platform for space networks is pro-
posed. Corresponding results show that AOS large-scale emulation realizes the normal
communication function. It is an ideal way to realize AOS protocol scale emulation.
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Fig. 7. Experimental result.
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