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Abstract. Server-based face recognition access control (SFRAC) is a
widely used biometric authentication method where a camera captures a
user’s face image and sends the face information to a backend server to
determine an authentication result. In existing systems, user face images
or raw facial features are sent to the backend server, which induces pri-
vacy concerns. This paper proposes a method to protect user face privacy
in SFRAC systems, such that user face images or raw facial features are
never sent to the server, but the system can still do face-based access
control. The method uses a novel partially order-preserving hash-induced
transformation (POP-HIT) to perform feature transformation on facial
embeddings. POP-HIT maps a user’s facial features to a transformed
space in order to preserve privacy. Authentication is performed by check-
ing the transformed facial embedding of the user’s face image captured
at the time of authentication against the user’s pre-stored transformed
facial embeddings at the server, based on similarity metrics or machine
learning methods. Since the server only sees transformed facial embed-
dings, which cannot be used to recover the facial image, facial privacy is
protected. Analysis and experimental evaluations show that our method
has a high authentication accuracy, and it achieves privacy protection
without being vulnerable to impersonation attacks.
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1 Introduction

Facial recognition technology is a growing field. There are more and more cloud
services on facial recognition. Amazon’s Rekognition can be used as a cloud-
based system to recognize people [1,2], along with other similar commercial ser-
vices [3,4]. Server-based face recognition access control (SFRAC) is a method of
biometric authentication that relies on a server or the cloud to compute and/or
determine the authentication result based on user face recognition. A common
use of SFRAC is building access control, which is already widely used in com-
mercial buildings and also increasingly deployed in residential buildings. There

are commercially available door locks that utilize SFRAC [5,6].
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However, there are rising privacy concerns with server-based facial recogni-
tion: users might not want pictures of their faces to be sent to backend servers
or the cloud [2]. A common approach to combat this privacy concern is to only
send the facial embedding of the image to the server. A facial embedding is a
numerical representation of features extracted from an image of a face. Some
random noise could even be added to the facial embedding vectors to further
protect privacy. However, research has shown that it is possible to accurately
reconstruct an image of a face given a facial embedding even if it has a small
amount of noise [7]. Existing privacy preserving SFRAC methods [8-11] rely on
homomorphic encryption. However, they have high computation overhead. Addi-
tionally, these methods are not very flexible and usually can only support certain
feature vector representations and distance metrics that they are designed for.

In this paper we propose a new method to preserve user privacy in SFRAC.
From the access control perspective, the server only needs to know that the face
being authenticated belongs to the claimed user; however, the server does not
have to know exactly what the face looks like. Motivated by this observation, our
goal is that the system can still do face-based authentication but the server/cloud
never sees or is able to recover user face images. To achieve this goal, we design
a novel partially order-preserving hash-induced transformation (POP-HIT) that
maps the features of a user’s facial embeddings to a transformed space. The
server will store POP-HIT embeddings from each user during the enrollment
phase. At the time of authentication, a user’s facial image is taken, the facial
embedding is extracted from the image (referred to as authentication embedding
for ease of presentation), transformed with POP-HIT, and then sent to the server
for authentication. The server can either use some similarity metrics to compare
the authentication embedding and the user’s pre-stored embeddings to determine
if the user is the claimed one, or train a classification model based on users’
transformed facial embeddings and input the authentication embedding to the
model to see if it belongs to the claimed user. In the entire process, the server only
sees transformed facial embeddings. The transformation introduces sufficient
noise to facial embeddings, and hence our method can mitigate facial embedding
inversion attacks and preserve privacy.

This paper’s main contributions are summarized as follows.

— We propose a novel facial feature transformation method, POP-HIT. Its par-
tially order-preserving property ensures that, in the transformed space, the
facial embeddings of the same user stay close to each other while the facial
embeddings of different users stay far away from each other. This allows any
distance-based similarity metrics or other machine learning methods to be
used in the transformed space for classifying the facial embeddings of differ-
ent users. On the other hand, the transformation process introduces random
noises to facial embeddings, such that an adversary cannot recover the user’s
face from the transformed embeddings.

— We design a generic protocol framework that utilizes POP-HIT to preserve
user face privacy in SFRAC systems. This framework is compatible with
various facial classification methods at the server side.
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— We perform comprehensive evaluations on the effectiveness and performance
of the solution over real-world datasets, and compare it with a state-of-the-art
solution.

The remainder of this paper is organized as follows. Section 2 discusses related
work on protecting user privacy in SFRAC. Section 3 gives an overview of our sys-
tem models and solution. Section 4 presents POP-HIT and our proposed privacy-
preserving framework for SFRAC. Section5 describes implementation details.
Section 6 presents evaluation results. Lastly, Sect.7 concludes this paper.

2 Related Work

There exists some work in privacy protection in face recognition access con-
trol with feature encryption. References [8-10] propose privacy-preserving solu-
tions utilizing fully homomorphic encryption (FHE) schemes. They calculate
the euclidean distance of encrypted facial feature vectors and then compare
them to a threshold to authenticate users. Similarly, references [12,13] propose
a privacy-preserving scheme utilizing a multiplicative homomorphic encryption
scheme. It has multiple rounds of communication between the client and server
to compute a sum of products between the face feature vector and each user’s
classifier parameter vector, and then it compares that resulting score against a
threshold to determine the authentication result. Reference [11] proposes two
privacy preservation schemes that utilize the Paillier encryption scheme. Their
first method is similar to the previously mentioned methods except that it relies
on oblivious transfer of server records to perform operations and authenticate
users on the client device. Their second method utilizes deep neural networks on
the client side to extract the features from face images; these extracted feature
vectors are encrypted and sent to the server where it computes the hamming
distance between the authentication face vector and the pre-stored face vector,
and then compares that distance score to a threshold to determine the authen-
tication result. Our proposed method is much different from these prior works’
methods as we utilize feature transformation instead of feature encryption. Fea-
ture encryption has high computation overhead. The feature encryption methods
are also limited in scope and flexibility as only a few distance metrics and facial
embedding structures can be compatible, whereas our feature transformation
method is very flexible and has significantly faster computation.

3 Overview

The system has a number of users, a number of cameras, and a server in the
backend/cloud. Users can communicate with the server and cameras via their
mobile device (e.g., smartphone). The cameras can be those commonly seen in
building access systems. Without loss of generality, we focus on one user and one
camera together with the server when describing our solution (as illustrated in
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Fig. 1). The system works in two phases. In the enrollment phase, each user regis-
ters with the server. The user generates a number of facial images of themselves,
extracts the facial embeddings with a facial recognition model, transforms them
using POP-HIT, and sends the transformed embeddings to the server. The server
stores all users’ transformed embeddings. In the authentication phase (i.e., when
a user wants to access a protected building), the user sends an access request
to the server via their mobile device. This request gives the server information
regarding the claimed user identity as well as what the user is trying to access.
The server sends a request to the camera to capture the user’s face. The camera
extracts the facial embedding and sends it to the user. The user transforms it
using POP-HIT, and sends the transformed embedding to the server. The server
checks the received embedding against the stored facial embeddings of users to
verify whether the user is the claimed one. If the authentication is confirmed,
the access request is approved; otherwise, the access request is denied.

Our security model is similar to existing work in this topic [8,9]. We assume
that the server and the camera are honest-but-curious. They follow our protocol
but tries to access or recover users’ face images from their protocol transcript.
Our privacy goal is to not leak any raw facial feature data to the server, and
prevent the server from recovering facial images. Similar to existing work, we
assume the server and the camera do not collude. We assume that the user
enrollment process is done in a trusted way (e.g., in an office setting), so that a
user’s own face images are used to enroll. In the authentication phase, users are
not trusted in that one user might try impersonating another user.

4 Privacy-Preserving SFRAC with POP-HIT

This section presents our solution. We first describe the POP-HIT scheme. Then
we present the protocol framework’s enrollment phase and authentication phase
in detail. After that, we describe how to set parameters and perform security
analysis. Notations used in this paper are shown in Table 1.

4.1 POP-HIT

Our partially order-preserving hash-induced transformation (POP-HIT) works
as follows and is exemplified in Fig. 2. At the high level, the original facial feature
space (i.e., the possible values of a facial embedding) is divided into a number of
ordered partitions. The transformed space is also divided into the same number
of ordered partitions, but with some empty gaps between neighboring partitions.
The empty gaps or “white spaces” will aid in privacy preservation and mitigation
against impersonation attacks. The partitions between the two spaces are order-
preserving one-to-one mapping; i.e., facial feature values in the first partition of
the face vector space transform to values in the first partition of the transformed
space, values in the second partition of the face vector space transform to values
in the second partition of the transformed space, and so on. Under this mapping,
facial features in the same partition of the original space always map to the
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Fig. 1. System Model and the authentication phase workflow

same partition in the transformed space. However, facial features within the
same partition in the original space might not preserve their order after the
mapping. Their positions inside the transformed partition are determined by a
pseudorandom cryptographic hash function, which does not necessarily preserve
their order as in the original space.

When applying POP-HIT to a facial embedding, we will independently apply
the transformation to each feature in the facial embedding vector; the result is
a POP-HIT embedding, a vector of all the transformed features.

More specifically, the face vector space is derived by scaling the values in the
facial embedding vectors between 0 and 1. Min max scaling is used to normalize
facial embeddings to the same space regardless of which model (e.g., VGGFace
[14], VGGFace2 [15], FaceNet [16]) is used for generating the facial embeddings.
The scaler is initialized with a large amount of random facial embeddings. The
face vector space will be split into n partitions, so each partition size will be
1/n.

The transformed space consists of mainly two parts: the partitions that facial
features will be mapped to, and the white spaces between partitions that do not
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Table 1. Main Notations

U user identity
k transform secret
x facial embedding

POP — HIT(x)

transformed embedding

T authentication threshold

ty basis threshold

B max initial base value

b number of bits to represent initial base value
L max white space value

w number of bits to represent each white space value
w white space count, which equals ton — 1

M partition size

n partition count

Sm minimum transformed space size

Sa average transformed space size

Taddit increment additive estimate

ddscale decrement downscale estimate

ddeduct decrement deductive estimate

0,03 == — 10350
— 9350
0.02 —] 9100

|
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(Range: 0to 1) transformed space

Fig. 2. POP-HIT Example

85



86 Y. Dubasi et al.

get any values mapped there. The transformed space has n partitions, as well as
n — 1 white spaces. Let M denote the partition size in the transformed space.
Partition size will be the same for all users. The size of the white spaces can
range from 0 to L. Fach user has a unique transform secret, and this secret
determines the white space sizes for their transformed space. Even for the same
user, the sizes of different white spaces are different too.

The transform secret is structured as follows: the first b bits represent the base
or start of the transformed space allowing the base to range from 0 to B = 2°,
and it is followed by W w-bit segments, where each w-bit segment represents the
size of one white space. Each user generates their transform secret as random
bits. Since partition size is fixed and the same for all users, we do not need to
store that information in the transform secret. This transform secret will allow a
user’s device to fully construct their unique transformed space. This constructed
space can be used to apply POP-HIT. To construct the transformed space, we
can start with the value for the base of the transformed space, which can be
retrieved from that first b bits of the transform secret; then we add the partition
size to that base, and these two values represent our first partition’s base and
end; then we add the first white space size to the previous value to get the base
of the next partition, and the white space size is represented by the next w
bits of the transform secret; we repeat this process to derive all the transformed
partitions.

The transformed value inside a partition can be determined with the following
formula: (hash(z;) mod M) + (base(t;)), where x; is a feature value belonging
to the i partition in the face vector space, and base(t;) is the base value of the
it" partition in the transformed space.

4.2 Enrollment

The enrollment process of a user is illustrated in Fig. 3.

Client
Transform Secret Server
Generation ™\

X POP-HIT(x)
A\ 4
Database
POP-HIT
v N Y,
POP-HIT(x)

-

Fig. 3. Enrollment
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. Each user generates their own unique transform secret, k, for our POP-HIT
method. The user stores k.

. The user collects a number of their own face images.

. The user gathers the facial embeddings, x, by using a facial recognition
model such as VGGFace, VGGFace2, FaceNet, or FaceNet512 on the col-
lected images.

. The user scales all the embeddings, such that all the values are between 0
and 1.

. The user transforms these scaled embeddings to the transformed space using
their transform secret, k, with POP-HIT.

. The user labels these transformed embeddings, POP — HIT(x), with the
appropriate user identity, u.

. The user sends their identity v and POP — HIT(x) to the server.

. The server stores u and POP — HIT(x) in a database.

4.3 Authentication

The authentication process is illustrated in Fig. 4.
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1. A user sends an access request to the server, claiming their identity u and
the target (building) to access.

2. The server asks the camera to take a photo of the user. The facial embedding,
x’, is extracted by the camera, and its feature values are scaled between 0
and 1. Then the embedding is sent to the user.

3. A malicious user might not use the image captured by the camera to authen-
ticate, but try to impersonate another user by using an image of that user
obtained elsewhere (e.g., from the Internet). To mitigate such impersonation
attacks, the camera randomly picks two partitions in the face vector space
that each have multiple feature values in the embedding vector. Two features
are randomly selected from each of the two partitions. A feature from one
partition is paired with a feature from the second partition. As a result, we
now have two pairs of features. For example, suppose we gathered the follow-
ing pairs of features (0.328, 0.114) and (0.321, 0.113), where 0.328 and 0.321
belong to one partition, and 0.114 and 0.113 belong to the other. Although
the camera does not have the user’s transform key and hence does not know
the exact transformed values for these four features, it can derive the indexes
of these four features in the transformed space. Actually, it can derive the
indexes of all features in the transformed embedding by first mapping them
to partitions, then calculating each feature’s index within its transformed
partition through hash(z) mod M, and lastly ordering all the features in
the transformed space. After the features are ordered, their indexes become
known. The two feature pairs, the indexes of the four selected features, and
the claimed user identity u are sent to the server. Since only four randomly
picked feature values are exposed to the server, the server cannot recover the
user face from them, and hence privacy is not violated. Step 5 will further
describe how these values will be used to mitigate impersonation attacks.

4. The user, via their mobile device, transforms the scaled embedding using
their transform secret, k, with POP-HIT, and then sends the transformed
embedding POP — HIT (x') together with the user identity u directly to the
server.

5. The server first verifies that the received transformed embedding was indeed
generated from the picture taken by the camera. If the verification fails,
the server discards this request. Let (z1,22) and (23,24) denote the two
pairs of features received from the camera, where x1 and x3 are from one
partition and 22 and x4 are from the other partition. Although the server
does not know the exact structure of the transformed space for this user,
the distance between the transformed values of xz1 and 22 could be writ-
ten as (hash(zl) — hash(22)) mod M + C, where C is an unknown value
dependent on the two partitions and the white spaces between them; the
distance between the transformed values of x3 and x4 could be written as
(hash(z3) — hash(xz4)) mod M + C, where C is the same unknown value.
The server can calculate the difference between these two distances, which
will be d = (hash(z1) — hash(x2) — hash(x3) + hash(z4)) mod M. Since the
server received the indexes of these four features in the transformed embed-
ding from the camera, when the server receives the transformed embedding
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from the user, it can find the corresponding four transformed features based
on the indexes. Then it can calculate the two distances and finally the differ-
ence between the two distances, denoted by d’. If the two differences d and d’
match, it means the user used the picture captured by the camera; if they do
not match, this is deemed as impersonation attack. If the user attempts to
use a fake image (i.e., not the one captured by the camera) to authenticate,
since the user does not know which four features were chosen by the camera,
the chance of success is only 1/M, which is negligible considering that M can
be set a large value.

6. The server computes cos_dist(POP — HIT(x), POP — HIT(x')), where
POP — HIT(x) is retrieved from the server’s database. Cosine distance
between two vectors can be computed as follows:

A-B

cos- Bt B) =1 i,

The cosine distance metric is chosen because it is commonly used and pro-
duces the best results in state-of-the-art algorithms in facial recognition sys-
tems including VGGFace, VGGFace2, and FaceNet. Other distance metrics
could also be used based on application needs.

7. The server can then compare this distance to a certain threshold 7. If the
distance is smaller than the threshold, the user authentication succeeds; oth-
erwise, the authentication fails.

8. Alternative to the distance metric-based authentication in Steps 6 and 7, the
server can also use machine learning methods to check if the transformed
embedding received from the user really belongs to the claimed user identity,
as discussed in Sect. 4.4 and 6.

4.4 Discussions

We discuss how the POP-HIT parameters affect the accuracy of face-based
authentication and the privacy of user faces. The minimum transformed space
size (8,,) refers to the transformed space size if the max white space values were
set to zero. Similarly, the average transformed space size (s,) refers to the trans-
formed space size when the white space values were all the average value. If the
maximum initial base value B is significantly large in comparison to s,, it can
reduce accuracy. Similarly, if the maximum white space size L is significantly
large in comparison to s,,, it can reduce accuracy too. These parameters, B
and L, can reduce accuracy because they can introduce significant amount of
randomness into the transformed space. If both B and L are small or average in
comparison to s,, and s,, accuracy will be better as there will be less randomness.
B does not directly impact privacy, whereas the larger L is the better privacy
can be achieved. This is because the larger L is, the more amount of noise that
is added into the POP-HIT embeddings. The larger W (which means the more
partitions) is, the higher the accuracy will be. The smaller W is (which means
the less partitions), the better privacy preservation will be. This is because the
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fewer number of partitions there are, the more random POP-HIT will be. Lastly,
if M is not too large or too small in comparison to s,,, the better accuracy and
privacy will be. If M is significantly large, it will have more randomness when
mapping within partitions. Whereas, if M is significantly small, it will have very
little randomness and many collisions when mapping within partitions.

Our proposed framework is flexible and compatible with machine learning
classification methods. To use machine learning classification at the server side,
users would need to send enough POP-HIT embeddings for training in the enroll-
ment phase. In the authentication phase, the server can simply use POP-HIT
embeddings as inputs into their trained model, and the authentication results can
be determined based on the model’s prediction vectors. We provide evaluation
results for this option as well in Sect. 6.

4.5 Distance Threshold Engineering

Setting a proper threshold T for the cosine distance in the authentication phase
is important to the performance of the solution. Here, we analyze how POP-HIT
parameters impact the cosine distance and in turn the threshold. First, assuming
that we are using VGGFace, VGGFace2, FaceNet, or FaceNet512. The threshold
that is suggested by Deepface when using these models with the cosine distance
metric is 0.4 [17,18]. This threshold is intended for raw facial embeddings. In
our solution, however, the scaling of features to be between 0 and 1 impacts
the cosine distance, as features that are initially negative will become positive
after this scaling. According to our experiments, the cosine distance decreases
by about an order of magnitude after the scaling. Therefore, we set our basis
threshold ¢, to 0.04. Since other parameters of POP-HIT affect the cosine dis-
tance too, we need to do further adjustment to the threshold. There are four
parameters that can be customized for POP-HIT: max initial base value, max
white space value, white space count, and partition size. All users will have the
same white space counts and partition sizes. The initial base values and indi-
vidual white space values will be unique to each user’s transform secret and will
be upper bounded by the max initial base value and max white space value
parameters respectively. If we assume that the max initial base and white space
value parameters were set to zero, therefore not allowing any uniqueness among
users (everyone will have the same transformed space), the best threshold will
remain at 0.04 without regard to the remaining two parameters. This is because
with just the white space count and partition size, the transformation will act as
a direct scaling of the features which does not impact the cosine distance. The
max initial base and white space value parameters are what can cause changes to
the cosine distance and in turn to the threshold. Increasing the max white space
value will increase the cosine distance values, as the parameter will enlarge the
transformed space. Increasing the max initial base value will reduce the cosine
distance values, as the parameter will shift the entire transformed space without
enlarging the space. In order to compute a proper threshold, we will estimate the
increase and decrease to the threshold; then we can apply them over the basis
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threshold of 0.04. Based on our experimentation, we found it best to approxi-
mate the increase and decrease to the threshold as follows. We approximate the
increase to the threshold, i,44i:, based on the average white space value in com-
parison to s,,. Similarly, we approximate the decrease to the threshold, dgscqie
or dgequct; Pased on the average initial base value in comparison to s,. Based
on our experimental observations, the calculation of the adjusted threshold T
should follow the steps below. The formulas were derived from empirical obser-
vations instead of theoretical deductions (the problem is very hard to approach
theoretically), but as it can be seen in Sect. 6, they work well in our experiments.

ty, = 0.04
n=W+41
Sm=n-M

L
a = Sm - W
s S +2

. L _
laddit = §/Sm/n -10 !

{g/sa.g, it (B/s,-8) > 1

ddscale =
1, otherwise

B .8.10"2. if (B .
Ay = 2 [8q-8-107%, if (5 /54-8) <1
0, otherwise

7 Wt laddit — ddeduct

ddscale

4.6 Security Analysis

Privacy. Our method can preserve user’s facial privacy against the server or
other eavesdroppers. This is because the method never sends raw face data, and
all of the facial embeddings are transformed to mitigate facial reconstruction
attacks, as shown in Sect. 6. The reconstruction attacks will fail because POP-
HIT adds significant noise to the facial embeddings to where the reconstructed
face will have very different facial features compared to the original.

Additionally, provided with a user’s POP-HIT embedding, an attacker cannot
infer or estimate the original facial embedding without knowledge of the user’s
transformed secret. This is due to the use of the one-way cryptographic hash
function in POP-HIT. Also, it is difficult to brute force the base and white space
values of the user’s transformed space, since the values can be very large and
there are too many possibilities.

Impersonation. Impersonation attacks will fail. This is due to the verification
step performed by the server to ensure that the transformed embedding received
from the user was indeed generated based on the image captured by the camera.
As described in Sect.4.3, if an attacker sends a transformed embedding of a
different feature vector than the camera’s extracted vector, the server will be
able to detect this.
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5 Implementation

We chose to work with the Labeled Faces in the Wild (LFW) dataset [19,20],
which is a publicly available benchmark for facial authentication. The LFW
dataset contains over 13,000 images of over 5,000 people’s faces from the web.
We had created a modified version of the LEW dataset (Trimmed LFW). To
create the Trimmed _LFW dataset, we gathered 150+ users in the LFW dataset
that contained at least two images per user. Overall, the Trimmed LFW dataset
contained 737 images. We implemented our proposed method along with baseline
methods for comparison. For the implemented methods, we chose two unique
images for each user from the Trimmed LFW dataset. One image is used to
enroll the user and the other is used to test the authentication.

When implementing our method, we used the PyTorch [21], torchvision [22],
and facenet-pytorch python modules to gather FaceNet512 facial embeddings.
FaceNet512 was chosen because it is one of the top state-of-the-art face recogni-
tion models. We utilize the cosine distance metric in this implementation. The
cosine distance metric is chosen because it is one of the best performing dis-
tance metrics in the facial recognition domain. The authentication threshold is
based on the suggestion of Deepface, 0.4 for FaceNet with the cosine distance
metric, and adjusted based on the methods described in Sect. 4.5. Besides cosine
distance-based verification, we also implemented a classification approach with
POP-HIT to demonstrate our framework’s flexibility to support machine learn-
ing models. In particular, we used linear support vector machines (SVMs) for
this purpose.

We also implemented a state-of-the-art method [9] for comparison. Their
method relies on feature encryption with FHE as described in Sect. 2. We utilized
reference [23] to help implement their method. We use the Deepface python mod-
ule to gather FaceNet facial embeddings. FaceNet was chosen because it is also
one of the top state-of-the-art face recognition models, and since it only extracts
128 features, it will minimize feature encryption time (thus, the performance
result will not be biased against the baseline method). We utilize TenSEAL
[24] to perform FHE for this method. This method uses the euclidean distance
squared metric, as it can be fully computed on the ciphertext when using FHE.

For comparison, we also implemented a traditional SFRAC method that does
not aim to preserve privacy. This method simply extracts FaceNet512 facial
embeddings from the client and sends it to the server. The server computes a
cosine distance between the test and pre-stored facial embeddings. This distance
is compared to a threshold to determine the authentication result. As we can
observe, this method does not utilize feature encryption or transformation.

6 Evaluation Results

The experiments were run on a computer with an Intel® Core’" i9-10900K 10-
Core Processor running at 3.7 GHz using 16 gb of ram, running Windows 10
Enterprise version 22H2.
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By default, we set the number of partitions n = 100, the transformed par-
tition size M = le + 17, the maximum size of white space L = 16,383 (repre-
sentable by 14 bits, i.e., w = 14), and b = 24 which means B = 16,777, 215.

6.1 Enrollment and Authentication Times

We evaluate the enrollment and authentication times in total after the client
sends a POP-HIT embedding to the server. First, we timed how long it takes
for the server to enroll users when provided POP-HIT, encrypted, or raw facial
embeddings for our proposed method, FHE method, and traditional method
respectively. Similarly we timed how long it takes for the server to authenticate
users when provided access requests with the appropriate type of embedding for
each method. Lastly, we timed the client side operations for each method. The
enrollment and authentication timing results are shown in Fig. 5. Here, “POP-
HIT” refers to our proposed method; “FHE” refers to the FHE method [9];
“Traditional” refers to the traditional method without privacy protection.

We observed that the average enrollment time per user is approximately 42.4,
33.5, and 31.8 microseconds for our proposed method, FHE method, and tra-
ditional method respectively. The enrollment times are very short for all of the
methods. We observed that the average authentication time per user is approx-
imately 78.6, 17728.5, and 80.6 microseconds for our proposed method, FHE
method, and traditional method respectively. The authentication times are very
short for our proposed method and traditional method, but the FHE method’s
authentication time is significantly larger. We observed that the average client
side time per user is approximately 1.5, 1.2, and 1.5s for our proposed method,
FHE method, and traditional method respectively. The client side times are
reasonably short for all of the methods.

6.2 Accuracy of Authentication

We evaluate the accuracy by observing precision, recall, and F1 scores. True pos-
itives occur when a legitimate access request is permitted. False negatives occur
when a legitimate access request is rejected. False positives occur when an imper-
sonated access request is permitted. True negatives occur when an impersonated
access request is rejected. Impersonated access requests attempt to utilize a facial
embedding not belonging to the claimed identity to pass authentication.

When there were 150 users enrolled in the system, the FHE method had a
98.5% precision, 88.0% recall, and 92.9% F1 score. The traditional method had
a 100% precision, 98.6% recall, and 99.3% F1 score. Our proposed method had
a 98.6% precision, 99.3% recall, and 99.0% F1 score (parameters: B = 10000,
L = 1000, W = 99, and M = 1000). The precision is very good for all of the
three methods. Our method and the traditional method have very good recall
and F1 scores, but the FHE method’s recall and F1 score is considerably smaller.

Next, we explored the effect of setting a proper threshold T on the accuracy
of authentication. Specifically, we compare the performance of using our thresh-
old setting method described in Sect.4.5 and that of using the basis threshold
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Fig. 5. Enrollment and Authentication Times

ty = 0.04. The results are shown in Fig.6, where “Basis” refers to the basis
threshold and “Estimated” refers to the estimated authentication threshold,
T, in our approach. In these experiments, we set L = 1000, W = 99, and
M = 1000. The estimated authentication thresholds were 0.037, 0.031, 0.029,
0.021, and 0.016 respectively when the max initial base value B is at 10,000,
30,000, 50,000, 70,000, and 90,000. We observed that utilizing our estimated
threshold consistently has better or similar performance than utilizing the basis
threshold.

In order to demonstrate our proposed method’s flexibility, we trained linear
Support Vector Machines (SVMs) on POP-HIT embeddings. We enrolled 60
users who had 20 or more images in the LFW dataset. Five images of each user
were kept for the testing dataset, while the remaining was used for training the
SVMs. When utilizing the default parameters, we observed a 100% precision,
99.7% recall, and 99.9% F1 score on the training data, and we observed a 100%
precision, 96.0% recall, and 97.9% F1 score on the testing data. When utilizing
different sets of POP-HIT parameters that are similar to the default, we observed
that the SVMs still had similar performance.



Privacy Preserving SFRAC With POP-HIT 95

Estimated vs Basis Thresholds
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Fig. 6. Estimated and Basis Threshold Accuracy Results

6.3 Privacy Preservation

In order to evaluate that privacy is preserved by our proposed method and not by
the traditional method, we used the 5 Celebrity Faces Dataset (5CF) to conduct
empirical tests [25]. This test will also demonstrate the tradeoff between privacy
preservation and accuracy. The 5CF dataset is a small dataset of face photos
of five different celebrities. Each celebrity has at least 19 images. Overall, the
5CF dataset contained 118 images. We selected one image per user to conduct
our tests. We performed facial reconstruction for two users in the 5CF dataset
by using POP-HIT embeddings as well as the raw embeddings to see whether
privacy is protected in our method and the traditional method. We implemented
the reconstruction attack proposed in [7]. For our method, in order to convert
from the transformed space to a normal face vector space for facial reconstruc-
tion, we scale the POP-HIT embedding values between zero and one, and then
re-scale the values to be in the normal face vector space. It is important to note
that an attacker would require thorough knowledge regarding a victim’s trans-
formed space in order to conduct such an attack against our proposed method,
and gaining such knowledge is difficult as analyzed in Sect. 4.6. But for the pur-
pose of performing face reconstruction tests, we assume that an attacker has
such knowledge to conduct this attack. We exclude the FHE method [9] from
these tests because it is based on feature encryption and should preserve privacy
as long as the private key is not leaked.
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We performed facial reconstruction on an example face of two celebrities
from the 5CF dataset. The key parameters used for facial reconstruction are as
follows: 400 iterations, simulated annealing in the reconstruction algorithm, and
use of a pregenerated embedding to select the starting location. The results of
performing facial reconstruction on the raw embeddings and converted POP-
HIT embeddings can be seen in Fig.7. We also show the accuracy of each set
of POP-HIT parameters in Fig. 8, to demonstrate the privacy preservation and
accuracy tradeoff. Here, we set B = 10000, L = 1000, and M = 1000 while
changing W. The estimated authentication thresholds were 0.037, 0.037, 0.014,
0.007, and 0.003 respectively when W was 99, 24, 9, 4, and 1.

Name Original Generated Generated from POP-HIT facial embeddings
from Raw
Embeddings
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Mindy Kaling

Fig. 7. Facial Reconstruction Effectiveness When W Changes
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Fig. 8. Accuracy of Authentication When W Changes

We observed that the raw embeddings derived from the traditional method
can be used to reasonably reconstruct a user’s face. However, the POP-HIT
embeddings derived from our method cannot be used to reconstruct a user’s
face, and therefore our method can preserve facial privacy. We also observed
that, when W changes, there is a tradeoff between privacy preservation and
accuracy. However, a good balance can be found based on deployment needs,
e.g., W = 24 for this group of experiments.
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6.4 Comments

We observed that our method has very strong and similar performance to the
traditional method in authentication accuracy. However, our method also pro-
vides privacy preservation that is not offered by the traditional method. Our
method considerably outperforms the FHE method in authentication times and
accuracy; it only marginally has larger enrollment and client side times in com-
parison to the FHE method. In regards to privacy preservation, the FHE method
has very strong privacy preservation. Our method also has very strong privacy
preservation, because an attacker would need to know the victim’s transform key
to carry out a facial reconstruction attack against POP-HIT embeddings. Even
in that case, we empirically showed that our method is still able to protect pri-
vacy due to the relatively significant amount of noise generated by POP-HIT. In
regards to the flexibility of the methods in face authentication, the FHE method
is limited to utilizing face recognition models that extract relatively small sized
feature vectors, so as to minimize the feature encryption times. Additionally, the
FHE method is limited to only a few distance metrics, as the distances need to
be computed on the ciphertext to preserve privacy. However, our method is very
flexible as POP-HIT can be applied on feature vectors derived from any face
recognition model such as VGGFace, VGGFace2, and FaceNet; similarly any
distance metric can be utilized in the transformed space. We also demonstrated
that POP-HIT can be used with classification methods. Lastly, our method can
be further fine tuned by modifying POP-HIT parameters to meet privacy, accu-
racy, and deployment needs.

7 Conclusion

We proposed a method to protect user privacy for face recognition access con-
trol. Our privacy-preserving SFRAC method utilizes POP-HIT, a novel feature
transformation method that adds random noise in the transformation to preserve
facial privacy, while still allows the server to perform face-based authentication
and access control. Analysis and experimental results showed that our approach
preserve privacy while maintaining high accuracy and performance in face-based
authentication.
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