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Abstract. In this work, an efficient and privacy-preserving physiolog-
ical case classification scheme for e-healthcare system (EPPC) is pro-
posed. Specifically, a homomorphic cryptosystem combined with a sup-
port vector machine (SVM) algorithm is applied to efficiently classify
the physiological cases without compromising patients’ privacy. In terms
of the EPPC, it has the capability of diagnosing the patient’s symptom
in a timely manner. In addition, a signature authentication technology
applied in EPPC can efficiently prevent data from being forged or modi-
fied. Security analysis result shows that the proposed EPPC scheme has
the following advantages: protect the privacy of patients; ensure that the
classification parameters of SVM are secured. Compared with the exist-
ing works, the proposed EPPC scheme shows significant advantages in
terms of computational costs and communication overheads.

Keywords: E-healthcare system - Privacy protection - Physiological
case classification -+ Homomorphic cryptosystem

1 Introduction

With the rapid increase of the aging population, the limited medical resources are
far from satisfying the high requirement of medical services in quality [3,6,13].
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Fortunately, e-healthcare, a new solution and one of the latest popular research
fields, can effectively meet the demand for health monitoring and the limited
medical resources. As a part of e-healthcare system, wireless body area network
(WBAN), a popular technology, has the capability of diagnosing and monitoring
of the patient’s physical health in a real-time manner.

The e-healthcare system has following benefits [4,14]: i) provide remote
health monitoring and real-time diagnosis for patients; ii) realize the online com-
munication between patients and physicians; iii) improve the efficiency of medical
treatment, and reduce the cost of medical treatment. However, security and pri-
vacy problems in e-healthcare system also pose enormous challenges [10,19]. For
example, with these physiological data, a rogue is easier to deduce the physical
condition of the patients, which may cause further psychological and physical
harm to the patients. Therefore, protecting patients’ privacy is imperative in the
e-healthcare system.

Support vector machine (SVM), a machine learning tool, is commonly used
in various fields, such as disease prediction [16], face recognition [8], text classi-
fication [11], handwriting recognition [12] and bioinformatics [2] etc. In general,
training and testing are two parts of SVM [9]. The classification parameters of
SVM classifier are obtained by creating the characteristics of different types of
data sets in the training phase [5]. In the testing phase, all unlabeled data sam-
ples are classified by the classification parameters of SVM classifier and marked
as a matching class. Therefore, classifiers with clinical data sets are used to iden-
tify patient data in medical diagnosis system in the testing phase. In this paper,
the SVM is used to solve the problem of patient physiological case classification
in the e-healthcare system.

In view of the sensitivity of information (e.g., patients’ health information,
medical institution information, etc.) in the process of e-health medical diagno-
sis, it is imperative to save the patients’ physiological data and the classification
parameters of the SVM classifier in healthcare centre (HC). In other words, the
sensitive data in e-healthcare system shall be fully protected and shall not be
compromised. Although numerous up-to-date clinical decisions based on clas-
sification schemes are proposed [15-18], the SVM tools are rarely used in the
machine learning. Even if the SVM tools are used, these schemes have the dis-
advantages of large computation cost. What’s worse, the method of obtaining
the sign of an encrypted value is complicated, and the computational cost is
also high. Therefore, the challenge in designing a secure and efficient scheme for
physiological case classification is significant in the research field.

In this work, we propose an EPPC scheme for e-healthcare system, enabling
to classify the patients’ data without compromising their privacy, thereby pro-
tecting the security of the e-healthcare system. Specifically, the main contri-
butions of this work are as fourfold.

(1) Firstly, we propose an EPPC scheme for e-healthcare system by combin-
ing Okamoto-Uchiyama (OU) homomorphic cryptosystem technology and
SVM in machine learning. In the proposed EPPC scheme, the homomorphic
properties of the OU encryption scheme can be directly used to implement
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operations on the ciphertext data, and SVM algorithm is applied to obtain
the accurate diagnostic results. Therefore, it protects the privacy of patient
user (PU) and HC and also helps PU obtain the results of online diagnosis
quickly.

(2) Secondly, with the method of scaling variables in scheme [9] for reference,
we successfully solve the following problems: OU scheme only supports inte-
gers; system variables can only be continuous. In addition, the proposed
EPPC scheme also applies BLS [1] signature technology to prevent the PU’s
physiological data from being forged or modified.

(3) Thirdly, we develop a novel method to obtain a sign of the ciphertext of
classification label. Because it is a lightweight method, it can significantly
decrease the computation cost of HC in our scheme.

(4) Finally, in order to demonstrate the efficiency of EPPC, we build a simulator
in JAVA and compare the performance of EPPC with related scheme. The
comparison results show that our scheme is more efficient.

The rest of the paper is structured as follows. In Sect. 2, we present the system
model and security requirements of this paper. Then, we introduce the prelim-
inary knowledge in Sect. 3. The concrete EPPC scheme is proposed in Sect. 4.
In Sect. 5, the security analysis is described. Next, we illustrate the performance
evaluation in Sect. 6. Finally, we summarize this paper in Sect. 7.

2 System Model and Security Requirements

In this section, we will present the system model, security requirements and
design goals related to this paper.

2.1 System Model

The entities in system model include a healthcare centre and a patient user, as
shown in Fig.1. The description is detailed as follows.

Healthcare centre (HC): HC is an incompletely trusted entity which can nor-
mally run the protocol as specified one but may try to learn about the maximum
physiological data from the protocol under the influence of the adversaries. There
are a large number of case training sets in the database of HC. HC is responsible
for helping PU classify the physiological data, thus diagnosing his/her disease
condition.

Patient user (PU): PU’s physiological data and personal information can be
sent to HC through the sensor devices. The physiological data is encrypted by
user before it is sent to protect the patient’s privacy.
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Fig. 1. System model of EPPC under consideration.

2.2 Security Requirements

The proposed EPPC scheme mainly meets the security requirements of the fol-
lowing three aspects.

(1) Privacy. The physiological data, reflecting PU’s health status, involves PU’s
privacy, which should be protected. In other words, even if HC obtains PU’s
physiological case, it cannot identify PU’s physiological data. Moreover, even
if the adversary A obtains PU’s physiological data from HC’ databases,
he/she still does not know about PU’s health status.

(2) Authentication. The authentication of PU’s physiological case enables HC to
know whether the physiological case is sent by a valid PU, thereby preventing
the physiological case from being modified or forged by adversary A during
the transmission.

(3) Confidentiality. Since the training set data and the parameters of the SVM
classification in HC are obtained by spending a lot of time and financial
resources, these parameters are confidential data for HC. Even if PU receives
the diagnosis result from HC, he/she will not learn any information of these
parameters.

3 Preliminaries

3.1 Bilinear Pairing

Let G, Go be two cyclic groups of the same prime order g and e : G; X G; — G
is a bilinear map that satisfies the properties as following;:

(1) Bilinearity. e(aP,bQ) = e(P,Q)* for all a,b € Z}, and P,Q € G, are
generators.

(2) Non-degeneracy. e(P,Q) # 1.

(3) Computability. e(P, Q) can be computed by an efficient algorithm.

Definition 1. Let Gen be a probabilistic algorithm, and input a security param-
eter , then output (¢, P, Gy, Ga,e), where ¢ is a k-bit prime number.
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Definition 2. (Computational Diffie-Hellman (CDH) Problem). The CDH prob-
lem can be described as follows: For a,b € Z;, given (P, aP,bP) € Gy, compute
abP S Gl.

3.2 Support Vector Machine (SVM)

SVM, a two-class or multi-class classification model, is used to process data
classification [9], which attracts wide attention and has been used for a long
time since its birth. The liner classifier with the largest interval in the feature
space can be used as the basic model of SVM. However, most of the data are not
linearly divisible. In that way, it is necessary to map the sample from the original
space to a higher dimensional feature space with the help of kernel function, so
that the sample can be linearly separated in this feature space.

For linear classification problem, the training samples are linearly separable,
so the decision function is

dx)=wix+b= Z QX x + b, (1)
i€s

where «; are Lagrangian variables and x; € S are support vectors for ¢ =
1,--+,|S], S is the set of support vectors. In addition, w and b are the classification
parameters, and y; € {41, —1} is the classification label of sample x; for i = 1 to
|S]. For non-linear classification problem, the training samples are not linearly
inseparable, then the dot product (i.e., x!x) in Eq. 1 should be substituted by
different kernel functions. So the decision function can be modified as

d(x) = > aiyik(xi,x;) +b. (2)
ies

In general, the samples with high feature dimension are linearly divisible,
and the linear kernel function can be considered. Because the dimension of the
sampled data in our scheme is high, we only consider a linear kernel in this work.
Therefore, the decision function is

d(x) =Y aiyi(x]x;) +b. (3)
i€S

3.3 Okamoto-Uchiyama (OU) Homomorphic Cryptosystem

The OU cryptosystem, proposed by Okamoto and Uchiyama [7], supports the
additive homomorphism. In the OU cryptosystem, when the security parame-
ter is 512 bits, the size of plaintext and ciphertext are approximately 512 bits
and 1536 bits, respectively. The OU cryptosystem includes the following three
algorithms:

(1) Key generation. Given the security parameter x’, select two large primes

p’ and ¢ with the same length [p'| = |¢/| = &/, and calculate N = p'?¢'.
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Then, choose g € Z}; such that gpl £ 1 mod p'?, and let h = g¥mod N.
pk = (N,g,h) and sk = (p',q’) are the public key and private key of the
cryptosystem, respectively.
(2) Message encryption. Choose a random number r € Zy, and calculate the
ciphertext C' = E(m) = ¢"™-h" mod N, where m is a message, 0 < m < o' =1,
(3) Message decryption. Give the ciphertext C' € Zy, the corresponding message

can be decrypted by calculating m = D(C) = %I;—M

L(z) = 2.

p/

mod p’, where

In addition, the OU cryptosystem satisfies the additive homomorphism, and
the specific form is as follow:
D(E(my) - E(mz) mod N) = D(g™ h™ - g"™2h"™ mod N)
D(g™t™M2p"1H"2 mod N)
= D(E(my + m2) mod N)

where 0 < mq +mq < 251,

4 The Proposed EPPC Scheme

In this section, we give the concrete EPPC scheme, which consists of five parts:
system initialization, PU physiological case generation, PU physiological case
normalization and privacy-preserving physiological case classification. In order
to make reader have a better understanding, we only consider the classification
of one PU’s physiological case by HC in our work.

In EPPC scheme, we assume that HC owns the case training set of points
t; € R™ ¢=1,---,n, where t; = (fﬂ, tin, -, fm) and each point t; belongs to one
of the two classes denoted by the label y; € {—1,+1}, ¢ = 1,---, n. Therefore, we
can use these case samples to train SVM to classify the unlabeled test sample.
In addition, the training case shall be normalized to keep their values on the
same scale to prevent a large original samples from biasing the solution [10].
The normalized training case samples can be denoted as

ti -t
t; = —

; (4)

where t; € R®, i =1,---,n, 0 and t denote the standard deviation and the mean
of the training case samples, respectively.

PU in our scheme means undiagnosed patient who has an n-dimensional
physiological data d= (Jl, Jg,- - J@) received by sensors, where de R™ ¢ =
1, ---,n. These elements in the vector d can be expressed as different physiological
indicators of PU. For example, d; represents blood sugar, ds denotes blood
pressure, d3 means blood lipids, etc. In this work, PU encrypts its physiological
data and uploads them to HC’s data server. In that case, the data normalization
should be carried out in the form of ciphertext, and the specific process can be
found in Sect. 4.3.

o2
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4.1 System Initialization

Given the security parameter x, PU generates (¢, G1, Ga, P, e) by running a key
generation algorithm Gen(k), and then computes the OU cryptosystem’s public
key pk = (N = p'?¢’,g,h) and the corresponding private key sk = (p/,q'),
where p’ and ¢’ are two large primes with the same length |p’| = |¢'| = «’. PU
also chooses a random number z, € Zj as his/her signature private key, and
computes the corresponding public key Y = z, P. Additionally, PU chooses a
cryptographic hash function H, where H : {0,1}* — G;.

Finally, PU exposes the common parameters (¢,G1,Go, P,e, N,g,h,Y, H),
and keeps the private key (p', ¢, x,) secretly.

HC randomly chooses a sufficiently large positive number ¢ as a scaling factor
to scale the decision function, which enables all the variables contained in the
decision function to be quantized to the nearest integer value. HC also randomly
selects two integers A and B to meet the following two conditions: i) A > B and
ii) |A-d(d) + B| < 22, where |d(d)| < 2! and [ € Zy. Since the data in our
scheme is high dimensional, HC chooses a decision function with linear kernel
function as

d(d) = a;yit] d +b, (5)
€S
where «; are Lagrangian variables, y; € {41, —1} is the classification label of
sample t; for i = 1 to |S|, t; and d are normalized training case samples for i =
1,---,|S| and normalized PU’s physiological data, respectively. Here, (v, y;, t;, b)
are the classification parameters.
In the end, HC keeps (o, yi, ti, b, &, A, B) secretly.

4.2 PU Physiological Case Generation

PU collects the physiological data d= (Jl, JQ, ey cin) through implantable, wear-
able or environmental sensor devices. The physiological data should be encrypted
before they are sent to HC. Specifically, PU encrypts each element of the phys-
iological data d individually using OU homomorphic cryptosystem to generate
PU’s physiological case [d]. The specific process is as follows:

(1) PU selects a random number r; € Zy, and calculates
[di] = ng - h"™modN,
[d2] = g% - h"*modN,

[[(in]] = gJ“ - h""modN,
where ¢ = 1, - -, n. Then, the PU’s physiological case is generated as
[[&]] = (gczl - h"*modN, g(Z2 - h™modN, - - -,g‘z" - h™modN)
= ([di], [d2]. - - -, [da])-
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(2) Use the private key x, to generate a signature § as
§ =@, - H([d]|[Y||T), (7)

where T' denotes PU’s current timestamp.
(3) Send PU’s physiological case [d]||Y||T||d to HC.

4.3 PU Physiological Case Normalization

Because the OU cryptosystem does not support non-integers and the test samples
and variables in SVM classification are continuous values [10], PU’s physiological
case should be quantized to the nearest integer value by HC before classification.
The specific method is similar to Eq. 4.

(1) After receiving PU’s physiological case [d]||Y]|T]|0, HC first verifies the
validity of the timestamp and signature. If e(P,8) = e(Y, H([d]||Y||T)) does
hold, the signature is accepted. Since Y = z, P and 0 = =, - H([A]||Y||T),
e(P,0) = e(P,x, - H([A]|[Y|T)) = e(Y, H([][[Y]|T)).

(2) Using the parameters such as mean t and standard deviation o of training
case samples and scaling factor £, HC can compute the values {(p/ —1)&%, -

52
R (p/ - 1)% : N
(3) Since (—1) mod p' = (p'—1) mod p’, HC encrypts each of {(p'—1)%% --~, (p'—

027

)Et2 } by OU homomorphic cryptosystem as {[(— )Etl]],~ < (= ) 2]}
(4) After verifying the signature, depending on the homomorphlc property, HC
computes the normalized value of each element in {[d1], [dz], - - -, [dn]} indi-
vidually with t, o and £ as follows:

fe] = [ - [-D2] = ] - [6] )
= ([d]- [a] )7 = [[% -l
e
fea] = [ - [(-1) 521 = [ - [B] V%
< C?Q tg
= ([d2] - [t2] )7 = [[; _ ﬁ]]é “
e
[6dn] = [d,] [(*1)% = [d,]7" - [F]CV 7"
= (4] Fd )% =52 - ¢
[[cZn Qt"]]f,
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where [£d;] denotes the element of scaled physiological case. Since ¢ is large
enough, % is guaranteed to be an integer. So [€d;] is also an integer. More-
over, the scaled physiological case [¢d] can be written as

[£d] = ([§du, [€d2], - - -5 [€dn])- 9)

(5) After normalizing the PU’s physiological case, HC will classify it.

4.4 Privacy-Preserving Physiological Case Classification

In the classification phase, PU only considers whether the physical condition is
normal, so we presented the classification function of two-class problem involved
SVM in this scheme. In addition, according to the description of Sect. 4.1, the
kernel function in this scheme should be (t7-d). The specific classification process
is as follows:

(1) By using the scaled physiological case [¢d] = ([¢d1], [€dz], - - -, [€dn]) and
normalized training case samples t; = (t;1,%2," - -, tin), HC computes the
linear kernel in the form of ciphertext as

[ki] = [€di] - - - [€da]*

Etig - &di] - - - [Etin - Edn]

Etin - &di+ -+ &ty - €dn]
= [¢t] - &d].

It is clearly shown that HC calculates the kernel function value without any

interaction with PU.
(2) HC calculates the ciphertext value of the decision function as follows:

[a(d)] = [[53(2 a;yit] d+ )]

€S

ot (10)

=D &) (t] - d) + €%]

€S
= [D_ &louyi) (€t - €) + €8] (11)
€S
=D &laiys)(&t] - )] - [€%0]
€S
— [[531)]] . H[[ki]]f(aiyi).
€S

Note that, the [d(d)] cannot be sent directly to PU, because he/she can
decrypt it using his/her private key to obtain the secret information of SVM
(e.g., oy, yi, t;, b, etc.). Therefore, we describe how to transmit the physiolog-
ical case classification result to PU without disclosing the secret information
of SVM in the next steps.
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(3) Suppose |d(d)| < 2! and [ € Zy, HC can calculate the ciphertext of the
classification label using integers A, B and d(d) as

[el] = (@) - [7] )

— [A-d(d) + B,
where |A - d(d) + B| < 2% 2, integers A and B are used only once, and new
A and B are generated in each initialization phase.

(4) Next HC sends the classification label [cl] to PU.

(5) Upon receiving [cl], PU can recover the classification label by using his/her
private key and obtain the diagnosis result. The correctness of the diagnostic
query is described as follows:

5 Security Analysis

In this section, we conduct a security analysis of the proposed EPPC scheme. In
this regard, the analysis will focus on how the proposed EPPC scheme can realize
the privacy preservation and the source authentication of the PU’s physiological
data and the confidentiality of the HC’s SVM classification parameters.

Theorem 1. (Privacy): The privacy of PU’s physiological data is protected in
the proposed EPPC scheme.

Proof. In EPPC, the PU’s physiological data d = (Jl, do, - - -, dy,) is encrypted
before it is sent to HC. Specifically, each element of d individually using OU
homomorphic cryptosystem as [d] = (¢% - h"'modN, g® - h™>modN, - - -, g -
h™modN) = ([d1], [dz], - - -, [dn]). Since OU cryptosystem is secure of indistin-
guishability under the condition of chosen-plaintext attack (IND-CPA [7], the
physiological data d = (cil, do, -+, Jn) is semantic secure and privacy-preserving.
Therefore, even if the adversary breaks into the database of HC, he/she can only
obtain the ciphertext of PU’s physiological data instead of identifying its specific
content. After receiving [d] = ([d1], [d2], - - -, [dn]) from PU, HC normalizes [d]
as

fea] = (4500 (A 2 ey "

= ([€dr], [€d2], - - - [§dn])-

However, since HC does not have the private key (p’,q’) and the calculation
of each element in Eq. 13 is performed by HC without interacting PU, even if
HC obtain the data, he still cannot identify the PU’s physiological data d=
(Jl, do, - - : cin) Therefore, the privacy of PU’s physiological data is protected in
the proposed EPPC scheme.
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Theorem 2. (Authentication): The authentication of the PU’s physiological
case is fulfilled in the proposed EPPC scheme.

Proof. The description of the proposed EPPC scheme shows that the PU’s
physiological case is signed by BLS short signature [1] as § = z, - H([d]||Y||T).
Because the BLS signature scheme is provably secure under the CDH problem
in the random oracle model, the physiological case received by HC coming from
a valid PU is assured. Meanwhile, the adversary A’s malicious behaviors (such
as falsifying signatures, modifying physiological case, etc.) can also be easily
detected. Therefore, from the above analysis, the authentication of the PU’s
physiological case is achieved in the proposed EPPC scheme.

Theorem 3. (Confidentiality): The training set and the SVM classification
parameters of HC are confidential in the proposed EPPC scheme.

Proof. In the privacy-preserving physiological case classification phase of the
EPPC scheme, HC uses OU homomorphic cryptosystem to encrypt the linear
kernel and the decision function, respectively. Specifically, the ciphertext of the
linear kernel is [k;] = [¢t7 - €d] and the ciphertext of the decision function is
[d(d)] = [€36] - T1,cs[ks](@¥"). Because it is very rare to obtain the private key
(', ¢'), even if the adversary A steals the decision function [d(d)] or linear kernel
[k;], he is impossible to obtain the training set and the HC’ SVM classification
parameters.

Security analysis shows that our EPPC scheme can meet the security require-
ments.

6 Performance Evaluation

In this section, we will compare schemes EPPC and [10] from the following two
aspects: computational cost and communication overhead.

6.1 Security Comparison

Firstly, we compare the security of scheme EPPC with that of related
scheme [10]. The results of the comparison of performance characteristics are
shown in Table 1. The two schemes all use homomorphic encryption scheme
to encrypt data, and use SVM to obtain classification label. Therefore, patient
privacy and SVM classification parameters can be protected in both schemes.
However, the lack of message authentication in scheme [10] makes it possible
for the patient’s physiological data to be forged. In addition, scheme EPPC has
obvious advantages in terms of the efficiency of obtaining diagnostic results. The
specific analysis is as follows.
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Table 1. Security comparison

Metrics/parameters [10] | EPPC

Privacy preservation of patient Yes | Yes

Privacy preservation of SVM classification parameters | Yes | Yes

Homomorphic encryption Yes | Yes
SVM Yes | Yes
Message authentication No | Yes
Diagnostic efficiency Low | High

6.2 Experimental Setup

All our evaluations were performed on Intel Core i7-6700 @3.10 GHz with 8 GB
RAM. Our system ran Java with Win 10 64-bit. We performed our experiments
using the code we wrote. The runtime of hash operation can be ignored because it
is much smaller than the runtime of other operations. In addition, multiplication
can be ignored compared to exponentiation in the same group operation. Here,
we chose the same security parameters |p’| = |¢'| = 512 bits to realize the same
level of security.

6.3 Computational Cost

In this subsection, we analyze the computational cost of PU and HC in each
phase.

We will compare the computational costs with the scheme [10]. Table 2
presents the comparison results.

Table 2. Comparison of computational costs

Schemes | PU/Patient | HC/Server Total
[10] 2nTep (3n+ S|+ 6)Tep (51 + |S| 4 6)Tep
EPPC | 2nTeou + Tm | (2n+ |S| + D)Teou + 2T | (4n + |S| + 1)Teou + T + 215

A -

Computational Cost (ms)

Computational Cost (ms)
s o ® B3
& 8 & 8
8 8 8 8
/ ‘
/ e
/

Support Vector Number 20 2 Physiological Data Type Number Support Vector Number 20 2 Physiological Data Type Number

(a) Cost for scheme [10] (b) Cost for EPPC

Fig. 2. Comparison of computational costs.



184 @G. Shen et al.

A comparison diagram of the total computational costs can be obtained from
Table 2, as shown in Fig. 2. Figure 2 (a) and (b) represent the total computational
cost of scheme [10] and EPPC, respectively. It is clearly shown that the EPPC
scheme significantly decreases the computational cost for both patients and HC.

6.4 Communication Overhead

In this subsection, we analyse the communication overhead of the proposed
EPPC scheme. It mainly focuses on the communication between PU and HC.
First, we consider the PU-to-HC communication, in which PU generates his/her
physiological case and sends this case to HC. Next, we consider the HC-to-PU
communication, where HC generates the ciphertext of classification label and
send it to PU.

Table 3 shows the communication overhead results of the two schemes.

Table 3. Comparison of communication overheads

Schemes | PU/Patient to HC/Server | HC/Server to PU/Patient | Total
[10] 2048n 2048 2048(n + 1)
EPPC | 1536n + 260 1536 1536n + 1796

7 Conclusion

In this paper, we have proposed an efficient and privacy-preserving physiological
case classification scheme for e-healthcare system. This system employs the OU
homomorphic cryptosystem, signature authentication technology and SVM algo-
rithm to efficiently classify the physiological cases without leaking the privacy of
PU and HC. The scheme can not only protect the physiological data of PU, but
also prevent the leakage of HC classification parameters. What’s important, the
scheme has lower computational cost and communication overhead, so PU can
quickly obtain diagnostic results in this scheme. Experimental results illustrate
that the proposed EPPC scheme characterizes more efficient and practical.
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