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Abstract. Recently, the rapid development of Internet of things (IoT)
and 5G techniques has greatly facilitated the emerging applications of
Unmanned Aerial Vehicles (UAVs) and the Internet of Drones (IoD).
Moreover, Cloud-based IoD supplies an ideal platform for UAV data out-
sourcing and sharing services to lower their heavy burden. As UAV data
are of high sensitivity, the convincing Ciphertext-Policy Attribute-Based
Encryption (CP-ABE) can be employed to provide confidentiality and
fine-grained access control for UAV data shared in cloud. However, the
access policies related to encrypted UAV data usually consist of much
sensitive and private information. Meanwhile, there exist misbehaving
insiders of UAV data consumers that conduct unlimited access to dis-
able UAV data sharing services, which is disastrous. Besides, the high
computation overhead also extremely hinders resource-limited users in
ToD. To seek a solution, we propose a privacy-aware and time-limited
data access control (PATLDAC) scheme for secure UAV data sharing in
Cloud-based IoD. Specifically, PATLDAC achieves user privacy preserv-
ing through partially hidden access policy which conceals the values of
attributes while leaves their names with no sensitive information. More-
over, PATLDAC provide public user tracing to prevent user key abuse
and limits the access time for each data user to guarantee service provi-
sion. In addition, PATLDAC realizes high efficiency in both encryption
and decryption. Finally, the performance complexity evaluation indicate
that PATLDAC is suitable and feasible for IoD systems.

Keywords: Internet of Drone - Cloud computing - CP-ABE - Hidden
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1 Introduction

With the rapid development of Internet of Things (IoT) [15] and 5G commu-
nication [21] techniques, the application of Unmanned Aerial Vehicles (UAVs)
encounters its vigorous advancement. Assisted by massive mobile access of 5G
ground stations (GS) [12] and the strong connection ability among everything
of ToT [2], UAVs can be deployed in various fields for task execution, and these
interconnected UAVs facilitates the emerging Internet of Drone (IoD) [1] that
enables service provision involving traffic supervision, disastrous rescue, good
delivery and so on. In these attractive and practical applications supported by
ToD, the kernel is the massive UAV data that are collected and utilized for
analysis and predication [24]. Nevertheless, most of these applications need a
huge volume of UAV data which exceed the computing and storage capability of
resource-limited UAVs. To be a fortune, the cloud computing supplies an ideal
platform to supply the massive UAV data with sufficient resources for outsourc-
ing and processing and raises the CLoud-based IoD systems. However, due to
most of the confidential tasks that UAVs are employed for, the huge amount
of UAV data usually contains much sensitive and private information, including
location-aware information, traffic related information, or even military-aware
data. In the meantime, the outsourced UAV data in cloud makes its control
out of the data producer, i.e., UAVs in IoV systems and vulnerable to various
attacks. Therefore, how to guarantee the security of outsourced UAV data in
cloud is a urgent requirement.

As a convincing solution for data security, Ciphertext-Policy Attribute-Based
Encryption (CP-ABE) [28-30] enables the data producer to specify an access pol-
icy over a universe of attribute and enforce this access policy on encrypted out-
sourced data. Thus, it can be leveraged to guarantee the confidentiality and fine-
grained access control for the massive UAV data outsourced in cloud. However,
direct deployment of conventional CP-ABE schemes still faces several serous
challenges to be addressed. The first challenge is the probable user privacy leak-
age in access policy. In conventional CP-ABE schemes, the access policy used to
indicate the fine-grained access control for authorized data consumers is mostly
in plaintext form. For example, an access policy “(SSN:1234 AND Role: Major
General) OR (Department: Air Force AND State: Illinois)” will reflect that the
consumer of the shared UAV data is a major general of air force office in Illinois
state and that the UAV data may contains the information about Illinois. Thus,
if these schemes are directly deployed in Cloud-based IoD systems for UAV data
access control, any users that can approach the access policy can infer extra
information of user privacy and sensitive information of UAV data, which will
cause horrubke consequences, especially in military field. Although the schemes
in [11,26,32] have been proposed to deal with the user privacy leakage in access
policy by providing hidden access policy for CP-ABE schemes with fully secu-
rity in standard model, they still lacks high efficiency in both encryption and
decryption.

The second challenge is a long-lasting and intractable user key abuse problem
in CP-ABE schemes, which is particularly significant when used in Cloud-based
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ToD systems for UAV data access control. In most user key abuse attacks, autho-
rized insiders prefer to leak their decryption keys to outsiders for extra profits
gain. Especially, in military fields, the UAV data is of high value and cannot be
shared with any other party. Thus, these miliary secret will bring huge profit if
illegally shared with outsiders, which will give an inside traitor enough motiva-
tion to leak his decryption key. Nevertheless, in CP-ABE schemes, user decryp-
tion keys are related with their attribute set, which bring great difficulty to reveal
the real identity of its owner. Hence, many traceable CP-ABE schemes are stud-
ied and designed to effectively disclose the traitors that leak their decryption
keys by combining white-box mechanism with CP-ABE, that is, embedding the
identity of data users to their decryption keys. Any time a leaked decryption key
is captured, the identity of the owner will be discloused with white-box approach
[13,14,19]. However, these schemes either suffer from high computation cost for
user tracing or high storage overhead with a centralized user tracing authority.
Therefore, to provide a public and efficient user traceable CP-ABE is a must for
UAV data sharing in Cloud-based IoD systems.

The third challenge is the most common attack of Denial of Service in many
service-oriented systems. As the Cloud-based IoD systems provides data sharing
and outsourcing services to resource-limited UAVs and data consumers, if these
services are disabled by attackers, the users will incur huge loss for it. Unfor-
tunately, the prevention of this kind of attacks is out of consideration in most
of CP-ABE schemes. For instance, an authorized but malicious user will launch
DoS attack to the UAV dta sharing service by conducing continuous access which
will cause great resource consumption of the services and eventually disable the
service. Consequently, all other data consumers cannot access the UAV data
sharing service, which is severe especially in military field and disastrous rescue
applications. Thus, direct utilization of conventional CP-ABE scheme will make
ToD systems vulnerable to DoS attacks by unlimited accessing to shared UAV
data and disable the data sharing service to other valid users. Currently, there
exist some related studies [7,25,34] that aims to limit the access time of data
users for CP-ABE schemes, but they suffer from low efficiency in access verifica-
tion, which are not suitable for time-sensitive applications of IoD. Thus, it is of
great importance to provide efficient access time limitation method for CP-ABE
schemes to adapt to UAV data sharing in Cloud-based IoD systems.

1.1 Current Research States

In UAV applications [10,18,22,27], data is a valuable resource that can be used
for analysis and prediction [5,20]. Thus, the security of UAV data is most impor-
tant. Ye et al. [24] designed a secure UAV system to protect the message trans-
formed between UAVs. Then, Alladi [1] proposed an authentication scheme for
UAV systems to guarantee the communication between UAVs and ground sta-
tions and Mehta et al. [16] integrated blockchain to 5G-enabled UAV to secure
the UAV networks.

Ciphertext-Policy ABE (CP-ABE) [13,14,19,28-30] has been very popular in
cloud data sharing for fine-grained access control. However, the traditional CP-
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ABE schemes suffer from privacy leakage in access policy which is in plaintext
and shared with ciphertext, which means they cannot be used in sensitive data
sharing field. To address the problem, Zhang et al. [32] proposed a full secure par-
tial hidden policy CP-ABE with large universe based on [9] with small attribute
universe. However, these schemes fail to deal with user key abuse problem which
may cause severe privacy and data disclosure. Thus, the scheme proposed in [11]
introduced white-box user tracing mechanism into the scheme in [32] to realize
user tracing, but it is a centralized tracing approach. Inspired by [31,33], the
scheme in [26] proposed a partial hidden policy and public traceable CP-ABE,
but it still incur high computation cost to be used in resource-limited devices.

Although CP-ABE is a promising and strong cyptographic tool, it also
incurs heavy computation overhead in encryption and decryption which hinders
its adoption. To solve these problem, the work in [6] introduces online/offline
technique into ABE. Further, the authors in [23] integrates the idea to multi-
authority CP-ABE schemes. Recently, many researches, i.e., [17] also combines
online/offline into various ABE schemes. Meanwhile, to reduce the computation
cost in decryption, the paradigm of outsourced decryption was introduced in [4].
Inspired by this, the scheme in [8] designed the verifiable outsourced decryp-
tion to resist malicious cloud and check if the messages are correctly decrypted.
Recently, the literature [3] combines online/offline encryption and outsourced
decryption for cost saving (Table 1).
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1.2 Motivation and Contributions

To address these challenges discussed above, in this paper, we propose a privacy-
aware and time-limited data access control (PATLDAC) scheme for secure UAV
data sharing in Cloud-based IoD to achieve both user privacy protection and
limited access time along with efficient user tracing. To be specific, the main
contributions are listed as follows:

— Limited access time. To counter the DoS attacks which conducts unlimited
access to outsourced UAV data and guarantee the UAV data sharing service
provision, PATLDAC can limits the access times for each valid user by impose
a maximum access restriction to these users.

— Partial hidden policy. Our proposed PATLDAC achieves user privacy pro-
tection in access policy by separating each attribute in access policy into
attribute name and attribute value while conceling the attribute values which
may contain sensitive and private information.

— Public user tracing. To resist user key abuse problem, we introduce the
public white-box tracing mechanism into our proposed PATLDAC scheme to
guarantee that any traitor that intends to leak their decryption key for illegal
profit will be efficiently revealed by anyone of the system in a public mode.

2 Preliminaries

2.1 Notations

In our work, [I1,12] is used to denote the set {I1,11 4 1,--- 12} and [n] is the
set 1,2, ,n, where n € Z, while |S| denotes the length of a string S.

2.2 Access Structure

Definition 1 (Access Structures [28]). Let E = Ey,--- , E, be a entity collec-
tion. Given a set C C 2P\@, it is monotonic if VD,F: D C FNDe€C — F €
C'. Then, the set C is also a monotonic access structure and the subsets in C
are called the authorized sets, otherwise, the unauthorized sets.

2.3 Linear Secret Sharing Schemes (LSSS)

Definition 2 (LSSS [30]). Let U be the attribute universe, where each attribute
includes two parts: attribute name and its values. Fach attribute has multiple
values. An LSSS involves (A, p) on U, where A is an | x n matric over Z,, which
is called the share-generating matrix and p maps a row of A into an attribute
name index. An LSSS consists of two algorithms.

— Share((A4, p),s): This algorithm is used to share a secret value s based on A.
Considering a vector v = (s,ya,... 7yn)T, where s € Z, is the secret to be
shared and ya, -+ ,Yyn €R Zp, then Ay = Ay - v is a share of the secret s
corresponding to the attribute name indexed by p(x).
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— Reconstruction(A, -+, A, (A, p)): This algorithm is used to reconstruct
s from secret shares. Let P be any authorized set and I = {i|p(i) €
P} C {1,2,---,l}, Then there exists coefficients {w; € Zp}icr such that
YierwiAi = (1,0,---,0). A subset I of {1,2,---,1} is said to be a mini-
mum authorized set of (A,p) if I satisfies (A, p) and any I' c I does not
satisfy (A,p). We define 14, as the set of subsets of {1,2,---,1} that are
minimum authorized sets of (A, p).

2.4 Composite Bilinear Map

Definition 3 (Composite Bilinear Maps [29]): Composite order bilinear groups
are widely used in IBE and ABE systems. We denote by G a group generator,
which takes a security parameter \ as inputs and outputs a description of a
bilinear group G. We define the output of G as (N,p1,p2,ps,pa, G, Gr,é) with
G =Gy, X Gp, X Gpy X Gy, , where p1,p2,p3,pa are distinct primes, G and G
are cyclic groups of order N = p1papsps, and € : G x G — G is a bilinear map
satisfy the following properties:

~ Bilinear: é(g®, h®) = é(g,h)*’, Ya,b € Zn,g,h € G.

— Non-Degenerate: There exists g € G such that é(g,g) has order N in Gr.

— Computability: Assume group operations in G and Gt as well as the bilinear
map € are computable in polynomial time with respect to the security param-
eter A

Let G, be the subgroup of big prime order p;, where 1 <14 < 4. Note that for
any X; € Gy, X; € Gyp;, é(Xy,X;) =1 holds Yi # j. The subgroups are said
to be “orthogonal” to each other.

3 The Proposed PATLDAC Scheme for UAV Data
Sharing in Cloud-Based IoD

3.1 System Model

In this section, we give the description of the system model and design goals of
our data access control scheme.

As shown in Fig. 1, our scheme involves four generic entities, Trusted Author-
ity (TA), UAV Cloud Provider (UCP), Data Producer (DP) and Data Consumer
(DC) which are described as follows.

(1) TA initializes the system and takes charge of the user registration and autho-
rization. After receiving the attributes of users, TA generates secret key for
users to empower their corresponding privileges.

(2) UCP is the UAV cloud provider that provides unlimited computation and
storage resources together with data outsourcing services to UAVs. More-
over, UCP also supply data sharing services to authorized data consumers
for their academic or industrial applications.
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(3) DP is on behalf of UAVs that generate large number of spatiotemporal
data that contain confidential information and have too large volume to be
maintained in resource-limited UAVs. Thus, DP needs to encrypt these data
for confidentiality and upload them to UCP for cost saving.

(4) DC is the consumer of UAV data for analysis and mining with machine
learning related algorithms. Moreover, only authorized DCs have privileges
to access the shared UAV data in UCP.
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Fig. 1. The system model of our PATLDAC

We assume that the TA is a fully trusted entitiy while UCP is considered to
be semi-honest which performs the pre-defined protocol honestly but is curious
about the confidential information of UAV data. DP is regardes as trusted as it
generates their own UAV data and uploads them to UCP for outsourcing. DC
is considered to be malicious because part of them without enough privileges
may intend to conduct unauthorized access and some of them may even perform
unlimited access to disable the services. Moreover, there exists authorized but
malicious insiders that prefer to leak their decryption keys for extra profits.

3.2 Design Goals

To confront these threats in system model, our proposal should satisfy following
requirements:
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— Data confidentiality and fine-grained access control: Due to the high
level of confidentiality, the UAV data should be protected during communi-
cation among UAV, UCP and DCs, and their sharing in UCP. Moreover, only
authorized DCs can obtain the content of the shared UAV data.

— Privacy protection in access policy: As the access policy may reveal the
content of encrypted UAV data, it should be well protected in order to prevent
sensitive information disclosure from being inferred by anyone accessible to
shared UAV data.

— Limited access times for authorized DCs: To make sure the data sharing
service can be available to valid DCs, it is preferable to limit the access time of
each authorized DC such that no malicious insiders can conduct DoS/DDoS
attacks to disable the services provided by UCP.

— Public user tracing for malicious insiders: The DCs that are authorized
to access shared UAV data in UCP but attempt to acquire illegal benefit by
leaking their decryption keys should be traced by anyone in system publicly.

— Efficiency: For the sake of resource-limited devices, it is preferable for DCs
to save cost in encryption and efficiently test before data decryption to offset
the high computational burden in decryption.

3.3 Concrete Construction

In our proposed PATLDAC, the basic building block is large universe and par-
tial hidden policy CP-ABE. Based on this, PATLDAC integrates the feature of
limited access time and public traceability to prevent malicious users who may
conduct DoS attacks with unlimited data downloading and who intend to gain
illegal profit by leaking their decryption keys. Thus, in the decryption process of
PATLDAC, the UCP first checks if a DC have reached his upperlimit of access
times. Besides, UCP also helps DCs to finish their decryption test and user
decryption, which greatly save computation cost for decryption. Moreover, the
user tracing mechanism is publicly executed by any entity of the system without
a centralized authority.

— Setup(\) — (PK,MSK): After TA receiving the security parameter A\, it
invokes the bilinear group generator algorithm G(\) to obtain a bilinear group
(N = p1pap3pa, G, G, €), where {p;};c[4 are different big primes and G, Gr
are two cyclic groups of composite order NV with a bilinear map ¢ : G X G —
Gr and a generator g € G. Then, TA sets the attribute universe U = Zy
and chooses a,a €r Zn, f,h €r Gp1), A3 €r Gy, O, A4 €r Gy, and
computes B = é(g,9)%, F = fO. Besides, TA picks a collision resistant hash
function H,, : {0,1}* — Zy. Finally, TA publishes the system public key as
PK =(N,g,9% h,B, F, Ay, Hy,) and the master key is MSK = (a, f).

— Setupc(PK) — (ctr,L,ST): Given the system public key PK, the UCP
generates an initial counter ctr = 0 for data sharing service and an empty
state set ST for each DC in user universe. The UCP also initiates a list L to
maintain the ctr and ST for each DC.
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— Setupy (PK) — (pky, sky): On inputting the system public key PK, each DC
chooses a random number z, €gr Zy as secret key SK, = z, and publishes
the user public key as PK, = h*-.

- KeyGen(PK,MK,PK,,ID,,S) — DK,: After receiving the system public
key PK, the decryption key request from DC with his identity ID, and
attribute set S = (I, S), where Iy C Zy is the index of each attribute in
S and § = {s;}icy, is the attribute value of the DC, TA randomly chooses
teZyand R,R R, € Gp3 for i € Iy. TA finally outputs the decryption key
of DC DK, = {S,K,K ,K ,{KZ},eIS}, where

K =g*g""m S KOR K = ¢'R K" = IDy, Ki = (g" f)'R

- KeyGenoyr(PK,DK,,SK,,csi) — TK,: DC takes the system public key
PK, his decryption key DK, and secret key SK, with current state infor-
mation csi as input, then he computes TK! = {I;,K! = ¢+ - K =
g7 g@g®ttm (KIVK/), K',K" {K,}ic1.}. Then, the DC calculates the rest com-
ponents K, = BY/ (zutHm(cs)) [ — g1/(zutHm(es) Finally, the DC gets his
transformation key TK, = (TK}, K., K, csi).

— Encryptoss(PK) — IT;: Given the system public key PK, each DP prepares
the encryption process in advance. DP selects random values s, s € Zy as
secret value for sharing to compute CN'(; = le,éi B 6; = g , @1 =
g
Then, DP chooses \,t,r €r Zy and calculates 05 . = C’1 c =

S

and constructs a intermediary pool ITy = {(s,s C5,C1,05,C1)}

g™ (gt F)" ,C’éw = ¢g" to construct another intermediary pool I, =
{()\/,t/,r/,C(;,m, Ci’w, Cé$)} Finally, DP outputs an intermediate ciphertext
IT, = {ITy,IT5)}.

— Encrypto,(PK,IT;, M, A) — CT: On inputting the system public key
PK, the intermediate cihertext IT;, the UAV data M with designated
access policy A = {A,p,7}, where A is a [ x n share-generating

matrix and 7 = {tp), 1,0} I8 the value set of the access policy
A, DP chooses a random tuple (s, s 05,01,05,01) from IT; and two
random vectors v = (s,vz,-*+ ,¥n), v = (s,vg,---,v,) of n dimen-
tions over Zy, where s,s €r Zy are the shared secret value. DP
also picks [ different random tuples {(\,,t,, I,C’(M,Clx,C’Q 2)}zep from
IT;. Besides, DP chooses O5 €r G,, and OM;,OCz,Odr €r Gp,,
where 1< = < [. Then, DP can calculate the ciphertext CT =
{(A,p),C5,C5,{Cs .4 }1<0<1, C1, C1, {Che, Oz, C3 1, Ca oy Cs o V1<t )

where
,C\(/S = ,C\; aé\é = 6\6 . 06705736 = C;S,z ' (gtp(z)F)_s Oc,:va

Ci=M-C,,Ci=0C1,Cru=C1, Oy Coy=CoyOuy,
Cap=Ar v =Xy, Curp=Ap -0 =Ny, Cs0 = Tt pia) — L)
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Finally, DP uploads the ciphertext CT to UCP for data outsourcing and
sharing.
— DecryptTest(PK,CT,TK,,SK,) — True/False: The algorithm is an inter-

action between UCP and DC as below.

o After receiving the system public key PK and the UAV data access
request from DC with his transformation key TK,, UCP first checks
if the access time of the DC reach the maximum as follows:

1) é(gfim(es) . 7, K,) = FE and K, = é(g - Zu, Kp);

2) ctr +1 < g, where ¢ is the maximum access time of the outsourced
decryption service request for UAV data sharing;

3) K. ¢ ST.

If the above equations do not hold, UCP prohibit the further data access

for the DC. Otherwise, UCP updates ctr = ctr + 1 and stores K. in ST

for future use.

o UCP calculates 14, C {1,2,--- ,1} that satisfies the partial hidden access
policy (A, p) of CT and the following equation:

5 w; (g NHo (KK w;
P =e(JJ oy, ()t ))-é(Cs, K IR
i€l i€l
é(Cy, K) i .
- - =e(g,9)"e(g,9)™°
Hie[(e(cl,iv ) (02 @ l)))ﬂZ
Then, UCP allows the DC to download the ciphertext C'T" and returns
Po, P1 to DC.
— UserDec(PK,CT, Py, Py, SK,): With the system public key PK and secret
key SK,, DC computes following to check if there exists a subset I € I,
that satisfies {p(i)|i € I} C I, and checks the following equation

P =

Cs ' L Py-e(¢".Cy)
where ), w;A; = (1,0, -+ ,0) for some constants w;;c ;. If no such I exists,
it outputs L to indicate that attribute set S of the DC does not satisfy the
partially hidden access policy (A, p). Otherwise, the ciphertext is valid and
authorized and the DC can calculate the following equation:

M =Cy-é(g%",Ch)/ Py
Finally, DC gets the plaintext M of the shared UAV data.

— UTrace(PK,DK,) — ID or null: Given the system public key PK and the
leaked decryption key DK, , anyone of the system can execute the algorithm.
First, it checks if DK, = {S,K, K , K ,{K;}ier.} and its components satis-
fies K, K/, K; € G, K" € Zy. Then, the algorithm executes
Key Sanity Check:

é(g, K) = B-é(g", (K )n K7 (1)

If the decryption key DK, does not satisfy Key Sanity Check, the algo-
rithm abort and outputs null. Otherwise, we consider it as a well-formed
decryption key. Then, the algorithm outputs the real identity of the owner as
ID,=K".
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4 Analysis of Our PATLDAC Scheme

This section demonstrates the theoretical analysis of our proposed PATLDAC
scheme in Table 2 and Table 3.

We analyze the complexity of our scheme and three related schemes in [11,
26,32]. Here, we let E and Er denote exponentiation in group G and Gr, P
denote pairing operation in é, |S| denotes the number of access attribute set S,
|Gp. |, |Gpip, |, |Gr| and | Zx| denote the length of element of G, G, - Gy, Gr
and Zy.

Table 2. Computation comparison in various schemes

Schemes KeyGen UserEnc

[32] (21S|+3)E (7T1+4)E + 2E7

[11] (2|S|+4)E (T1+5)E +2Er

[26] (2|S| 4+ 3)E (61 +2)E + 2B
PATLDAC | (2|S|+3)FE 2|S|E

Schemes UserDec UserTrace

[32] 2IIE+ (|I|+1)Er + (2/I| +3)P -

[11] GBI+ 9E + (1| + DEr + QI + 9P | (2IS| +2)E + (2IS] + 5P
[26] (41| +4)E + Ex + 4P E+2P

PATLDAC | 2E E42P

Note. “I” is the row number in access policy, “|I|” is the complexity of access
policy in decryption.

From the view of computation complexity, we emphases on the aspects of
the time cost in KeyGen,UserEnc,UserDec,UserTrace. To demonstrate the
advantage of our proposal, we compare the computation complexity between
PATLDAC and [11,26,32] summarized in Table 2. Specifically, the time cost in
KeyGen algorithm in PATLDAC is just the same as that of [26,32] while less
than that of [11] which needs centralized traceability. Moreover, the time cost in
User Enc of PATLDAC is much less than that of other three schemes as it utilizes
online/offline encryption to offload the complex attribute-related computations
to offline phase. More important, the time cost in UserDec algorithm is only
2F which is also significantly less than others. In addition, the time cost in
UserTrace of PATLDAC is the same as that of [26] and much less than that of
[11] which incurs extra cost for attribute-related operations in key sanity check.

From the view of storage complexity, we emphases on the aspects of the stor-
age cost in Setup, KeyGen, User Enc,UserTrace. To demonstrate the advan-
tage of our proposal, we compare the storage complexity between PATLDAC
and [11,26,32] summarized in Table 3. It is obvious that the size of system pub-
lic key of PATLDAC is the same as that of [11] while more than the other two as
it introduces another one element in G for user public key generation to realize
outsourced decryption in standard model. In the storage cost of user decryption
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Table 3. Storage comparison in various schemes

Schemesl PPSize DKSize CTSize TraceSize
(2] 41Gpy | + G| | (5] +2)[Gpyp, | (214 8)|Gp,p; | + 2G| -

[11] 51Gp; | +1GT| | (IS +3)|Gp;p; | + 12N | 31+ 4)|Gp,;p; [ +2|Gr| ILIZN |
[26] 4Gp; | +1Gr| | (ISI+2)IGp;p; | + 12N | 21+ 2)[Gp,p; | + 2G| o]
PATLDAC | 5|Gp, | + |G| (|S\+2)|Gpip].\+\ZN\ (2l+3)\Gpipj|+2|GT|+3HZN\ ©

Note. “|L|” is the size of user table for tracing, “®” is the efficient symbol.

key, PATLDAC is the same as [26] and less than that of [11] for centralized
user tracing. The ciphertext size in PATLDAC is somewhat more than the other
schemes as it introduces extra three elements in Zy for online/offline encryption
to achieve cost saving. Most important, PATLDAC and the scheme in [26] realize
high efficiency in user tracing, which is much less than that of [11].

5 Conclusion

In this paper, we proposed a privacy-aware and time-limited data access control
(PATLDAC) scheme for secure UAV data sharing in Cloud-based IoD system.
The proposed PATLDAC can achieve user privacy preserving in access policy
through partially hidden access policy to conceal the values of attributes while
leaves their names with no sensitive information. To resist user key abuse effi-
ciently, PATLDAC provided public user tracing. In the meantime, for the secu-
rity of data sharing security to guarantee service provision, PATLDAC supports
data access time limitation that each data consumer can only perform a maxi-
mum times of access to shared UAV data. In addition, PATLDAC realize high
efficiency in both encryption and decryption. The complexity analysis and com-
parison show that PATLDAC is suitable for IoD systems.
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