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Abstract. Fog Computing is a paradigm that extends cloud computing
by bringing network and cloud resources closer to the edge. This means
that points of presence are placed close to end users for easy access and to
enable delay-sensitive applications to have minimal response times. This
Fog layer preprocesses data as close to the sensors as possible. How-
ever, with the increasing demand of IoT, even when close to sensors,
fog nodes tend to be overloaded, compromising the response times of
latency-restricted IoT (Internet of Things) applications, and therefore
also compromising the quality of user experience. However, the limited
storage and processing capacity leads us to ask the question: wouldn’t
load balancing be an asset in the Fog Computing environment to avoid
overwhelming some fog nodes? It is in this sense that we will exploit
load balancing in the Fog Computing environment. We will propose an
algorithm for selecting the fog node with the best resource (BRFC) to
handle the request. A controller node is placed at each zone to manage
data access and placement. This will prevent some nodes from being
overloaded or underloaded in order to improve response time, system
performance, throughput, cost and even energy consumption.

Keywords: Fog computing + Load balancing - IoT - Quality of
service - System performance

1 Introduction

Fog Computing is a geographically distributed paradigm, brings network power
and computing to the edge of the network, closer to end users and IoT devices,
as it is supported by widespread fog nodes [1]. This technology consists of a set
of nodes that are heterogeneous in terms of storage, processing resources. How-
ever, these resources are very limited compared to the cloud. Cloud Computing
with its almost unlimited storage and processing capacity requires load balanc-
ing of physical and virtual servers to better manage system performance. Since
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the emergence of Fog Computing, the goal is to solve some of the problems
that Cloud Computing faces. The latter with its almost unlimited processing
and storage capacity can handle any type of task with any size. However, with
the advent of the Internet of Things, some time-sensitive applications require
a minimum response time. This is a hindrance for the traditional cloud. Fog
computing was not born to replace cloud computing.

Most of the data requiring analysis, processing and storage is transmitted
to the cloud. This can have a negative influence on latency, security, mobility,
and reliability because with the existence of delay-sensitive applications, the
reduction of response time is necessary. In [2,3], the authors showed that the
proximity of the Fog layer to Internet of Things (IoT) devices can remarkably
reduce latency and meet the requirements of extremely low latency.

However, as the volume of data sent by these connected objects continues
to increase, this results in a reduction in system performance. As a result, load
balancing in the Fog Computing environment is a necessity for a better quality
of service.

In this paper, we will propose a solution somewhat similar to [4], but we
will place a controller at each zone, responsible for managing the load balancing
in each zone. This prevents underloading and overloading of some nodes. This
controller node stores all the objects of the nodes in the zone.

The rest of the paper is structured as: in Sect 2 presents a summary of related
work in the literature. In Sect. 3, we will discuss our model to better understand
the load balancing in each zone managed by the controller node. In Sect. 4, we
will represent our model as a graph to better understand the role of the controller
node. In Sect. 5, we will show the experimental results obtained compared with
those of Mostafa et al. Finally, we end the paper in Sect. 6 with a conclusion
and propose some directions for future work.

2 Related Work

With the era of big data, the amount of data sent continues to increase expo-
nentially. This is why researchers have tried to provide solutions by proposing
algorithms, architectures, etc. to make systems more efficient. It is in this sense
that Masip-Bruin et al. have proposed a new Fog to Cloud (F2C) architecture
[5], to facilitate the communication between the Fog layer and the cloud layer.
They also proposed a management system that allows them to discover the set
of fog nodes and choose the best node among the others. This solution, the task
can be divided into individual function and in turn also divided according to the
fog layers. In addition, this solution, the authors did not explain how the task
will be divided into individual functions or even specify the criteria for selecting
the most optimal fog node to process the task.

In [4], Mostafa et al. proposed a solution for load balancing in Fog Com-
puting. In their solution, they proposed an algorithm for fog resource selection
(FResS) and also enables automatic fog selection and allocation for IoT sys-
tems. It is a solution that predicts the execution time using logs. A new module
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is placed between the Fog layer and the IoT devices. This module consists of
a task scheduler, a task manager, a resource selector and a history analyzer.
These modules perform various tasks related to resource selection, predictions
and history management. In this new module, if a task arrives, they check the
logs if the task has been once executed to predict the execution time, waiting
times in the queues and data transfer times. Otherwise the task scheduler sends
the task description to the task manager to find similar tasks in order to predict
the execution time and the resources needed to execute the task. This will lead
to the task selector component until logging.

According to Xu et al. in [6], load balancing is one of the key factors to
achieve resource efficiency and avoid bottlenecks, overloading or underloading of
nodes and low load. In this paper, Xu et al. . proposed a corresponding resource
allocation method in a fog environment through static resource allocation and
dynamic service migration to achieve load balancing for Fog Computing sys-
tems. In this paper, the authors did not consider the negative impact of service
migration, including traffic for different types of compute nodes, cost of service
migration, performance degradation for service migration, and data transmission
cost.

The paper [7], banerjee et al. proposed a distributed resource allocation pro-
tocol algorithm to achieve load balancing in a large-scale distributed network.
With their algorithm, the response time and resource utilization could be signif-
icantly improved over FIFO. However, some preferred to use graph partitioning
theory to balance the loads dynamically. This allows us to study the problem of
trade-off between energy consumption and delay in F2C scenarios [8,9].

In [10], Souza et al. modeled the service allocation problem as a multidimen-
sional knapsack problem (MKP) aiming at optimal service allocation considering
delay, load balancing and energy consumption. It is an algorithm to solve the
combinatorial optimization problem. Load balancing is an essential mechanism
in the cloud as well as in Fog Computing. Load balancing helps to make net-
works more efficient. It distributes processing and traffic evenly across a network,
ensuring that no device is overwhelmed. Several research works are interested in
load balancing to make the system more efficient in terms of storage, processing,
network traffic.

Mostafa et al. in [4] have addressed this same load balancing topic at the
Fog Computing level. They introduced a new module to interact the fog layer
and IoT devices. The role of this module is to predict the execution time of a
task in order to reduce latency and manage balancing dynamically in the fog.
The module consists of a task scheduler in charge of retrieving the task before
sending the information about the task itself to the selector. However, several
limitations are to be noted such as: 1) the fault tolerance is not fully ensured
with the interconnection of zones. Because if a link between two zones fails,
communication between some zones will be possible via the cloud. 2) In addition
the bus topology applied in its architecture. This means that the performance
decreases according to the number of zones and also if the central link fails,
all its network will fail. 3) The location of FResS is not specified in relation to
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the different zones, which means that it can be a bit far from some zones. This
can lead to a long response time. 4) A lack of precision of the duration of the
archived data.

Although work is progressing to solve load balancing in cloud computing or
fog computing, our proposal allows to manage the load of tasks in the fog to
avoid some nodes underloaded or overloaded. Our method is somewhat similar
to that of [4], but we will place in each zone a controller node. The controller
will schedule, select, and even store objects from the nodes storing the tasks. We
will detail in Sect.3 the placement and access of information according to the
controller node.

3 Description of Our Approach with a Controller Node
for Load Balancing

In our architecture [11], we proposed a model with three layers. At the Fog
layer, interconnected zones in double ring mode are applied Fig. 1. This allows to
manage fault tolerance. The controller node manages the placement and reading
of data. If a new task arrives, the controller node consults its table to find
the location of the task. However, if the task is not present in its zone, with
inter-zone communication (A2A), the controller node transfers the task to a
neighboring zone. This transfer does not happen randomly because the controller
nodes communicate stored objects with each other via messages and an update
message is sent after each new task stored or task location changed from one
node to another.

In addition, we have represented our model as a graph with the controller
node as its vertex. The controller node is connected to all other nodes either
directly or indirectly to manage load balancing. All user tasks are redirected
to the controller node, knowing the location of all objects stored by the nodes.
However, it is still challenging to achieve load balancing for compute nodes in
the fog environment when running IoT applications. Considering this challenge,
a dynamic resource allocation method managed by a controller node for load
balancing in a fog environment is proposed in this paper.

The controller node has some information about the other nodes, such as
storage capacity, free memory space, CPU capacity, and RAM capacity. This
allows it to select the best node for storing the task. With each new task that
arrives, this controller node checks its table (DB) to determine the node with the
necessary resources capable of storing the task. In addition to this, the controller
node has the ability to transfer data from some nodes to other nodes to handle
load balancing. This load balancing makes the system more efficient. According
to Xu et al. in [11], due to the diversity of runtime and specifications of compute
nodes in the fog, the resources could not be fully utilized. This makes it important
to migrate data between nodes.
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Fig. 1. Architecture for load balancing with the controller node.

3.1 Overview of the Load Balancing Method

Our method consists of four main steps, namely checking the table (database -
DB) to select the node with more available resources (step 2) in order to transfer
the task in this detected node (step 3). In this method, step 1 is to first check the
DB containing all the information of the different nodes. To judge if a node is
able to store the new task, it is necessary to detect the available space of all the
compute nodes (see Fig.2 of the sequence diagram). The returned information
will allow the controller node to redirect the task to the selected node. Two or
more nodes can be returned and in this case the controller node selects the best
node among the others according to the storage capacity, the bandwidth but also
the number of hops. Another step (step 4) is used for data migration between
nodes. The controller node has the ability to move data from one node to another.
In addition, some workloads from compute nodes with higher resource utilization
are migrated to compute nodes with low resource utilization. Figure 3 illustrates
the migration of data between the different areas performed by the controller
node. Each area is connected to two other areas that they communicate through
the controller nodes. Each task received by the controller node, a check will be
made at the level of its table to select the best zone to transfer the task. After
receiving and processing the task, a message is sent to the original controller
node to update its table.

3.2 Determination of the Shortest Path

In this section, we will explain the method used at the controller node to deter-
mine the shortest path. All nodes are connected to the controller node. The
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Fig. 2. Diagram for selecting the best fog to handle a task.

shortest path problem is one of the most classical problems in graph theory and
the most important in applications especially for optimization problems. If we
consider an area as a directed graph G (X, U, L), we associate to each arc u(i, j)
a real number 1(u) where lij, called the length or weight of the arc. This weight of
the arc between two vertices s (source vertex or origin vertex) and d (destination
vertex) of the graph allows to determine all the paths from s to d. A path is
noted u* whose total length 1(u*) is minimal.

Node a is considered the controller node. It is connected to all nodes directly
or indirectly. The greedy algorithm is applied, which seeks to build a solution
step by step by respecting certain conditions:

— never go back on a decision
— taking at each step the solution that seems to be the best locally
— hoping also to obtain an optimal solution.

Many computer techniques are likely to provide an exact or approximate solution
to problems such as determining the minimum and maximum with respect to a
function, determining the shortest path between two points, giving change from
a vending machine, etc. The glutton algorithm is a possible method for solving
these types of problems. It is an algorithm that allows for fast computation time
and easy implementation but does not guarantee optimisation.
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Fig. 3. Sequence diagram for data transfer between areas.

Let e; be the set of nodes, nb; = the weight of the arc and s the distance
between two vertices (nodes). The algorithm will sort the arc weights in descend-
ing order, thus maximising the number of arc weights chosen.

4 Results and Experiments

After simulation with the GridSim tool, we have a better result compared to
the proposal of Mostafa et al. in [4]. We used the same parameters to compare
our two algorithms. One cloud storage site, three fog storage sites, and 150 IoT
devices were defined by the simulator, 500 to 2000 task requests, and varying
bandwidth connectivity from 500 MB/S to 2000 MB/S.

Depending on the number of tasks, the result in Fig. 6 shows that our algo-
rithm is better in terms of response time. We see that our algorithm tries to
minimize the request agreement time by redirecting some tasks to the neigh-
boring zones. The choice of the zone always depends on the task because the
controller nodes communicate the information they store with each other. Each
time data is stored, the controller node records the location of the object and
sends an update to the controller nodes. This facilitates the redirection of the
request in case it is not present in the host area. Table 1 shows the set of cloud
computing parameters and fog layer areas and Table 2 shows the characteristics
of the tasks.
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Table 1. Characteristics of the fog and cloud zones.

Settings Fog Cloud
Number of area 3 1

Number of nodes per area | 6 12

Latency [50-100] between area | 2200

CPU MIPS [500-2000] [3000-10000]
Bandwidth 500 Mo/s 2000 Mo/s

Table 2. Characteristics of the tasks

Properties Values
Storage capacity (MB) | [1-10]
Bandwidth (MB/s) [0,5-1]

The latency between fog nodes in a zone is 10 ms.
The results presented in Fig. 4 show that the adopted BRFC model outperforms
the FResS model, so that the task response time was reduced by 19.10%. In
Fig. 5, we have the cost according to the number of users. The BRF'C model is
even better. Of course, as the number of users increases, the cost also increases.
However, with our model, we were able to reduce the cost by 28.18% compared
to the FResS model.

25000

20000

15000

=+ BRFC

10000 ~H—FResS

TASK (S) RESPONSE TIME (SEC)

5000

500 1000 1500 2000
NUMBER OF TASKS

Fig. 4. Response time as a function of the number of tasks.
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Finally in Fig.6, we used the bandwidth to compare the two models. The
bandwidth is a very important factor that influences the response time according
to the number of users but also according to the number of tasks. The higher
the bandwidth is, the more the execution time decreases. The results obtained in
Fig. 6 show that we could reduce the total execution time of the tasks by 35.05%
compared to the FResS model.

Table 3. Task turnaround time of our BRFC approach compared to the FResS app-
roach.

Number of tasks | 500 | 1000 | 1500 | 2000 | Total
BRFC 3450 | 8070 | 12300 | 17400 | 41220
FResS 4000 | 9780 | 15600 | 21570 | 50950
Between 550 1710 | 3300| 4170, 9730

4.1 The Limits of My Model

After simulation with the GridSim tool, we found that our model is better com-
pared to that of Mostafa et al. in [4]. However, some limitations are to be noted
in our model such as the trade-off between the storage capacity and the number
of objects to be stored. As the number of objects becomes larger, the capac-
ity also increases. In addition, with only one controller node, if the latter fails,
inter-zone communication will no longer be possible. This is why we considered

900
800
700
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500

400 et BRFC

~M. FResS

COST IN THOUSANDS (SEC)

300

200

100

10 30 50 70 90
NUMBER OF USERS IN THOUSANDS

Fig. 5. The cost according to the number of users.
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Fig. 6. Total working time depending on the variant bandwidth.

proposing a new model with two controller nodes (a primary node and a sec-
ondary node). The data will be redirected to the secondary node if the queue
threshold has been reached. In addition to handle the optimization problems
with the glutton algorithm, we will use a particular structure named matroid to
design an optimal glutton algorithm.

5 Conclusion

Fog computing is an infrastructure that has emerged to solve some of the prob-
lems encountered by cloud computing. With the birth of the Internet of Things,
load balancing is necessary to avoid overwhelming some fog nodes. In this article
we have proposed a model with a controller node in each zone. The role of this
controller node is to manage the placement and location of data. Unlike with
the model of Mostafa et al. in [4] where a module is placed between the fog
environment and the IoT devices to predict task execution times. However, after
simulation with GridSim tool, we found our BRFC algorithm better compared
to FResS. As the results show. We have reduced 19.10% of the task response
time, 28.18% of the cost and 35.05% of the total task execution time. This means
that we have a better model compared to FResS.

In addition, with the agreement times increasing with the number of requests.
In future work, we plan to improve our model by adding two controller nodes (a
primary controller node and a secondary controller node). The new secondary
controller node will process new tasks if the threshold set for the agreement queue
is reached at the primary controller node. In addition, we will also improve our
glutton algorithm to handle the optimization. Finally, we also plan in future work
to take into account the number of fog nodes at each zone in an incremental way.
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