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With the booming development of mobile Internet technology and the increasing
popularity of multi-host mobile smart terminal devices, multipath transmission
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Abstract. Multipath transmission technology provides a strong theo-
retical support for the realization of parallel multi-channel data trans-
mission for multi-host mobile terminal devices, and is an ideal scheme for
high performance and high quality data transmission in wireless network
environment. MPTCP is one of the representative achievements, and
its security and robustness have aroused wide concern and discussion
among researchers at home and abroad. In view of the characteristics
of non-stationary signals transmitted by MPTCP, this paper combines
wavelet transform analysis method and information entropy theory, and
uses wavelet energy entropy to achieve the method of feature extraction
of attack signals. Finally, the simulation analysis is carried out and good
experimental results are obtained. The following conclusions are drawn:
according to the law of wavelet energy entropy changing with wavelet
decomposition scale, the attack signal is different from the normal sig-
nal. Based on this feature, attack signals in MPTCP transmission system
can be well detected, which provides a new thinking and new means for
anomaly detection and online monitoring of MPTCP transmission sys-
tem.
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technology has been widely studied and discussed, and its application fields and
practical values are being constantly broadened and explored. Compared with
the traditional single-path transmission mode, multipath transmission technol-
ogy can organically integrate various wireless access technologies (WiFi, 4G,
Bluetooth, etc.) and better aggregate a variety of heterogeneous wireless net-
work resources, thus effectively improving the performance of application data
transmission and transmission quality of service [1]. Among them, the most
representative MPTCP (Multipath TCP) can meet the requirements of network
application data transmission with high bandwidth, high rate, and low delay, and
maximize the utilization of network resources. Therefore, MPTCP will become
the core transmission protocol of the Internet in the future [2]. However, facing
the increasingly complex and critical cyber security situation, the security and
robustness of MPTCP transmission system has become a hot topic for national
and international research scholars.

In the real network environment, the robustness of multipath transmission
system mainly includes structural robustness and performance robustness. How-
ever, the complex and changeable intentional network attack will have a serious
impact on the structural and performance robustness of MPTCP transmission
system, and then affect the transmission performance of the transmission sys-
tem and user service quality [3]. However, the research of multipath transmission
theory and algorithm based on MPTCP is mainly focused on path management
and data scheduling, while the research of network security and robustness is rel-
atively lacking [4-6]. Among the only relevant studies, the research on security-
related issues can be roughly divided into abnormal attack traffic detection and
robustness modeling and optimization. Therefore, the characteristics of abnor-
mal attack traffic signals can be extracted timely and effectively to accurately
distinguish normal signals from attack signals, which will play a decisive role in
the rapid detection of attack signals in MPTCP transmission system.

Among the existing signal analysis methods, the wavelet analysis method is
a time-frequency multi-resolution analysis method proposed by the French sci-
entist J. Morlet in the early 1980s [7]. This method overcomes the disadvantage
that the STFT (Short-Time Fourier Transform) window size does not vary with
frequency, and evolves on this basis, which provides a possibility for studying
time series better [8]. It is an ideal tool for time-frequency analysis and process-
ing of non-stationary signals because it can intuitively reveal the various cycles of
variation hidden in the time series, fully reflect the trend of the system on differ-
ent time scales, and further estimate the future development trend of the system.
Wavelet analysis theory has been widely used in signal analysis and detection,
image recognition, computer classification and processing, medical imaging and
diagnosis [9], numerical analysis [10] and other scientific fields [11].

In this paper, the wavelet transform analysis method is applied in MPTCP
transmission system to realize multi-resolution analysis and time-division and
frequency localization fine expression of MPTCP non-stationary signals, so as
to extract component sequences of different frequency ranges. Meanwhile, this
paper uses wavelet energy entropy to design and implement attack feature extrac-
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tion method suitable for MPTCP transmission system, and studies the numerical
characteristics of attack signal different from normal signal. Finally, this paper
conducts simulation experiment analysis based on NS2 (Network Simulator ver-
sion 2) platform [12] to verify the rationality and effectiveness of the design
method. The experimental results show that wavelet energy entropy can be used
as the classification feature of normal signals and attack signals in MPTCP
transmission system, which lays a theoretical foundation for anomaly detection
in multipath transmission system, and further improves the robustness and secu-
rity of MPTCP multipath transmission system.

The organization of the remaining chapters is as follows. In Sect. 2, we mainly
introduce the wavelet transform analysis method, information entropy and
wavelet energy entropy related theoretical knowledge, including the basic concept
and working principle. In Sect. 3, we introduce in detail the research thinking and
design process of attack signal feature extraction method of MPTCP transmis-
sion system. In Sect. 4, we elaborate on the construction of MPTCP transmission
system simulation environment and the results of experimental operation, and
finally draw experimental conclusions. In Sect. 5, we give a brief summary of the
paper and look into the future work and challenges to be faced.

2 Wavelet Transform and Wavelet Energy Entropy

2.1 Wavelet Transform

Wavelet transform is a time-frequency domain multi-resolution function anal-
ysis method based on FT (Fourier Transform), which attracts more and more
attention. At first, the wavelet transform analysis method was used to analyze
the local characteristics of seismic signals, but now it has been gradually applied
in nonlinear scientific research fields such as data compression, speech analy-
sis and processing, fault detection and signal analysis [13]. In this method, the
infinite trig function basis of FT is replaced by the attenuation wavelet basis
of finite length, which overcomes and breaks through the limitation of FT, and
has good localization properties in both time domain and frequency domain,
and solves the problem of resolution contradiction between time domain and
frequency domain [14].

The basic principle of wavelet transform is a process of multi-scale decomposi-
tion (transformation) or reconstruction (inverse transformation) of time-varying
signals through the expansion and translation operation of wavelet to form
wavelet basis (wavelet function), analyze the general picture or details of sig-
nals, and realize the analysis of local characteristics of different time scales and
space of signals [15]. Its main feature is that certain aspects of the problem are
sufficiently highlighted through transformations, culminating in temporal seg-
mentation at high frequencies and frequency segmentation at low frequencies, so
that any detail of the signal can be attended to and the time-frequency variation
characteristics of the time series can be analysed through wavelet coefficients.
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The selection of wavelet function is the premise of wavelet analysis. It refers
to a class of functions that are oscillatory and can rapidly decay to zero, namely,
the wavelet function ¢ (t) € L? (R) and satisfy:

“+o0
G (t)ydt =0 (1)
After a series of scaling and translation operations, it can form the general form
of the wavelet function [16],

¢a,b(t)=|a|_;¢<t;b>,a,bER,a;éO (2)

where, 14,5 (1) is basic wavelet; a is the scaling scale, reflecting the period length
of wavelet; b is the translation parameter, the translation in reaction time. For
the same signal or time series, if different wavelet functions are selected, the
results will often be different, sometimes even very different. The most common
wavelet transform forms are CWT (Continuous Wavelet Transform) and DWT
(Discrete Wavelet Transform) [17].

For any given finite signal f (t) € L? (R), its continuous wavelet transform
form is

Wilan) =l [ 107 (50 a ®

where, Wy (a,b) is the CWT coefficient, ) (174;) and is the complex conjugate
function of v (IT_I’) For discrete time series signals, suppose the function f (kAt)

(k=1,2,--- N; At is the sampling interval), then the discrete wavelet transform
form is [18]

N

k=1
At this point, Wy (a,b) is the DWT coefficient.

2.2 Information Entropy

In the 1940s, C. E. Shannon proposed the basic concept of information entropy by
referring to the concept of thermodynamics, and gave the mathematical expres-
sion of information entropy. In information theory, information entropy describes
the uncertainty of each possible event of information source, and represents the
average amount of information provided by each symbol and the average uncer-
tainty of information source [19,20]. Information entropy can generally be used
as a quantitative statistical indicator of the information content of a system, and
can also be used to estimate the complexity of random signals.

For a system with an uncertain state, if a random variable X is used to
characterize the state of the system, the probability of z; isp; = p{X =z,},j =
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1,---,L,and Zle p; = 1, the information obtained from a certain result of X
can be represented by I; = log (1/p;), so the information entropy of X is [21]

L
H(X)= *ij log (p;) (5)

where, when p; = 0, p;log (p;) = 0. It is easy to see from the form of expression
that information entropy has the basic properties of monotonicity, non-negativity
and accumulation.

2.3 Wavelet Energy Entropy

Wavelet transform has good ability of time-frequency localization analysis.
Multi-scale analysis brings the construction and implementation of wavelet func-
tion into a unified framework and has corresponding practical fast algorithm.
Therefore, wavelet energy entropy of signal can be obtained by combining wavelet
transform analysis method with information entropy theory.

Let E = Ey, Es,--- , E,, be the wavelet energy entropy of the signal x (t)
at the m scale. In a given time window, the power E; of each component is
added up to equal the total power of the signal. Suppose p; = E;/E, then the
corresponding wavelet energy entropy is defined as [22]

WEE = - p;log(p;) (6)

Jj=1

3 Attack Signal Feature Extraction Method of MPTCP
Transmission System

Based on previous theoretical research, according to the characteristics of
MPTCP transmission system multipath parallel transmission, wavelet trans-
form analysis method, information entropy theory knowledge, in MPTCP trans-
mission system, wavelet entropy correlation technology is used to design feature
extraction method suitable for multipath transmission system attack signal. This
method can realize online monitoring and anomaly detection of transmission sys-
tem and provide a new solution to anomaly detection in multipath transmission
system. The general steps of the attack signal feature extraction method are
shown in Fig. 1.

~

Integrate the wavelet
transform coefficients at
each scale to calculate the

wavelet entropy of the
signal

Obtain the data
transmission signal of
MPTCP multipath
transmission system

Attack feature extraction
and anomaly detection
based on wavelet entropy

Use wavelet transform to
preprocess the signal

Fig. 1. Schematic diagram of MPTCP attack signal feature extraction method.
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According to the schematic diagram of the above operation process, this fea-
ture extraction method can roughly include signal preprocessing, wavelet energy
entropy calculation, attack signal feature extraction and anomaly detection.

3.1 Signal Preprocessing

From a macroscopic point of view, the large-scale network traffic in MPTCP
transmission system almost shows all the characteristics of signals [23]. There-
fore, we can regard MPTCP network transmission data flow as signal, and further
analyze the characteristics of MPTCP transmission data flow, such as change
trend, change amplitude and change period, by using signal processing method.
Under normal circumstances, the collected signals can not be directly extracted
from the features, often need to be preprocessed. Therefore, this paper uses
wavelet transform analysis method to denoise and scale decompose the original
signal.

The wavelet denoising method in this paper uses threshold denoising
method [24]. Its basic principle is to set a threshold value for the wavelet coef-
ficients on the decomposition scale, and it is considered that the wavelet coef-
ficients smaller than the threshold value are caused by noise, and the wavelet
coefficients larger than the threshold value are caused by signals. Then, the
wavelet coefficients corresponding to the noises on these decomposition scales
are thresholding to zero, and the wavelet coeflicients corresponding to the sig-
nals on these decomposition scales are retained [25]. Finally, the thresholding
signal is reconstructed, so the reconstructed signal is denoising signal based on
wavelet transform, and the next step of feature extraction can be carried out.

In general, two problems need to be considered to extract signal features by
wavelet decomposition: the selection of wavelet basis function and the deter-
mination of decomposition layers. If there are too few layers, it is difficult to
extract fault details of signals, while if there are too many layers, the calcula-
tion is complicated, feature extraction dimension is high, and transmission and
storage costs are high [26]. At present, we use different wavelet functions and
decomposition layers to decompose and reconstruct the transmitted signal, and
determine the best wavelet basis function and decomposition scale by comparing
with the original signal.

3.2 Calculation of Wavelet Energy Entropy

After wavelet transform, the original signal is mapped to the time-scale plane,
and the signal changes can be observed at multiple scales (different resolutions)
at any time interval. Because a large number of wavelet decomposition coef-
ficients reflect the results of wavelet transform multi-resolution analysis, these
coefficients contain a large amount of characteristic information about the trans-
mission system or the signal itself [27]. Assuming that each scale is a signal
source, the wavelet coefficients at each scale are equivalent to the information
sent by a signal source. Therefore, in this paper, these wavelet transform coef-
ficients are fused and processed effectively, and the universal characteristics of
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signals in MPTCP multipath transmission system are characterized by calculat-
ing the wavelet energy entropy of signals.

3.3 Attack Feature Extraction and Anomaly Detection

For non-stationary signals, a good time-frequency analysis method can detect the
unstable change of signal frequency with time, and then extract the important
features of the signal. In this paper, according to the calculated wavelet energy
entropy, through the comparison of experimental results to achieve the accu-
rate differentiation of normal signals and attack signals, more intuitive, effective
and convenient to carry out information extraction, signal detection and feature
recognition of various transmission signals in the MPTCP transmission system.

4 Experimental Simulation Analysis

In order to verify the rationality and effectiveness of the attack signal feature
extraction method of the MPTCP transmission system, this paper simulates the
MPTCP multipath transmission system based on NS2 experimental platform.
In addition, this document uses LDDoS (Lowrate Distributed Denial Service)
attacks [28] as an example to simulate a network attack on a multipathing trans-
mission system. Finally, the reliability of wavelet energy entropy as attack fea-
ture classification is verified by comparing the results of wavelet energy entropy
without attack and with attack, so as to realize feature extraction and anomaly
detection of network attack signals in MPTCP multipath transmission system.

4.1 Simulation Environment Construction

In this paper, the MPTCP multipath transmission system is built on the NS2
simulation experimental platform based on TCL (Tool Command Language)
programming, and the end-to-end multipath parallel transmission communica-
tion between communication devices is simulated. At the same time, in order
to simulate the network attack of MPTCP multipath transmission system, this
paper deploys ten dummy computers to send LDDoS attack data stream to a
router at the same time, and ensures the best attack effect.

As shown in Fig.2, in the simulated MPTCP multipath transmission sys-
tem, the Sender (server) and the Receiver (multi-host mobile terminal device)
are realizing parallel multipath data transmission through three different com-
munication modes (Path A, Path B and Path C), and ten puppet machines
(Attacky, Attack, - - -, Attackg) are simultaneously attacking the router Ry. In
this case, the MPTCP multipath transmission system includes normal data flow
and LDDoS attack data flow. Table 1 shows the settings of basic parameters
such as the bandwidth, transmission delay, and path management algorithm of
each transmission path in the MPTCP multipath transmission system. The total
data transmission time is 300s. Except that the network parameters of LDDoS
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MPTCP multipath
transmission system

Fig. 2. MPTCP multipath transmission system network topology.

Table 1. MPTCP multipath transmission system network parameter settings.

Path Bandwidth | Transfer delay | Path management algorithm
Path A | 10 Mb 50 ms DropTail
Path B | 10 Mb 50 ms DropTail
Path C | 10 Mb 50 ms DropTail
Path D |1 Mb 50 ms DropTail
Path E | 1 Mb 50 ms DropTail

attack are different, the network topology parameters in the case of no attack
are the same as those in the case of attack.

As for the simulation implementation of LDDoS attack in MPTCP multipath
transmission system, this experiment realizes constant bit rate data transmission
based on CBR type data packets, and each packet size is 200 bytes. We set the
attack period of LDDoS attack as 200 ms, the attack duration as 600 ms and the
attack rate as 1 Mbps. The specific parameter settings can be represented by the
following expression [29]. P indicates the attack period, T indicates the attack
duration, and V indicates the attack rate. In order to achieve better attack effect,
this paper sets up ten dummy computers to launch network attacks of different
durations on the transmission system on the nodes whose operation time is 50s,
120s and 200s respectively.

LDDoS (P, T,V) = (200 ms, 600 ms, 1 Mbps) (7)
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4.2 Simulation Results Analysis

Signal Preprocessing Results Analysis. In the signal preprocessing part,
the experiment takes the throughput data obtained by the MPTCP multipath
transmission system as the original signal, and applies the discrete wavelet trans-
form technology to carry out threshold denoising and multi-scale decomposition.
The wavelet basis function adopts db6 wavelet basis, and the number of decom-
position layers is determined to be 6.

Discrete wavelet transform method mainly includes DWT decomposition
method and DWT reconstruction method. The basic principle of DWT decompo-
sition method is similar to that of signal filtering by using a pair of high-pass filter
and low-pass filter. The basic principle of reconstruction method is roughly the
same as that of decomposition method, but the operation direction is completely
opposite [30]. In the signal decomposition part, the original signal is decomposed
into level 1 approximate component signal and level 1 detail component signal
after the first layer wavelet decomposition. The second layer wavelet decomposi-
tion is to decompose the approximate component signals obtained from the first
layer, and so on. After the original signal is decomposed by six-layer multi-scale
discrete wavelet transform, the specific decomposition results are shown in Fig. 3
and 4.
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Fig. 3. Multi-scale detail component signal and level 6 approximate component signal
without attack.

As shown in the Fig.3 and 4, edl,cd2,--- ,cd6 respectively represent the
detail component signals obtained by discrete wavelet multi-scale decomposi-
tion, and cab represent the level 6 approximate component signals obtained by
discrete wavelet multi-scale decomposition. The multi-scale detail component
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Fig. 4. Multi-scale detail component signal and level 6 approximate component signal
under attack.

signal represents the high frequency information of the original signal, which is
assumed to be the “noise” information of the original signal and continuously
filtered out in the decomposition process. The multi-scale approximate compo-
nent signal represents the low-frequency information of the original signal, and
the level 6 approximate component signal is the decomposed signal obtained by
the final wavelet decomposition. Figure5 and 6 show the comparison of original
signal and decomposed signal without attack and with attack.

As shown in the Fig.5 and 6, whether in the case of no attack or with
attack, the original signal with complex changes and frequent jitter is constantly
removed from the influence of high-frequency noise during the decomposition
process of discrete wavelet transform, and finally the decomposed signal with
obvious change trend and easy for intuitive analysis is obtained. Thus, the char-
acteristics of the original signal can be observed on a broad time scale, which
really embodies the advantages of multi-scale time-frequency analysis of wavelet
transform.

Wavelet Energy Entropy Comparative Analysis. The wavelet coefficients
at each scale obtained from the above discrete wavelet multi-scale decomposition
include various characteristic analyses of the transmission system or the signal
itself. Based on Shannon information entropy theory, the wavelet energy entropy
of the multi-scale signal is calculated and its change curve is drawn. Figure 7
shows the comparison of multi-scale wavelet energy entropy changes under the
two conditions. As shown in the Fig. 7, the blue curve represents the change of
wavelet energy entropy with the increase of scale in the case of no attack, and
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Fig. 5. Original signal and decomposition signal without attack.
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Fig. 6. Original signal and decomposition signal under attack.
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the red curve represents the change of wavelet energy entropy with the increase
of scale in the case of attack.

8.5 :

—— Without attack
—6—LDDoS attack

Fig. 7. Comparison diagram of multi-scale wavelet energy entropy change.

According to the working principle of wavelet energy entropy, the wavelet
energy entropy value of multi-scale signal without attack is 7.5605, 7.6072,
7.5368, 7.1882, 7.0518, 5.0716, 8.0005 respectively. The wavelet energy entropy
of multi-scale signal with attack is 7.5092, 7.5536, 7.4593, 6.2430, 6.5813, 5.2960
and 7.9596, respectively. In this paper, the mean value and variance of wavelet
energy entropy are calculated to observe the overall trend of wavelet energy
entropy under the two conditions. By calculation, the mean value of wavelet
energy entropy without attack is 7.1452, and the variance is 0.9302. In the case
of attack, the mean value of wavelet energy entropy is 6.9431 and the variance
is 0.8878.

Through comparative analysis, it is found that the mean value of wavelet
energy entropy in the case of attack is smaller than that in the case of no attack,
and the variation range of wavelet energy entropy in the case of attack is smaller
than that in the case of no attack. It can be found that attack abnormal signals
can reduce the mean and amplitude of wavelet energy entropy of MPTCP mul-
tipath transmission signals, indicating that MPTCP transmission signals have
worse similarity and higher complexity in the case of attack. Therefore, wavelet
energy entropy can be used as the classification feature of normal signals and
attack signals in the MPTCP multipath transmission system, and can be used
as the indicator basis for abnormal detection of attack signals.
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5 Conclusions and Future Works

In this paper, on the basis of the research status at home and abroad and the
research dynamic, combined with the present trend of the development of the
Internet, this paper proposes a MPTCP multipath transmission system to attack
the signal feature extraction method, in order to achieve the anomaly recognition
and detection of MPTCP transmission system to lay the theoretical foundation,
thus improve the MPTCP multipath transmission network security and robust-
ness of the system. This method combines the wavelet transform analysis method
with the information entropy theory, and uses the wavelet energy entropy to dis-
tinguish the normal signal from the attack signal, so as to achieve the purpose of
feature extraction of the attack signal. The simulation results show that wavelet
energy entropy can be used as the classification feature of normal signal and
attack signal in the MPTCP transmission system, and the feature extraction
method is reasonable and effective. However, the change trend of the wavelet
energy entropy index used in the feature extraction method depends on the
decomposition scale of the wavelet transform, which may lead to the stabil-
ity of the experimental results need to be further strengthened. In the future
research work, on the basis of the wavelet transform analysis method, we can
study the wavelet variance based on the wavelet transform coefficients, compare
and analyze the wavelet variance and the wavelet energy entropy, compare the
advantages and disadvantages of the two methods, and further improve research
on feature extraction method of attack signal in the MPTCP multipath trans-
mission system.
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